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Executive Summary  
The evolution of the IoT requires an approach to security and privacy, which is agile and supports 
unforeseen changes, across a wide range of quite different technologies and applications. It 
requires an approach, which recognizes a global ecosystem consisting of different sectors using 
common solutions developed independently, compliant with a common set of principles but 
implementing a sector specific interpretation of security. A common foundation for this may be 
the application of security at the data level. End-to-end security across a device-to-application 
model with secure data analytics may also be part of the solution. [IoTAA �t p149] 

Disregarded security requirements represent a special challenge. They are based on historically 
founded architectural inadequacies and faulty implementations. The introduction of new 
technologies such as Internet of Things (IoT) into this inadequate environment inevitably leads 
to high risks. Therefore, excellent performance is required to analyse and prioritize the 
complexity of the broad requirements of the verticals involved. 

Considering the limitations and gaps �}�(���š�}�����Ç�[�•���•�}�o�µ�š�]�}�v�•���(�}�Œ���š�Z����IoT security, in this report we 
assessed and prioritized �•�š���l���Z�}�o�����Œ�•�[���Œ���‹�µ�]�Œ���u���v�š�•���}�v���^�����µ�Œ�]�š�Ç�U���W�Œ�]�À�����Ç�����v�����d�Œust regarding the 
SecureIoT services.  

An extensive survey on stakeholder requirements including regulators, authorities, 
standardization bodies, global IoT initiatives has been drawn up. This survey shows the broad 
range of �š�}�����Ç�[�•���•�š���l���Z�}�o�����Œ�•�[���À�]���Á on what security in IoT shall be about. 

In the SecureIoT use case scenarios multi-cloud and thus multi-platform requirements were 
identified in D2.1. T�Z���� �•�š���l���Z�}�o�����Œ�•�[�� �Œ���‹�µ�]�Œ���u���v�š�• again illustrate nowadays focus on 
overarching requirements mainly related to cloud security protecting services at the core. 

The identified requirements have been clustered and weighted by the participants including their 
stakeholder views as members of initiatives, platform providers and IoT solution providers based 
on a Kano type approach.  

During the analysis phase it became clear that the different verticals were "caught" in their 
security view and that several iteration steps were necessary to develop a common 
understanding of security. This was compounded by the fact that the underlying Global Security 
Metrics first had to be reconciled due to varying degrees of maturity. 

Finally, the task leaders in the implementation Work Packages, namely WP3, WP4, WP5 and use 
case partners in the WP6 used these requirements as basis specifying the core requirements for 
the development of the SecureIoT service components.  

The requirements for the SecureIoT platform will be checked regarding legal implications in a 
later step (i.e. task T2.5).  
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Definitions, Acronyms and Abbreviations 
Generic Definitions see Annex 7.1 

Generic Acronyms 

Acronym Title 

AI Artificial Intelligence 
AIOTI Alliance for Internet of Things Innovation 
CCTV Closed Circuit Television 
CO Confidential, only for members of the consortium (including Commission Services) 
CR Change Request 
D Demonstrator 
DL Deliverable Leader 
DM Dissemination Manager 
Dx Deliverable (where x defines the deliverable identification number e.g. D1.1.1) 
DDoS Distributed Denial of Service 
DIN Deutsches Institut für Normung 
DMS Document Management System 
DoA Description of Action 
DVR Digital Video Recorders 
EU European Union 
EIM Exploitation Innovation Manager 
ETSI European Telecommunications Standards Institute 
eIDAS electronic IDentification, Authentication and trust Services 
ENISA European Network and Information Security Agency 
FM Financial Manager 
GDPR General Data Protection Regulation 
IT Information Technology 
IDE Integrated Development Environments 
IEC International Electrotechnical Commission 
IIC Industrial Internet Consortium 
IOT Internet of Things 
ISA International Society of Automation 
ISO International Organization for Standardization 
IEEE Institute of Electrical and Electronics Engineers 
IETF Internet Engineering Task Force 
IIoT Industrial Internet of Things 
IIRA Industrial Internet Reference Architecture 
IISF Industrial Internet Security Framework 
KPI Key Performance Indicator 
MSx project Milestone (where x defines a project milestone e.g. MS3) 
Mx Month (where x defines a project month e.g. M10) 
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NIS Network and Information Security (directive) 
NIST National Institute of Standards and Technology 
NHTSA National Highway Traffic Safety Administration 
O Other 
OT Operational Technology 
OEM Original Equipment Manufacturer 
OWASP Open Web Application Security Project 
P Prototype 
PC Project Coordinator 
PM partner Project Manager 
PO Project Officer 
PP Restricted to other programme participants (including the Commission Services) 
PU Public 
PAC Pierre Audin Consulting 
PEP Policy Enforcement Point 
PII Personally Identifiable Information 
QA Quality Assurance 
QAP Quality Assurance Plan 
QFD Quality Function Deployment 
QM Quality Manager 
R Report 
RE Restricted to a group specified by the consortium (including Commission Services) 
RAMI Reference Architecture Model Industrie 
SIL Safety Integrity Levels 
STM Scientific and Technical Manager 
SaaS Software as a Service 
SECaaS Security as a Service 
TL Task Leader 
VDE Verband der Elektrotechnik, Elektronik und Informationstechnik 
VDI Verein Deutscher Ingenieure 
WP Work Package 
WPL Work Package Leader 
WPS Work Package Structure 
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1 Overview and Introduction  
1.1 Overall Objective 

 

The evolution of the IoT requires an approach to security and privacy, which is agile and supports 
unforeseen changes, across a wide range of quite different technologies and applications. It 
requires an approach, which recognizes a global ecosystem consisting of different sectors using 
common solutions developed independently, compliant with a common set of principles but 
implementing a sector specific interpretation of security. A common foundation for this may be 
the application of security at the data level. End-to-end security across a device-to-application 
model with secure data analytics may also be part of the solution. [IoTAA �t p149] 

This has been illustrated by the well-known ���Ç�v�����š�š�����l���}�(���K���š�}�����Œ���î�ì�í�ò�X�����Ç�v�[�•���]�v�(�Œ���•�š�Œ�µ���š�µ�Œ�����Á���•��
hacked by cyber-criminals who run a Distributed Denial of Service (DDoS) attack. IoT devices 
including CCTV (Closed Circuit Television) cameras and DVR (Digital Video Recorders) were 
hijacked bas�������}�v���š�Z�����^�D�]�Œ���]�_���u���o�Á���Œ���X���W�Œ�}�u�]�v���v�š���^�]�š���•���•�µ���Z�����•���d�Á�]�š�š���Œ�U�����u���Ì�}�v�U���^�‰�}�š�]�(�Ç�U���E���š�(�o�]�Æ�U��
Reddit and Tumblr were unreachable for several hours. Figure 1.1.1 shows a heat map of the 
attack [DYN16]. 

 

Figure 1.1.1  Dyn attack heat map   

�^�����µ�Œ���/�}�d�[�•�����}�v�����‰�š���}�(��predictive security is aligned to security architecture principles laid out in 
standard based reference architectures. The latter standard based security architectures make a 
clear distinction between edge and core security mechanisms (see Figure 1.1.2): 

o The Edge is the place where vertical IoT begins or ends, e.g. Industrial Control System 
components, Manufacturing Execution Systems, Programmable Logic Controllers, robots, 
sensors, IoT gateways. The edge must also deal with legacy infrastructures given the need 
to protect existing investments. 
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o The Core encompasses IoT based business processes, which define value added services. 
The core will connect, manage, process, analyse and provide overall control of Industrial 
IoT (IIoT) devices. 

In this event, we see the Core of the IoT including management, processes, analysis and control 
of IoT devices being attacked out of the Edge where the �^�š�Z�]�v�P�•�_�����Œ�����o�}�����š�����X���d�Z�]�•���]�•���š�Z�����•�š���Œ�š�]�v�P��
point of SecureIoT. Security in an ecosystem of dynamic interactions and changes depends on 
continuous and reliable analysis, threat intelligence and decision support by analytics and AI in 
the Edge and the Core from the point of the project.  

 

Figure 1.1.2  SecureIoT Starting Point 

With this in mind, SecureIoT is motivated by the need to support cyber-security in scenarios 
involving cross-platform interactions and interactions across networks of smart objects (i.e. 
objects with semi-autonomous behaviour and embedded intelligence), which require more 
dynamic, scalable, decentralized and intelligent IoT security mechanisms. See the description of 
Task 2.2 objective in the proposal (p53): 

�d�Z�]�•�� �š���•�l�� �Á�]�o�o�� ���o�]���]�š�� ���v���� ���v���o�Ç�•���� �•�š���l���Z�}�o�����Œ�•�[�� �Œ���‹�µ�]�Œ���u���v�š�•�� �(�}�Œ�W�� �~���•�� �•�����µ�Œ�]�š�Ç�V�� ���v���U�� �~���•��
privacy and trust, using a variety of requirements analysis modalities such as review of 
state of the art, analysis of feedback from stakeholders, analysis of projects, initiatives 
and standards in IoT security and more. Emphasis will be paid in identifying and 
documenting the requirements and viewpoints of IoT platform providers, IoT security 
solution providers, IoT solution integrators and OEMs. Moreover, requirements associated 
with the increased use of smart objects and multi-platform interactions in IoT applications 
will be considered. 

This task will provide input for the technical WPs as a guidance or requirements catalogue to 
build the target system.  

The deliverable describes the core requirements of stakeholders in IoT with respect to the 
foreseen SecureIoT services based on the Security as a Service (SECaaS) paradigm. 
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1.2 Business Impact and Opportunities 
The IoT promises tremendous business potential. On the other hand, following a survey by 
Cognizant and PAC [CPM17] interviewing senior business and IT decision-makers with 
responsibility for driving innovation strategies at 250 large European manufacturing companies 
� D̂ata security and privacy concerns top the list of challenges that are slowing down IoT adoption 
for 70% of the companies. Apart from fears of cyber-attacks, there are also mounting regulatory 
burdens, especially ahead of the General Data Protection Regulation (GDPR).�_ 

 

Figure 1.2.1 GrowthEnabler, Market Pulse Report, Internet of Things (IoT), 19 pp., PDF, free, no opt-in 

Newly available IoT assets will create major security issues. Mobile services and mobile apps are 
part of the IoT ecosystems and are insecure. Outsourcing may disrupt protection, in particular 
Software as a Service (SaaS). The growth of virtualization may create major market opportunities. 
For instance, Software Defined Networks (virtualized networks) require verification and audit 
capabilities. It is essential to ensure the security of key elements factors of IoT ecosystems based 
on the principle of security by design. 

The often ill-considered implementation of IoT solutions may endanger business success and the 
daily life of everyone. For these reasons the market will offer a wide range of business 
opportunities for Security services. 

With the fundamental role of security, privacy and trust for future IoT services facilitating day-
to-day operations and development of secure IoT solutions like: 

o Threat monitoring, management and intelligence 
o Trustworthiness 
o Management of risk and compliance 
o Development and deployment of secure of IoT solutions  

These solutions will meet a high market demand on protection of IoT solutions. For instance, in 
Industrie 4.0 related scenarios cross-company communications and business interactions 
essentially require continuous trust regarding partners and integrity of their communications 
(e.g. smart objects). 
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By type, endpoint security, cloud security, network security, and application security could be the 
key segments of the global market for IoT security [TMR16].  

According to the analyst company Gartner [GAR18] the IoT security market will grow up to about 
3.1 billion USD in 2021. With prioritization and implementation of security best practices this 
could increase by more than 80%.  

According to various discussions with stakeholders in AIOTI, Plattform Industrie 4.0, etc. we see 
this market still in an early stage. For example, from the manufacturing industry point of view 
there are different (business) stakeholders having an interest in the things during their use, i.e. 
typically the owner of the physical things has an interest to share information with respect to the 
thing with other business stakeholders. Hence, customer satisfaction may differ widely from 
being enthusiastic to complete rejection with the same solution or service in the similar branch.  
This is also illustrated by the broad range responses regarding the clustering of requirements (see 
chapter 4.2. and chapter 4.3). 
 
Hence, we expect a broad range of requirements, which need to be narrowed down to a 
pragmatic set of core requirements, which can be adapted with market and business 
development. 
 

1.3 Situation 
1.3.1 Verticals  
The playing field IoT is highly invasive in all industries and one of the essential drivers of the Digital 
Transformation. An increasing amount of security incidents highlight the need to deploy security 
services in all verticals.  

Within the various verticals - e.g. manufacturing, health, automotive - we see similar 
requirements on hardware and software. These developed during many years alongside the 
developing IT-Security practices. However, the organizational prerequisites for the organizational 
structures differ from vertical to vertical.  

 

Figure 1.3.1  Verticals based on NIS criteria 
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Gartner also observes this: �^�t�Z�]�o���� �����•�]���� �•�����µ�Œ�]�š�Ç���‰���š�š���Œ�v�•�� �Z���À���� �������v�� �Œ���À�����o������ �]�v�� �u���v�Ç���À���Œ�š�]�����o��
projects, they have not yet been codified into policy or design templates to allow for consistent 
reuse. As a result, technical standards for specific IoT security components in the industry are only 
now just starting to be addressed across established IT security standards bodies, consortium 
�}�Œ�P���v�]�Ì���š�]�}�v�•�����v�����À���v���}�Œ�����o�o�]���v�����•�X�_ [GAR18] 

Moreover, depending on the maturity of the vertical with respect to security a different 
awareness of criticality can be observed. This results in diverse security capabilities and levels. 
Finally, the consumer sector provides a dramatic attack surface endangering the IoT as a whole. 

1.3.2 Legal Areas 
Applicable policies and security measures among others are driven by regulations (e.g., GDPR), 
directives (e.g. NIS, ePrivacy) and standards (such as ISO27001).  

We see elaborated regulations and rules in several areas of the world. In the first place the EU 
regulatory framework - especially GDPR, NIS, ePrivacy - needs to be considered. Similar but 
competing and sometimes conflicting frameworks are in place e.g. in USA and China.  

For example, Figure 1.3.2 illustrates the global data protection regulation schemes [BP18].  

 
Figure 1.3.2  Global Data Protection Regulations 

However, regulatory compliance will become a major issue regarding IoT security during the next 
years [GAR18].  
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1.3.3 Architectures  
Reference architecture (RA) is a synthesis of best practices based on past experience providing a 
conceptual framework that aims at shaping the future and improving over state-of-the-art design 
(see also the FAR-EDGE project).  

Various IoT architectures have evolved over time.  Several reference architectures have been 
published recently each from a specific point of view. Most prominent examples are:  

o Industrie 4.0 Reference Architecture Model Industrie 4.0 (RAMI4.0) [RAMI17] 
o OpenFoG Reference Architecture [OFG17] 
o Industrial Internet Reference Architecture �t [IIRA17] 
o Far-Edge Reference Architecture [FE18] 

There are several mappings of those reference architectures available. For example the 
collaboration of IIC and Plattform Industrie 4.0 resulted in a mapping of both reference 
architectures as illustrated in Figure 1.3.3 and described in [PC15]. 

 

Figure 1.3.3  Mapping of IIRA to RAMI 4.0 [MAP16] 
 

In general, these architectures describe multiple layers, as there are field, edge, fog, cloud or 
core. Within all those layers, the IoT is supposed to drive a massive deployment of things and 
systems, expecting very high scalability to serve this vast amount of systems. Technologies like 
scale out redundancy and sophisticated resource management across all layers nowadays are 
key elements used to drive popular internet services. 

Finally, attacks on security services provided by an architecture impose specific threats. 

1.3.4 Standards 
Many standards, especially on security, exist in the various fields of application. However, these 
standards often are designed for silos like energy, industry, etc. [see Chapter 7.2 Requirements 
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Survey: IEC 62351 - No. 1.1.13]. These standards usually are hard to apply and their relevance is 
changing with progress in technology development. 

Moreover, IoT is applied in the various application areas, e.g. manufacturing. Hence, the 
���‰�‰�o�]�����š�]�}�v�����Œ�����•�[���•�š���v�����Œ���•���~�•���������X�P�X���/�^���õ�õ���l���/�����ò�î�ð�ð�ï�•���‰�o���Ç�����v���]�u�‰�}�Œ�š���v�š role and may need to 
be extended regarding introduction of IoT. Among others ENISA is working on this topic. 

1.4 Limitations and Gaps 
1.4.1 Verticals  
The various verticals show different mind-sets and implementations considering security. Hence, 
there are vertical specific silos, which are hard to synchronize on common requirements. This 
synchronization is a very slow process especially as separation of generic requirements from 
specific requirements is difficult and often an element of conscious differentiation of those 
verticals. 

The evolution of silos also is caused by different maturity levels on security inside the verticals. 
For example, in the evolving field of robotics the machinery directive is the latest state of 
development. 

Moreover, security has been embedded within RAMI4.0. It is not depicted as an individual layer 
or hierarchy level, but impacts upon the whole lifecycle within all layers and at all hierarchy 
levels. The need for a holistic approach like in SecureIoT is illustrated in [FHG16] and in [IDS17]: 

o Security technology must be integrated appropriately: avoid isolated measures  
o Risk- and threat assessments methods are required: e.g. be aware of dependencies 
o Security within life-cycles: e.g. secure updating 
o Adapted and new technologies are required: risk-based, tailored to individual needs 
o Privacy preserving personal assistance systems are required: e.g. aggregation, 

anonymization 

GAP: Overall, especially regarding the experience within RAMI4.0, a vertical independent holistic 
service supporting cross vertical and cross region threat management by observation and joint 
threat intelligence is lacking yet. 

1.4.2 Legal Areas 
Similar to previous lack of data protection before GDPR the lack of Security/Privacy by-design/by-
default may be related to insufficient regulations [GAR18]. This is expected to change during the 
next years as industries providing Critical Infrastructures have to comply with increased 
regulations and guidelines thus increasing their awareness and efforts on security applying IoT.  
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Figure 1.4.1  New Technologies IoT, AI/Analytics, Robotics, Autonomous Systems driving an integrated Security 
approach 

However, policies and rules change and differ from area to area.  A global common ruleset is not 
in sight. On the contrary, local regulations and rulesets are competing and conflicting today. In 
this way, assurance of compliance is limited to specific verticals in a local area. 

In any case, it needs to be considered that attackers will use the area with the weakest 
regulations as a take-off base. 

GAP: Overall, a vertical independent service supporting any vertical in managing risks and 
achieving compliance across various localities still is lacking. 

1.4.3 Architectures  
Many architectures today deploy security, privacy and trust as a separate issue after defining the 
core technology principles. This way security, privacy and trust usually are not interwoven in the 
various layers of solutions based on those architectures. Still there is the need for 
Security/Privacy-by-Design/Default. 

Moreover, since deployments are linked to more or less centralized platforms scalability usually 
is limited by such platforms.  

GAP: Finally, with the platform view an independent service across those platforms and their 
respective architectures protecting the IoT in a holistic way is lacking. 
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1.4.4 Standards 
A worldwide harmonization is required, where International regulations need to be transparent 
and harmonized. It is not feasible for single countries to work in isolation regarding security in 
global IIoT/Industrie 4.0. A harmonized approach based on international standards at the 
international level is the only way to achieve consistent and trustful security levels, including 
small and medium-sized companies. 

Within the standards ecosystem transfer of standards across regions and verticals takes a long 
time. Standards need to cope with the increasing speed of innovation and the slow convergence 
of maturity levels across the verticals. Moreover, adaptation of new standards to Brownfield 
deployments usually is challenging and requires special developments and deployments.  

Trustworthiness of products, solutions, and communication is a key issue for industries and their 
customers. The integrity of the value chain is necessary, so the end users can have confidence in 
its security.  

Trust in this context means that a satisfactory level of confidence can be established and the 
partner system (be that a sensor, a machine or a factory) is what it claims to be, fulfil its tasks 
and not endanger the business partners by introducing malicious components into the network. 

According to the Industrial Internet Security Framework of the IIC (IISF) [IISF16] the five system 
characteristics defining trustworthiness are: 

o Security 
o Privacy 
o Resilience 
o Reliability 
o Safety 

For example, Safety in OT is related to IEC 62443 and meets IT requirements like ISO 27000 which 
focus on Security. Privacy concerns are discussed widely and are subject of the GDPR in the EU. 
Resilience is one of the key characteristics needed to resist DDOS attacks and is subject to ISO 
and IEC standards. Finally, Reliability, which is related to NIS regulation and other legal rules, is a 
quality feature in both OT and IT.  

In this sense, t�Z�����š���Œ�u���^�Y�µ���o�]�š�Ç���}�(���^�����µ�Œ�]�š�Ç�_���Á�]�o�o�����������v���]�u�‰�}�Œ�š���v�š��KPI especially in the Industrie 
4.0 use case scenario. Metrics of requirements (red in Figure 1.4.2) shall be derived from 
regulations and especially standards like IEC 62443 and ISO27000. There may be different profiles 
for each vertical, based on different rules, legal definitions and standards and specifically 
weighted functional requirements. Gap analysis per customer (blue in Figure 1.4.2) facilitates 
development of further security services and solutions, for instance by providing risk assessment 
and compliance services. 
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Figure 1.4.2 Example of Trust Metrics as Security Quality KPI 

GAP: Finally, the major open issue is the definition of a set of core standards across verticals and 
the definition of metrics for trustworthiness. 

1.5 Research 
Considering the limitations and gaps, the specification of requirements of independent services 
for operations, compliance, etc. is the major research objective in this task. It shall be described 
what is necessary to close the gaps and to mitigate deliberate risks in IoT: 

o A holistic threat management based on monitoring and threat intelligence shall be based 
on data collection and data analytics. This way support day-to-day security monitoring 
and risk mitigation. (WP3) 

o The dynamic characteristics of the IoT, especially within the use cases of the project, are 
fundamentally dependent on trustworthiness. Otherwise, any communication may 
threaten security of all the participants. Therefore, a trustworthiness metrics is 
instrumental enabling security and data/information interoperability. (WP3) 

o Risk assessment and assurance of compliance are typical tasks of information security 
management: review and adopt policies, audit compliance, recommend measures to 
improve policies. Risk assessment and compliance auditing services shall provide 
flexibility in implementing different rules and assign different rates to the various risks. 
Moreover, auditing shall identify non-compliant behaviours and shall provide 
recommendations about areas that require attention. (WP4, WP5) 

o �����À���o�}�‰���Œ�•�[���•�Z���o�o�����������v�����o�������š�}���•����ure applications as part of their programming efforts 
independently from vertical or platform. Refocus development to Security, Privacy and 
Trust to by-Design/by-Default and support developers implementing the best means for 
that. (WP4) 
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With this in mind, the focus of this task T2.2 is to identify and prioritize the corresponding 
stakeholder requirements for these 5 components. 

 

Figure 1.6.1 SecureIoT Services - SECaaS 

1.6 Relation to proposal 
In line with the objectives of SecureIoT we have identified core requirements for five 
instrumental components for the SecureIoT SECaaS and related to the objectives of the project: 

o Data Collection and Monitoring Infrastructure,  
see: Objective 2 �t Provide adaptive data collection services for Security monitoring of IoT 
entities at multiple levels (Edge, Nodes, Cloud)  

o Data Analytics - Knowledge based predictive IoT Security, 
see: Objective 3 �t Provide data driven mechanisms for predicting and anticipating the 
Security behaviour of IoT components �t Enable proactive vulnerabilities identification 
through analysis across all levels of an IoT system 

o Trustworthiness Metrics,  
see: Objective 4 �t Analyse and harmonize trust relationships and security policies of divers 
IoT platforms and ecosystems (including smart objects �t Enable enhances situational 
awareness and correlation of data sets across domains 

o Risk Assessment and Compliance 

see Objective 5 - Implement and provide open SECaaS services over the SecureIoT 
framework including Security Risk Assessment, Security Compliance Audits and 
�����À���o�}�‰���Œ�•�[���^�µ�‰�‰�}�Œ�š 

o �����À���o�}�‰���Œ�•�[���^�µ�‰�‰�}�Œ�š  
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see Objective 5 - Implement and provide open SECaaS services over the SecureIoT 
framework including security risk assessment, security compliance audits and de�À���o�}�‰���Œ�•�[��
support (see also Figure 1.6.1) 

Considering objective 7 �t Introduce and validate business models for Security-as-a-Service for IoT 
services spanning multiple platforms and ecosystems - we prioritized and selected the core 
requirements using a proven method for weighting service requirements. 

2 Methodology 
2.1 Procedure of this task 
Within this task, we followed a stepwise approach to obtain the core stakeholders requirements 
for the envisioned SECaaS services of SecureIoT. 

The starting point of our research has been a use case view according �š�}���š�Z�����‰�Œ�}�i�����š�[�•���}���i�����š�]�À����
6 �t challenge and showcase SecureIoT innovations through various use cases and usage scenarios 
in high impact applications with clear market relevance.  

The findings listed in chapter three illustrate that the most essential general requirements show 
�µ�‰�������Œ�}�•�•���š�Z�����‰�Œ�}�i�����š�[�•���µ�•���������•���•�X���d�Z�µ�•�U���]�v�������(�]�Œ�•�š���•�š���‰���Á�����(�}���µ�•�������}�v���P���š�Z���Œ�]�v�P���•�š���l���Z�}�o�����Œ�•�[���À�]���Á�•��
concerning those use cases and especially their specific and concrete requirements in those 
areas. Therefore, within each of the three use case scenarios of the project �t Industrie 4.0, 
Connected Cars / Autonomous Vehicles, Assistive Robots in care �t the partners and their experts 
participating in stakeholder communications collected stakeholder requirements. This provides 
a broad overview without claiming to be complete.  

 

Figure 2.1.1 Procedure 

Requirements in the use cases and usage scenarios usually are developed by stakeholders in the 
areas of: 

o Formal law, court decisions or executive decisions, e.g. regulations, directives 
o Governmental bodies, e.g. technical guidelines 
o Standardization bodies, e.g. technical norms 
o Associations or industry initiatives, e.g. good industry practices 
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o Related research projects defining best practices 

In an initial step, the most relevant specific stakeholders were assessed. For a list of key 
stakeholders see appendix 7.2.  

Based on publicly available sources and discussions in stakeholder communities, e.g. AIOTI, 
Plattform Industrie 4.0, etc., the partners collected the requirements providing a first round 
input. The list of stakeholders and requirements was refined iteratively by the SecureIoT partners 
based on those first round contributions. Therefore, the results of the first round were discussed 
in a workshop of WP2 and WP6 including the leaders of WP3, WP4 and WP5.  

The second round inputs were consolidated in the attached survey on requirements (see 
appendix 7.2�•�X�� �d�Z���•���� �•�š���l���Z�}�o�����Œ�•�[�� �À�]���Á�•�� �]�o�o�µ�•�š�Œ���š���� �š�}�����Ç�[�•�� �•�š���š��-of-the-art requirements on 
security privacy and trust in IoT. 

In a further prioritization step, �š�Z���� ���}�o�o�����š������ �•�š���l���Z�}�o�����Œ�•�[�� �Œ���‹�µ�]�Œ���u���v�š�•�� �Á���Œ���� ���o�µ�•�š���Œ������ ���•��
described in chapter 2.2. Finally, the task leaders in the implementing WPs WP3, WP4, WP5 and 
use case partners in the WP6 used the identified most relevant requirements as basis specifying 
the core requirements for the development of the SecureIoT platform. 

The requirements for the SecureIoT platform will be checked regarding legal implications in a 
later step (i.e. task T2.5).  

2.2 Requirements Prioritization 
This survey was analysed using the dimensions of the Kano model [UI96] by the contributors of 
this task defining a set of core and prioritized requirements giving guidance for the definition of 
architecture and development of the SecureIoT SECaaS services. The Kano model as shown in 
Figure 2.2.1, is a well-known and proven model to prioritize requirements for product or service 
development with respect to customer satisfaction. It is instrumental in identifying customer 
needs, their hierarchy and priorities [UI96]. Moreover, it facilitates quality function deployment.  
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Figure 2.2.1 Kano Model 

Based on the requirements survey (see chapter 7.2) the requirements regarding the five service 
components of SecureIoT (see also chapter 1.6) were clustered along the two dimensions Area 
of Application and the three criteria according to the Kano-Model [UI96]: 

o Must-be  
These requirements are fundamental service requirements that are mandatory to meet 
customer demands. They usually are implied, self-evident, not expressed and should be 
obvious to the service provider. 

o Performance  
These requirements ���Œ���� �µ�•������ ���Ç�� �š�Z���� ���µ�•�š�}�u���Œ�� �š�}�� ���À���o�µ���š���� �š�Z���� �•���Œ�À�]�����•�[�� �‰���Œ�(�}�Œ�u���v����. 
Evaluation criteria usually are well articulated, specified and measurable and allow a 
technical evaluation. 

o Attraction  
These requirements are business relevant as they shall spark customer enthusiasm. 
Customers usually are not aware of those requirements. Thus, they are not expressed and 
custom tailored. Meeting those requirements shall cause ���µ�•�š�}�u���Œ�•�[��delight. 

In this task, the clusters were selected by experts of the SecureIoT participants. These experts 
are engaged in:  

o communications with regulatory bodies as ENISA (e.g. ATOS, FUJITSU, SIEMENS) 
o standards bodies (e.g. FUJITSU, SIEMENS) 
o various stakeholder communities among them AIOTI, Plattform, Industrie 4.0, Industrial 

Internet Consortium (e.g. AIT, ATOS, FUJITSU, ITSOWL, SIEMENS) 
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Hence, they provide insights based on communications in these stakeholder forums. 
Moreover, most of the participants in SecureIoT are engaged in:  

o IoT security requirement specification and solution design in their daily work as 
consultants (e.g. FUJITSU, ITSOWL, P@SSPORT, SIEMENS),  

o manufacturers (e.g. FUJITSU, SIEMENS, IDIADA, ITSOWL)  
o IoT platform providers (e.g. ATOS, FUJITSU, SIEMENS) 
o Professional IoT users (e.g. ATOS, FUJITSU, IDIADA, ISPRINT, ITSOWL, LUXAI, P@SSPORT, 

SIEMENS).  
o Research in IoT Security (e.g. AIT, ATOS, FUJITSU, ITSOWL, P@SSPORT) 

Therefore, they provide a deep understanding of state of the art, typical market requests and 
expertise either from their own role or by their information based on discussions with 
stakeholders outside the consortium, e.g. from work-group participation in initiatives or from 
their daily professional activities and best practices. This approach supersedes the common 
stakeholder survey. 

�����•������ �}�v�� �š�Z�]�•�� ���Æ�‰���Œ�š�]�•���� �š�Z���� ���}�o�o�����š������ �•�š���l���Z�}�o�����Œ�•�[�� �Œ���‹�µ�]�Œ���u���v�š�•��were clustered per service 
component �t i.e. Data Collection infrastructure, Knowledge based, Trust Metrics, Risk 
Assessment and Compliance Services, �����À���o�}�‰���Œ�•�[�� �•�µ�‰�‰�}�Œ�š - in Must-be, Performance and 
Attraction requirements according to Overarching, Industrie 4.0, Connected Cars / Autonomous 
Vehicles, Socially Assistive Robots. These clusters il�o�µ�•�š�Œ���š�����š�Z�����•�š���l���Z�}�o�����Œ�•�[���À�]���Á���}�v���/�}�d���•�����µ�Œ�]�š�Ç��
requirements of today. 

In a final step the task leaders of WP3, WP4 and WP5 in charge of the development of the 
SecureIoT service components and use case partners, �Z���À�������À���o�µ���š�������š�Z�����u�}�•�š���Œ���o���À���v�š���š�}�����Ç�[�•��
sta�l���Z�}�o�����Œ�•�[���Œ���‹�µ�]�Œ���u���v�š�•. This way a set of core requirements per task in WP3, WP4 and WP5 
were developed. 
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3 General Findings 
3.1 Overall View 
Applicable policies and security measures among others are driven by regulations (e.g., GDPR), 
directives (e.g., NIS, ePrivacy) and standards (such as IEC 62443 and ISO27001).  

The ultimate goal of the architecture is to provide concrete security services following the SECaaS 
paradigm. The delivery of these services is facilitated by the development and maintenance of a 
security knowledge base, where metadata about IoT entities (i.e. objects platforms etc.) are 
registered along with knowledge collected and summarized based on multiple publicly available 
threat intelligence sources. Note that the security services of the architecture are offered as a 
service based on a Security-as-a-Service (SECaaS) paradigm. 

There are numerous requirements of stakeholders regarding security, privacy and trust 
considering the sectors of the use case scenarios. Among these dimensions, trust is usually 
defined only indirectly. Direct definitions of trust usually are linked with IT and Trust Services (e.g. 
eIDAS). In general, we have observed many international and especially US-based sources. 

Often the sources describe fundamental IT and OT security practices. Lots of them originate from 
common IT or OT requirements, and typical sector requirements. The number of documents 
describing requirements of merged IT/OT applications is limited and varies between the use case 
scenarios according to their level of maturity. 

Requirements (and so far described controls) may be structured into two major categories.  
Overarching or generic requirements that are the same or rather similar across any use case 
scenario. In addition to those overarching requirements and controls, we see specific 
characteristics in each use case scenario. Depending on the levels of maturity inside the use case 
area, these characteristics are more or less sophisticated. 

Overarching requirements describe general requirements on IoT-and Cloud-Security 
independent of the use cases. For example, considering IoT-Platforms (single or multiple platform 
interactions) and the common connection by a cloud service, major requirements shall be 
introduced also by Cloud Security related topics. Those may be:  

o Requirements by legislators or regulators, defined e.g. by the European Union in GDPR, 
NIS, ePrivacy, eIDAS, etc.  

o Recommendations or Technical Standards, e.g. set by ENISA, NIST, IETF, ISO/IEC, DIN, etc. 
o Best Practices, e.g. by IIC, Plattform Industrie 4.0, and other business communities 

Use case scenarios related requirements usually describe requirements related to the specific 
vertical and application area like Industrie 4.0, Connected Cars / Autonomous Vehicles, Socially 
Assistive Robots. These requirements take the characteristics of the application area into account 
and focus on it. However, these requirements also result from the three stakeholder 
communities mentioned above. Depending on the history of each application area different 
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security awareness, security expertise and regulations are in place illustrating the level of 
maturity in terms of cybersecurity. 

Thus, in the three use case scenarios of the project, we see different levels of maturity about 
cybersecurity. In the industrial IoT community, security is a key topic, widely discussed in various 
initiatives and associations. Several approaches towards security exist, e.g. the Industrial Internet 
Security Framework. Hence, we gathered input from various sources in our research.  
The area of smart objects is less mature about Cybersecurity since this field, in general, is at an 
early stage of development. The field of Connected Cars / Autonomous Vehicles has been under 
development for a while now and awareness of Cybersecurity leads to the adoption of this topic. 
Fundamental requirements have already been developed and some sources can also be found.  

The area of Socially Assistive Robots is yet emerging. Due to the very early stage, many questions 
arise from the functional requirements. Awareness of Cybersecurity is rising but on a low level of 
maturity. Hence, general sources considering security, privacy and trust in healthcare lay out the 
scene and specific requirements shall be derived from those and the more mature use case 
scenarios. 

There are competing and sometimes contradictory requirements, e.g. in industry 4.0. Hence, we 
need to select and prioritize core and secondary requirements according to our use case 
scenarios and the scope of the SecureIoT SECaaS approach. 

3.2 Regulation Hierarchy 
This section offers a high-level view of the different sources of requirements (stakeholders) but 
does not intend to make any statement with regard to the specific steps necessary for compliance 
of the SecureIoT use cases with the legal requirements. This will rather be the main aspect of 
T2.5 et al. 

However, for working with the stakeholder requirements defined in this task within the project, 
it should be beneficial to have a basic understanding of the hierarchical order, in which the 
different stakeholders and their respective requirements are connected. This hierarchy shall be 
briefly outlined below. 

Table 3.1 Regulation Hierarchy 

Level Stake-
holder 

Type of 
Norm 

Examples Binding 
effect 

Abstraction 
level 

Scope (e.g. 
territorial)  

1 European 
Union 

Constitu-
tional level 

Charta of Human Rights, 
Treaty on the Functioning of 
the European Union 

Binding High Entire EU 

2 European 
Union  

Formal law Directives and Regulations, 
e.g. GDPR, NIS, ePrivacy 

Binding High Entire EU 

3 European 
Court of 
Justice  

Court 
decision 

Case 582/14 �t Patrick Breyer 
vs Germany: finding that IP 
addresses are personal data 

Binding Medium; 
application 

Entire EU 
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to specific 
case 

4 EU Com-
mission or 
agencies 

Executive 
Decisions  

Commission adequacy 
decisions for third countries  

Binding High Entire EU 

5 EU Com-
mission or 
agencies 

Recom-
mendations 
and tech-
nical stan-
dards 

Art. 29 Data Protection 
�t�}�Œ�l�]�v�P���W���Œ�š�Ç���^�d�Œ���v�•�‰���Œ���v���Ç��
�'�µ�]�����o�]�v���•�_�V�� 

ETSI technical Norms;  
ENISA recommendations 

Binding only 
if referenced 
by law; 
otherwise 
expert 
opinion 

Medium; 
concreti-
zation of 
law 

Entire EU 

6 Member 
State 

Constitu-
tional level 

National constitution Binding High Member 
State 

7 Member 
State 

Formal law National (federal) law, e.g. 
German Federal Data 
Protection Act (BDSG); 

 

International Treaties 
(ratified) 

Binding High Member 
State 

8 National 
courts 

Court 
decision 

German constitutional court 
(1 BvR 2368/06) on legality of 
video surveillance of public 
areas 

Binding Medium; 
application 
to specific 
case 

Member 
State 

9 National 
executive 

Executive 
Decisions 

CNIL (FR); ICO (UK) decisions Binding High Member 
State 

10 National 
executive 

Recom-
mendations 
and tech-
nical stan-
dards 

�^���^�/-Grundschutz-
�<�}�u�‰���v���]�µ�u�_�����Ç���'���Œ�u���v��
Federal Agency for Security in 
Information Technology; 

 

Binding only 
if referenced 
by law; 
otherwise 
expert 
opinion 

High Member 
State 

11 Inter-
national 
Standards 
Organi-
zations 

Technical 
Standards 

ISO-, IETF-, IEEE-Norms Expert 
opinion 

Medium; 
filling in the 
technical 
details not 
specified by 
law 

Worldwide 

12 Private 
Initiatives 

Best practice 
recom-
mendations 

AIOTI, VDI, VDE, IIC, etc. Depends; 
Expert 
opinion, 
industry 
recom-
mendation 

Low; 
concrete 
technical 
instructions 

Worldwide 

13 Individual 
persons 
(legal or 
natural) 

Opinion Statements of NGOs or 
commercial associations; all 
secondary literature 

Non-binding, 
but may be 
argumen-
tatively 
persuasive 

Low Worldwide 
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Any set of requirements on any particular hierarchy level must be fully compliant with all sets of 
requirements on all higher levels in the hierarchy. 

Insofar as Member States have sub-divisions on state, department, province or communal level, 
the levels 6-10 would need to be duplicated and inserted between level 10 and 11. 

The binding effect is viewed from the angle any given court of law would see them, e.g. in 
proceedings of a supervisory authority against (a member of) the consortium, or a lawsuit for 
damages following a security/safety incident. 

This hierarchy will be used within T2.5 auditing the legal and regulatory compliance of the 
prioritized SecureIoT requirements (see chapter 4.4) giving advice to the work packages WP3, 
WP4, WP5 for further development. 

3.3 Requirements vs. Controls 
In general, we observe two dimensions. First, there are requirements that shall ensure Security, 
Privacy and Trust.  

Security requirements ensure that the confidentiality, integrity and availability of information 
being processed, stored or transmitted by the information system. 
Privacy requirements advance individual privacy with an organizations creation, collection, use, 
processing, storage, maintenance, dissemination, disclosure or disposal of Personal Identifiable 
Information (PII). This can be used in a variety of context from policy and oversight-related 
activities to life-cycle activities that involve information systems development and engineering 
disciplines. 
Trust is the confidence that the privacy and security controls are selected and implemented to 
satisfy a set of defined security and privacy requirements and to manage the risk associated with 
the use of information systems, data and smart devices. 

Second, there are the technical and organizational means to meet those requirements. The 
control environment sets the tone of an organization, influencing the control consciousness of 
its people. It is the foundation for all other components of internal control, providing discipline 
and structure to reach their organizational objectives. Control environment factors include the 
�]�v�š���P�Œ�]�š�Ç�U�����š�Z�]�����o���À���o�µ���•�U�����v�������}�u�‰���š���v�������}�(���š�Z�������v�š�]�š�Ç�[�•���‰���}�‰�o���V���u���v���P���u���v�š�[�•���‰�Z�]�o�}�•�}�‰�Z�Ç�����v����
operating style; and the way management assigns authority and organizes and develops its 
people. 

Organizations must meet the minimum-security requirements by selecting the appropriate 
security controls and assurance requirements. The process of selecting those to achieve 
adequate security of organizations information systems is a multifaceted, risk-based activity 
involving management and operational personnel within the organization.  As a risk management 
�š���•�l�U�� �š�Z���� �]�u�‰�����š�� �o���À���o�� �~���X�P�X�� �o�}�Á�U�� �u�}�����Œ���š���U�� �Z�]�P�Z�•�� �}�(�� ���v�� �]�v�(�}�Œ�u���š�]�}�v�� �•�Ç�•�š���u�[�•��failure shall be 
considered in selecting the appropriate controls.  
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However, even if controls are referenced all the time in security they are rarely defined beyond 
some best practices. The description of controls is strongly related to the maturity of the field of 
application. The more mature this is, the better controls are developed and described. This is not 
surprising since control of requirement fulfilment itself requires a mature awareness and 
understanding of security in the respective field. 

Overall, maturity is a major topic considering overarching and use case specific requirements. 
There is a lack of description of (typical) controls considering especially IoT. Especially threat and 
vulnerability management in IoT are in infancy compared to best-practice processes in traditional 
IT. Both need to be improved and to be adapted to the future world of massively deployed 
devices. 
Traditional IT systems implement security based on 25-year-old security control standards, which 
hardly address the current cyber security demands. This is quite unsuitable for use as the basis 
of security and trust in the IoT. The use of enterprise security controls has not worked well in the 
industrial control systems sector, where the requirement for continuous operation is 
incompatible with routine patching and restarts. Similarly, it is unlikely that a home light bulb will 
continuously check for patches, apply updates, and monitor for cyber-attack �t with IoT modules 
at sub-$1, a highly commoditized security paradigm is required [IOTAA]. 
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4 Requirements Matrix 
4.1 Overview 
Within the requirements survey a large number of overarching requirements has been gathered. 
Those overarching requirements are often related to politics, regulations, standards and 
common fundamental components like Cloud or IoT-Platforms. Many of those overarching 
requirements illustrate the state of the art in IT, which needs to be applied or extended to secure 
the IoT. The appropriate way of application or extension is an unsolved matter of discussion in 
various stakeholder groups since a while. 

The nature and main characteristics of the SecureIoT services (i.e. data-driven, predictive) impose 
several functional and non-functional requirements, which shall be taken into account in the 
development of the system. These requirements complement requirements stemming from 
standards, regulations and directives, including those identified in previous paragraphs.  In 
following paragraphs we highlight some of these requirements and their rationale, while ranking 
their importance for the development and deployment of SecureIoT services.  

In addition to requirements associated with the technical characteristics and functionalities of 
the SecureIoT services, other use case specific requirements for security, privacy and trust must 
���������}�v�•�]�����Œ�����X�����d�Z���•�������Œ�����^������-�}�v�•�_���(�}�Œ���š�Z�����•�‰�����]�(�]�����µ�•���������•�������v�À�]�Œ�}�v�u���v�š�����v�������]�(�(���Œ��across the 
three use cases areas of the project, namely: 

o Industrie 4.0 
o Connected Cars / Autonomous Vehicles 
o Socially Assistive Robots 

The use case scenarios that are described in D2.1 were used as starting point to select and 
categorize the overarching and use case specific requirements for the survey by the partners. 

4.2 Requirements Clustering 
�/�v�������(�]�Œ�•�š���•�š���‰���}�(�����Œ�]�o�o�]�v�P�����}�Á�v���š�Z�����Œ���š�Z���Œ���P���v���Œ�]�����P���š�Z���Œ�������Œ���‹�µ�]�Œ���u���v�š�•���Á�������o�µ�•�š���Œ�������^�u�µ�•�š-�����_��
�Œ���‹�µ�]�Œ���u���v�š�•�����v�����•�����}�v�����Œ�Ç���Œ���‹�µ�]�Œ���u���v�š�•���Œ���P���Œ���]�v�P���^�‰���Œ�(�}�Œ�u���v�����_�����v�������µ�•�š�}�u���Œ���^���š�š�Œ�����š�]�}�v�_�X�� 

The categories follow the Kano criteria on service requirements [UI96]. Per categories up to three 
requirements should be selected by the experts to filter the most relevant one. The tables 4.2.1 
to 4.2.5 below show the clustered results.  

Overall, we see some collocation in the overarching segment. This way, highly relevant 
requirements to focus on across all verticals can be identified rather clearly.  

The situation in the verticals differs from this, in some cases considerably again depending on the 
maturity of the vertical. For instance, we see a decreasing collocation from the more mature 
verticals like Industrie 4.0 and Connected Cars / Autonomous Vehicles compared with the 
situation in the Socially Assistive Robots application.  
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The table entries refer to the requirements documents in chapter 7.2 Requirements Survey. The 
entries are structured to include the additional relevance of some entries in the evaluation: 

o ENTRY without additional meaning 
o ENTRY by the legal partner 
o ENTRY by a use case partner 
o ENTRY by the single tasks leader implementing this service component 

Figure 4.2 illustrates the spectrum of entries across all categories and Criteria. 

 

Figure 4.2 Entries per Requirements document 

We see some gathered requirements being not selected and some focus areas with 6 and more 
entries: 

�x Overarching requirements:   
o 1.1.6 (ENISA - Baseline Security Recommendations for IoT in the  

context of Critical Information Infrastructures (November 2017) Lifecycle 
Management),  

o 1.1.21 (H2020 FIESTA �t IoT Platform, Authorization),  
o 1.1.22 (H2020 FIESTA �t IoT Platform, User Profiles),  
o 1.1.24 (H2020 FIESTA �t IoT Platform, Identity and Access Management),  
o 1.1.25 (H2020 FIESTA �t IoT Platform, Transparency),  
o 1.1.36 (OWASP IoT Testing Guide, Data Protection),  
o 1.1.41 (GDPR �t Art 5, 89),  
o 1.1.55 (ePrivacy directive)  

�x Overarching Controls:   
o 1.2.12 (OWASP IoT Project �t Vulnerability Management),  
o 1.2.22 (ENISA - Baseline Security Recommendations for IoT in the context of 

Critical Information Infrastructures (November 2017) Recommendations, Good 
Practices)  

�x Connected Cars / Autonomous Vehicles Requirements:  
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o 3.1.3 (NHTSA �t Cybersecurity Best Practice for Modern Vehicles, control of 
external interfaces by isolation techniques),  

o 3.1.6 (NHTSA �t Vehicle Cybersecurity. Real time intrusion detection and 
response),  

o 3.1.8 (ENISA �t Cybersecurity and Resilience of Smart Cars, Protect monitoring and 
administration interfaces)  

�x Socially Assistive Robots:   
o 4.1.15 �~�/�^�K���d�����î�í�î���t�'�ð���^�^���(���š�Ç�U���^�����µ�Œ�]�š�Ç�U���W�Œ�]�À�����Ç�_) 

Moreover, two highlight requirement documents are identified: 

�x Overarching requirements:  
o 1.1.12  (ISA 99 / IEC 62443) 

�x Overarching Controls:   
o 1.2.10 (IoTSF Best practices) 

This shows that there is a minor number of regulations, standards and best practices relevant to 
most of the stakeholders. Contributions from the use case perspective show a very specific 
vertical related content. 

In the following sub-chapters, the clustering results will be illustrated for each service component 
by a spectrum and the according clustered requirements matrix across all Kano type criteria. 

4.2.1 Data Collection and Monitoring Infrastructure  
As illustrated in figure 4.2.1 a broad spectrum is addressed by the experts. Mostly one of two 
entries are observed. Nevertheless, due to the selection limited to three entries per Kano-type 
category, many documents show no entry. 

However, we observe the dominant role of standards and regulations as Gartner predicts for the 
next years: 

�x Overarching Requirements:   
o 1.1.12 (IEC 62443),  
o 1.1.41 (GDPR),  
o 1.1.55 (ePrivacy directive) 

�x Overarching controls:   
o 1.2.10 (IoTSF Best Practices),  
o 1.2.22 (ENISA Baseline Recommendations) 

�x Industrie 4.0 Requirement:  
o 2.1.4 (Security in RAMI 4.0) 

�x Connected Car / Autonomous Vehicle 
o 3.1.4 (ENISA �t Security for Smart Cars, immutable logs) 
o 3.1.6 (NIST �t Real-time Intrusion Detection) 



 

Page | 33  

Project Title: SecureIoT  
Contract No. 779899  
Project Coordinator: INTRASOFT International S.A.  

 

D 2.2  �± �$�Q�D�O�\ �V�L�V�� �R�I �� �6�W�D�N�H�K�R�O�G�H�U�V�¶�� �5�H�T�X�L�U�H�P�H�Q�W�V,  
Version: v1.0 3  �±Final , Date 18 /0 4 /201 9  

o 3.1.15 (NIST, EC �t Transparency, which IoT collects which data from whom for 
whom) 

Beyond the standards and regulations in this field real controls have been selected. 

 

Figure 4.2.1 Data collection and Monitoring Infrastructure - Entries per Requirements document 
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Table 4.2.1 Clustered Requirements Matrix, Data Collection and Monitoring Infrastructure   

4.2.2 Knowledge based predictive  IoT Security  
The selection of requirements resulted in a very scattered and broad spectrum with only a very 
small number of peaks. Among the peaks with 3 or 4 entries there are: 

 Ranking Overarching Industrie 4.0 Connected Cars 
/ Autonomous 
Vehicles 

Socially 
Assistive 
Robots 

Data Collection and Monitoring Infrastructure 
WP3, WP4, WP5 
 

T3.1 - Security 
Information 
Registration, 
Persistence and 
Analytics 
Infrastructure 
  
�H�ï�X�î��- Interfaces 
and Probes to IoT 
Platforms and 
Smart Objects 
  
T3.3 - Adaptive and 
Intelligent Data 
Collection  
 
T3.5 - SLAs and 
Incentives for Data 
Collection 

Must-be 
(Mandatory) 

1.1.37 (Lawful 
Processing, 
Fairness and 
Transparency) 
1.1.20 
1.1.36 
1.1.55 
1.2.10 

1.1.41 (Purpose 
limitation) 
1.2.10 
2.1.2 
2.1.4 
2.2.4 
5.1.4 (ISA 95) 

1.1.38 (Consent) 
1.2.10 
3.1.4 
3.1.4 
3.1.6 
3.1.8 

1.1.49 (Privacy 
Impact 
Assessment) 
1.2.10 
4.1.4 
4.1.15 
4.1.33 

1.1.39 
(Information to 
Data Subjects) 
1.1.12/1.1.13 
1.1.21 
1.1.33 
1.2.10 

1.1.55 
(Communication 
secrecy) 
2.2.1 
2.2.6 
1.1.12 (ISA 99) 

1.1.55 
(Communication 
secrecy) 
3.1.4 
3.1.6  
3.1.6 
3.1.10-3.1.14 

1.1.38 
(Consent) 
4.1.2 
4.1.3 
4.1.16 

1.1.43 (Privacy 
by Design) 
1.1.23 
1.1.50 
1.1.70 
1.2.22 

1.1.46 (Storage 
limitation) 
ISO 27001 
2.1.10 

1.1.41 (Purpose 
limitation) 
3.1.11 
3.1.15 
3.1.17 

1.1.41 
(Purpose 
limitation) 
4.1.19 
4.1.19 

Performance 
(Evaluation 
relevant) 

1.1.6 
1.1.41 
1.2.1 
1.2.6 

2.1.1 
2.1.4 
1.1.12 (ISA 
99.03.01) 

3.2.1 
3.1.13 

4.1.6 
4.1.13 

1.1.7 
1.1.13 
1.1.42-1.1.44 

1.1.12 (ISA 
99.03.03) 
2.2.1 

3.2.2 
3.1.14 

4.1.7 
4.1.15 

1.1.56 
1.1.64 

1.1.12 (ISA 
99.03.04) 
2.1.10 

3.1.16 
3.1.16 

4.1.11 

Attraction 
(Business 
Driver) 

1.1.15 
1.1.22  
1.1.67 

2.1.4 
2.1.7 
1.1.12 (ISA 
99.03.01) 

3.1.15 
3.1.10 

4.1.8 

1.1.24 
1.1.58 
1.2.12 

1.1.12 (ISA 
99.03.02) 
2.2.6 

3.1.12 
3.2.3 

4.1.20 

1.1.25 
1.1.64 
1.2.22 

1.1.12 (ISA 
99.02.02 
2.1.8 

3.1.15 
3.2.7 

4.1.21 
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�x Overarching Requirements:   
o 1.1.12 (ISA 99 / IEC 62443)  
o 1.1.53 (ePrivacy directive of 2002) 

�x Overarching Controls:  
o 1.2.10 (IoTSF Best Practices) 

�x Connected Cars / Autonomous Vehicles Requirements: 
o 3.1.3 (NIST �t Cybersecurity Best Practice for Modern Vehicles, control of external 

interfaces by isolation techniques),  
o 3.1.8 (ENISA �t Cybersecurity and Resilience of Smart Cars, Protect monitoring and 

administration interfaces)  
o 3.1.10 (Federal Automated Vehicles Policy �t De-identify vehicle data if shared with 

third parties 

 

Figure 4.2.2 Knowledge based predictive IoT Security - Entries per Requirements document 
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Table 4.2.2 Clustered Requirements Matrix, Knowledge based predictive IoT Security 

 

4.2.3 Trustworthiness Metri cs 
Within this service component a rather blurred image is found evaluating the entries in the 
requirements clustering. Across all areas there are many documents with one or two entries. 
More or less 6 documents with 4 or 3 entries seem to be most relevant in the spectrum shown 
in Figure 4.2.3: 

�x Overarching Requirements:   
o 1.1.12 (ISA 99, IEC 62443) 
o 1.1.53 (ePrivacy directive of 2002) 

�x Overarching Controls:   
o 1.2.10 (IoTSF Best Practices) 

�x Connected Cars / Autonomous Vehicles Requirements: 

 Ranking Overarching Industrie 4.0 Connected Cars 
/ Autonomous 
Vehicles 

Socially 
Assistive 
Robots 

Knowledge based Predictive  IoT Security 
WP3, WP4, WP5 
 
T4.1 - Continuous 
Security Monitoring 
and Knowledge 
Inference  
 

T4.2 - Predictive 
Analytics for IoT 
Security  
 

T5.4 - IoT Security 
Knowledge Base  

Must-be 
(Mandatory) 

1.1.46 (TOMs) 
1.1.21 
1.1.36 
1.1.36-1.1.43 

1.2.10 
2.1.7 
1.1.12 (ISA 
99.02.01) 

1.2.10 
3.1.4 
3.1.4 

1.2.10 
4.1.20 

1.1.42 (Data 
Minimization) 
1.1.52 (AC) 
1.1.46 
1.2.4 
1.2.9 

2.1.8 
1.1.12 (ISA 
99.02.03) 

3.1.6 
3.1.6 

4.1.21 

1.1.41 
(Unlinkability, 
purpose 
limitation) 
1.1.26 
1.2.1 

2.2.3 
 

3.1.8 
3.1.16 

 

Performance 
(Evaluation 
relevant) 

1.1.6 
1.2.15 

1.1.12 (ISA 
99.03.04) 

 4.1.16 

1.1.64 
1.2.12 

1.1.12 (ISA 
99.02.02) 

  

1.2.22, 1.1.35, 
1.1.42 

   

Attraction 
(Business 
Driver) 

1.1.22 
1.2.13 

1.1.12 (ISA 
99.03.02) 

  

1.1.20-24,  
1.1.24 
1.1.55, 

1.1.12 (ISA 
99.02.01) 

  

1.1.25    
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o 3.1.3 (NIST �t Cybersecurity Best Practice for Modern Vehicles, control of external 
interfaces by isolation techniques),  

o 3.1.8 (ENISA �t Cybersecurity and Resilience of Smart Cars, Protect monitoring and 
administration interfaces),  

o 3.1.10 (Federal Automated Vehicles Policy �t De-identify vehicle data if shared with 
third parties. 

 

Figure 4.2.3 Trustworthiness Metrics - Entries per Requirements document 
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Table 4.2.3 Clustered Requirements Matrix, Trustworthiness Metrics 

 
  

 Ranking Overarching Industrie 4.0 Connected Cars 
/ Autonomous 
Vehicles 

Socially 
Assistive 
Robots 

Trustworthiness Metrics 
WP3, WP4, WP5 
 
T3.4  
Trustworthiness 
Metrics and Utility 
Calculation  

Must-be 
(Mandatory) 

1.1.46 (TOMs) 
1.1.21 
1.1.20-1.1.25 
1.1.36-1.1.38 

1.1.53 (ePrivacy 
TOMS) 
1.2.10 
1.1.12 (ISA 99) 

1.1.53 (DSP  
TOMS) 
1.2.10 
3.1.2 
3.1.8 

1.1.49 (Privacy 
Impact 
Assessment) 
1.2.10 
4.1.1 

1.1.39 
(Information to 
Data Subjects) 
1.1.52 (AC) 
1.1.65 
1.2.19 

1.1.53 (DSP  
TOMS) 
5.1.4 (ISA 95) 
 

1.1.53 (ePrivacy 
TOMS) 
3.1.3 
3.1.5 

1.1.48 (DPO) 
4.1.36 
 

1.1.67 
1.2.17 

ISO 27001 1.1.48 (DPO) 
3.1.5-3.1.18 
3.1.8 
3.1.18 

 

Performance 
(Evaluation 
relevant) 

1.2.12-1.2.15 1.1.12 (ISA 
99.03.04) 

3.1.3 
3.1.6 

4.1.4 

1.1.64 
1.2.9-1.2.11 

 3.1.7 4.1.20 

1.2.6 
1.1.33 

 3.1.3 4.1.32 

Attraction 
(Business 
Driver) 

1.1.22 
1.2.20 

1.1.12 (ISA 
99.04.04) 

3.1.10 
3.1.10 

4.1.13 

1.1.24 
1.2.6 

  4.1.15 

1.1.25 
1.2.5 

  4.1.38 
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4.2.4 Risk Assessment and Compliance 
For this service component, we observe a rather clear picture. The spectrum in Figure 4.2.4 shows 
clearly two major requirement documents including guidelines on risk and compliance: 

�x Overarching Requirements:   
o 1.1.12 (ISA99 / IEC 62443) 

�x Overarching Controls:   
o 1.2.10 (IoTSF Best Practices) 

 

Figure 4.2.4 Risk Assessment and Compliance - Entries per Requirements document  
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Table 4.2.4 Clustered Requirements Matrix, Risk Assessment and Compliance 

 
  

 Ranking Overarching Industrie 4.0 Connected Cars 
/ Autonomous 
Vehicles 

Socially 
Assistive 
Robots 

Risk Assessment and Compliance 
WP3, WP4, WP5 
 

T4.3 - Security and 
Privacy Policies 
Interoperability 
 

T5.1 - Risk 
Assessment and 
Mitigation Services  
 

T5.2 - Compliance 
Auditing Services  

Must-be 
(Mandatory) 

1.1.46 (TOMs) 
1.1.4 
1.1.21 
1.1.20-1.1.25 
1.1.36 

1.2.10 
2.1.4 
2.1.5 
5.1.4 (ISA 95) 

1.2.10 
3.1.1 
3.1.1 
3.1.7 

1.2.10 
4.1.8/4.2.1 
4.1.16 

1.1.13 
1.1.52 (AC) 
1.2.9 
1.2.21 

1.1.12 (ISA 99) 
2.2.2 
2.2.6 
 

3.1.3 
3.1.3 

4.1.9 
4.1.19 
4.1.37 

1.1.17 
1.1.55 
1.2.19 

2.1.8 
2.2.5 
ISO27001 

 4.1.11 
4.1.2 

Performance 
(Evaluation 
relevant) 

1.1.6 
1.1.7 
1.2.17 

1.1.12 (ISA 
99.03.04) 

3.1.15 4.1.8 
4.1.35 

1.1.7 
1.1.27-1.1.28 
1.2.12-1.2.15 

1.1.12 (ISA 
99.02.02) 

 4.1.11 

1.1.64 
1.1.68 
1.2.9-1.2.11 

  4.1.15 

Attraction 
(Business 
Driver) 

Decent service 
level agreement 
1.1.15 
1.1.22 
1.2.6 

2.1.2 
1.1.12 (ISA 
99.02.01) 

 4.1.17 

1.1.18 
1.1.24 
1.2.5 

1.1.12 (ISA 
99.04.04) 

 4.1.20 
4.1.32 

1.1.25 
1.1.60 

1.1.12 (ISA 
99.02.02) 

 4.1.35 
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4.2.5 ���‡�˜�‡�Ž�‘�’�‡�”�•�ï��Support  
�����À���o�}�‰���Œ�•�[�� �^�µ�‰�‰�}�Œ�š�� �u�}�•�š�o�Ç�� �]�•�� ���v�� �}�À���Œ���Œ���Z�]�v�P�� �]�•�•�µ���X�� �,���v������ �]�š�� �]�•�� �v�}�� �•�µ�Œ�‰�Œ�]�•���� �š�Z���š�� �}�À���Œ���Œ���Z�]�v�P��
requirements and controls are listed most relevant: 
 

�x Overarching requirements:  
o 1.1.6 (ENISA - Baseline Security Recommendations for IoT in the  

context of Critical Information Infrastructures (November 2017) Lifecycle 
Management),  

o 1.1.12 (ISA 99, IEC 62443), 
�x Overarching Controls:  

o 1.2.10 (IoTSF Best Practices), 
o 1.2.12 (OWASP IoT Project �t Vulnerability Management), 

 

 
Figure 4.2.5 Developers Support - Entries per Requirements document 
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Table 4.2.5 Clustered Requirements Matrix�á�����‡�˜�‡�Ž�‘�’�‡�”�•�ï�����—�’�’�‘�”�– 

 

  

 Ranking Overarching Industrie 4.0 Connected Cars 
/ Autonomous 
Vehicles 

Socially 
Assistive 
Robots 

Developer Support Services 

WP3, WP4, WP5  
T4.4 - Programming 
Models and 
Annotations for IoT 
Security  
 

T5.3 - Programming 
Support Services 

Must-be 
(Mandatory) 

1.1.6 
1.1.21 
1.1.33 
1.1.36 

1.1.12 (ISA 
99.03.04) 
1.2.10 
2.1.10 
2.2.7 

1.2.10 
3.1.2 
3.1.8 

1.2.10 
4.1.1 
4.1.4 
4.1.23 

1.1.10 
1.1.52 (AC) 
2.1.10 

1.1.12 (ISA 
99.03.02) 
2.1.4 
2.2.1 

3.1.3 
3.1.1 

4.1.3 
4.1.3 
4.1.33 

1.1.55 
1.2.12 
1.2.12 

ISO 27001 
 

3.1.5 
3.2.2 

4.1.9 
4.1.34 

Performance 
(Evaluation 
relevant) 

1.1.6 
1.2.16 
1.1.21-1.1.25 

1.1.12 (ISA 
99.03.01) 
2.1.1 

3.2.1 
3.1.9 
3.1.16 

4.1.7 

1.1.64 
1.1.47 
1.2.17 

2.2.1 3.1.3 4.1.15 

1.2.22    
Attraction 
(Business 
Driver) 

Decent service 
level agreement 
1.1.6 
1.1.22 
1.2.1 
1.2.14 

1.1.12 (ISA 
99.03.02) 
2.1.2 

 4.1.17 

1.1.10 
1.1.24 
1.2.12 
1.2.15 

2.2.4  4.1.15 

1.1.25 
1.2.21 
1.2.22 

  4.1.36 
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4.3 Requirement Prioritization 
In an orthogonal view the spectrums according to the Kano type criteria shall be assessed and 
the most relevant requirements per criterion shall be consolidated. 

4.3.1 Must-be Criteria  
The spectrum shows a number or relevant requirements and it is not quite clear where to set the 
threshold. We therefore may to expand or shorten the following list on the basis of content 
requirements if necessary.  

The Top ten Must-be requirements are: 

�x Overarching Requirements  
o 1.1.12 (ISA 99, IEC 62443), 
o 1.1.21 (H2020 FIESTA �t IoT Platform, Authorization), 
o 1.1.36 (OWASP IoT Testing Guide, Data Protection), 
o 1.1.41 (GDPR - Art 5, 89) 
o 1.1.46 (GDPR - Art. 5, 24, 28, 32) 
o 1.1.55 (ePrivacy directive) 

�x Overarching Controls   
o 1.2.10 (IoTSF Best Practices), 

�x Connected Car / Autonomous Vehicles 
o 3.1.4 (ENISA �t Security for Smart Cars, immutable logs), 
o 3.1.6 (ENISA �t Security for Smart Cars, real-time intrusion detection), 
o 3.1.8 (ENISA �t Cybersecurity and Resilience of Smart Cars, Protect monitoring and 

administration interfaces) 

Besides Article 24, 28, 32 of the GDPR all these requirements have been listed already in 
chapter 4.2 in the overall section. 
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Figure 4.3.1 Must-be Criteria - Entries per Requirements document 

 

4.3.2 Performance Criteria  
There is no clear distinction regarding performance criteria to be observed in the spectrum 
(figure 4.3.2). However, the ISA99, IEC 62443 again seems to be the most relevant requirement 
also in this section. 

 

Figure 4.3.2 Performance Criteria - Entries per Requirements document 

 

4.3.3 Attraction Criteria  
There are obviously 4 most relevant attraction criteria that should be considered. These are all 
part of the overarching requirement list: 

 

Figure 4.3.3 Attraction Criteria - Entries per Requirements document 
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�x 1.1.22 (ENISA Baseline Recommendations), 
�x 1.1.24 ((H2020 FIESTA �t IoT Platform, Identity and Access Management),  
�x 1.1.25 (H2020 FIESTA �t IoT Platform, Transparency) 

Again, these requirements were already listed in chapter 4.2 in the overall section. 

 

4.4 SecureIoT Requirements 
�d�Z�������o�µ�•�š���Œ�������o�]�•�š�•���]�o�o�µ�•�š�Œ���š�����š�}�����Ç�[�•�����}�Œ�����Œ���‹�µ�]�Œ���u���v�š�•���}�(���š�Z�������•�•���•�•�������•�š���l���Z�}�o�����Œ�����}�u�u�µ�v�]�š�]���•��
reflecting the state of the art in IoT security. Beyond this, SecureIoT will develop holistic Security 
services protecting IoT ecosystems across companies, verticals and borders.  

Nevertheless, the current requirements on protection need to be ensured with a system like 
SecureIoT is foreseen to be. Therefore, the leaders of the development tasks and the use case 
partners have developed a list of requirements on each task in WP3, WP4 and WP5 to ensure 
that the development of SecureIoT will meet the protection demanded by the stakeholder 
requirements. 

In the following sections the requirements for the SecureIoT service components are listed and 
the criteria of selection are explained.  

4.4.1 Data Collection and Monitoring Infrastructure   
In general, the data collection and monitoring infrastructure will provide the basis for other 
SecureIoT services and shall collect data from devices on the edge and from IoT platforms, cloud 
and other core services. It shall be instrumental in detecting the behaviour of devices and 
predicting threats. Moreover, it shall serve to assess the trustworthiness of these devices and 
services. 

Thus, the data collection and monitoring infrastructure should facilitate a rapid data access for 
anticipation and prediction of threats (for example see the Must-be criterion 3.1.6 �t real-time 
intrusion detection). Moreover, this infrastructure should support advanced analytics by 
providing homogenized data from various IoT platforms in a dynamic environment.  

Moreover, this service component needs to cover the ability of the SecureIoT services facilitating 
the fulfilment of the core requirements of our stakeholders especially considering the regulatory 
frameworks of GDPR and ePrivacy (see Must-be criteria in chapter 4.3.1). 

This results in these requirements for the following tasks:  

T3.1 - Security Information Registration, Persistence and Analytics Infrastructure 

�x R3.1.1 The SecureIoT persistence infrastructure should support the 4 Vs (Volume, Variety, 
Veracity, Velocity) of BigData. 

o Rationale: To enable collection and analysis of large volumes of security-related 
datasets, and support decisions at various timescales. 
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�x R3.1.2 The SecureIoT analytics infrastructure should support (near) real-time streaming 
analytics. 

o Rationale: To support prediction and detection of incidents at short time scales. 
�x R3.1.3 The SecureIoT analysis infrastructure should support various Machine Learning and 

Data Mining Schemes (including predictive analytics). 
o Rationale: Support advanced analytics for the detection and anticipation of threats, 

vulnerabilities and attacks. 
�x R3.1.4 Registration of security information should be dynamic based on 

available/accessible devices. 
o Rationale: Support security in volatile environments where devices are likely to 

dynamically join or leave. 
�x R3.1.5 Provide a unified model for representing IoT Security Information. 

o Rationale: Homogenize, consolidate and unify information stemming from different 
IoT platforms and devices. 

�x R3.1.6 Provide a registry of IoT assets (e.g., systems and devices). 
o Rationale: Keep track of IoT assets that should be monitored and secured. 

�H�ï�X�î��- Interfaces and Probes to IoT Platforms and Smart Objects 

�x R3.2.1 Support high-performance, low-latency data collection. 
o Rationale: Detect and react to incidents at short time scales. 

�x R3.2.2 Provide data collection interfaces to different types of IoT devices with public 
interfaces, emphasizing on popular platforms. 

o Rationale: Provide readily available support for collecting data from various IoT 
devices, such as Android, Arduino, Raspberry and ZigBee devices. 

�x R3.2.3 Provide data collection interfaces to the devices of the �‰�Œ�}�i�����š�[�•���µ�•���������•���•. 
o Rationale: Support the deployment and evaluation of SecureIoT in the scope of the 

�‰�Œ�}�i�����š�[�•���µ�•���������•���•�X 
�x R3.2.4 Provide data collection interfaces to entire IoT platforms, including the IoT platforms 

�}�(���š�Z�����‰�Œ�}�i�����š�[�•���µ�•���������•���•�X 
o Rationale: Support collection of security related datasets at the IoT platform level i.e. 

security data stored at their cloud and/or edge levels. 
�x R3.2.5 The SecureIoT data collection and probes infrastructure should be extensible. 

o Rationale: Make it easy to collect data and monitor additional IoT systems and 
devices. 

�x �Z�ï�X�î�X�ò�����P���v�š�•�[���/�v�•�š���o�o���š�]�}�v�����v���������‰�o�}�Ç�u���v�š���� 
o Rationale: The implementation of probes, may require the installation and 

deployment of monitoring agents as close to the devices. 

T3.3 - Adaptive and Intelligent Data Collection  

�x R3.3.1 Adaptive data rates 
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o Rationale: SecureIoT should provide the means for dynamically adapting the rate of 
data collection. 

�x R3.3.2 Configurable data rules for adaptive data collection 
o Rationale: SecureIoT should support the definition and configuration of rules for 

adapting the data collection based on contextual triggers. 
�x R3.3.3 Contextualization of data collection to the security context 

o Rationale: The data collection should adapt according to the security context i.e. the 
threats, vulnerabilities or incidents identified. 

T3.5 - SLAs and Incentives for Data Collection 

�x R3.5.1 SLA Modelling   
o Rationale: Specify a model of an SLA that will regulate the collection of data from the 

IoT deployer in the scope of �š�Z�����‰�Œ�}�i�����š�[�•���^���������^���u�}�����o�X 
�x R3.5.2 SLA Data Reporting and Auditing 

o Rationale: SecureIoT should report on the data collected as part of the SECaaS service. 
It should also monitor and audit the SLA parameters. 

�x R3.5.3 SLA Visualization 
o Rationale: Provide the means for ergonomic and easy to understand visualization of 

the SLA parameters and their enforcement 

4.4.2 Knowledge based Predictive IoT Security  
The SecureIoT services will emphasize the concept of predictive IoT security (i.e. foretelling and 
anticipating the security behaviour of IoT entities). The mandatory requirements in chapter 4.3 
illustrate the various needs regarding knowledge acquisition, analytics and adherence to 
regulations as GDPR (see: 1.1.41, 1.1.46) and ePrivacy (1.1.55). Based on threat patterns and 
known vulnerabilities (see: 1.1.36) knowledge information should be provided and ingested into 
the knowledge base timely, accurate to the analytical engine for prediction in time (see Must-be 
criterion 3.1.6 �t real time intrusion detection). Prediction always is based on models and 
constraints should be clear to mitigate the predicted threats correctly. Visualization might 
support this. 

Based on that the following requirements have been defined by the task leaders of T4.1, T4.2, 
T5.4:  

T4.1 �t Continuous Security Monitoring and Knowledge Inference 
�x R4.1.1 Determine security monitoring and knowledge information in a timely, scalable, 

consistent and automated manner 
o Rationale:  To perform proactive and continuous security monitoring, the 

information (network connections, login on/off, installed software and their 
configurations, operational events, security patches, etc.) are determined, while 
considering time-sensitive data, and discovered in an automated way across the 
IoT ecosystem with the help of the data collection infrastructure provided in WP3. 
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Security knowledge (threat patterns and vulnerabilities) from these events needs 
to be inferred in a consistent manner to be understood while enriching (by relying 
on multiple data sources) and consolidating the collected data.     

�x R4.1.2 Monitoring and knowledge data should be protected in transit and at 
repositories 

o Rationale: Integrity and confidentiality should be supported to protect data by 
applying best practices.    

�x R4.1.3 Support data access control and partitioning methods 
o Rationale: Methods of access control to the monitoring and the inferred security 

knowledge should be supported by considering regulatory, geographic and 
operational restrictions. Moreover, data and inferred knowledge should be 
partitioned by using appropriate mechanisms (centralized, localized, replicated) 
according to regulatory and operational constraints.  

�x R4.1.4 Support monitoring and knowledge data lifetime management  
o Rationale: The monitoring and inferred knowledge mechanisms should consider 

the validity of data over time (originating and update time) and its longevity (how 
long it is assumed that the inferred knowledge is valid). 

 
T4.2 �t Predictive Analytics for IoT Security 

�x R4.2.1 Data should be protected during processing by predictive algorithms 
o Rationale: Data minimization and safeguards should be integrated into processing 

to preserve privacy and limit the use of personal data (see 1.2.10: data in 
aggregate is unpredictable). 

�x R4.2.2 Predictive analytics must discover and predict threats and vulnerabilities in a 
timely, scalable, consistent and automated manner 

o Rationale: Threats and vulnerabilities may span across multiple components and 
over different periods of time (see 1.2.12).  

�x R4.2.3 Support of multiple prediction algorithms and models 
o Rationale: Available data and inferred information are with different structures 

and semantics. Thus, multiple algorithms should be identified and applied 
according to the available data (temporal, spatial or both of them) and the needs 
of specific deployments and especially �š�Z�����‰�Œ�}�i�����š�[�•���µ�•���������•���•�X�� 

�x R4.2.4 Prediction algorithms should describe their constraints 
o Rationale: The employed algorithms should describe their constraints regarding 

the required data (network data, logs, flows) and attributes (optional, mandatory, 
conditional). 

 
T5.4 �t IoT Security Knowledge Base 

�x R5.4.1 Dynamic ingestion of information about IoT threats and attack patterns from 
multiple sources 

o Rationale: The SecureIoT Security Knowledge Base shall be populated with 
information from multiple and relevant CVEs and databases. The Knowledge Base will 
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be updated frequently to warranty the freshness of the published data. The design of 
this service shall consider the possibility of adding new sources. 

�x R5.4.2 Dynamic ingestion of information about IoT threats and attack patterns using 
multiple naming conventions 

o Rationale: Each one of the sources to be used with this service may use a different 
data model or naming convention to represent threats and attack patterns. SecureIoT 
Knowledge base must be able to cast the different models to a unified representation. 

�x R5.4.3 Dynamic ingestion of heuristic knowledge/context through a secure API 
o Rationale: The knowledge inferred as part of T4.1 using the collected data and the 

outcomes of WP3 will feed the Knowledge Base, adding context and relevant details 
about vulnerabilities and attack patterns. This information shall be loaded dynamically 
and automatically through a secure API. 

�x R5.4.4 Map threats to IoT assets and typical attack vectors automatically 
o Rationale: The Knowledge Base must automatically correlate data from the different 

CVEs and databases in order to establish the relationships between IoT assets, their 
threats or vulnerabilities and the reported attack vectors they can receive. 

�x R5.4.5 IoT honeypots development 
o Rationale: The development of IoT honeypots that mimic the behaviour, main 

characteristics and vulnerabilities of relevant smart objects will allow gathering 
additional information and context regarding attack vectors and their origin. For 
instance, details about ports, protocols, localization, types of entities used for the 
attack, time histograms, etc. The knowledge extracted will be pushed to SecureIoT 
base. 

�x R5.4.6 Advanced data analytics and visualization 
o Rationale: SecureIoT knowledge base will expose an interactive user interface and a 

RESTful API that will enable advanced data analytics (aggregations, predictive 
analytics regarding attack waves outbreaks, etc) to be extracted and visualized. 

4.4.3 Trustworthiness Metrics  
Considering the idea of interacting things, smart objects, services and platforms in the IoT trust 
is fundamental. Trustworthiness is an important qualitative decision-making criterion for secure 
communication.  Thus, trustworthiness should be incorporated in the lifecycle of services, 
�‰�Œ�}���µ���š�•�U�� �‰�Œ�}���µ���š�]�}�v�� �•�Ç�•�š���u�•�� ���v���� �/�d�l�K�d�� �•�Ç�•�š���u�•�X�� �&�}�Œ�� �]�����v�š�]�(�]�����š�]�}�v�� �}�(�� �������Z�� �‰���Œ�š�v���Œ�[�•��
trustworthiness, reliable information and assurances are needed. Standardized rules and agreed 
policies should facilitate methods for assessing the trustworthiness of partners. 

This is reflected in the Must-be criteria gathered in chapter 4.3.2 which extend the list of the 
most relevant criteria on a trustworthiness metrics. The regulatory framework of GDPR and 
ePrivacy as well as the ISA99/IEC62443 need to be considered in developing the metrics. 
Moreover, the general IT security framework of ISO27000 will be instrumental in defining the 
security criteria in these metrics. 
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Based on that the following requirements for the trustworthiness metrics have been defined by 
the task leader of T3.4:  

T3.4 Trustworthiness Metrics and Utility Calculation 

�x R3.4.1 Measurability of System Characteristics 
o Rationale: Trustworthiness should be evaluated based on the measurability of the five 

systems characteristics. Criteria for measurability of these characteristics should be 
developed. 

�x R3.4.2 Evaluation of the Metrics 
o Rationale: Evaluation of trustworthiness should be based on a computation logic 

behind the metrics Metric rules should define the modalities, such as exceptions, 
measurement methods, practical measurement details. Parameters should allow for 
variability in the definition, or in the usage of the metric. 

�x R3.4.3 Trustworthiness Profiles 
o Rationale: The importance of the different key characteristics of trustworthiness 

should vary according to industry vertical and individual targets should depend on 
regulations, laws and the industry itself. Appropriate profiles should be defined for 
�š�Z�����‰�Œ�}�i�����š�[�•���µ�•���������•���•�X 

4.4.4 Risk Assessment and Compliance Services 
Considering the criteria of chapter 4.3 risk assessment is instrumental for the management of 
risks in any IoT deployment. This is especially reflected in the mandatory requirements of 1.1.12, 
1.1.36, 1.2.10. Moreover, it is an essential part of the Attraction requirement 1.1.22.  

Such a risk assessment shall be based on a standard vulnerability scoring and include the 
evaluation of the trustworthiness metrics. It shall consider the dynamic nature of IoT 
deployments including smart objects and the relevant IoT platforms and target deployments. 

Finally, such a risk assessment needs to cover means to adapt to different security and privacy 
policies of different deployments this way supporting cross company and cross country 
communications and transactions. 

Nevertheless, risk assessment and risk management are part of a process ensuring compliance 
to regulations as GDPR (see 1.1.41, 1.1.46) and ePrivacy (see 1.1.55) or standards like IEC62443 
(see: 1.1.12). Verification of compliance to those regulations and most relevant standards is an 
important requirement of our stakeholders and shall be supported by the SecureIoT auditing 
services. Moreover, adaptability of controls and applicability to IoT platforms like FIWARE, 
MindSphere, Fujitsu IoT platform shall regard the dynamic development of the IoT. 

Based on that the following requirements for risk assessment and compliance services have been 
defined by the task leaders of T4.3, T5.1, T5.2:  

T4.3 - Security and Privacy Policies Interoperability 
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�x R4.3.1 Policies should be specified with enough details to ensure interoperability 
o Rationale: To ensure the support of different IoT domains and platforms, the 

policies should clearly define mandatory attributes or a minimum set for 
describing and representing them.  

�x R4.3.2 Policies should lay down the same security measures to ensure interoperability 
o Rationale: To ensure rationale communication between different domains, the 

guidelines should reference uniform standards and clearly define a minimum 
scope for their description and presentation.  

�x R4.3.3 Policies should support a broad set of deployment scenarios 
o Rationale: A clear mechanism of extensibility (representation and semantics) 

should facilitate security policies to be interoperable across a wide range of 
deployment scenarios especially in the use cases of the project. 

�x R4.3.4 Policies should support versioning and backward compatibility 
o Rationale: A mechanism (negotiation and announcement) should ensure 

capabilities of the security policies across deployments scenarios progressing in 
time. 

 
T5.1 �t Risk assessment and mitigation service 

�x R5.1.1 Risk assessment �(�}�Œ�� �/�}�d�� �•�Ç�•�š���u�•�� �����•������ �}�v�� �E�/�^�d�[�•�� ���}�u�u�}�v�� �s�µ�o�v���Œ�����]�o�]�š�Ç�� �^���}�Œ�]�v�P��
System 

o Rationale: SecureIoT Risk Assessment Engine (RAE) service must provide a likelihood 
factor that quantifies the risk for a specific IoT system, considering the deployed 
security controls and mitigation mechanisms. As it can be seen in 7.2, a great number 
of current regulations and standards deal with processes to manage and evaluate risk 
in IT �t IoT domains (i.e., 1.1.12, 1.1.22, 1.1.36 or 1.1.66). Nevertheless, a gap exists 
with respect to automatic modelling of risk in complex and modern IoT systems, which 
integrate semi-autonomous smart-objects in safety-critical applications. 

�x R5.1.2 Dynamic risk assessment considers changing levels of probability, criticality and 
impact 

o Rationale: Risk assessment must dynamically adapt its quantification weights and 
models, taken into account fresh information, i.e., the launch of a wave of attacks 
exploiting a specific vulnerability, the discovery of a set of chaining vulnerabilities, the 
release of a security patch, etc. Although current standards and regulations explain 
how to evaluate and manage risks, this process cannot be done relying on static 
information due to the rapid changes of the IoT and cyber-security domains. 

�x R5.1.3 Dynamic risk assessment considers the specific characteristics of the target IoT 
deployment 

o Rationale: The impact and criticality of vulnerability may depend on the overall 
security controls or on the specific use-case (i.e., smart city vs smart factory vs 
healthcare monitoring). 

�x R5.1.4 Dynamic risk assessment considers trustworthiness metrics according to standards 
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o Rationale: Trust and risk are closed concepts as it is explained in 7.1. Multiple state-
of-the-art references explain how to evaluate and enforce trust metrics (i.e., 1.1.62, 
1.2.20, 3.2.7). These inputs should be considered in order to automatically assess the 
risk of an IoT deployment. 

�x R5.1.5 Configurability of risk assessment  
o Rationale: In order to ensure the applicability of the risk assessment service in a wide 

range of potential use-cases of IoT systems, it must be configurable to allow the 
customization of the weights assigned to the different elements of the analysis. 

�x R5.1.6 Proposition of mitigation measures to reach a specific risk level (goal-driven) 
o Rationale: The documents and references included in 4.2 regarding how to enforce 

security, privacy and trust in complex IoT systems propose different controls, 
recommendations and good practices. The service will be able to suggest a set of well-
known measures in order to warranty that the resulting IoT deployment reaches a 
specific risk level.  

�x R5.1.7 Performance 
o Rationale: The service must provide a good trade-off between required hardware 

resource and performance to minimize its impact in design flows and maximize its 
adoption possibilities. 

T5.2 �t Compliance auditing services 

�x R5.2.1 Evaluate compliance with controls specified by relevant regulations, standards, good 
practices, etc. (T2.2) 

o Rationale: The service may check compliance with relevant 4.2 requirements and 
controls (e.g., the existence of an OTA mechanism, use of secure communication 
protocols). 

�x R5.2.2 Specification of arbitrary and customized controls 
o Rationale: The service must be configurable to enable a set of specific controls to be 

specified as input. Thus, it applicability in multiple verticals or under different 
regulations will be possible. 

�x R5.2.3 Holistic auditing of IoT deployments  
o Rationale: The auditing service must analyse security policies deployed at the 

different elements of an IoT deployment: smart objects or devices, fog, enterprise 
level, etc. It will also consider multi-platform interactions.  

�x R5.2.4 Interoperability with main IoT platforms and technologies 
o Rationale: The service will be design to audit deployments based on the IoT platforms 

provided in the project: MindSphere, FIWARE, FUJISTSU IoT platform.  
�x R5.2.5 Provide low-level granularity 

o Rationale: The output of the audit service will be a detailed, interactive and intuitive 
report. 
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4.4.5 Developer �•�ï Support Services  
Within the context of the IoT Security, Privacy and Trust by-design or by-default are very 
important principles to meet the regulatory Must-be requirements. This is supported by the 
Must-be criteria regarding controls: 1.2.10 (IoTSF �t Best Practices) and 1.2.12 (OWASP 
Vulnerability Management). Moreover, we see specific Attraction criteria underpinning this, e.g. 
1.1.22 (ENISA Baseline Recommendations).  

Considering these criteria, the SecureIoT services shall facilitate the implementation of these 
principles by its Developer�•�[ Support Services. These services shall simplify programming against 
the Security, Privacy and Trust targets by means like Annotations for IoT Security and 
programming support services providing easy means to implement best practices for e.g. 
authentication, encryption, multiplatform interaction in common development frameworks. 

Therefore, the following list of requirements in tasks T4.4 and T5.3 have been defined by the task 
leaders based on the results of chapters 4.2 and 4.3. 

T4.4 �t Programming Models and Annotations for IoT Security 

· R4.4.1 Programming models and annotations should comply with existing standards  
�Ñ Rationale: Standards are widely used and well established. Existing standards such 

as XACML 3.0 compliancy (at policy syntax, context syntax and functional levels) 
and JSR 175, JSR 250 and SA-REST compliancy could be investigated and used. 

· R4.4.2 Programming models should be flexibly reusable and extensible supporting a 
broad set of deployment scenarios 

�Ñ Rationale: The programming models and annotations may be implemented, 
deployed or used within a single IoT component, service, network or application 
or may comprise a federated system. They should consider a range of 
deployments varying from small sets to large deployments. The programming 
models and annotations may be singular or modular according to the scenario. 
Modular models are preferred for ease of maintenance and extension. 

· R4.4.3 Annotations must support versioning and backward compatibility 
�Ñ Rationale: targeted components may evolve over time and new devices may be 

introduced, thus the annotations must provide mechanisms for versioning and 
ensure compatibility.  

· R4.4.4 Programming annotations should be validated 
�Ñ Rationale: A design-time mechanism that performs the validation of the 

annotations should be used by developers, in order to guarantee their validity. 
 

T5.3 �t Programming support services 

�x R5.3.1 Enforce decentralized and distributed access control management 
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o Rationale: Multiple references in 4.2 impose requirements regarding authentication 
and authorization mechanisms to control. Nevertheless, typically, these alternatives 
rely on a centralized authority and do not consider interactions across multiple 
platforms that may be based on different access control approaches. PEP at IoT 
application level must consider these fundamental requirements. 

�x R5.3.2 Protect data confidentiality 
o Rationale: Multiple references in 4.2 impose requirements the protection of sensitive 

data confidentiality. Encryption at IoT application level is an additional requirement 
for programming support services. 

�x R5.3.3 End to end approach covering the multiple levels of an IoT deployment 
o Rationale: As it has been emphasized in the requirements of previous tasks, SecureIoT 

scope covers all the levels of an IoT deployment, from the device or smart object to 
the enterprise components. 

�x R5.3.4 Multiplatform interactions 
o Rationale: The service will be integrated with the IoT platforms provided in the project 

(MindSphere, FIWARE, FUJITSU IoT platform) and shall consider by design 
interoperability between them. 

�x R5.3.5 Seamless integration in mainstream Integrated Development Environments (IDE) 
o Rationale: The service will be delivered as a plugin or extension for some of the 

mainstream IDEs typically used in the IoT domain (i.e., Eclipse, NetBeans, Visual Code). 

�x R5.3.6 Separation of duties between developers and administrators 
o Rationale: Developers will declaratively create the minimum amount of rule-set that 

is needed for security enforcement purposes. Access control policies will be 
dynamically generated during runtime, based on the interpretation of annotations. 
Such a mechanism will implement the essential decoupling between the access 
decisions and the points of use.  
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5 Conclusions �� Next Steps 
A comprehensive survey on stakeholder requirements including regulators, authorities, 
standardization bodies, global IoT initiatives has been drawn up. This survey reflects �š�}�����Ç�[�•���À�]���Á��
of stakeholders on what security in IoT shall be about.  

�d�Z���� ���v���o�Ç�•�]�•�� �]�•�� �����•������ �}�v�� �š�}�����Ç�[�•�� �À�]���Á�� ���v���� �•�}�u�����]�������•�� �}�(���‰�}�š���v�š�]���o�� ���š�š�����l�• �]�v���š�Z���� �•�š���l���Z�}�o�����Œ�•�[��
communities. Hence, it largely refers to known gaps. It will be a major challenge to cover today 
unknown gaps and attacks in a flexible and predictive way. One topic may be the anticipation of 
threats by dynamic vulnerability analysis, even if this is not covered by SecureIoT yet.  

In the SecureIoT use case scenarios multi-cloud and thus multi-platform requirements were 
identified in D2.1. This is refl�����š������ �]�v�� �š�Z���� �•�š���l���Z�}�o�����Œ�•�[�� �Œ���‹�µ�]�Œ���u���v�š�•�� ���•�� �� large part of 
overarching requirements is related to cloud security protecting services at the core. 

The requirements have been clustered and weighted by the participants including their 
stakeholder views as members of initiatives, platform providers and IoT solution providers. 

A weighted list of core �•�š���l���Z�}�o�����Œ�•�[��requirements based on Kano type criteria has been 
developed. We are of course aware that with the chosen method vertical specific requirements 
can be taken into account by cumulating the denominations of overarching requirements under 
due consideration. Therefore, it must be ensured in the further process that appropriate 
requirements can be taken into account in the course of implementation.  

�h�•�]�v�P�� �š�Z�]�•�U�� �š�Z���� �•�‰�����]�(�]���� �Œ���‹�µ�]�Œ���u���v�š�•�� �(�}�Œ�� �š�Z���� �^�����µ�Œ���/�}�d�� �‰�o���š�(�}�Œ�u�� �š�}�� ���v�•�µ�Œ���� �š�Z���� �•�š���l���Z�}�o�����Œ�•�[��
demand were defined by the task leaders of the implementation work packages.  

This way an extensive �o�]�•�š�� �}�(�� �Œ���‹�µ�]�Œ���u���v�š�•�� �����•������ �}�v�� �•�š���l���Z�}�o�����Œ�•�[�� �À�]���Á�•�� ���v���� �P�µ�]���]�v�P�� �šhe 
development of the SecureIoT platform and services has been achieved in this task. 

In the tasks T2.3, T4.3, T5.2 on security policies, interoperability and auditing, a policy model for 
the SecureIoT services regarding their own security and protection may be considered. 

�d�Z���� �Œ���‹�µ�]�Œ���u���v�š�•�� �•�µ�Œ�À���Ç�� �]�•�� �u�}�š�]�À���š������ ���Ç�� �š�Z���� �š�����Z�v�]�����o�� �Œ���‹�µ�]�Œ���u���v�š�•�� �(�}�Œ�� �^�����µ�Œ���/�}�d�[�•�� �^���������^�X��
Considering the exploitation of those services two commercial aspects may be considered: 

o Level of Security - Who needs how much Security and is willing to pay for this level? 
o Competition shapes standards and recommendations �t How can this be taken into 

account during the project? 

We suggest to consider these topics in task T8.3 Exploitation and Business Planning. 
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7 Appendix 
7.1 Generic Definitions 
Following the experience of various understandings among stakeholders and the project 
participants we have listed some generic definitions. These shall support a common 
understanding of generic terms in the ongoing discussions. 

Table 7.1 Definitions 

Term Definition 

CONTROLS Are designed to address the protection needs of organisations, information 
systems, and individuals. Security and Privacy controls help an organization 
satisfy security and privacy requirements 

SECURITY CONTROLS Security controls are the safeguards on countermeasures for an 
information system or an organization to protect the confidentiality, 
integrity and availability of the system and its information �t OMB Circular 
A-130 

PRIVACY CONTROLS Privacy Controls are the administrative, technical, and physical safeguards 
employed  within an agency to ensure compliance with applicable privacy 
requirements and manage privacy risks - OMB Circular A-130 
�h�v�����Œ���'���W�Z�U���š�Z�]�•���u���Ç���������Œ�}�µ�P�Z�o�Ç���š�Z�����^�d�����Z�v�]�����o�����v�����K�Œ�P���v�]�•���š�]�}�v���o��
�D�����•�µ�Œ���•�_���~���Œ�š�X���ï�î���'���W�Z�•�X 

ACCREDITATION   The official management decision given by a senior agency official to 
authorize operation of an information system and to explicitly accept the 
risk to agency operations (including mission, functions, image, or 
reputation), agency assets, or individuals, based on the implementation of 
an agreed-upon set of security controls 

ADEQUATE SECURITY Security commensurate with the risk and the magnitude of harm resulting 
from the loss, misuse, or unauthorized access to or modification of 
information.  [OMB Circular A-130, Appendix III 

AUTHENTICATION   Verifying the identity of a user, process, or device, often as a prerequisite 
to allowing access to resources in an information system 

AVAILABILITY  Ensuring timely and reliable access to and use of information.  [44 U.S.C., 
SEC. 3542] 

CERTIFICATION  A comprehensive assessment of the management, operational, and 
technical security controls in an information system, made in support of 
security accreditation, to determine the extent to which the controls are 
implemented correctly, operating as intended, and producing the desired 
outcome with respect to meeting the security requirements for the system 
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CHIEF INFORMATION 
OFFICER 

official responsible for: (i) providing advice and other assistance to the 
head of the executive agency and other senior management personnel of 
the agency to ensure that information technology is acquired and 
information resources are managed in a manner that is consistent with 
laws, Executive Orders, directives, policies, regulations, and priorities 
established by the head of the agency; (ii) developing, maintaining, and 
facilitating the implementation of a sound and integrated information 
technology architecture for the agency; and (iii) promoting the effective 
and efficient design and operation of all major information resources 
management processes for the agency, including improvements to work 
processes of the agency.  [44 U.S.C., Sec. 5125(b) 

CONFIDENTIALITY Preserving authorized restrictions on information access and disclosure, 
including means for protecting personal privacy and proprietary 
information.  [44 U.S.C., SEC. 3542] 

COUNTERMEASURES Actions, devices, procedures, techniques, or other measures that reduce 
the vulnerability of an information system.  [CNSS Instruction 4009] 
Synonymous with security controls and safeguards. 

ENVIRONMENT Aggregate of external procedures, conditions, and objects affecting the 
development, operation, and maintenance of an information system.  
[CNSS Instruction 4009] 

HIGH-IMPACT SYSTEM   An information system in which at least one security objective (i.e., 
confidentiality, integrity, or availability) is assigned a FIPS 199 potential 
impact value of high 

INCIDENT An occurrence that actually or potentially jeopardizes the confidentiality, 
integrity, or availability of an information system or the information the 
system processes, stores, or transmits or that constitutes a violation or 
imminent threat of violation of security policies, security procedures, or 
acceptable use policies. 

INFORMATION OWNER Official with statutory or operational authority for specified information 
and responsibility for establishing the controls for its generation, collection, 
processing, dissemination, and disposal.  [CNSS Instruction 4009] 

INFORMATION RESOURCES Information and related resources, such as personnel, equipment, funds, 
and information technology.  [44 U.S.C., SEC. 3502] 

INFORMATION SECURITY The protection of information and information systems from unauthorized 
access, use, disclosure, disruption, modification, or destruction in order to 
provide confidentiality, integrity, and availability.  [44 U.S.C., SEC. 3542] 

INFORMATION SYSTEM A discrete set of information resources organized for the collection, 
processing, maintenance, use, sharing, dissemination, or disposition of 
information.  [44 U.S.C., SEC. 3502] 
Note: Where there is mentioned information system this can be 
substituted for Industrial Internet of things, Smart meters, actuators, 
sensors, supply chains, cloud systems 

INFORMATION SYSTEM 
OWNER 

Official responsible for the overall procurement, development, integration, 
modification, or operation and maintenance of an information system.  
[CNSS Instruction 4009 Adapted 
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INFORMATION TECHNOLOGY Any equipment or interconnected system or subsystem of equipment that 
is used in the automatic acquisition, storage, manipulation, management, 
movement, control, display, switching, interchange, transmission, or 
reception of data or information by the executive agency. For purposes of 
the preceding sentence, equipment is used by an executive agency if the 
equipment is used by the executive agency directly or is used by a 
contractor under a contract with the executive agency which: (i) requires 
the use of such equipment; or (ii) requires the use, to a significant extent, 
of such equipment in the performance of a service or the furnishing of a 
product. The term information technology includes computers, ancillary 
equipment, software, firmware and similar procedures, services (including 
support services), and related resources.  [40 U.S.C., SEC. 1401] 

INFORMATION TYPE  A specific category of information (e.g., privacy, medical, proprietary, 
financial, investigative, contractor sensitive, security management), defined 
by an organization or, in some instances, by a specific law, Executive Order, 
directive, policy, or regulation.  [FIPS Publication 199] 

INTEGRITY Guarding against improper information modification or destruction and 
includes ensuring information non-repudiation and authenticity. [44 U.S.C., 
EC. 3542] 

LOW-IMPACT SYSTEM  An information system in which all three security objectives (i.e., 
confidentiality, integrity, and availability) are assigned a FIPS 199 potential 
impact value of low 

MANAGEMENT CONTROLS The security controls (i.e., safeguards or countermeasures) for an 
information system that focus on the management of risk and the 
management of information system security.  

MEDIA Physical devices or writing surfaces including, but not limited to, magnetic 
tapes, optical disks, magnetic disks, Large-Scale Integration (LSI) memory 
chips, printouts (but not including display media) onto which information is 
recorded, stored, or printed within an information system 

MODERATE-IMPACT SYSTEM An information system in which at least one security objective (i.e., 
confidentiality, integrity, or availability) is assigned a FIPS 199 potential 
impact value of moderate, and no security objective is assigned a FIPS 199 
potential impact value of high. 

NATIONAL SECURITY 
INFORMATION  

US-based: Information that has been determined pursuant to Executive 
Order 12958 as amended by Executive Order 13292, or any predecessor 
order, or by the Atomic Energy Act of 1954, as amended, to require 
protection against unauthorized disclosure and is marked to indicate its 
classified status 
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NATIONAL SECURITY SYSTEM Any information system (including any telecommunications system) used 
or operated by an agency or by a contractor of an agency, or other 
organization on behalf of an agency�v  (i) the function, operation, or use of 
which involves intelligence activities; involves cryptologic activities related 
to national security; involves command and control of military forces; 
involves equipment that is an integral part of a weapon or weapons 
system; or is critical to the direct fulfilment of military or intelligence 
missions (excluding a system that is to be used for routine administrative 
and business applications, for example, payroll, finance, logistics, and 
personnel management applications); or (ii) is protected at all times by 
procedures established for information that have been specifically 
authorized under criteria established by an Executive Order or an Act of 
Congress to be kept classified in the interest of national defense or foreign 
policy.  [44 U.S.C., SEC. 3542] 

OPERATIONAL CONTROLS The security controls (i.e., safeguards or countermeasures) for an 
information system that primarily are implemented and executed by 
people (as opposed to systems). 

ORGANIZATION A federal agency or any civil, commercial or non for profit company, as 
appropriate, any of its operational elements 

POTENTIAL IMPACT  The loss of confidentiality, integrity, or availability could be expected to 
have a limited adverse effect, a serious adverse effect, or a severe or 
catastrophic adverse effect on organizational operations, organizational 
assets, or individuals.  [FIPS Publication 199] 

PRIVACY Privacy is the right of an individual or group to control or influence what 
information related to them may be collected, processed, and stored and 
by whom, and to whom that information may be disclosed. Industrial 
Internet Security Framework (IIC, 2016) 
See also: GDPR and limitation of purpose. 

RECORDS All books, papers, maps, photographs, machine-readable materials, or 
other documentary materials, regardless of physical form or 
characteristics, made or received by an agency of the United States 
Government under Federal law or in connection with the transaction of 
public business and preserved or appropriate for preservation by that 
agency or its legitimate successor as evidence of the organization, 
functions, policies, decisions, procedures, operations or other activities of 
the Government or because of the informational value of the data in them. 
[44 U.S.C. SEC. 3301] 

RISK The level of impact on organizational operations (including mission, 
functions, image, or reputation), organizational assets, or individuals 
resulting from the operation of an information system given the potential 
impact of a threat and the likelihood of that threat occurring. 

RISK MANAGEMENT  Protective measures prescribed to meet the security requirements (i.e., 
confidentiality, integrity, and availability) specified for an information 
system. Safeguards may include security features, management 
constraints, personnel security, and security of physical structures, areas, 
and devices. [CNSS Instruction 4009 Adapted]. Synonymous with security 
controls and countermeasures 
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SAFEGUARDS Protective measures prescribed to meet the security requirements (i.e., 
confidentiality, integrity, and availability) specified for an information 
system. Safeguards may include security features, management 
constraints, personnel security, and security of physical structures, areas, 
and devices.  [CNSS Instruction 4009 Adapted] Synonymous with security 
controls and countermeasures. 

SANITIZATION Process to remove information from media such that information recovery 
is not possible. It includes removing all labels, markings, and activity logs.  
[CNSS Instruction 4009 Adapted] 

SECURITY Security is the condition of the system being protected from unintended or 
unauthorized access, change or destruction. Industrial Internet Security 
Framework (IIC, 2016) 

SECURITY CATEGORY The characterization of information or an information system based on an 
assessment of the potential impact that a loss of confidentiality, integrity, 
or availability of such information or information system would have on 
organizational operations, organizational assets, or individuals.  [FIPS 
Publication 199] 

SECURITY CONTROLS   The management, operational, and technical controls (i.e., safeguards or 
countermeasures) prescribed for an information system to protect the 
confidentiality, integrity, and availability of the system and its information.  
[FIPS Publication 199] 

SECURITY CONTROL 
BASELINE 

The set of minimum security controls defined for a low-impact, moderate-
impact, or high-impact information system. 

SECURITY OBJECTIVE Confidentiality, integrity, or availability.  [FIPS Publication 199] 
SECURITY PLAN See System Security Plan 
SECURITY REQUIREMENTS Requirements levied on an information system that are derived from 

applicable laws, Executive Orders, directives, policies, standards, 
instructions, regulations, or procedures, or organizational mission/business 
case needs to ensure the confidentiality, integrity, and availability of the 
information being processed, stored, or transmitted 

SYSTEM See information system. 
SYSTEM SECURITY PLAN Formal document that provides an overview of the security requirements 

for an information system and describes the security controls in place or 
planned for meeting those requirements.  [NIST Special Publication 800-18, 
Revision 1] 

TECHNICAL CONTROLS The security controls (i.e., safeguards or countermeasures) for an 
information system that are primarily implemented and executed by the 
information system through mechanisms contained in the hardware, 
software, or firmware components of the system 

THREAT Any circumstance or event with the potential to adversely impact 
organizational operations (including mission, functions, image, or 
reputation), organizational assets, or individuals through an information 
system via unauthorized access, destruction, disclosure, modification of 
information, and/or denial of service.  Also, the potential for a threat-
source to successfully exploit a particular information system vulnerability.  
[CNSS Instruction 4009 Adapted]  
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THREAT SOURCE The intent and method targeted at the intentional exploitation of a 
vulnerability or a situation and method that may accidentally trigger a 
vulnerability.  Synonymous with threat agent. 

TRUST Scope: Definition of Trust and Trustworthiness is objective of T3.4. We see 
that in research Trust is based on context. However, we propose the 
context of this project shall be business driven. As an example, we see the 
definition of Trustworthiness by the Industrial Internet Security Framework 
(IIC 2016).  
Please, define the context, which you use regarding Trust. See example of 
Industrial Security: Confidence that the privacy and security controls are 
selected and implemented to satisfy a set of defied security and privacy 
requirements and to manage the risk associated with the use of 
information systems, data and smart devices. 

TRUSTWORTHY SYSTEMS Claiming that systems are trustworthy and secure mean that first and 
foremost there most a level of confidence in the feasibility and correctness 
in concept , philosophy and design regarding the ability of a system to 
function securely as intended-NIST 

USER Individual or (system) process authorized to access an information system.  
[CNSS Instruction 4009] 

VULNERABILITY  Weakness in an information system, system security procedures, internal 
controls, or implementation that could be exploited or triggered by a 
threat source.  [CNSS Instruction 4009 Adapted] 

 

7.2 Requirements Survey 
Please note the attached requirements survey including some guidance for the contributors at 
the very end of this document (attached at the end for convenience purposes due to the very 
high number of pages). 
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8 Appendix: Safety Considerations 
In Deliverable D2.2, essential sources for the main security, privacy and trust requirements in the 
IoT in general and for the use-case scenarios in particular were identified (see Section 4.2). A 
large part of these sources are far indirectly related to the importance of safety. In some of these 
sources, safety is an explicit component, but is not in the foreground of the Functional Safety 
considerations. 

�x ENISA - Baseline Security Recommendations for IoT in the context of Critical Information 
Infrastructures (2017)  

�x Industry: ISA 99 / IEC 62443 
�x Connected Cars / Autonomous Vehicles:  

o NHTSA - Cybersecurity Best Practice for Modern Vehicles 
o ENISA - Cybersecurity and Resilience of Smart Cars (2016) 

�x Socially Assistive Robots:  
o ISO TC 215 WG4 "Safety, Security, Privacy" 
o ISIO TC 251 Health Informatics 
o ISO 13482:2014 - Robots and robotic devices - Safety requirements for personal 

care robots 

Nevertheless, the sources agree that the influence of a cyber-security gap on the functional safety 
of a system must be excluded. The following sections explain the corresponding basics and the 
resulting core requirements. 

8.1 Functional Safety 
The two thematic fields Safety and (Cyber-)Security differ essentially with regard to their 
objectives, framework conditions (risks, methods/measures), dynamics as well as the actors 
involved. 

Following the IEC �^�&�µ�v���š�]�}�v���o���•���(���š�Ç���]�•���‰���Œ�š���}�(���š�Z�����}�À���Œ���o�o���•���(���š�Ç���}�(�������•�Ç�•�š���u���}�Œ���‰�]���������}�(�����‹�µ�]�‰�u���v�š��
and generally focuses on electronics and related software. It looks at aspects of safety that relate 
to the function of a device or system and ensures that it works correctly in response to commands 
it receives. In a systemic approach Functional safety identifies potentially dangerous conditions, 
situations or events that could result in an accident that could harm somebody or destroy 
something. It enables corrective or preventive actions to avoid or reduce the impact of an 
�������]�����v�š�X�_ [IEC15].  

Each SecureIoT use case scenario and most IoT applications in general are affected considering 
this view as the referred electronics and software are prone of vulnerabilities and cyber-attacks, 
which can impact safety systems and safety measures.  
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Figure 8.1.1  Cyber Security and Safety 

Figure 8.1.1 out of the recent ISO/TR 22100-4:2018 illustrates that cyber-security attacks do not 
represent an additional threat in terms of functional safety but can be a trigger for the fact that 
implemented safety-related measures can be impaired or rendered inoperative.  

The VDMA therefore advises to first carry out the risk assessment for safety in accordance with 
(EN) ISO 12100 before making detailed considerations on cybersecurity. The resulting safety-
related solutions and supplementary technical protective measures (risk mitigation measures) 
should then be checked for vulnerability due to potential cybersecurity attacks and adjusted if 
necessary [VDMA18]. 

Cyber-security threats with relevance for security are subject to a high dynamic of change during 
the entire life cycle of a system, e.g. a machine, a car or a social robot. These threats are a "moving 
target". On the other hand, the influence of the system developer and manufacturer 
concentrates on the phase of development/construction up to the first placing on the market.  
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Overall this illustrates that Safety is a topic, which should be dealt with in a way that it cannot 
degraded by Security issues. In relation to this the ISO/TR 22100-4 contains concrete 
recommendations for a machine manufacturer on the following levels of action: 

�x Selection of suitable components (hardware/software); security-relevant components 
that could potentially be targets for cybersecurity attacks should have a state-of-the-art 
IT security level in order to minimise vulnerability to cybersecurity attacks; 

�x Develop/design the overall machine; adhere to basic principles/measures aimed at 
minimising vulnerability to cybersecurity attacks; provide for an emergency mode 
(bringing the machine to a safe operating state in the event that critical security functions 
of the machine should be restricted or rendered ineffective by a cybersecurity attack); 

�x Information in the operating instructions; information on possible risks to the machine 
operator based on potential cybersecurity threats related to machine safety. 

These recommendations are applicable beyond the manufacturing area to the three use-case 
scenarios of the project. 

8.2 Overall Requirements 
In 2017, ENISA defined a set of Baseline Security Recommendations for IoT. The aim of this work 
was to provide insight into the security requirements of IoT, mapping critical assets and relevant 
threats, assessing possible attacks and identifying potential good practices and security measures 
to apply in order to protect IoT systems. Within its Standards Gap Analysis published end of 2018 
[ENISA18] ENISA underpins the view of section 5.1 with two requirements on Security-by Design 
: 

�x GP-PS-01: Consider the security of the whole IoT system from a consistent and holistic 
approach during its whole lifecycle across all levels of device/application design and 
development, integrating security throughout the development, manufacture, and 
deployment. 
ISO 30141 clause 11.3.3, ITU Y.4806 - Security capabilities supporting safety of the 
Internet of things 

�x GP-PS-03: Security must consider the risk posed to human safety. ISO 30141 clause 11.2 

IEC 61508 sets out the requirements for ensuring that systems are designed, implemented, 
operated and maintained.  It supports the assessment of risks to minimize these failures in safety-
related systems.  Analogous to other standards it determines the required safety integrity levels 
(SIL). Four SILs are defined according to the risks involved in the system application, with SIL4 
being used to protect against the highest risks. 

The internationally accepted IEC 61508 is a basic standard for system integrators and developers 
alike. It is a very comprehensive, application-neutral but technology-dependent standard.  It can 
be used for the development of all safety systems, systems and components for which no 
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application-specific standard exists, provided that the technology used corresponds to that 
described in IEC 61508.  

The IEC 61508 is used by manufacturers, system builders, designers and suppliers of components 
and subsystems and serves as the basis for conformity assessment and certification services.  It 
is also used by many IEC TCs (Technical Committees) while preparing their own sector or product 
specific Standards e.g. for the nuclear sector, for machinery and for power drive systems.  

8.3  Multivendor Industrie 4.0 
Important for the fundamental evaluation of Machine Safety vs. Cyber-Security is the correct 
classification of the topic into the currently existing legal and normative framework. The EU 
Machinery Directive 2006/42/EC is used as a prominent example of this in Annex A of ISO/TR 
22100-4. As in the case of other national legal regulations on machine safety outside the EU, the 
approach taken in the EU Machinery Directive is limited exclusively to the following 

�x intended use (as defined by the manufacturer) and 
�x reasonably foreseeable misuse by the operator. 

From this it can be concluded that any unauthorised manipulation by third parties that is to be 
classified as a cyber-security attack (de-facto criminal act) does not fall under the EU Machinery 
Directive 2006/42/EC. The same also applies to standardization on machine safety, since the 
design principles established in (EN) ISO 12100 correspond to the approach of 2006/42/EC. 

The ISO/IEC 61508 is not harmonized under the Machinery Directive, but is often used when no 
corresponding harmonized standard is available. There are also various harmonized standards 
that refer to IEC 61508. 

Within Industrie 4.0 (or the IoT in general) networked communication is a core part of the 
intended use of a machine or device. Hence, manufacturers of machines that are exposed to 
vulnerability due to cybersecurity attacks due to a networking as intended use should consider 
possible effects on machine safety, insofar as this is possible at the time the machine is first 
placed on the market as recommended in section 8.1. 

The ISO/TR 22100-4 "Safety of machinery - Relationship with ISO 12100 - Part 4: Guidance to 
machine manufacturers for consideration of related IT-security (cyber security) aspects", which 
was published in autumn 2018, shall give machine manufacturers an initial practicable assistance 
at this task. 

Beyond these standards the ISA 99 and the IEC 62443, which were highly ranked in section 3, 
consider safety issues.  

8.4 Connected Cars / Autonomous Vehicles 
The situation in this field is similar to the Industrie 4.0 scenario. However, with the trend to more 
or less electronically controlled cars and vehicles it is even more dynamic and complex. 
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Moreover, Safety is not an option but a mandatory feature and has been applied and enforced 
by regulators all over the world during decades. A good example is the European Whole Vehicle 
Type-Approval System, a mandatory process that must be followed in order to demonstrate that 
a vehicle meets safety standards before going to the market. 

Almost all the current legislation, standards or good practices do not cover yet the introduction 
of connected or autonomous features. It is true that in most cases, in the market there are only 
new and few models with advanced driver-assistance systems (ADAS) that correspond to the 
second SAE automation level [SAE18]. Conditional automation (level 3) or high automation (level 
4) are just part of tests and research pilots. The same happens with the connectivity, current 
commercial models just include the option to get small sets of partial data through simple 
applications but a fully connected V2X scenario is not ready. Nevertheless, in order to ensure the 
safety of drivers and pedestrians or even inter-modal transport systems, all regulators, OEMs and 
stakeholders are struggling to manage Safety Critical and Functional Safety compliance e.g.: 

�x ISO 26262 - provides the regulations that Original Equipment Manufacturers (OEMs) and 
suppliers need to follow to ensure each system reaches the highest safety standard. While 
ISO 26262 offers state of the art standards in Functional Safety, it is challenging to 
understand and implement. While these standards are not yet law, many large 
automotive companies are enforcing them internally and with their vendors. The 
introduction of the Automotive Safety Integrity Level (ASIL) is a valuable framework for 
the quantification and analysis of the safety risks. 

�x NHTSA �t Cybersecurity Best Practices for Modern Vehicles are included in multiple 
working documents. They include the publication of Voluntary Self-Assessment (VSSA) 
reports including Operational Design Domains (ODDs) to demonstrate the safety aspects 
of new vehicle systems. Safety risk assessment is highlighted as a powerful instrument. 
The concept of Minimal Risk Condition or fall-back operation is also discussed as a helpful 
mitigation action. 

�x ISO/IEC EN 61508 also imposes requirements in this application field. 
�x The United Nations Economic Commission for Europe (UNECE) proposes in a draft 

document several measures in order to enforce safety in connected and autonomous 
vehicles, e.g., it refers to ISO26252 as the reference standard, it encourages the inclusion 
of a safe mod and redundancy and promotes the runtime detection of fraudulent 
manipulation in order to warn drivers. 

�x The American Association of Motor Vehicle Administrators (AAMVA), as part of a 
jurisdictional assessment for the testing and deployment of connected and autonomous 
vehicles, recommends maintaining a detailed log of the vehicle and drive behaviours 
including data for the GPS, timestamps or CPU. The same approach is also part of some 
NHTSA documents. 

However, the main requirement is the prevention of cyber-security attacks from harming the 
safety systems of a vehicle. This is clearly stated through the multiple working documents, draft 
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and guidelines. In this sense, SecureIoT outcomes will be a powerful tool in order to prevent 
and early detect attacks that may affect society safety. 

8.5 Social Robots 
Functional safety ensures that a given apparatus functions correctly in response to inputs. For 
example, if an infusion pump malfunctions, Functional safety protocols will ensure that alarms 
are activated to signal the malfunction and if relevant that the pump is deactivated to protect 
the patient from harm through over-dosing. A different set of safety protocols ensures that a 
patient who undergoes cancer radiation therapy only receives exactly the programmed dose of 
gamma radiation, no more.  In this sense, the ISO/IEC 65108 may be applied in this field. 

There exists an extensive body of standards, guidelines and regulations proposed for Industrial 
Robots, and in recent years for Industry 4.0. For example:  

�x ANSI/RIA R15.06-2012 American National Standard for Industrial Robots and Robot Systems- 
Safety Requirements.  
This standard provides guidelines for the manufacture and integration of Industrial Robots 
and Robot Systems with emphasis on their safe use, the importance of risk assessment and 
establishing personnel safety.  

�x ISO/TS 15066:2016 -- Robots and robotic devices -- Collaborative robots 
ISO/TS 15066:2016 specifies safety requirements for collaborative industrial robot systems 
and the work environment, and supplements the requirements and guidance on 
collaborative industrial robot operation given in ISO 10218-1 and ISO 10218-2. 

Besides the case for Industry 4.0, a new wave of robotics outside the industrial environment, 
directed to home/household applications, thus requiring a new perspective of robotics 
procedures and regulations. For example the following standards, guidelines and regulations 
have been proposed and/or published to address these particular domain: 

�x ISO 13482 �t Robots and robotic devices �t Safety requirements for personal care robots 
�x (under development) ISO/DTR 23482-1 -- Robotics -- Application of ISO 13482 -- Part 1: 

Safety-related test methods 
�x ISO/TR 23482-2:2019 -- Robotics -- Application of ISO 13482 -- Part 2: Application guidelines 

New developments have led to specific standards and guidelines for regarding devices that 
present a certain degree of autonomy (i.e. AI). For example:  

�x IEC TR 60601-4-1:2017 Medical electrical equipment - Part 4-1: Guidance and interpretation 
- Medical electrical equipment and medical electrical systems employing a degree of 
autonomy 

�x IEC White Paper AI:2018 Artificial intelligence across industries 
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Another example of the current trends can be reflected on the creation (or extension) of different 
branches of the international regulatory body   ISO Standardization Committee TC 299. Below we 
can see a depiction of its current organization.  

 

Figure 8.5.1 ISO TC 299 Structure 

Socially Assistive robots as all products put into circulation in the EU (manufactured, sold, 
imported, operated, etc.), have to fulfill applicable EU directives, such as the harmonized 
standard/ directive 2014/35/EU (commonly referred as Low Voltage Directive or LVD) . 
Furthermore, specific standards have been created i.e. standard ISO 13482 (Robots and robotic 
devices �t Safety requirements for personal care robots). The scope of this standard defines a 
�^�W���Œ�•�}�v���o�������Œ�����Z�}���}�š�_�����•�W�� 

�^�€���•���•���Œ�À�]�������Œ�}���}�š���š�Z���š���‰���Œ�(�}�Œ�u�•�������š�]�}�v�•�����}�v�š�Œ�]���µ�š�]�v�P�����]�Œ�����š�o�Ç���š�}�Á���Œ���•���]�u�‰�Œ�}�À���u���v�š���]�v���š�Z�����‹�µ���o�]�š�Ç��
�}�(���o�]�(�����}�(���Z�µ�u���v�•�U�����Æ���o�µ���]�v�P���u�����]�����o�����‰�‰�o�]�����š�]�}�v�•�X�_ 

Several examples in the scope of these standard are: mobile servant robots, person carrier 
robots, physical assistant robots. This standard specifies among others:   

�x Requirements for mechanical and electrical design 
�x Requirements for control system design and performance  
�x Shared workspace is the standard case  
�x Intended contact between robot and human  
�x Risks related to autonomous actions and decisions 
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8.6 Mapping to SecureIoT 
The requirements proposed in section 4.4 shall facilitate an effective protection of IoT systems 
against cyber threats and early detection and mitigation of attacks. Moreover, the SecureIoT 
SECaaS shall support machine manufacturers, OEMs and robotics providers by risk assessment, 
���}�u�‰�o�]���v���������µ���]�š�]�v�P�����v�������•�‰�����]���o�o�Ç�������À���o�}�‰���Œ�•�[���•�µ�‰�‰�}�Œ�š�����v�����Á�]�š�Z���o���š���•�š�����������•�•�����}�v�š�Œ�}�o���(�����š�µ�Œ���•�X��
This way the SecureIoT platform will contribute to the protection against compromising of safety 
properties and measures by caber security related attacks. 

Another scenario might be a malfunctioning system or sensor impacting safety of a machine, a 
vehicle or a robot. In general such malfunctioning must be dealt with by the safety system itself 
as part of the safety design principles. It may be that this is not the case for some commercial 
reasons, which also results in safety systems as additional features to be paid for [NYT19]. In this 
case additional insights could support also the safety system. 

Actually in a scenario as described above, if the readings of such a sensor are provided to 
SecureIoT by a probe and if there is an algorithm implemented for detection anomalies, 
malfunctions introducing abnormal behaviour could be detected by SecureIoT in addition to 
existing safety measures. In this case the SecureIoT data collection and analytics could also 
support safety of systems ensuring information and issuing warnings via an additional data path 
beyond the common and regular safety mechanisms, e.g. using the Trustworthiness Metrics. 
However, the main scenario and requirement of SecureIoT is the prevention of cyber-security 
attacks from harming also safety systems. Therefore, SecureIoT outcomes will provide security 
measures in order to prevent and early detect attacks that may affect society safety. 

 



 

Appendix A 
 
T2.2 - Stakeholders' Requirements for Security, Privacy and Trust �t 
Addendum on Safety Considerations 

 

Objective  
 

The overall problem can be described as an overall insufficient level of protection against network and information 
security incidents, risks and threats across the EU undermining the proper functioning of the internal market. This is 
magnified by adding unprotected network nodes that are insecure by design like sensors, actuators and smart 
meters. 
 
Task 2.2 Objective (see proposal p53): 
 
This task will elicit and analyze �•�š���l���Z�}�o�����Œ�•�[���Œ���‹�µ�]�Œ���u���v�š�•���(�}�Œ: (a) security; and, (b) privacy and trust, using a variety 
of requirements analysis modalities such as review of state of the art, analysis of feedback from stakeholders, 
analysis of projects, initiatives and standards in IoT security and more.  
Emphasis will be paid in identifying and documenting the requirements and viewpoints of IoT platform providers, IoT 
security solution providers, IoT solution integrators and OEMs. Moreover, requirements associated with the increased 
use of smart objects and multi-platform interactions in IoT applications will be considered. 
 
This task leads us as input for the technical WPs as a guidance or requirements catalogue to build the target 
system.  
 
 
This document is designed to offer a high level list of the different sources of requirements (stakeholders), but does 
not intend to make any statement with regard to the specific steps necessary for compliance of the SecureIoT use 
cases with the legal requirements. This will rather be the main aspect of T2.5 et al. 
 
However, for working with this document within the project, it should be beneficial to have a basic understanding of 
the hierarchical order, in which the different stakeholders and their respective requirements are connected. This 
hierarchy shall be briefly outlined below: 
 

Level Stakeholder Type of 
Norm 

Examples Binding 
effect 

Abstraction 
level 

Scope (e.g. 
territorial)  

1 European 
Union 

Constitu-
tional 
level 

Charta of Human Rights, Treaty 
on the Functioning of the 
European Union 

Binding High Entire EU 

2 European 
Union  

Formal 
law 

Directives and Regulations, e.g. 
GDPR, NIS, ePrivacy 

Binding High Entire EU 

3 European 
Court of 
Justice  

Court 
decision 

Case 582/14 �t Patrick Breyer v 
Germany: finding that IP 
addresses are personal data 

Binding Medium; 
application 
to specific 
case 

Entire EU 

4 EU Com-
mission or 
agencies 

Execu-
tive De-
cisions  

Commission adequacy decisions 
for third countries  

Binding High Entire EU 



5 EU Com-
mission or 
agencies 

Recom-
menda-
tions and 
technical 
stan-
dards 

Art. 29 Data Protection Working 
�W���Œ�š�Ç���^�d�Œ���v�•�‰���Œ���v���Ç��
�'�µ�]�����o�]�v���•�_�V�� 
ETSI technical Norms; ENISA 
recommendations 

Binding 
only if 
referenced 
by law; 
otherwise 
expert 
opinion 

Medium; 
concreti-
zation of 
law 

Entire EU 

6 Member 
State 

Constitu-
tional 
level 

National constitution Binding High Member 
State 

7 Member 
State 

Formal 
law 

National (federal) law, e.g. 
German Federal Data 
Protection Act (BDSG); 
 
International Treaties (ratified) 

Binding High Member 
State 

8 National 
courts 

Court 
decision 

German constitutional court 
(1 BvR 2368/06) on legality of 
video surveillance of public 
areas 

Binding Medium; 
application 
to specific 
case 

Member 
State 

9 National 
executive 

Execu-
tive De-
cisions 

CNIL (FR); ICO (UK) decisions Binding High Member 
State 

10 National 
executive 

Recom-
menda-
tions and 
technical 
stan-
dards 

�^���^�/-Grundschutz-
�<�}�u�‰���v���]�µ�u�_�����Ç���'���Œ�u���v��
Federal Agency for Security in 
Information Technology; 
 

Binding 
only if 
referenced 
by law; 
otherwise 
expert 
opinion 

High Member 
State 

11 International 
Standards 
Organi-
zations 

Technical 
Stan-
dards 

ISO-, IETF-, IEEE-Norms Expert 
opinion 

Medium; 
filling in the 
technical 
details not 
specified by 
law 

Worldwide 

12 Private 
Initiatives 

Best 
practice 
recom-
menda-
tions 

AIOTI, VDI, VDE,  Depends; 
Expert 
opinion, 
industry 
recom-
mendation 

Low; 
concrete 
technical 
instruct-
tions 

Worldwide 

13 Individual 
persons 
(legal or 
natural) 

Opinion Statements of NGOs or 
commercial associations; all 
secondary literature 

Non-
binding, 
but may 
be 
argumen-
tatively 
persuasive 

Low Worldwide 

 
Please note: 
- Any set of requirements on any particular hierarchy level must be fully compliant with all sets of requirements 

on all higher levels in the hierarchy. 
- Insofar as Member States have sub-divisions on state, department, province or communal level, the levels 6-10 

would need to be duplicated and inserted between level 10 and 11. 
- The binding effect is viewed from the angle any given court of law would see them, e.g. in proceedings of a 

supervisory authority against (a member of) the consortium, or a lawsuit for damages following a 
security/safety incident. 

 



 

Requirements vs. Controls  
 

Definition of Requirements  
 
Security requirements ensure that the confidentiality, integrity and availability of information being processed, 
stored or transmitted by the information system. 

Privacy  requirements advance individual privacy with an organizations creation, collection, use, processing, storage 
, maintenance, dissemation, disclosure or disposal of Personal Data or  Identifiable Information ( PII) .This can be 
used on a variety of context from policy and oversight-related activities to life-cycle activities that involve 
information systems development and engineering disciplines. 

Trust requirements �t is the confidence that the privacy and security controls are selected and implemented to 
satisfy a set of defied security and privacy requirements and to manage the risk associated with the use of 
information systems, data and smart devices. 

Security and Privacy controls for information and organizations in the Critical Infrastructure to help satisfy security 
and privacy requirements 

Security Control Selection  

Organizations must meet the minimum-security requirements in this standard by selecting the appropriate security 
controls and assurance requirements as described in NIST Special Publication 800-53, Recommended Security 
Controls for Federal Information Systems. 

The process of selecting the appropriate security controls and assurance requirements for organizational 
information systems to achieve adequate security is a multifaceted, risk-based activity involving management and 
operational personnel within the organization.   

Security categorization of federal information and information systems, as required by FIPS Publication 199, is the 
first step in the risk management process. 

Subsequent to the security categorization process, organizations must select an appropriate set of security controls 
for their information systems that satisfy the minimum-security requirements set forth in this standard.   

The selected set of security controls must include one of three, appropriately tailored security control baselines from 
NIST Special Publication 800-53 that are associated with the designated impact levels of the organizational 
information systems as determined during the security categorization process 

For low-impact information systems, organizations must, as a minimum, employ appropriately tailored security 
controls from the low baseline of security controls defined in NIST Special Publication 800-53 and must ensure that 
the minimum assurance requirements associated with the low baseline are satisfied. 

For moderate-impact information systems, organizations must, as a minimum, employ appropriately tailored 
security controls from the moderate baseline of security controls defined in NIST Special Publication 800-53 and 
must ensure that the minimum assurance requirements associated with the moderate baseline are satisfied. 

For high-impact information systems, organizations must, as a minimum, employ appropriately tailored security 
controls from the high baseline of security controls defined in NIST Special Publication 800-53 and must ensure that 
the minimum assurance requirements associated with the high baseline are satisfied 

 

Guidance for Stakeholder Selection  
 

Who is the Stakeholder? Examples : 
 

· Industrie 4.0 Usage Scenario 
�Ñ Initiatives: 

�v Digitizing European Industries (EU), 



�v Plattform Industrie 4.0 (DE) - RAMI 4.0,  
�v Industrial Data Space (DE), 
�v �/�[�����o�o�]���v�������‰�}�µ�Œ���o�–�/�v���µ�•�š�Œ�]�������µ���&�µ�š�µ�Œ���~�&�Z�•�U�� 
�v Industria Connectada 4.0 (ES),  
�v Smart Industry (NL),  
�v Green paper on Industrial Strategy (UK), 
�v Industrie 4.0 Oesterreich (AT),  
�v �W�Œ�½�u�Ç�•�o���ð�X�ì�l���/�v���µ�•�š�Œ�Ç���ð�X�ì���~���•�•�U�� 
�v Manufacturing Academy of Denmark (MADE) (DK),  
�v Industria 4.0 (IT) 

�Ñ Associations: 
�v ZVEI (DE), 
�v VDI, VDE, VDMA, BDI, VDA (DE),  
�v AIOTI, BDVA, CECIMO (EU),  
�v IIC (US) - Industrial Internet Security Framework,  
�v RRI, IVI (JP),  
�v SYMOB (FR),  
�v AFM (ES),  
�v Metaalunie, FME (NL),  
�v MTA (UK) 
�v Namur (DE) 
�v Workgroup Instrumentation Board ,WIB ( NL) 

�Ñ Regulatory Bodies: 
�v ENISA,  
�v European Commission (EU) 

· GDPR, NIS, ePrivacy, ... 
�v Member States (legislatory, Ministry of Economy),  
�v Mirror Committees, 
�v FCC (US), 
�v IPA (JP), 
�v BSI (DE) 

�Ñ Standardization Bodies: 
�v ISO/IEC  

· TC57 
�Ñ IEC 62351  

(Security Standards for the Power Systems 
Information Structure) 

�Ñ IEC 62443 
· JTC1 / SC 27 

�Ñ ISO 27000, 27001, 27002 
�v ISA  

· ISA 99 ISA/IEC 62443 series of standards on the 
cyber security of industrial automation and 
control systems, 

· ISA 95 -Industrial Best Practices of Manufacturing 
Information Technologies   

�v CEN/CENELEC,  
�v NIST (US),  
�v JISC (JP), 
�v ETSI (EU), 
�v �E���š�]�}�v���o�����}���]���•���~���/�E�l���<���U���Y�• 

· VDI/VDE 2182 (similar to IEC 62443) 
· DIN EN ISO 19011 (IT Security Audits) 

 
· Assistive Robot Usage Scenario 

�Ñ Patients people associations  
�v PAE - Pain Alliance Europe (EU) 
�v EPF (EU) 



�Ñ Elderly people associations  
�v ECHO Confederation of private care and nursing home national 

associations in Europe (EU) 
�v FIAPA - International Federation of Associations for Elderly 

People 
�Ñ Physicians 

�v EMA - European Medical Associations http://emanet.org/ (EU) 
�Ñ Health organizations 

�v WHO (Global) 
�v EIP-AHA - European Innovation Partnership on Active and Healthy 

Ageing (EU) 
�v Centers for Disease Control and Prevention (USA) 

�Ñ Governmental organizations 
�v FAMHP - Federal Agency for Medicines and Health Products 

�Ñ Formal/Informal Caregivers 
�v HOPE (EU) 

�Ñ Regulators & policy makers 
�v ENISA (EU) 
�v ISA  

· ISA 95 
· ISA 99/IEC 62443 

�v CEN (EU) 
�v ENVI Committee EP (EU) 
�v EU Commission Digital Single Market or DG Health and Food 

Safety (EU) 
�v FCC (US) 
�v NIST 

·���E�/�^�d�/�Z���ô�î�ì�ì 
·���E�/�^TIR 8201 
·���E�/�^�d�/�Z���ô�ì�ò�ï 

�v  ISO 
·���/�^�K�l�d�^���í�ð�ð�ð�í�W�î�ì�í�ï 
·�����/�^�K�l�d�^���î�í�ñ�ð�ó�W�î�ì�í�ì 
·�����/�^�K�l�d�Z���î�í�ñ�ð�ô�W�î�ì�í�ì 
·�����/�^�K���î�ó�ó�õ�õ�W�î�ì�í�ò 
·�����/�^�K���í�ï�ð�ô�î�W�î�ì�í�ð 
·�����/�^�K�l�d�^���í�ñ�ì�ò�ò�W�î�ì�í�ò 

�v  EC 
·���î�ì�í�ò�l�ò�ó�õ�l���� 

�v IEEE 
·���/���������^�š�����í�ô�ó�î-2015  

�v HSS 
�Ñ Health Insurance Portability and Accountability 

Act of 1996 (HIPAA) 
�v FCC 

·���������������Z�]�o���Œ���v�–�•���K�v�o�]�v�����W�Œ�]�À�����Ç���W�Œ�}�š�����š�]�}�v�������š���}�(���í�õ�õ�ô��
(COPPA) �t 6 CFR Part 312 

 
�Ñ Manufacturers / vendors 

�v Philips (NL) 
�v Omron (JP) 
�v Nomin (US) 
�v Sensara BV (NL) 

 
· Connected Car Usage Scenario 

�Ñ Generic stakeholders 
�v Vehicle owners: they are the owners of the vehicles and of the 

generated data. 



�v OEMs / carmakers: VW, Renault, PSA...  They have the knowledge 
about their proprietary CAN message content and they may 
install loggers to gather and transmit vehicle data. They may also 
provide Cloud Platforms to receive and format information from 
their vehicle fleet as an additional service to vehicle owners. 

�v Alliances of carmakers 
· https://www.automotiveisac.com/ 

�v IoT Cloud Platforms providers 
�v Standardization bodies 

· IETF 
�Ñ IP Wireless Access in Vehicular Environments 

WG 
(https://datatracker.ietf.org/wg/ipwave/about/
) 

· ISO 
�Ñ ISO 26262 
�Ñ ISO TC204 
�Ñ ISO 21434 

· ETSI TC-ITS 
· IEEE 

�Ñ IEEE 1609 (WAVE) 
· ITU 

�Ñ ITU-T SG17 
· SAE 

�Ñ Cybersecurity Guidebook for Cyber-Physical 
Vehicle Systems 
(https://www.sae.org/standards/content/j3061
/) 

�v Regulators 
· European Commission 

�Ñ GDPR 
�Ñ https://ec.europa.eu/transport/themes/its/c-

its_en 
· European Union Agency for Networks and Information 

Security (ENISA) 
�Ñ ENISA Cars and Roads SECurity (CaRSEC) Expert 

Group 
�Ñ ENISA security and resilience of Intelligent 

Public Transports in the context of Smart Cities 
Expert Group 

· NIST - NHTSA (National Highway Traffic Safety 
Administration) 

�v Alliances and initiatives 
· ERTICO 

�Ñ Application #1 - Usage Based Insurance 
�v Insurance companies 

�Ñ Application #2 - Warnings on traffic and road conditions 
�v Public administrations and municipalities managing Traffic 

Control Center. 
 

· General Stakeholders (some examples) 
�Ñ System Integrators, DCS vendors, Cloud Providers, End Customers, 

Hardware Suppliers, Software Suppliers, system security engineers, law 
department, human resources  

�Ñ Regulatory Bodies 
�v EU ,  
�v Nato, Navo, 

�Ñ Standardization Bodies 



�v �E���D�h�Z�U���Y 
 

Relevance from the point of 
view of the project1 SecureIoT 

Low -impact:  Not important for the success of the project -     
  completion of the overall picture 
Moderate-impact:  Fundamental to meeting stakeholder expectations �t   
   important constraints 
High-impact:  Absolutely necessary for project success �t  
    critical success factor 

  



Overarching Requirements and Controls 
 

Requirements  
 

Category 1.1.1 Security / International Cooperation 
Stakeholder Plattform Industrie 4.0 
Abstract Five Guiding Principles of IIoT/Industrie 4.0 Security Countermeasures [Plan] Establish a basic 

policy in consideration of IoT characteristics. [Analyse] Identify IoT risks. [Design] Consider a 
consistent, effective and resilient design to protect security/safety-critical assets. 
[Implement/Connect] Consider processes, technical and network-based countermeasures. 
[Operate/Maintain] Maintain a safe and secure state, dispatch and share information and 
consider business continuity. 

Area of Application Recommendations 
Free Access (Y/N) Y 
Reference / Source Facilitating International Cooperation for Secure Industrial Internet of Things/Industrie 4.0 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://www.plattform-i40.de/I40/Redaktion/EN/Downloads/Publikation/Secure-Industrial-
Internet-of-Things.pdf?__blob=publicationFile&v=4 

Chapter / Page Page 2 

 

Category 1.1.2 Security / IoT in general 
Stakeholder ENISA and Industry 
Abstract � T̂he goal of this report is to elaborate baseline cybersecurity recommendations for IoT with a 

focus on Critical Information Infrastructures, which encompass facilities, networks, services and 
physical and information technology equipment. These infrastructures are considered critical 
because their destruction or disruption could bring about major consequences for the health, 
safety and economic wellbeing of citizens, for the efficient functioning of State institutions and 
Public Administrations and for the asset owners who make use of IoT to provide their services. 
In this respect, the baseline security measures for IoT put forward in this report can serve as a 
springboard for further related efforts towards a harmonized EU approach, paving the way for a 
tacit adoption of the measures, and as criteria for other initiatives such as labelling or 
�����Œ�š�]�(�]�����š�]�}�v�X�_ 

Area of Application Critical Information Infrastructure, Smart Cars, eHealth 
Free Access (Y/N) Y 
Reference / Source Baseline Security Recommendations for IoT in the context of Critical Information Infrastructures 

(November 2017) 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

M-H 

Sources https://www.enisa.europa.eu/publications/baseline-security-recommendations-for-
iot/at_download/fullReport 

Chapter / Page Whole Document 

 

Category 1.1.3 Security 
Stakeholder ENISA and Industry 
Abstract Promote harmonization of IoT security initiatives and regulations. The current fragmentation of 

IoT security guidelines, initiatives, standards and other schemes needs to be addressed. A first and 
solid step in the direction is to define a list of best practices and guidelines for IoT security and 
privacy, which can be used as a baseline for the development and deployment of IoT systems in 
the market (for example consult reports from AIOTI and ECSO).  

Area of Application IoT industry, providers, manufacturers, associations 



Free Access (Y/N) Y 
Reference / Source Baseline Security Recommendations for IoT in the context of Critical Information Infrastructures 

(November 2017) 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

M 

Sources https://www.enisa.europa.eu/publications/baseline-security-recommendations-for-
iot/at_download/fullReport  

Chapter / Page Page 57 

 

Category 1.1.4 Security 
Stakeholder ENISA and Industry 
Abstract Raise awareness for the need for IoT cybersecurity. Cybersecurity is a shared responsibility among 

all involved stakeholders. It is thus essential for those stakeholders to have a thorough 
understanding of related risks and threats, as well as ways to secure and protect against them. 
Raising awareness is therefore of paramount importance and initiatives to do so are highly 
recommended. 

Area of Application IoT industry, providers, manufacturers, associations, academia, consumer groups, regulators 
Free Access (Y/N) Y 
Reference / Source Baseline Security Recommendations for IoT in the context of Critical Information Infrastructures 

(November 2017) 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://www.enisa.europa.eu/publications/baseline-security-recommendations-for-
iot/at_download/fullReport  

Chapter / Page Page 58 

 

Category 1.1.5 Security 
Stakeholder PETRAS IoT Research Hub 
Abstract Debates around issues such as security by default, (self-)regulation, standardisation and security 

measures have emerged, though the content and nature of these debates varies and they are not 
���o�Á���Ç�•���]�v���o�µ�•�]�À�����}�(�������Á�]�������Œ���v�P�����}�(���•�š���l���Z�}�o�����Œ�•�X���Y 

Area of Application Recommendations 
Free Access (Y/N) Y 
Reference / Source Summary literature review of industry recommendations and international developments on IoT 

security 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/686090/PETRAS
_Literature_Review_of_Industry_Recommendations_and_International_Developments_on_IoT_S
ecurity.pdf 

Chapter / Page Page 6-8 

 

Category 1.1.6 Security 
Stakeholder ENISA and Industry 
Abstract Define secure software/hardware development lifecycle guidelines for IoT. Developers, 

manufacturers and providers of IOT products and solutions should integrate and adopt a secure 
software development lifecycle (SSDLC) for their IoT offerings and incorporate relevant processes 
in their operations. Security must be implemented as a whole, at the application level, and in each 
of the phases of the SDLC. It is therefore important to encourage more companies to offer secure 
components that are at the same time usable for developers and end users/consumers. 



Area of Application IoT developers, platform operators, industry, manufacturers 
Free Access (Y/N) Y 
Reference / Source Baseline Security Recommendations for IoT in the context of Critical Information Infrastructures 

(November 2017) 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

M 

Sources https://www.enisa.europa.eu/publications/baseline-security-recommendations-for-
iot/at_download/fullReport  

Chapter / Page Page 58 

 

Category 1.1.7 Security 
Stakeholder ENISA and Industry 
Abstract Achieve consensus for interoperability across the IoT ecosystem. The issue of interoperability is 

very pertinent to the IoT ecosystem due to the very large scale and penetration of the IoT 
ecosystem, the long and complex supply chains and the numerous involved stakeholders. Ensuring 
and fostering interoperability of IoT devices, platforms and frameworks, as well as security 
practices is therefore an essential element of IoT security and should thus be encouraged.   

Area of Application IoT industry, associations, academia, consumer groups, regulators 
Free Access (Y/N) Y 
Reference / Source Baseline Security Recommendations for IoT in the context of Critical Information Infrastructures 

(November 2017) 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

M 

Sources https://www.enisa.europa.eu/publications/baseline-security-recommendations-for-
iot/at_download/fullReport  

Chapter / Page Page 59 

 

Category 1.1.8 Security 
Stakeholder ENISA and Industry 
Abstract �^�d�Z�����P�}���o���}�(���š�Z�]�•���Œ���‰�}�Œ�š���]�•���š�}�����o�����}�Œ���š���������•���o�]�v�������Ç�����Œ�•�����µ�Œ�]�š�Ç���Œ�����}�u�u���v�����š�]�}�v�•���(�}�Œ���/�}�d���Á�]�š�Z������

focus on Critical Information Infrastructures, which encompass facilities, networks, services and 
physical and information technology equipment. These infrastructures are considered critical 
because their destruction or disruption could bring about major consequences for the health, 
safety and economic wellbeing of citizens, for the efficient functioning of State institutions and 
Public Administrations and for the asset owners who make use of IoT to provide their services. 
In this respect, the baseline security measures for IoT put forward in this report can serve as a 
springboard for further related efforts towards a harmonized EU approach, paving the way for a 
tacit adoption of the measures, and as criteria for other initiatives such as labelling or 
�����Œ�š�]�(�]�����š�]�}�v�X�_ 

Area of Application Critical Information Infrastructure, Smart Cars, eHealth 
Free Access (Y/N) Y 
Reference / Source Baseline Security Recommendations for IoT in the context of Critical Information Infrastructures 

(November 2017) 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

M-H 

Sources https://www.enisa.europa.eu/publications/baseline-security-recommendations-for-
iot/at_download/fullReport  

Chapter / Page Whole Document 

 

Category 1.1.9 Security 



Stakeholder ENISA and Industry 
Abstract Foster economic and administrative incentives for IoT security. It is clear that lack of security 

impacts business continuity and this is indeed the case also for IoT that is driven by R&D activities 
and a rush to push products and services in the market. In this respect, business continuity can 
serve as a driver for justifying costs in cyber security solutions. 

Area of Application IoT industry, associations, academia, consumer groups, regulators 
Free Access (Y/N) Y 
Reference / Source Baseline Security Recommendations for IoT in the context of Critical Information Infrastructures 

(November 2017) 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

M 

Sources https://www.enisa.europa.eu/publications/baseline-security-recommendations-for-
iot/at_download/fullReport  

Chapter / Page Page 59 

 

Category 1.1.10 Security 
Stakeholder ENISA and Industry 
Abstract Establishment of secure IoT product/service lifecycle management. Security plays an important 

�Œ�}�o�����Á�]�š�Z�]�v�����o�o���š�Z�����‰�Z���•���•���}�(�����v���/�}�d���‰�Œ�}���µ���š�[�•�l�•���Œ�À�]�����[�•���o�]�(�����Ç���o���X���d�Z���•�����‰�Z���•���•���]�v���o�µ�����������•�]�P�v�U��
development, testing, production, deployment, maintenance, end-of-support, and end-of-life (i.e. 
decommissioning). It is recommended that specific, focused and targeted security processes be 
defined for all these phases. 

Area of Application IoT developers, platform operators, industry, manufacturers 
Free Access (Y/N) Y 
Reference / Source Baseline Security Recommendations for IoT in the context of Critical Information Infrastructures 

(November 2017) 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

M 

Sources https://www.enisa.europa.eu/publications/baseline-security-recommendations-for-
iot/at_download/fullReport  

Chapter / Page Page 59 

 

Category 1.1.11 Trust 
Stakeholder ENISA and Industry 
Abstract Clarify liability among IoT stakeholders. As identified by the interviews with the experts a very 

important issue when IoT is considered is that of liability. It is of particular importance in the IoT 
domain, since the cyber-physical nature of IoT relates and tightly binds security to safety.  

Area of Application IoT industry, regulators 
Free Access (Y/N) Y 
Reference / Source Baseline Security Recommendations for IoT in the context of Critical Information Infrastructures 

(November 2017) 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://www.enisa.europa.eu/publications/baseline-security-recommendations-for-
iot/at_download/fullReport  

Chapter / Page Page 59 

 

Category 1.1.12 Security 
Stakeholder ISA/IEC 



Abstract The ISA99 Committee addresses industrial automation and control systems whose compromise 
could result in any or all of the following situations: 
* endangerment of public or employee safety  
* loss of public confidence  
* violation of regulatory requirements  
* loss of proprietary or confidential information  
* economic loss  
* impact on national security 
The concept of manufacturing and control systems electronic security is applied in the broadest 
possible sense, encompassing all types of plants, facilities, and systems in all 
industries. Manufacturing and control systems include, but are not limited to: 
* hardware and software systems such as DCS, PLC, SCADA, networked electronic sensing, and 
monitoring and diagnostic systems  
* associated internal, human, network, or machine interfaces used to provide control, safety, and 
manufacturing operations functionality to continuous, batch, discrete, and other processes. 
Physical security is an important component in the overall integrity of any control system 
environment, but it is not specifically addressed in this series of documents.  

Area of Application General Security Standard for industry 
Free Access (Y/N) N 
Reference / Source ISA/IEC 62443 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

High 

Sources https://www.isa.org/isa99/  
https://www.isa.org/pdfs/autowest/phinneydone/ 
https://www.certsi.es/en/blog/iec62443-evolution-of-isa99  

Chapter / Page Multi-document series 

 

Category 1.1.13 Security 
Stakeholder ISA/IEC 
Abstract · TC57 has significantly introduced semantic data modeling and use case methodology in 

the IEC   
· The reference architecture provides a comprehensive overview of the TC57 standards 

and their application domains   
· The profiling of standards contributes significantly to increasing interoperability and thus 

to efficiency in integration projects 
 
IEC 62351 is a standard developed by WG15 of IEC TC57. This is developed for handling the 
security of TC 57 series of protocols including IEC 60870-5 series, IEC 60870-6 series, IEC 61850 
series, IEC 61970 series & IEC 61968 series. The different security objectives include 
authentication of data transfer through digital signatures, ensuring only authenticated access, 
prevention of eavesdropping, prevention of playback and spoofing, and intrusion detection. 
 

 
�x IEC 62351-1 �v  Introduction to the standard 
�x IEC 62351-2 �v  Glossary of terms 
�x IEC 62351-3 �v  Security for any profiles including TCP/IP. 



�x TLS Encryption 
�x Node Authentication by means of X.509 certificates 
�x Message Authentication 

�x IEC 62351-4 �v  Security for any profiles including MMS (e.g., ICCP-based IEC 60870-6, IEC 
61850, etc.). 
�x Authentication for MMS 
�x TLS (RFC 2246)is inserted between RFC 1006 & RFC 793 to provide transport layer 

security 
�x IEC 62351-5 �v  Security for any profiles including IEC 60870-5 (e.g., DNP3 derivative) 

�x TLS for TCP/IP profiles and encryption for serial profiles. 
�x IEC 62351-6 �v  Security for IEC 61850 profiles. 

�x VLAN use is made as mandatory for GOOSE 
�x RFC 2030 to be used for SNTP 

�x IEC 62351-7 �v  Security through network and system management. 
�x Defines Management Information Base (MIBs) that are specific for the power 

industry, to handle network and system management through SNMP based methods. 
�x IEC 62351-8 �v  Role-based access control. 

�x Covers the access control of users and automated agents to data objects in power 
systems by means of role-based access control (RBAC). 

�x IEC 62351-9 �v  Key Management 
�x Describes the correct and safe usage of safety-critical parameters, e.g. passwords, 

encryption keys. 
�x Covers the whole life cycle of cryptographic information (enrollment, creation, 

distribution, installation, usage, storage and removal). 
�x Methods for algorithms using asymmetric cryptography 

�x Handling of digital certificates (public / private key) 
�x Setup of the PKI environment with X.509 certificates 
�x Certificate enrollment by means of SCEP /  CMP 
�x Certificate revocation by means of CRL /  OCSP 

�x A secure distribution mechanism based on GDOI and the IKEv2 protocol is presented 
for the usage of symmetric keys, e.g. session keys. 

�x IEC 62351-10 �v  Security Architecture 
�x Explanation of security architectures for the entire IT infrastructure 
�x Identifying critical points of the communication architecture, e.g. substation control 

center, substation automation 
�x Appropriate mechanisms security requirements, e.g. data encryption, user 

authentication 
�x Applicability of well-proven standards from the IT domain, e.g. VPN tunnel, secure FTP, 

HTTPS 
�x IEC 62351-11 �v  Security for XML Files 

�x Embedding of the original XML content into an XML container 
�x Date of issue and access control for XML data 
�x X.509 signature for authenticity of XML data 
�x Optional data encryption 

 
Area of Application Energy / Communications including IACS 
Free Access (Y/N) N 
Reference / Source IEC TC57 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources http://iectc57.ucaiug.org/wg15public/Public%20Documents/White%20Paper%20on%20Security%
20Standards%20in%20IEC%20TC57.pdf  

Chapter / Page Whole Document 



 

 

Category 1.1.14 Security 
Stakeholder CEN / CENELEC 
Abstract The scope of the Smart Grid Information Security (SGIS) working group under the European 

Commission Smart Grid Mandate M/490 [1] is to support European Smart Grid deployment. 
As quoted from the M/4�õ�ì���D���v�����š�����š���Æ�š�W���Z�€�Y�•���/�š���Á�]�o�o�����v�•�Á���Œ���š�Z�����š�����Z�v�]�����o�����v�����}�Œ�P���v�]�Ì���š�]�}�v���o���v�������•��
for �•�µ�•�š���]�v�����o�����Z�•�š���š�����}�(���š�Z�������Œ�š�[���^�u���Œ�š���'�Œ�]�����/�v�(�}�Œ�u���š�]�}�v���^�����µ�Œ�]�š�Ç���~�^�'�/�^�•�U�������š����protection and privacy 
(DPP), enabling the collection, utilization, processing, storage, transmission and erasure of all 
information to be protected for all participating actors. This will enable smart grid services through 
a Smart Grid information and communication system that is inherently secure by design within the 
critical infrastructure of transmission and distribution networks, as well as within the connected 
properties (buildings, charging station �t to the final nodes). This should be done in a way that is 
compatible with all relevant legal requirements, i.e. consumer data protection and privacy rights, 
metrology and daily business operations, and that is ensuring that rights of all consumers, including 
�š�Z�����À�µ�o�v���Œ�����o�����}�v���•�U�����Œ�����‰�Œ�}�š�����š�����X���€�Y�•�[ 
Cyber security requires an overall risk management approach where threats and measures are 
considered from technical, process and people point of view. The content presented in this report 
�����v�v�}�š���‰�Œ�}�À�]�������������}�u�‰�o���š�������v���������(�]�v�]�š�]�À�������v�•�Á���Œ���š�}���š�Z�����u���v�����š���[�•���}���i�����š�]�À���X���d�Z�����š���Œ�P���š���}�(���š�Z�����Á�}�Œ�l��
of the Smart Grid Information Security (SGIS) working group is to provide a high level guidance on 
how standards can be used to develop Smart Grid information security. In this light it presents 
concepts and tools to help stakeholders to integrate information security into daily business. 

Area of Application Standard for Smart Grids 
Free Access (Y/N) N 
Reference / Source CEN-CENELEC-ETSI Smart Grid Coordination Group 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

M-H 

Sources https://ec.europa.eu/energy/sites/ener/files/documents/2011_03_01_mandate_m490_en.pdf  
Chapter / Page Chapter 1 / p2ff 

 

Category 1.1.15 Security 
Stakeholder  
Abstract Critical Infrastructure Protection (CIP) US and EU regulations such as NERC CIP and BDEW, 

require complex security mechanisms, mitigation techniques, data recovery mechanisms, audit 
trails, monitoring and logging. 

Area of Application Critical Infrastructure Protection 
Free Access (Y/N) Y 
Reference / Source NERC CIP 

BDEW 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H  

Sources http://www.nerc.com/pa/CI/Comp/Pages/default.aspx 
https://www.bdew.de/  

Chapter / Page Whole Document 

 

Category 1.1.16 Security 
Stakeholder NIST 
Abstract The National Institute of Standards and Technology (NIST) is developing a cybersecurity testbed 

for industrial control systems (ICS). The goal of this testbed is to measure the performance of 
an ICS when instrumented with cybersecurity protections in accordance with practices 
prescribed by prevailing standards and guidelines. This paper outlines the testbed design and 
lists research goals, use cases and performance metrics currently being considered. The paper 



is also intended to initiate discussion between control and security practitioners - two areas 
that have had little interaction in the past. Research outcomes from the testbed will highlight 
specific cases where security technologies impact control performance as well as motivate 
methods by which control engineers can leverage security engineering to design control 
algorithms that extend safety and fault tolerance to include advanced persistent threats. 

Area of Application Best Practice 
Free Access (Y/N) Y 
Reference / Source A Cybersecurity Testbed for Industrial Control Systems 

 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

M 

Sources https://www.nist.gov/publications/cybersecurity-testbed-industrial-control-systems  
Chapter / Page Whole Document 

 

Category 1.1.17 Security 
Stakeholder FIPS 

System Integrators, DCS vendors, Cloud Providers, End Customer, Hardware Supplier, Software 
Supplier, system security engineers 

Abstract Certification, Accreditation, and Security Assessments (CA):   
Organizations must: (i) periodically assess the security controls in organizational information 
systems to determine if the controls are effective in their application; (ii) develop and implement 
plans of action designed to correct deficiencies and reduce or eliminate vulnerabilities in 
organizational information systems; (iii) authorize the operation of organizational information 
systems and any associated information system connections; and (iv) monitor information system 
security controls on an ongoing basis to ensure the continued effectiveness of the controls. 
 
Configuration Management (CM):  Organizations must: (i) establish and maintain baseline 
configurations and inventories of organizational information systems (including hardware, 
software, firmware, and documentation) throughout the respective system development life 
cycles; and (ii) establish and enforce security configuration settings for information technology 
products employed in organizational information systems.  
 
Contingency Planning (CP):  Organizations must establish, maintain, and effectively implement 
plans for emergency response, backup operations, and post-disaster recovery for organizational 
information systems to ensure the availability of critical information resources and continuity of 
operations in emergency situations.  
 
Incident Response (IR):  Organizations must: (i) establish an operational incident handling 
capability for organizational information systems that includes adequate preparation, detection, 
analysis, containment, recovery, and user response activities; and (ii) track, document, and report 
incidents to appropriate organizational officials and/or authorities.  
 
Maintenance (MA):  Organizations must: (i) perform periodic and timely maintenance on 
organizational information systems; and (ii) provide effective controls on the tools, techniques, 
mechanisms, and personnel used to conduct information system maintenance.  
 
Media Protection (MP):  Organizations must: (i) protect information system media, both paper and 
digital; (ii) limit access to information on information system media to authorized users; and (iii) 
sanitize or destroy information system media before disposal or release for reuse.  
 
Physical and Environmental Protection (PE):  Organizations must: (i) limit physical access to 
information systems, equipment, and the respective operating environments to authorized 
individuals; (ii) protect the physical plant and support infrastructure for information systems; (iii) 
provide supporting utilities for information systems; (iv) protect information systems against 
environmental hazards; and (v) provide appropriate environmental controls in facilities containing 
information systems.  



 
Planning (PL):  Organizations must develop, document, periodically update, and implement 
security plans for organizational information systems that describe the security controls in place or 
planned for the information systems and the rules of behaviour for individuals accessing the 
information systems.  
 
Personnel Security (PS):  Organizations must: (i) ensure that individuals occupying positions of 
responsibility within organizations (including third-party service providers) are trustworthy and 
meet established security criteria for those positions; (ii) ensure that organizational information 
and information systems are protected during and after personnel actions such as terminations 
and transfers; and (iii) employ formal sanctions for personnel failing to comply with organizational 
security policies and procedures.  
 
Risk Assessment (RA): Organizations must periodically assess the risk to organizational operations 
(including mission, functions, image, or reputation), organizational assets, and individuals, 
resulting from the operation of organizational information systems and the associated processing, 
storage, or transmission of organizational information. 
 
System and Services Acquisition (SA):  Organizations must: (i) allocate sufficient resources to 
adequately protect organizational information systems; (ii) employ system development life cycle 
processes that incorporate information security considerations; (iii) employ software usage and 
installation restrictions; and (iv) ensure that third-party providers employ adequate security 
measures to protect information, applications, and/or services outsourced from the organization.  
 
System and Communications Protection (SC):  Organizations must: (i) monitor, control, and protect 
organizational communications (i.e., information transmitted or received by organizational 
information systems) at the external boundaries and key internal boundaries of the information 
systems; and (ii) employ architectural designs, software development techniques, and systems 
engineering principles that promote effective information security within organizational 
information systems.  
 
System and Information Integrity (SI):  Organizations must: (i) identify, report, and correct 
information and information system flaws in a timely manner; (ii) provide protection from 
malicious code at appropriate locations within organizational information systems; and (iii) 
monitor information system security alerts and advisories and take appropriate actions in 
response. 

Area of Application Standards 
Free Access (Y/N) Y 
Reference / Source FEDERAL INFORMATION PROCESSING STANDARDS PUBLICATION -   

Minimum Security Requirements for Federal Information and Information System 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.200.pdf  
Chapter / Page Whole Document 

 

Category 1.1.18 Security 
Stakeholder DNV GL / Industry Association �t Oil&Gas 
Abstract Industrial automation and control systems (IACS) in oil and gas installations are vulnerable to 

cyber security incidents. As a result, countermeasures must be in place, and the facility 
operator must be confident that these countermeasures are sufficient and correctly performed. 
The risk must be acceptable for all systems including existing and possibly obsolete systems. 
Due to the high number of packages and systems in the packages, a standard based approach is 
required. 

Area of Application Recommended practices contain sound engineering practice and guidance. 
Free Access (Y/N) Y 



Reference / Source Cyber security in the oil and gas industry based on IEC 62443 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

M 

Sources http://rules.dnvgl.com/docs/pdf/DNVGL/RP/2017-09/DNVGL-RP-G108.pdf  
Chapter / Page Whole Document 

 

Category 1.1.19 Security 
Stakeholder NIST, FIPS 
Abstract NIS 
Area of Application Systems and Communication Protection 
Free Access (Y/N) Y 
Reference / Source Special publication 800-53 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.200.pdf  
Chapter / Page Whole Document 

 

Category 1.1.20 Security 
Stakeholder IoT platform provider 
Abstract The IoT Platform should support a Certification Authority (either external or internal) in order 

to interact with the Smart Objects and CPS i.e. a PKI-like (Public key infrastructure) 
mechanisms. 

Area of Application H2020 FIESTA-IoT Project (Using IoT-A ARM) 
PK Infrastructure 

Free Access (Y/N) Y 
Reference / Source D2.4 FIESTA Meta-Cloud Architecture and Technical Specifications 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources http://fiesta-iot.eu/wp-content/uploads/2016/06/FIESTA-IoT-D24-web.pdf  
Chapter / Page Whole Document 

 

Category 1.1.21 Security 
Stakeholder IoT platform provider 
Abstract When a user wants to execute any action the IoT Platform has to verify that he is authorized to 

do this action. The IoT Platform must have full control of the data that it provides and to whom 
they are provided. 

Area of Application H2020 FIESTA-IoT Project (Using IoT-A ARM) 
Identity 

Free Access (Y/N) Y 
Reference / Source D2.4 FIESTA Meta-Cloud Architecture and Technical Specifications 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources http://fiesta-iot.eu/wp-content/uploads/2016/06/FIESTA-IoT-D24-web.pdf  
Chapter / Page Whole Document 

 

Category 1.1.22 Security 
Stakeholder IoT platform provider 



Abstract The IoT Platform must have different level of profile types (e.g. administrator, guest, user, etc.). 
Thereby grant different permissions. 

Area of Application H2020 FIESTA-IoT Project (Using IoT-A ARM) 
Identity, Trust Levels, User Profiles 

Free Access (Y/N) Y 
Reference / Source D2.4 FIESTA Meta-Cloud Architecture and Technical Specifications 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources http://fiesta-iot.eu/wp-content/uploads/2016/06/FIESTA-IoT-D24-web.pdf  
Chapter / Page Whole Document 

 

Category 1.1.23 Security 
Stakeholder IoT platform provider 
Abstract At any time the Smart Objects and CPS owners should have the ability to grant and revoke 

access privileges. Smart Objects and CPS owners must be in full control of the resources that 
they provide and to whom they are provided. 

Area of Application H2020 FIESTA-IoT Project (Using IoT-A ARM) 
Identity and Access Management 

Free Access (Y/N) Y 
Reference / Source D2.4 FIESTA Meta-Cloud Architecture and Technical Specifications 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources http://fiesta-iot.eu/wp-content/uploads/2016/06/FIESTA-IoT-D24-web.pdf  
Chapter / Page Whole Document 

 

Category 1.1.24 Security 
Stakeholder IoT platform provider 
Abstract The IoT Platform must provide a tool to manage users and their respective access rights. 
Area of Application H2020 FIESTA-IoT Project (Using IoT-A ARM) 

Identity and Access Management 
Free Access (Y/N) Y 
Reference / Source D2.4 FIESTA Meta-Cloud Architecture and Technical Specifications 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources http://fiesta-iot.eu/wp-content/uploads/2016/06/FIESTA-IoT-D24-web.pdf  
Chapter / Page Whole Document 

 

Category 1.1.25 Security 
Stakeholder IoT platform provider 
Abstract User must feel authentication and authorization is as transparent as possible for the usage of 

the different tools. Single-sign-on mechanism could be applied. 
Area of Application H2020 FIESTA-IoT Project (Using IoT-A ARM) 

Identity and Access Management 
Free Access (Y/N) Y 
Reference / Source D2.4 FIESTA Meta-Cloud Architecture and Technical Specifications 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

M 

Sources http://fiesta-iot.eu/wp-content/uploads/2016/06/FIESTA-IoT-D24-web.pdf  



Chapter / Page Whole Document 

 

 

Category 1.1.26 Security 
Stakeholder Legislators: European Union, Member States  
Abstract Member States should be adequately equipped, in terms of both technical and organisational 

capabilities, to prevent, detect, respond to and mitigate network and information system 
incidents and risks. Member States should therefore ensure that they have well-functioning 
���^�/�Z�d�•�U�����o�•�}���l�v�}�Á�v�����•�����}�u�‰�µ�š���Œ�����u���Œ�P���v���Ç���Œ���•�‰�}�v�•�����š�����u�•���~�Z�����Z�d�•�[�•�U�����}�u�‰�o�Ç�]�v�P���Á�]�š�Z�����•�•���v�š�]���o��
requirements to guarantee effective and compatible capabilities to deal with incidents and risks 
and ensure efficient cooperation at Union level. In order for all types of operators of essential 
services and digital service providers to benefit from such capabilities and cooperation, Member 
States should ensure that all types are covered by a designated CSIRT. Given the importance of 
international cooperation on cybersecurity, CSIRTs should be able to participate in international 
cooperation networks in addition to the CSIRTs network established by this Directive. 
 
As most network and information systems are privately operated, cooperation between the public 
and private sectors is essential. Operators of essential services and digital service providers should 
be encouraged to pursue their own informal cooperation mechanisms to ensure the security of 
network and information systems. The Cooperation Group should be able to invite relevant 
stakeholders to the discussions where appropriate. To encourage effectively the sharing of 
information and of best practice, it is essential to ensure that operators of essential services and 
digital service providers who participate in such exchanges are not disadvantaged as a result of 
their cooperation. 
 
Information about incidents is increasingly valuable to the general public and businesses, 
particularly small and medium-sized enterprises. In some cases, such information is already 
provided via websites at the national level, in the language of a specific country and focusing 
mainly on incidents and occurrences with a national dimension. Given that businesses increasingly 
operate across borders and citizens use online services, information on incidents should be 
provided in an aggregated form at Union level. The secretariat of the CSIRTs network is 
encouraged to maintain a website or to host a dedicated page on an existing website, where 
general information on major incidents that have occurred across the Union is made available to 
the general public, with a specific focus on the interests and needs of businesses. CSIRTs 
participating in the CSIRTs network are encouraged to provide on a voluntary basis the 
information to be published on that website, without including confidential or sensitive 
information. 
 
Given the global nature of security problems affecting network and information systems, there is 
a need for closer international cooperation to improve security standards and information 
exchange, and to promote a common global approach to security issues. 
 
Digital service providers should ensure a level of security commensurate with the degree of risk 
posed to the security of the digital services they provide, given the importance of their services to 
the operations of other businesses within the Union. In practice, the degree of risk for operators 
of essential services, which are often essential for the maintenance of critical societal and 
economic activities, is higher than for digital service providers. Therefore, the security 
requirements for digital service providers should be lighter. Digital service providers should 
remain free to take measures they consider appropriate to manage the risks posed to the security 
of their network and information systems. Because of their cross-border nature, digital service 
providers should be subject to a more harmonised approach at Union level. Implementing acts 
should facilitate the specification and implementation of such measures. 

Area of Application EU-Directive concerning measures for a high common level of security of network and information 
systems 

Free Access (Y/N) Y 
Reference / Source Directive (EU) 1148/2016 (NIS-Directive) 

Member States Legislation 



Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

M 

Sources http:// eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3AOJ.L_.2016.194.01.0001.01.ENG 
Chapter / Page Whole Document 

 

Category 1.1.27 Security 
Stakeholder Legislators: European Union, Member States  
Abstract Operators of essential services take appropriate and proportionate technical and organisational 

measures to manage the risks posed to the security of network and information systems which 
they use in their operations. Having regard to the state of the art, those measures shall ensure a 
level of security of network and information systems appropriate to the risk posed. 
 
Operators of essential services take appropriate measures to prevent and minimise the impact of 
incidents affecting the security of the network and information systems used for the provision of 
such essential services, with a view to ensuring the continuity of those services. 
 
Operators of essential services notify, without undue delay, the competent authority or the 
CSIRT of incidents having a significant impact on the continuity of the essential services they 
provide. Notifications shall include information enabling the competent authority or the CSIRT to 
determine any cross-border impact of the incident. 
 

Area of Application OPERATORS OF ESSENTIAL SERVICES 
Security requirements and incident notification  
 
EU-Directive concerning measures for a high common level of security of network and information 
systems 

Free Access (Y/N) Y 
Reference / Source Directive (EU) 1148/2016 (NIS-Directive) 

Member States Legislation 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

M 

Sources http://eur -lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3AOJ.L_.2016.194.01.0001.01.ENG 
Chapter / Page Art. 14 

 

Category 1.1.28 Security 
Stakeholder Legislators: European Union, Member States  
Abstract Digital service providers identify and take appropriate and proportionate technical and 

organisational measures to manage the risks posed to the security of network and information 
systems which they use in the context of offering services referred to in Annex III within the 
Union. Having regard to the state of the art, those measures shall ensure a level of security of 
network and information systems appropriate to the risk posed, and shall take into account the 
following elements: 
(a) the security of systems and facilities; 
(b) incident handling; 
(c) business continuity management; 
(d) monitoring, auditing and testing; 
(e) compliance with international standards. 
 
Digital service providers take measures to prevent and minimise the impact of incidents affecting 
the security of their network and information systems on the services referred to in Annex III 
that are offered within the Union, with a view to ensuring the continuity of those services. 
 



Digital service providers notify the competent authority or the CSIRT without undue delay of any 
incident having a substantial impact on the provision of a service as referred to in Annex III that 
they offer within the Union. Notifications shall include information to enable the competent 
authority or the CSIRT to determine the significance of any cross-border impact. 
 

Area of Application DIGITAL SERVICE PROVIDERS 
Security requirements and incident notification 
 
EU-Directive concerning measures for a high common level of security of network and information 
systems 

Free Access (Y/N) Y 
Reference / Source Directive (EU) 1148/2016 (NIS-Directive) 

Member States Legislation 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

M 

Sources http://eur -lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3AOJ.L_.2016.194.01.0001.01.ENG 
Chapter / Page Art. 16 

 

 

Category 1.1.29 Security 
Stakeholder Legislators: European Union, Member States  
Abstract Awareness and Training (AT):  Organizations must: (i) ensure that managers and users of 

organizational information systems are made aware of the security risks associated with their 
activities and of the applicable laws, Executive Orders, directives, policies, standards, 
instructions, regulations, or procedures related to the security of organizational information 
systems; and (ii) ensure that organizational personnel are adequately trained to carry out their 
assigned information security-related duties and responsibilities. 

Area of Application NIS Directive 
Free Access (Y/N) Y 
Reference / Source European Commission 

Member States 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources  
Chapter / Page Whole Document 

 

Category 1.1.30 Security 
Stakeholder Legislators: European Union, Member States  
Abstract Member States shall, without imposing or discriminating in favour of the use of a particular type 

of technology, encourage the use of European or internationally accepted standards and 
specifications relevant to the security of network and information systems. 
 
ENISA, in collaboration with Member States, shall draw up advice and guidelines regarding the 
technical areas to be considered regarding already existing standards, including Member States' 
national standards, which would allow for those areas to be covered. 

Area of Application Standardisation by Member States and ENISA 
 
EU-Directive concerning measures for a high common level of security of network and information 
systems 

Free Access (Y/N) Y 
Reference / Source Directive (EU) 1148/2016 (NIS-Directive) 

Member States Legislation 



Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

M 

Sources http://eur -lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3AOJ.L_.2016.194.01.0001.01.ENG 
Chapter / Page Art. 19 

 

Category 1.1.31 Security 
Stakeholder ENISA  
Abstract ENISA published Reports on the threat landscape of internet infrastructure, several guidelines for 

the implementation of minimum security measures for Digital Service Providers and similar 
documents, pursuant to Art. 19 NIS Directive. 

Area of Application Standardisation by Member States and ENISA 
 
EU-Directive concerning measures for a high common level of security of network and information 
systems 

Free Access (Y/N) Y 
Reference / Source Directive (EU) 1148/2016 (NIS-Directive) 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

M 

Sources https://www.enisa.europa.eu/publications/minimum-security-measures-for-digital-service-
providers 
https://www.enisa.europa.eu/topics/critical-information-infrastructures-and-services/internet-
infrastructure?tab=publications 
 

Chapter / Page Whole Document 

 

Category 1.1.32 Security 
Stakeholder Legislators: European Union, Member States  
Abstract Awareness and Training (AT):  Organizations must:  

(i) ensure that managers and users of organizational information systems are made 
aware of the security risks associated with their activities and of the applicable 
laws, Executive Orders, directives, policies, standards, instructions, regulations, or 
procedures related to the security of organizational information systems; and  

(ii) (ii) ensure that organizational personnel are adequately trained to carry out their 
assigned information security-related duties and responsibilities. 

Area of Application NIS Directive 
Free Access (Y/N) Y 
Reference / Source European Commission 

Member States 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources  
Chapter / Page Whole Document 

 

Category 1.1.33  Security and Privacy 
Stakeholder ISACA 
Abstract Here are some recommended actions:  

�{���>�}�}�l���(�}�Œ�Á���Œ���X�� 
�{���>�}�}�l�����š���š�Z�������u���Œ�P�]�v�P���/�}�d���•�š���vdards.  
�{���������Œ���•�•���o�}�v�P-standing data security core concepts. 
�{�����µ�]�o�����]�v���•�š�Œ�}�v�P�����µ�š�Z���v�š�]�����š�]�}�v�X�� 



�{�����v���Œ�Ç�‰�š�������š���X�� 
�{���>�}�P�����������•�•���š�}���š�Z�����/�}�d�������À�]�����X�� 
�{�����u�����������v�š�]�u���o�Á���Œ�����Á�]�š�Z�]�v���š�Z���������À�]�����X�� 
�{���W�Œ�}�š�����š�����v�š�Œ�Ç���‰�}�]�v�š�•�X 
�{���<�����‰���š�Z���������À�]�����•���µ�‰�����š�����X�� 
�{���^�����µ�Œ�����š�Z�����/�}�d��device perimeter.  
�{���t���š���Z���š�Z�]�Œ�����‰���Œ�š�]���•�X 
�{�����}�v�•�]�����Œ���‰�Œ�]�À�����Ç�����v�����•���(���š�Ç���Z���Œ�u�•�X�� 
�{�����•�š�����o�]�•�Z���/�}�d���Œ�µ�o���•�����v�������}�µ�v�����Œ�]���•�X 

Area of Application Recommendations 
Free Access (Y/N) Y 
Reference / Source The Criticality of Security in the Internet of Things 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://www.isaca.org/Journal/archives/2015/volume-6/Documents/The-Criticality-of-Security-
in-the-Internet-of-Things_joa_Eng_1115.pdf  

Chapter / Page Page 4-5 

 

Category 1.1.34 Security and Privacy 
Stakeholder AIOTI 
Abstract The AIOTI recommendations are as follows:  

�{���/�v���Œ���o���š�]�}�v���š�}���/�}�d���v�µ�u�����Œ�]�v�P����nd addressing we recommend incorporation of ITU 
supranational numbers within the EU regulatory framework for electronic communications. We 
also make a recommendation to expedite roll-out of IPv6 for IoT.  
�{���/�v���Œ���o���š�]�}�v���š�}���š�Z�������u���Œ�P�]�v�P���]���������}�(�����v���/�}�d���d�Œ�µ�•�š��label, we assess a number of options and 
outline a potential industry led IoT Trust Charter for IoT.  
�{���/�v���Œ���o���š�]�}�v���š�}���š�Z�����(�Œ�������(�o�}�Á���}�(���/�}�d�������š���U���Á�����•�š�Œ�}�v�P�o�Ç���•�µ�‰�‰�}�Œ�š���o���P�]�•�o���š�]�À�����u�����•�µ�Œ���•���š�}���Œ���u�}�À����
any barriers to the free geographic movement of data across the EU. In relation to data 
ownership, we are in favour of relying on existing horizontal law and regulation to address any 
issues that arise in this emerging area.  
�{���/�v���Œ���•�‰�����š���}�(���/�}�d���o�]�����]�o�]�š�Ç�U���Á�����•���š���}�µ�š�����v���µ�‰�����š���������v���o�Ç�•�]�•���}�(���š�Z�����‰�}�š���v�š�]���o�����}�v�����Œ�v�•���]n this 
���Œ�����U�����v�����Œ�����}�u�u���v���������Z�Á���]�š�����v�����•�����[�����‰�‰�Œ�}�����Z���}�v���š�Z�]�•���š�}�‰�]���U���Á�]�š�Z���l���Ç���]�v���µ�•�š�Œ�Ç�����v����
government stakeholders maintaining an open policy dialogue. 

Area of Application Recommendations 
Free Access (Y/N) Y 
Reference / Source AIOTI Digitisation of Industry Policy Recommendations 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://aioti.eu/wp-content/uploads/2017/03/AIOTI-Digitisation-of-Ind-policy-doc-Nov-
2016.pdf  

Chapter / Page Page 3 

 

Category 1.1.35 Privacy 
Stakeholder IIC 
Abstract Best practice is to have privacy by design, default and deployment approach. Since regulations 

are mandatory, non-adherence could mean fines and even jail time. 
Area of Application Best Practice 
Free Access (Y/N) Y 
Reference / Source Industrial Internet of Things Volume G4: Security Framework 
Relevance 
(Low-impact, 

H 



Moderate-impact, 
High-impact) 
Sources https://www.iiconsortium.org/pdf/IIC_PUB_G4_V1.00_PB.pdf  
Chapter / Page Page 134 

 

 

Category 1.1.36 Privacy 
Stakeholder Legislators: European Union 

Associations: e.g. OWASP 
System Integrators, DCS vendors, Cloud Providers, End Customers, Hardware Suppliers, Software 
Suppliers, system security engineers 

Abstract The protection of natural persons in relation to the processing of personal data is a fundamental 
right. Article 8(1) of the Charter of Fundamental Rights �}�(���š�Z�������µ�Œ�}�‰�����v���h�v�]�}�v���~�š�Z�����Z���Z���Œ�š���Œ�[�•�����v����
Article 16(1) of the Treaty on the Functioning of the European Union (TFEU) provide that everyone 
has the right to the protection of personal data concerning him or her. 
 
Rapid technological developments and globalisation have brought new challenges for the 
protection of personal data. The scale of the collection and sharing of personal data has increased 
significantly. Technology allows both private companies and public authorities to make use of 
personal data on an unprecedented scale in order to pursue their activities. Natural persons 
increasingly make personal information available publicly and globally. Technology has 
transformed both the economy and social life, and should further facilitate the free flow of 
personal data within the Union and the transfer to third countries and international organisations, 
while ensuring a high level of the protection of personal data. 
 
Those developments require a strong and more coherent data protection framework in the Union, 
backed by strong enforcement, given the importance of creating the trust that will allow the digital 
economy to develop across the internal market. Natural persons should have control of their own 
personal data. Legal and practical certainty for natural persons, economic operators and public 
authorities should be enhanced. 
 
Effective protection of personal data throughout the Union requires the strengthening and setting 
out in detail of the rights of data subjects and the obligations of those who process and determine 
the processing of personal data, as well as equivalent powers for monitoring and ensuring 
compliance with the rules for the protection of personal data and equivalent sanctions for 
infringements in the Member States. 
 
Any processing of personal data should be lawful and fair. It should be transparent to natural 
persons that personal data concerning them are collected, used, consulted or otherwise processed 
and to what extent the personal data are or will be processed. The principle of transparency 
requires that any information and communication relating to the processing of those personal data 
be easily accessible and easy to understand, and that clear and plain language be used. That 
principle concerns, in particular, information to the data subjects on the identity of the controller 
and the purposes of the processing and further information to ensure fair and transparent 
processing in respect of the natural persons concerned and their right to obtain confirmation and 
communication of personal data concerning them which are being processed. Natural persons 
should be made aware of risks, rules, safeguards and rights in relation to the processing of personal 
data and how to exercise their rights in relation to such processing. In particular, the specific 
purposes for which personal data are processed should be explicit and legitimate and determined 
at the time of the collection of the personal data. The personal data should be adequate, relevant 
and limited to what is necessary for the purposes for which they are processed. This requires, in 
particular, ensuring that the period for which the personal data are stored is limited to a strict 
minimum. Personal data should be processed only if the purpose of the processing could not 
reasonably be fulfilled by other means. In order to ensure that the personal data are not kept 
longer than necessary, time limits should be established by the controller for erasure or for a 
periodic review. Every reasonable step should be taken to ensure that personal data which are 
inaccurate are rectified or deleted. Personal data should be processed in a manner that ensures 



appropriate security and confidentiality of the personal data, including for preventing unauthorised 
access to or use of personal data and the equipment used for the processing. 

Area of Application Regulation on the protection of natural persons with regard to the processing of personal data and 
on the free movement of such data 

Free Access (Y/N) Y 
Reference / Source European Union (Regulation 679/2016 (GDPR)) 

Best Practice Guides, e.g. OWASP IoT Testing Guides, OWASP IoT Project 
Member States Legislations 

Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32016R0679  
https://www.owasp.org/images/e/e5/PA_GDPR_25_JANUARY_2017.pdf  

Chapter / Page Whole Document 

 

 

Category 1.1.37 Privacy 
Stakeholder Legislators: European Union 
Abstract Personal data shall be processed lawfully, fairly and in a transparent manner in relation to the 

�����š�����•�µ���i�����š���~�Z�o���Á�(�µ�o�v���•�•�U���(���]�Œ�v���•�•�����v�����š�Œ���v�•�‰���Œ���v���Ç�[�•�V 
 
Processing shall be lawful only if and to the extent that at least one of the following applies: 
(a) the data subject has given consent to the processing of his or her personal data for one 

or more specific purposes; 
(b) processing is necessary for the performance of a contract to which the data subject is 

party or in order to take steps at the request of the data subject prior to entering into a 
contract; 

(c) processing is necessary for compliance with a legal obligation to which the controller is 
subject; 

(d) processing is necessary in order to protect the vital interests of the data subject or of 
another natural person; 

(e) processing is necessary for the performance of a task carried out in the public interest 
or in the exercise of official authority vested in the controller; 

(f) processing is necessary for the purposes of the legitimate interests pursued by the 
controller or by a third party, except where such interests are overridden by the 
interests or fundamental rights and freedoms of the data subject which require 
protection of personal data, in particular where the data subject is a child. 

 
Area of Application Lawful Processing, Fairness and Transparency 

 
Regulation on the protection of natural persons with regard to the processing of personal data 
and on the free movement of such data 
 

Free Access (Y/N) Y 
Reference / Source European Union (Regulation 679/2016 (GDPR)) 

 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32016R0679 
Chapter / Page Art. 5, 6  

 

Category 1.1.38 Privacy and Trust 
Stakeholder Legislators: European Union 



Abstract 1.   Where processing is based on consent, the controller shall be able to demonstrate that the 
data subject has consented to processing of his or her personal data. 
 
2.   If the data subject's consent is given in the context of a written declaration which also 
concerns other matters, the request for consent shall be presented in a manner which is clearly 
distinguishable from the other matters, in an intelligible and easily accessible form, using clear 
and plain language. Any part of such a declaration which constitutes an infringement of this 
Regulation shall not be binding. 
 
3.   The data subject shall have the right to withdraw his or her consent at any time. The 
withdrawal of consent shall not affect the lawfulness of processing based on consent before its 
withdrawal. Prior to giving consent, the data subject shall be informed thereof. It shall be as easy 
to withdraw as to give consent. 
 
4.   When assessing whether consent is freely given, utmost account shall be taken of whether, 
inter alia, the performance of a contract, including the provision of a service, is conditional on 
consent to the processing of personal data that is not necessary for the performance of that 
contract. 
 

Area of Application Consent 
Lawful Processing 
 
Regulation on the protection of natural persons with regard to the processing of personal data 
and on the free movement of such data 
 

Free Access (Y/N) Y 
Reference / Source European Union (Regulation 679/2016 (GDPR)) 

 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32016R0679 
Chapter / Page Art. 7, 8  

 

Category 1.1.39 Privacy 
Stakeholder Legislators: European Union 
Abstract Personal data shall be processed lawfully, fairly and in a transparent manner in relation to the 

dat�����•�µ���i�����š���~�Z�o���Á�(�µ�o�v���•�•�U���(���]�Œ�v���•�•�����v�����š�Œ���v�•�‰���Œ���v���Ç�[�•�V 
 
Where personal data relating to a data subject are collected, the controller shall, at the time 
when personal data are obtained, provide the data subject with at least all of the following 
information: 
 

- the purposes of the processing for which the personal data are intended as well as 
the legal basis for the processing; 

- where the processing is based on point (f) of Article 6(1), the legitimate interests 
pursued by the controller or by a third party; 

- the recipients or categories of recipients of the personal data, if any; 
- the period for which the personal data will be stored, or if that is not possible, the 

criteria used to determine that period; 
- whether the provision of personal data is a statutory or contractual requirement, or 

a requirement necessary to enter into a contract, as well as whether the data 
subject is obliged to provide the personal data and of the possible consequences of 
failure to provide such data; 

- the existence of automated decision-making, including profiling, referred to in 
Article 22(1) and (4) and, at least in those cases, meaningful information about the 



logic involved, as well as the significance and the envisaged consequences of such 
processing for the data subject. 

 
Area of Application Information to Data Subjects 

Transparency 
 
Regulation on the protection of natural persons with regard to the processing of personal data 
and on the free movement of such data 
 

Free Access (Y/N) Y 
Reference / Source European Union (Regulation 679/2016 (GDPR)) 

 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32016R0679 
Chapter / Page Art. 5, 13, 14,   

 

Category 1.1.40 Privacy 
Stakeholder The Article 29 Data Protection Working Party  
Abstract Guidelines on transparency under Regulation 2016/679 

 
On: 
- The meaning of transparency 
- Elements of transparency under the GDPR 
- Information to be provided to the data subject �t Articles 13 & 14 
- �Y 
 
These guidelines provide practical guidance and interpretative assistance. 
 

Area of Application Information to Data Subjects 
Transparency 
 
Guideline 

Free Access (Y/N) Y 
Reference / Source 17/EN/WP260 

European Commission (Regulation 679/2016 (GDPR)) 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources http://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=615250 
Chapter / Page Whole Document 

 

Category 1.1.41 Privacy 
Stakeholder Legislators: European Union 
Abstract Personal data shall be collected for specified, explicit and legitimate purposes and not further 

processed in a manner that is incompatible with those purposes; further processing for 
archiving purposes in the public interest, scientific or historical research purposes or statistical 
purposes shall, in accordance with Article 89(1), not be considered to be incompatible with the 
�]�v�]�š�]���o���‰�µ�Œ�‰�}�•���•���~�Z�‰�µ�Œ�‰�}�•�����o�]�u�]�š���š�]�}�v�[�• 
 
Processing for archiving purposes in the public interest, scientific or historical research purposes 
or statistical purposes, shall be subject to appropriate safeguards, in accordance with this 
Regulation, for the rights and freedoms of the data subject. Those safeguards shall ensure that 
technical and organisational measures are in place in particular in order to ensure respect for 



the principle of data minimisation. Those measures may include pseudonymisation provided 
that those purposes can be fulfilled in that manner. Where those purposes can be fulfilled by 
further processing which does not permit or no longer permits the identification of data subjects, 
those purposes shall be fulfilled in that manner. 
 

Area of Application Purpose limitation 
 
Regulation on the protection of natural persons with regard to the processing of personal data 
and on the free movement of such data 
 

Free Access (Y/N) Y 
Reference / Source European Union (Regulation 679/2016 (GDPR)) 

 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32016R0679 
Chapter / Page Art. 5, 89  

 

Category 1.1.42 Privacy 
Stakeholder Legislators: European Union 
Abstract Personal data shall be adequate, relevant and limited to what is necessary in relation to the 

�‰�µ�Œ�‰�}�•���•���(�}�Œ���Á�Z�]���Z���š�Z���Ç�����Œ�����‰�Œ�}�����•�•�������~�Z�����š�����u�]�v�]�u�]�•���š�]�}�v�[�• 
 

Area of Application Data Minimisation 
 
Regulation on the protection of natural persons with regard to the processing of personal data 
and on the free movement of such data 
 

Free Access (Y/N) Y 
Reference / Source European Union (Regulation 679/2016 (GDPR)) 

 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32016R0679 
Chapter / Page Art. 5  

 

Category 1.1.43 Privacy  
Stakeholder Legislators: European Union 
Abstract 1.   Taking into account the state of the art, the cost of implementation and the nature, scope, 

context and purposes of processing as well as the risks of varying likelihood and severity for 
rights and freedoms of natural persons posed by the processing, the controller shall, both at the 
time of the determination of the means for processing and at the time of the processing itself, 
implement appropriate technical and organisational measures, such as pseudonymisation, 
which are designed to implement data-protection principles, such as data minimisation, in an 
effective manner and to integrate the necessary safeguards into the processing in order to 
meet the requirements of this Regulation and protect the rights of data subjects. 
 
2.   The controller shall implement appropriate technical and organisational measures for 
ensuring that, by default, only personal data which are necessary for each specific purpose of 
the processing are processed. That obligation applies to the amount of personal data collected, 
the extent of their processing, the period of their storage and their accessibility. In particular, 
such measures shall ensure that by default personal data are not made accessible without the 
individual's intervention to an indefinite number of natural persons. 



 
Area of Application Data protection by design and by default 

Data Minimisation 
 
Regulation on the protection of natural persons with regard to the processing of personal data 
and on the free movement of such data 
 

Free Access (Y/N) Y 
Reference / Source European Union (Regulation 679/2016 (GDPR)) 

 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32016R0679 
Chapter / Page Art. 25  

 

Category 1.1.44 Privacy  
Stakeholder ENISA 
Abstract ENISA published in 2014 and 2015 several studies, guidelines and recommendation on: 

- Privacy by design in big data 
- Privacy and Data Protection by Design 
- Study on data collection and storage in the EU 
- A tool on Privacy Enhancing Technologies (PETs) knowledge management and maturity 

assessment 
- Privacy Enhancing Technologies: Evolution and State of the Art 
 

Area of Application Data protection by design and by default 
Data Minimisation 
 
Regulation on the protection of natural persons with regard to the processing of personal data 
and on the free movement of such data 
 

Free Access (Y/N) Y 
Reference / Source ENISA website 

European Union (Regulation 679/2016 (GDPR)) 
 

Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://www.enisa.europa.eu/topics/data-protection/privacy-by-design?tab=publications  
https://www.enisa.europa.eu/topics/data-protection/privacy-enhancing-
technologies?tab=publications  

Chapter / Page Whole Document 

 

Category 1.1.45 Privacy 
Stakeholder Legislators: European Union 
Abstract Personal data shall be accurate and, where necessary, kept up to date; every reasonable step 

must be taken to ensure that personal data that are inaccurate, having regard to the purposes 
for which they are processed, are erased or rectified withou�š�������o���Ç���~�Z�������µ�Œ�����Ç�[�• 
 
The data subject shall have the right to obtain from the controller without undue delay the 
rectification of inaccurate personal data concerning him or her. Taking into account the purposes 
of the processing, the data subject shall have the right to have incomplete personal data 
completed, including by means of providing a supplementary statement. 
 



The controller shall communicate any rectification or erasure of personal data or restriction of 
processing carried out in accordance with Article 16, Article 17(1) and Article 18 to each recipient 
to whom the personal data have been disclosed, unless this proves impossible or involves 
disproportionate effort. The controller shall inform the data subject about those recipients if the 
data subject requests it. 
 

Area of Application Accuracy 
 
Regulation on the protection of natural persons with regard to the processing of personal data 
and on the free movement of such data 
 

Free Access (Y/N) Y 
Reference / Source European Union (Regulation 679/2016 (GDPR)) 

 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32016R0679 
Chapter / Page Art. 5, 16, 19 

 

Category 1.1.46 Privacy 
Stakeholder Legislators: European Union 
Abstract Personal data shall be kept in a form which permits identification of data subjects for no longer 

than is necessary for the purposes for which the personal data are processed; personal data 
may be stored for longer periods insofar as the personal data will be processed solely for 
archiving purposes in the public interest, scientific or historical research purposes or statistical 
purposes in accordance with Article 89(1) subject to implementation of the appropriate technical 
and organisational measures required by this Regulation in order to safeguard the rights and 
�(�Œ�������}�u�•���}�(���š�Z���������š�����•�µ���i�����š���~�Z�•�š�}�Œ���P�����o�]�u�]�š���š�]�}�v�[�• 
 
The data subject shall have the right to obtain from the controller the erasure of personal data 
concerning him or her without undue delay and the controller shall have the obligation to erase 
personal data without undue delay (where Art. 17 applies). 
 
The data subject shall have the right to obtain from the controller restriction of processing 
(where Art. 18 applies). 
 
The controller shall communicate any rectification or erasure of personal data or restriction of 
processing carried out in accordance with Article 16, Article 17(1) and Article 18 to each recipient 
to whom the personal data have been disclosed, unless this proves impossible or involves 
disproportionate effort. The controller shall inform the data subject about those recipients if the 
data subject requests it. 
 

Area of Application Storage Limitation 
 
Regulation on the protection of natural persons with regard to the processing of personal data 
and on the free movement of such data 
 

Free Access (Y/N) Y 
Reference / Source European Union (Regulation 679/2016 (GDPR)) 

 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32016R0679 



Chapter / Page Art. 5, 17, 18, 19 

 

Category 1.1.46 Privacy and Security 
Stakeholder Legislators: European Union 
Abstract Personal data shall be processed in a manner that ensures appropriate security of the personal 

data, including protection against unauthorised or unlawful processing and against accidental 
loss, destruction or damage, using appropriate technical or organisational measures �~�Z�]�v�š���P�Œ�]�š�Ç��
���v�������}�v�(�]�����v�š�]���o�]�š�Ç�[�• 
 
Taking into account the nature, scope, context and purposes of processing as well as the risks of 
varying likelihood and severity for the rights and freedoms of natural persons, the controller shall 
implement appropriate technical and organisational measures to ensure and to be able to 
demonstrate that processing is performed in accordance with this Regulation. Those measures 
shall be reviewed and updated where necessary. 
This shall include the implementation of appropriate data protection policies by the controller. 
 
Where processing is to be carried out on behalf of a controller, the controller shall use only 
processors providing sufficient guarantees to implement appropriate technical and 
organizational measures in such a manner that processing will meet the requirements of this 
Regulation and ensure the protection of the rights of the data subject. 
 
Art. 32: 
1.   Taking into account the state of the art, the costs of implementation and the nature, scope, 
context and purposes of processing as well as the risk of varying likelihood and severity for the 
rights and freedoms of natural persons, the controller and the processor shall implement 
appropriate technical and organisational measures to ensure a level of security appropriate to 
the risk, including inter alia as appropriate: 
(a) the pseudonymisation and encryption of personal data; 
(b) the ability to ensure the ongoing confidentiality, integrity, availability and resilience of 

processing systems and services; 
(c) the ability to restore the availability and access to personal data in a timely manner in 

the event of a physical or technical incident; 
(d) a process for regularly testing, assessing and evaluating the effectiveness of technical 

and organisational measures for ensuring the security of the processing. 
 
2.   In assessing the appropriate level of security account shall be taken in particular of the risks 
that are presented by processing, in particular from accidental or unlawful destruction, loss, 
alteration, unauthorised disclosure of, or access to personal data transmitted, stored or 
otherwise processed. 
 
3.   Adherence to an approved code of conduct as referred to in Article 40 or an approved 
certification mechanism as referred to in Article 42 may be used as an element by which to 
demonstrate compliance with the requirements set out in paragraph 1 of this Article. 
 
4.   The controller and processor shall take steps to ensure that any natural person acting under 
the authority of the controller or the processor who has access to personal data does not 
process them except on instructions from the controller, unless he or she is required to do so by 
Union or Member State law. 
 

Area of Application Integrity and confidentiality 
 
Regulation on the protection of natural persons with regard to the processing of personal data 
and on the free movement of such data 
 

Free Access (Y/N) Y 
Reference / Source European Union (Regulation 679/2016 (GDPR)) 

 



Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32016R0679 
Chapter / Page Art. 5, 24, 28, 32 

 

Category 1.1.47 Privacy and Trust 
Stakeholder Legislators: European Union 
Abstract The controller shall be responsible for, and be able to demonstrate compliance with the GDPR 

�~�Z�������}�µ�v�š�����]�o�]�š�Ç�[�• 
 
Each controller and, where applicable, the controller's representative, shall maintain a record of 
processing activities under its responsibility. 
The controller or the processor and, where applicable, the controller's or the processor's 
representative, shall make the record available to the supervisory authority on request. 
 
In the case of a personal data breach, the controller shall without undue delay and, where 
feasible, not later than 72 hours after having become aware of it, notify the personal data 
breach to the supervisory authority competent, and shall communicate the personal data 
breach to the data subject without undue delay 
 

Area of Application Accountability 
 
Regulation on the protection of natural persons with regard to the processing of personal data 
and on the free movement of such data 
 

Free Access (Y/N) Y 
Reference / Source European Union (Regulation 679/2016 (GDPR)) 

 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32016R0679 
Chapter / Page Art. 5, 30, 33, 34 

 

Category 1.1.48 Privacy and Trust 
Stakeholder Legislators: European Union 
Abstract 1.   The controller and the processor shall designate a data protection officer in any case where: 

(a) the core activities of the controller or the processor consist of processing operations 
which, by virtue of their nature, their scope and/or their purposes, require regular and 
systematic monitoring of data subjects on a large scale; or 

(b) the core activities of the controller or the processor consist of processing on a large 
scale of special categories of data pursuant to Article 9 and personal data relating to 
criminal convictions and offences referred to in Article 10. 

 
2.   A group of undertakings may appoint a single data protection officer provided that a data 
protection officer is easily accessible from each establishment. 
 
5.   The data protection officer shall be designated on the basis of professional qualities and, in 
particular, expert knowledge of data protection law and practices and the ability to fulfil the 
tasks referred to in Article 39. 
 
6.   The data protection officer may be a staff member of the controller or processor, or fulfil the 
tasks on the basis of a service contract. 
 



7.   The controller or the processor shall publish the contact details of the data protection 
officer and communicate them to the supervisory authority. 
 

Area of Application Data Protection Officer 
Organisational Measures 
Accountability 
 
Regulation on the protection of natural persons with regard to the processing of personal data 
and on the free movement of such data 
 

Free Access (Y/N) Y 
Reference / Source European Union (Regulation 679/2016 (GDPR)) 

 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32016R0679 
Chapter / Page Art. 37, 38, 39 

 

Category 1.1.49 Privacy and Security 
Stakeholder Legislators: European Union 
Abstract Where a type of processing in particular using new technologies, and taking into account the 

nature, scope, context and purposes of the processing, is likely to result in a high risk to the 
rights and freedoms of natural persons, the controller shall, prior to the processing, carry out an 
assessment of the impact of the envisaged processing operations on the protection of personal 
data. A single assessment may address a set of similar processing operations that present similar 
high risks. 
 

Area of Application Privacy Impact Assessment 
Accountability 
 
Regulation on the protection of natural persons with regard to the processing of personal data 
and on the free movement of such data 
 

Free Access (Y/N) Y 
Reference / Source European Union (Regulation 679/2016 (GDPR)) 

 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32016R0679 
Chapter / Page Art. 35, 36 

 

Category 1.1.50 Privacy and Security 
Stakeholder Legislators: European Union 
Abstract Any transfer of personal data which are undergoing processing or are intended for processing 

after transfer to a third country or to an international organisation, including for onward 
transfers of personal data from the third country or an international organisation to another 
third country or to another international organisation, shall take place only if an adequate level 
of protection is ensured. 
 
 
An adequate level of protection may be ensured by 
- an adequacy decision of the commission, 
- legally binding specific agreements or similar instruments, 



- EU standard contract clauses, or 
- certification under approved mechanism. 
 
Each safeguard entails that the recipient takes adequate measures pursuant to Art. 32. 
 

Area of Application International transfer of personal data 
Technical and organisational measures 
 
Regulation on the protection of natural persons with regard to the processing of personal data 
and on the free movement of such data 
 

Free Access (Y/N) Y 
Reference / Source European Union (Regulation 679/2016 (GDPR)) 

 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32016R0679 
Chapter / Page Art. 44-49 

 

Category 1.1.51 Privacy 
Stakeholder IoT platform provider 
Abstract Privacy must be ensured for personal data collected 

Also required by GDPR 
Area of Application H2020 FIESTA-IoT Project (Using IoT-A ARM) 
Free Access (Y/N) Y 
Reference / Source D2.4 FIESTA Meta-Cloud Architecture and Technical Specifications 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources http://fiesta-iot.eu/wp-content/uploads/2016/06/FIESTA-IoT-D24-web.pdf  
Chapter / Page Whole Document 

 

Category 1.1.52 Privacy 
Stakeholder FIPS 

System Integrators, DCS vendors, Cloud Providers, End Customer, Hardware Supplier, Software 
Supplier, system security engineers 

Abstract Access Control (AC):  Organizations must limit information system access to authorized users, 
processes acting on behalf of authorized users, or devices (including other information systems) and 
to the types of transactions and functions that authorized users are permitted to exercise.  
 
Awareness and Training (AT):  Organizations must: (i) ensure that managers and users of 
organizational information systems are made aware of the security risks associated with their 
activities and of the applicable laws, Executive Orders, directives, policies, standards, instructions, 
regulations, or procedures related to the security of organizational information systems; and (ii) 
ensure that organizational personnel are adequately trained to carry out their assigned information 
security-related duties and responsibilities.  
 
Audit and Accountability (AU):  Organizations must: (i) create, protect, and retain information 
system audit records to the extent needed to enable the monitoring, analysis, investigation, and 
reporting of unlawful, unauthorized, or inappropriate information system activity; and (ii) ensure 
that the actions of individual information system users can be uniquely traced to those users so they 
can be held accountable for their actions.  
 



Identification and Authentication (IA):  Organizations must identify information system users, 
processes acting on behalf of users, or devices and authenticate (or verify) the identities of those 
users, processes, or devices, as a prerequisite to allowing access to organizational information 
systems. 

Area of Application  
Free Access (Y/N) Y 
Reference / Source FEDERAL INFORMATION PROCESSING STANDARDS PUBLICATION -   

Minimum Security Requirements for Federal Information and Information System 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.200.pdf  
Chapter / Page Whole Document 

 

Category 1.1.53 Privacy 
Stakeholder European Union, Member States 
Abstract Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the 

protection of individuals with regard to the processing of personal data and on the free movement 
of such data (4) requires Member States to ensure the rights and freedoms of natural persons with 
regard to the processing of personal data, and in particular their right to privacy, in order to ensure 
the free flow of personal data in the Community. 
New advanced digital technologies are currently being introduced in public communications 
networks in the Community, which give rise to specific requirements concerning the protection of 
personal data and privacy of the user. The development of the information society is characterized 
by the introduction of new electronic communications services. Access to digital mobile networks 
has become available and affordable for a large public. These digital networks have large capacities 
and possibilities for processing personal data. The successful cross-border development of these 
services is partly dependent on the confidence of users that their privacy will not be at risk. 
 
In the case of public communications networks, specific legal, regulatory and technical provisions 
should be made in order to protect fundamental rights and freedoms of natural persons and 
legitimate interests of legal persons, in particular with regard to the increasing capacity for 
automated storage and processing of data relating to subscribers and users. 
 
�>�}�����š�]�}�v�������š�����u���Ç���Œ���(���Œ���š�}���š�Z�����o���š�]�š�µ�����U���o�}�v�P�]�š�µ���������v�������o�š�]�š�µ�������}�(���š�Z�����µ�•���Œ�[�•���š���Œ�u�]�v���o�����‹�µ�]�‰�u���v�š�U���š�}��
the direction of travel, to the level of accuracy of the location information, to the identification of 
the network cell in which the terminal equipment is located at a certain point in time and to the 
time the location information was recorded. 
 
Measures should be taken to prevent unauthorized access to communications in order to protect 
the confidentiality of communications, including both the contents and any data related to such 
communications, by means of public communications networks and publicly available electronic 
communications services. 
 
The service provider may process traffic data relating to subscribers and users where necessary in 
individual cases in order to detect technical failure or errors in the transmission of communications. 
Traffic data necessary for billing purposes may also be processed by the provider in order to detect 
and stop fraud consisting of unpaid use of the electronic communications service. 
 
This Directive shall not apply to activities which fall outside the scope of the Treaty establishing the 
European Community, such as those covered by Titles V and VI of the Treaty on European Union, 
and in any case to activities concerning public security, defence, State security (including the 
economic well-being of the State when the activities relate to State security matters) and the 
activities of the State in areas of criminal law. 

Area of Application Directive concerning the processing of personal data and the protection of privacy in the electronic 
communications sector (Directive on privacy and electronic communications) 



Free Access (Y/N) Y 
Reference / Source Directive (EC) 2002/58 (ePrivacy)  
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32002L0058&from=DE  
Chapter / Page Whole Document 

 

Category 1.1.54 Privacy 
Stakeholder European Commission 
Abstract Besides GDPR, the new ePrivacy Regulation (expected to be adopted in the next period) concerns 

electronic communication channels and storage on smart devices, including IoT specific 
implementations. 

Area of Application Regulation Privacy in electronic communications 
Free Access (Y/N) Y 
Reference / Source Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL concerning the 

respect for private life and the protection of personal data in electronic communications and 
repealing Directive 2002/58/EC (Regulation on Privacy and Electronic Communications) 
 
COM/2017/010 final - 2017/03 (COD) 

Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52017PC0010  
Chapter / Page Whole Document 

 

Category 1.1.55 Privacy 
Stakeholder European Commission  
Abstract Electronic communications data shall be confidential. Any interference with electronic 

communications data, such as by listening, tapping, storing, monitoring, scanning or other kinds of 
interception, surveillance or processing of electronic communications data, by persons other than 
the end-users, shall be prohibited, except when permitted by this Regulation. 
 
Providers of electronic communications networks and services may process electronic 
communications data if: 
(a) it is necessary to achieve the transmission of the communication, for the duration necessary for 

that purpose; or 
(b) it is necessary to maintain or restore the security of electronic communications networks and 

services, or detect technical faults and/or errors in the transmission of electronic 
communications, for the duration necessary for that purpose. 

 
Providers of electronic communications services may process electronic communications metadata 
if: 
(a) it is necessary to meet mandatory quality of service requirements pursuant to [Directive 

establishing the European Electronic Communications Code] or Regulation (EU) 2015/2120 28 
for the duration necessary for that purpose; or 

(b) it is necessary for billing, calculating interconnection payments, detecting or stopping 
fraudulent, or abusive use of, or subscription to, electronic communications services; or 

(c) the end-user concerned has given his or her consent to the processing of his or her 
communications metadata for one or more specified purposes, including for the provision of 
specific services to such end-users, provided that the purpose or purposes concerned could not 
be fulfilled by processing information that is made anonymous. 

 
Providers of the electronic communications services may process electronic communications 
content only: 



(a) for the sole purpose of the provision of a specific service to an end-user, if the end-user or 
end-users concerned have given their consent to the processing of his or her electronic 
communications content and the provision of that service cannot be fulfilled without the 
processing of such content; or 

(b) if all end-users concerned have given their consent to the processing of their electronic 
communications content for one or more specified purposes that cannot be fulfilled by 
processing information that is made anonymous, and the provider has consulted the 
supervisory authority. Points (2) and (3) of Article 36 of Regulation (EU) 2016/679 shall apply to 
the consultation of the supervisory authority. 

 
Area of Application Confidentiality of electronic communications data 

 
Regulation Privacy in electronic communications 

Free Access (Y/N) Y 
Reference / Source Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL concerning the 

respect for private life and the protection of personal data in electronic communications and 
repealing Directive 2002/58/EC (Regulation on Privacy and Electronic Communications) 
 
COM/2017/010 final - 2017/03 (COD) 

Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52017PC0010  
Chapter / Page Art. 5, 6 

 

Category 1.1.56 Privacy 
Stakeholder European Commission  
Abstract Without prejudice to point (b) of Article 6(1) and points (a) and (b) of Article 6(3), the provider of the 

electronic communications service shall erase electronic communications content or make that 
data anonymous after receipt of electronic communication content by the intended recipient or 
recipients. Such data may be recorded or stored by the end-users or by a third party entrusted by 
them to record, store or otherwise process such data, in accordance with Regulation (EU) 2016/679. 
 
Without prejudice to point (b) of Article 6(1) and points (a) and (c) of Article 6(2), the provider of the 
electronic communications service shall erase electronic communications metadata or make that 
data anonymous when it is no longer needed for the purpose of the transmission of a 
communication. 
 
Where the processing of electronic communications metadata takes place for the purpose of billing 
in accordance with point (b) of Article 6(2), the relevant metadata may be kept until the end of the 
period during which a bill may lawfully be challenged or a payment may be pursued in accordance 
with national law. 
 

Area of Application Storage Limitation 
 
Regulation Privacy in electronic communications 

Free Access (Y/N) Y 
Reference / Source Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL concerning the 

respect for private life and the protection of personal data in electronic communications and 
repealing Directive 2002/58/EC (Regulation on Privacy and Electronic Communications) 
 
COM/2017/010 final - 2017/03 (COD) 

Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 



Sources https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52017PC0010  
Chapter / Page Art. 8 

 

Category 1.1.57 Privacy 
Stakeholder European Commission  
Abstract The definition of and conditions for consent provided for under Articles 4(11) and 7 of Regulation 

(EU) 2016/679/EU shall apply. 
 
Without prejudice to paragraph 1, where technically possible and feasible, for the purposes of point 
(b) of Article 8(1), consent may be expressed by using the appropriate technical settings of a 
software application enabling access to the internet. 
 
End-users who have consented to the processing of electronic communications data as set out in 
point (c) of Article 6(2) and points (a) and (b) of Article 6(3) shall be given the possibility to withdraw 
their consent at any time as set forth under Article 7(3) of Regulation (EU) 2016/679 and be 
reminded of this possibility at periodic intervals of 6 months, as long as the processing continues. 
 

Area of Application Specific consent requirements 
 
Regulation Privacy in electronic communications 

Free Access (Y/N) Y 
Reference / Source Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL concerning the 

respect for private life and the protection of personal data in electronic communications and 
repealing Directive 2002/58/EC (Regulation on Privacy and Electronic Communications) 
 
COM/2017/010 final - 2017/03 (COD) 

Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52017PC0010  
Chapter / Page Art. 9 

 

Category 1.1.58 Privacy 
Stakeholder European Commission  
Abstract Software placed on the market permitting electronic communications, including the retrieval and 

presentation of information on the internet, shall offer the option to prevent third parties from 
storing information on the terminal equipment of an end-user or processing information already 
stored on that equipment. 
 
Upon installation, the software shall inform the end-user about the privacy settings options and, to 
continue with the installation, require the end-user to consent to a setting. 
 
In the case of software which has already been installed on 25 May 2018, the requirements under 
paragraphs 1 and 2 shall be complied with at the time of the first update of the software, but no 
later than 25 August 2018. 
 

Area of Application Specific software design requirements 
Privacy by Design & Privacy by Default 
 
Regulation Privacy in electronic communications 

Free Access (Y/N) Y 
Reference / Source Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL concerning the 

respect for private life and the protection of personal data in electronic communications and 
repealing Directive 2002/58/EC (Regulation on Privacy and Electronic Communications) 
 
COM/2017/010 final - 2017/03 (COD) 



Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52017PC0010  
Chapter / Page Art. 10 

 

Category 1.1.59 Privacy 
Stakeholder European Commission  
Abstract Natural or legal persons may use electronic communications services for the purposes of sending 

direct marketing communications to end-users who are natural persons that have given their 
consent. 
 
Where a natural or legal person obtains electronic contact details for electronic mail from its 
customer, in the context of the sale of a product or a service, in accordance with Regulation (EU) 
2016/679, that natural or legal person may use these electronic contact details for direct marketing 
of its own similar products or services only if customers are clearly and distinctly given the 
opportunity to object, free of charge and in an easy manner, to such use. The right to object shall be 
given at the time of collection and each time a message is sent. 
 
Without prejudice to paragraphs 1 and 2, natural or legal persons using electronic communications 
services for the purposes of placing direct marketing calls shall: 
(a) present the identity of a line on which they can be contacted; or 
(b) present a specific code/or prefix identifying the fact that the call is a marketing call. 
 
Any natural or legal person using electronic communications services to transmit direct marketing 
communications shall inform end-users of the marketing nature of the communication and the 
identity of the legal or natural person on behalf of whom the communication is transmitted and 
shall provide the necessary information for recipients to exercise their right to withdraw their 
consent, in an easy manner, to receiving further marketing communications. 
 

Area of Application Unsolicited Communications 
 
Regulation Privacy in electronic communications 

Free Access (Y/N) Y 
Reference / Source Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL concerning the 

respect for private life and the protection of personal data in electronic communications and 
repealing Directive 2002/58/EC (Regulation on Privacy and Electronic Communications) 
 
COM/2017/010 final - 2017/03 (COD) 

Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52017PC0010  
Chapter / Page Art. 16 

 

Category 1.1.60 Privacy and Security 
Stakeholder European Commission  
Abstract In the case of a particular risk that may compromise the security of networks and electronic 

communications services, the provider of an electronic communications service shall inform end-
users concerning such risk and, where the risk lies outside the scope of the measures to be taken by 
the service provider, inform end-users of any possible remedies, including an indication of the likely 
costs involved. 

Area of Application Notification on detected security risks 
 
Regulation Privacy in electronic communications 



Free Access (Y/N) Y 
Reference / Source Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL concerning the 

respect for private life and the protection of personal data in electronic communications and 
repealing Directive 2002/58/EC (Regulation on Privacy and Electronic Communications) 
 
COM/2017/010 final - 2017/03 (COD) 

Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52017PC0010  
Chapter / Page Art. 17 

 

Category 1.1.61 Security and Privacy 
Stakeholder ISACA 
Abstract ���•�����v�š���Œ�‰�Œ�]�•���•���o�}�}�l���š�}�������}�‰�š���š�Z�����u�}�•�š�����(�(�]���]���v�š�����v�����š�Œ���v�•�(�}�Œ�u���š�]�À�����š�����Z�v�}�o�}�P�]���•�U���/�^�������[�•���Œ�������v�š��

Digital Transformation Barometer research found that 57 percent of respondents believe that 
the Internet of Things (IoT) is a resonant emerging technology, second to AI/machine learning. 
However, of those polled, 66 percent considers IoT to hold the highest risk potential to their 
organization, despite its potential to drive innovation. Assessing IoT, the latest white paper from 
ISACA, takes a deeper dive into the upsides, downsides and emerging ethics from IoT. 
�^�/�}�d���Z���•���š�Z�����‰�}�š���v�š�]���o���š�}�����}�u�‰�o���š���o�Ç���Œ���•�Z���‰�����š�Z�����Á���Ç�����v�š���Œ�‰�Œ�]�•���•���Œ�µ�v���š�Z���]�Œ�����µ�•�]�v���•�•�U�_���•���]�����Z�}����
Clyde, vice-chair �}�(���/�^�������[�•�����}���Œ�����}�(�����]�Œ�����š�}�Œ�•�X���^�&�Œ�}�u�����z�K�����}�‰�‰�}�Œ�š�µ�v�]�š�]���•���(�}�Œ�����u�‰�o�}�Ç�����•�U���š�}��
technology collaborations, enterprises have a lot to gain but also a lot to lose. By having a solid 
deployment plan and IT team in place, enterprises put themselves in a position to drive 
�]�v�v�}�À���š�]�}�v�����À���v���u�}�Œ���X�_ 
When paired correctly with AI/machine learning, the opportunities with IoT are abundant. 
However, those opportunities also may increase risk for enterprises, and they require a set of 
disciplines in deploying the technology. ISACA recommends the following to build good IoT 
governance: 

· Build security and control by design from the start 
· Test controls and look for vulnerabilities by creating and testing use cases and misuse 

case.  
· Educate those involved that building security alongside functionality by design is 

essential for IoT 
· Engage experienced IT security and assurance personnel who understand cyber and IoT 

risks and benefits  
· Replace the isolation of specialists working in silos with collaboration across specialties 

�/�^�������[�•��new guidance highlights best practices and key takeaways, including: 
Practical ideas for IT professionals 
Useful baselines to benchmark IoT solutions 
Concrete goals to advance secure integration of IoT 

Area of Application Recommendations 
Free Access (Y/N) Y 
Reference / Source  
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

M 

Sources 
 

http://www.isaca.org/Knowledge-Center/Research/Documents/Assessing-
IOT_res_eng_1217.PDF 
http://www.isaca.org/Knowledge-Center/Research/Documents/Internet-of-
Things_whp_Eng_0115.pdf  

Chapter / Page Whole Document 

 

Category 1.1.62 Trust 
Stakeholder European Union, Member States 



Abstract This Regulation seeks to enhance trust in electronic transactions in the internal market by 
providing a common foundation for secure electronic interaction between citizens, businesses 
and public authorities, thereby increasing the effectiveness of public and private online services, 
electronic business and electronic commerce in the Union. 
 
One of the objectives of this Regulation is to remove existing barriers to the cross-border use of 
electronic identification means used in the Member States to authenticate, for at least public 
services. This Regulation does not aim to intervene with regard to electronic identity 
management systems and related infrastructures established in Member States. The aim of this 
Regulation is to ensure that for access to cross-border online services offered by Member 
States, secure electronic identification and authentication is possible. 
 
Assurance levels should characterize the degree of confidence in electronic identification means 
in establishing the identity of a person, thus providing assurance that the person claiming a 
particular identity is in fact the person to which that identity was assigned. The assurance level 
depends on the degree of confidence that electronic identification means provides in claimed or 
asserted identity of a person taking into account processes (for example, identity proofing and 
verification, and authentication), management activities (for example, the entity issuing 
electronic identification means and the procedure to issue such means) and technical controls 
implemented. Various technical definitions and descriptions of assurance levels exist as the 
result of Union-funded Large-Scale Pilots, standardisation and international activities. 
 
This Regulation should also establish a general legal framework for the use of trust services. 
However, it should not create a general obligation to use them or to install an access point for 
all existing trust services. In particular, it should not cover the provision of services used 
exclusively within closed systems between a defined set of participants, which have no effect on 
third parties. For example, systems set up in businesses or public administrations to manage 
internal procedures making use of trust services should not be subject to the requirements of 
this Regulation. Only trust services provided to the public having effects on third parties should 
meet the requirements laid down in the Regulation. 

Area of Application Regulation on electronic identification and trust services for electronic transactions in the 
internal market 

Free Access (Y/N) Y 
Reference / Source Regulation (EU) 910/2014 

(eIDAS) 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

M 

Sources http://eur -lex.europa.eu/legal-content/EN/ALL/?uri=CELEX%3A32014R0910 
Chapter / Page Whole Document 

 

Category 1.1.63 Trust 
Stakeholder European Union  
Abstract The assurance levels low, substantial and high shall meet respectively the following criteria: 

(a) assurance level low shall refer to an electronic identification means in the context of an 
electronic identification scheme, which provides a limited degree of confidence in the 
claimed or asserted identity of a person, and is characterised with reference to 
technical specifications, standards and procedures related thereto, including technical 
controls, the purpose of which is to decrease the risk of misuse or alteration of the 
identity; 

(b) assurance level substantial shall refer to an electronic identification means in the 
context of an electronic identification scheme, which provides a substantial degree of 
confidence in the claimed or asserted identity of a person, and is characterised with 
reference to technical specifications, standards and procedures related thereto, 
including technical controls, the purpose of which is to decrease substantially the risk 
of misuse or alteration of the identity; 



(c) assurance level high shall refer to an electronic identification means in the context of 
an electronic identification scheme, which provides a higher degree of confidence in 
the claimed or asserted identity of a person than electronic identification means with 
the assurance level substantial, and is characterised with reference to technical 
specifications, standards and procedures related thereto, including technical controls, 
the purpose of which is to prevent misuse or alteration of the identity. 

 
By 18 September 2015, taking into account relevant international standards and subject to 
paragraph 2, the Commission shall, by means of implementing acts, set out minimum technical 
specifications, standards and procedures with reference to which assurance levels low, 
substantial and high are specified for electronic identification means for the purposes of 
paragraph 1. 
 
Those minimum technical specifications, standards and procedures shall be set out by 
reference to the reliability and quality of the following elements: 
(a) the procedure to prove and verify the identity of natural or legal persons applying for 

the issuance of electronic identification means; 
(b) the procedure for the issuance of the requested electronic identification means; 
(c) the authentication mechanism, through which the natural or legal person uses the 

electronic identification means to confirm its identity to a relying party; 
(d) the entity issuing the electronic identification means; 
(e) any other body involved in the application for the issuance of the electronic 

identification means; and 
(f) the technical and security specifications of the issued electronic identification means. 
 

Area of Application Distinction of Assurance levels for electronic identification schemes 
 
Regulation on electronic identification and trust services for electronic transactions in the 
internal market 

Free Access (Y/N) Y 
Reference / Source Regulation (EU) 910/2014 

(eIDAS) 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

M 

Sources http://eur -lex.europa.eu/legal-content/EN/ALL/?uri=CELEX%3A32014R0910 
Chapter / Page Art. 8 

 

Category 1.1.64 Trust 
Stakeholder European Union  
Abstract An advanced electronic signature shall meet the following requirements: 

(a) it is uniquely linked to the signatory; 
(b) it is capable of identifying the signatory; 
(c) it is created using electronic signature creation data that the signatory can, with a high 

level of confidence, use under his sole control; and 
(d) it is linked to the data signed therewith in such a way that any subsequent change in 

the data is detectable. 
 
Qualified certificates for electronic signatures shall meet the requirements laid down in Annex 
I. Qualified certificates for electronic signatures shall not be subject to any mandatory 
requirement exceeding the requirements laid down in Annex I. 
 
Annex I: 
Qualified certificates for electronic signatures shall contain: 
(a) an indication, at least in a form suitable for automated processing, that the certificate 

has been issued as a qualified certificate for electronic signature; 



(b) a set of data unambiguously representing the qualified trust service provider issuing the 
qualified certificates including at least, the Member State in which that provider is 
established and: 
a. for a legal person: the name and, where applicable, registration number as stated 

in the official records, 
b. for a �v���š�µ�Œ���o���‰���Œ�•�}�v�W���š�Z�����‰���Œ�•�}�v�[�•���v���u���V 

(c) at least the name of the signatory, or a pseudonym; if a pseudonym is used, it shall be 
clearly indicated; 

(d) electronic signature validation data that corresponds to the electronic signature 
creation data; 

(e) details of the be�P�]�v�v�]�v�P�����v�������v�����}�(���š�Z���������Œ�š�]�(�]�����š���[�•���‰���Œ�]�}�����}�(���À���o�]���]�š�Ç�V 
(f) the certificate identity code, which must be unique for the qualified trust service 

provider; 
(g) the advanced electronic signature or advanced electronic seal of the issuing qualified 

trust service provider; 
(h) the location where the certificate supporting the advanced electronic signature or 

advanced electronic seal referred to in point (g) is available free of charge; 
(i) the location of the services that can be used to enquire about the validity status of the 

qualified certificate; 
(j) where the electronic signature creation data related to the electronic signature 

validation data is located in a qualified electronic signature creation device, an 
appropriate indication of this, at least in a form suitable for automated processing. 

 
Area of Application Use of electronic signatures 

 
Regulation on electronic identification and trust services for electronic transactions in the 
internal market 

Free Access (Y/N) Y 
Reference / Source Regulation (EU) 910/2014 

(eIDAS) 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

M 

Sources http://eur -lex.europa.eu/legal-content/EN/ALL/?uri=CELEX%3A32014R0910 
Chapter / Page Art. 26, 28, Annex I 

 

Category 1.1.65 Trust 
Stakeholder European Union  
Abstract Qualified certificates for website authentication shall meet the requirements laid down in 

Annex IV. 
 
Annex IV: 
Qualified certificates for website authentication shall contain: 
(a) an indication, at least in a form suitable for automated processing, that the certificate 

has been issued as a qualified certificate for website authentication; 
(b) a set of data unambiguously representing the qualified trust service provider issuing the 

qualified certificates including at least the Member State in which that provider is 
established and: 
a. for a legal person: the name and, where applicable, registration number as stated 

in the official records, 
b. �(�}�Œ�������v���š�µ�Œ���o���‰���Œ�•�}�v�W���š�Z�����‰���Œ�•�}�v�[�•���v���u���V 

(c) for natural persons: at least the name of the person to whom the certificate has been 
issued, or a pseudonym. If a pseudonym is used, it shall be clearly indicated; 
for legal persons: at least the name of the legal person to whom the certificate is issued 
and, where applicable, registration number as stated in the official records; 

(d) elements of the address, including at least city and State, of the natural or legal person 
to whom the certificate is issued and, where applicable, as stated in the official records; 



(e) the domain name(s) operated by the natural or legal person to whom the certificate is 
issued; 

(f) �����š���]�o�•���}�(���š�Z���������P�]�v�v�]�v�P�����v�������v�����}�(���š�Z���������Œ�š�]�(�]�����š���[�•���‰���Œ�]�}�����}�(���À���o�]���]�š�Ç�V 
(g) the certificate identity code, which must be unique for the qualified trust service 

provider; 
(h) the advanced electronic signature or advanced electronic seal of the issuing qualified 

trust service provider; 
(i) the location where the certificate supporting the advanced electronic signature or 

advanced electronic seal referred to in point (h) is available free of charge; 
(j) the location of the certificate validity status services that can be used to enquire as to 

the validity status of the qualified certificate. 
 

Area of Application Requirements for qualified certificates for website authentication 
Regulation on electronic identification and trust services for electronic transactions in the 
internal market 

Free Access (Y/N) Y 
Reference / Source Regulation (EU) 910/2014 

(eIDAS) 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

M 

Sources http://eur -lex.europa.eu/legal-content/EN/ALL/?uri=CELEX%3A32014R0910 
Chapter / Page Art. 45, Annex IV 

 

Category 1.1.66 Trust 
Stakeholder Industrial Internet Consortium (IIC) 
Abstract Organizations must take risks seriously; they must use their expertise to make their IIoT systems 

trustworthy. The use of sensors and actuators in an industrial environment is not the typical 
Information Technology (IT) experience, nor are systems that span many organizations and 
organizational systems. IT and OT prioritize system characteristics differently. For example, 
resilience in IT is less important than in OT, and security is less important in OT than in IT, as 
illustrated in Figure 2-1. These characteristics interact with each other, and can conflict. In IIoT 
systems, these system characteristics must converge and be reconciled with each other into 
overall system trustworthiness.  

Area of Application All industrial IoT systems.  
With the scope of industrial in delimitation vs. pure consumer IoT 

Free Access (Y/N) Y 
Reference / Source Industrial Internet Security Framework 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources http://www.iiconsortium.org/IISF.htm  
Chapter / Page 2 Motivation (5) 

3 Trustworthines (9) 

 

Category 1.1.67 Trust 
Stakeholder NIST 
Abstract System primitives allow formalisms, reasoning, simulations, and reliability and security risk  

trade-offs to be formulated and argued. In this work, five core primitives belonging to most 
distributed systems are presented. These primitives apply well to systems with large amounts of 
data, scalability concerns, heterogeneity concerns, temporal concerns, and elements of 
unknown pedigree with possible nefarious intent. These primitives form the basic building 
���o�}���l�•���(�}�Œ�������E���š�Á�}�Œ�l���}�(���Z�d�Z�]�v�P�•�[���~�E�}�d�•�U���]�v���o�µ���]�v�P���š�Z�����/�v�š���Œ�v���š���}�(���d�Z�]�v�P�•���~�/�}�d�•�X���d�Z�]�•���Œ���‰�}�Œ�š���}�(�(���Œ�•��
an underlying and foundational science to IoT. To our knowledge, the ideas and the manner in 
which IoT is presented here is unique. 



Area of Application Standard Proposal/Draft 
Free Access (Y/N) Y 
Reference / Source NISTIR 8063 -- Internet of Things (IoT) Trustworthiness 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://csrc.nist.gov/News/2016/NIST-Announces-Release-of-DRAFT-NISTIR-8063  
Chapter / Page Whole Document 

 

Categor 1.1.68 Security  
Stakeholder FedRAMP 
Abstract The Federal Risk and Authorization Management Program (FedRAMP) is a US government-wide 

program that provides a standardized approach to security  assessment, authorization, and 
continuous monitoring for cloud products and services.  
FedRAMP enables Agencies to rapidly adapt from old, insecure legacy IT to mission-enabling, 
secure, and cost effective cloud-based IT.  
FedRAMP created and manages a core set of processes to ensure effective, repeatable cloud 
security for the government. FedRAMP established a mature marketplace to increase utilization 
and familiarity with cloud services while facilitating collaboration across government through open 
exchanges of lessons learned, use cases, and tactical solutions. 
Automated Vulnerability Risk Adjustment Framework 
SCOPE Create a framework for using Common Vulnerability Scoring System (CVSS) scoring to 
determine and/or adjust the risk level for vulnerabilities identified by an automated scanning tool. 
Vulnerabilities identified by non-automated methods are explicitly not included in the scope of this 
framework. CVSS scoring applies to all automated risk severity level adjustments; including High1 
to Moderate and Moderate to Low risk adjustments.  
OUTCOMES  
�{�����v�����o�������^�W�•���š�}���o���À���Œ���P�����•�š���v�����Œ���]�Ì�������À�µ�o�v���Œ�����]�o�]�š�Ç���Œ�]�•�l�������i�µ�•tment scores based on an open 
framework where the individual characteristics used to derive a score are transparent.    
�{���Z�����µ�������š�Z�����o���À���o���}�(�����(�(�}�Œ�š�����v�����š�]�u�����Œ���‹�µ�]�Œ�������š�}�����•�š�����o�]�•�Z���š�Z�����Œ�]�•�l���o���À���o���}�(�������À�µ�o�v���Œ�����]�o�]�š�Ç���]�v���������^�W�[�•��
environment. 

Area of Application Framework for automated adjustments to vulnerability risk categorizations 
Free Access (Y/N) Y 
Reference / Source Automated Vulnerability Risk Adjustment Framework 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

M 

Sources https://www.fedramp.gov/assets/resources/documents/CSP_Automated_Vulnerability_Risk_Adjus
tment_Framework.pdf  

Chapter / Page Whole Document 

 

Category 1.1.69 Security  and Privacy  
Stakeholder IoT Alliance Australia 
Abstract The purpose of the Internet of Things Security Guideline is to provide comprehensive, top-level 

�P�µ�]�����v�������š�}���‰�Œ�}�u�}�š���������Z�•�����µ�Œ�]�š�Ç�����Ç�������•�]�P�v�[�����‰�‰�Œ�}�����Z���š�}���/�}�d�V�����•�•�]�•�š���]�v���µ�•�š�Œ�Ç���š�}���µ�v�����Œ�•�šand the 
practical application of security and privacy for IoT device use; be utilized by the IoT industry and 
digital service providers which use or provide support services for IoT deployments; and assist 
industry to understand some of the relevant legislation around privacy and security. 
 
The relevance of privacy and security is outlined. Privacy and Security principles are illustrated. 
Special emphasis is put on the Routing Layer. 
 
Relation to the use case scenarios are shown. 

Area of Application Security Guideline 
Free Access (Y/N) Y 



Reference / Source Security Guideline 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

M 

Sources http://www.iot.or g.au/wp/wp-content/uploads/2016/12/IoTAA-Security-Guideline-V1.0.pdf  
Chapter / Page Routing: chapter 5.3 (p21ff) 

Industry: chapter 6.2 (p26f) 
Healthcare: chapter 6.3 (p27) 
Automotive: chapter 6.5 (p27) 

 

Category 1.1.70 Security and Privacy 
Stakeholder GSMA 
Abstract The set of non-binding guideline documents promotes methodology for developing secure IoT 

Services to facilitate security best practices are implemented throughout the life cycle of the 
service. The documents provide recommendations on how to mitigate common security threats 
and weaknesses within IoT Services. 
This guide shall be used to evaluate all components in an IoT product or service from the Service 
Ecosystem perspective. The Service Ecosystem includes all components that make up the core of 
the IoT infrastructure. Components in this ecosystem are, for example, services, servers, database 
clusters, network elements, and other technologies used to drive the internal components of any 
product or service.  
The scope of this document is limited to Recommendations pertaining to the design and 
implementation of IoT services and network elements. 
Considering the operations of core services like an IoT-platform the guideline focuses on typical 
security measures including monitoring, authentication, secure communication, 
Considering the Edge, especially the Root of Trust is important to consider Chapter 4 shows what 
to do for security provider.  
���Z���‰�š���Œ���ñ���o�]�•�š�•���š�Z�����^���Œ�]�š�]�����o���Z�����}�u�u���v�����š�]�}�v�•�_�U�����X�P�X���ñ�X�ó���]�o�o�µ�•�š�Œ���š���•���š�Z�����u�}�•�š���Œ���o���À���v�š���o�}�P�P�]�v�P�������š���X 
C�Z���‰�š���Œ���ò���o�]�•�š�•���^�,�]�P�Z-�W�Œ�]�}�Œ�]�š�Ç���Z�����}�u�u���v�����š�]�}�v�•�_ 

Area of Application Guideline 
Free Access (Y/N) Y 
Reference / Source GSM Association (GSMA): IoT Security Guidelines for IoT Service Ecosystems 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources http://www.gsma.com/connectedliving/future-iot-networks/iot-security-guidelines/ 
Chapter / Page Chapter 4 / pp19-25 

Chapter 5 / pp 26-38 
Chapter 6 / pp 38-52 

 

Category 1.1.71 Security and Privacy 
Stakeholder GSMA 
Abstract This Comprehensive list is based on the GSMA IoT Security Guideline. 

It  may especially support the policy and audit service development 
Area of Application Checklist 
Free Access (Y/N) Y 
Reference / Source GSM Association (GSMA): IoT security checklist for self-assessment 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

M 

Sources https://www.gsma.com/iot/iot-security-assessment/  
Chapter / Page Whole Document 

 



Category 1.1.72 Trust 
Stakeholder Microsoft GIAC 
Abstract �/�v���:�µ�o�Ç���}�(���î�ì�ì�î�U�����]�o�o���'���š���•���•���v�š���}�µ�š�����v�����u���]�o���š�}���•�µ�u���ñ�ì�U�ì�ì�ì���D�]���Œ�}�•�}�(�š�����u�‰�o�}�Ç�����•�X�������]�o�o���'���š���•�[�•�����u���]�o��

is a defining moment for both the industry and �D�]���Œ�}�•�}�(�š�[�•���(�µ�š�µ�Œ���X�����/�š���Á���•���}�v���������}�v�����‰�š���š�Z���š��
Microsoft would put into play for years to come with all development of products.  The concept 
�Á���•���(�}�Œ�����•�š�����o�]�•�Z�]�v�P���d�Œ�µ�•�š�Á�}�Œ�š�Z�Ç���}�u�‰�µ�š�]�v�P���Á�Z�]���Z���]�o�o���'���š���[�•�������•���Œ�]�����•�����•���š�Z�����Z�]�P�Z���•�š���‰�Œ�]�}�Œ�]�š�Ç���}�(���š�Z����
industry forthe next decade 

Area of Application Guideline 
Free Access (Y/N) Y 
Reference / Source GIAC-THE TRUSTWORTHY COMPUTING FRAMEWORK 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

M 

Sources https://www.giac.org/paper/gsec/4243/pillars-trustworthy-computing-displayed-patch-
management/106837  

Chapter / Page Whole Document 

 

 

 

 

 

Category 1.1.73  Security and Privacy Controls 
Stakeholder NIST  
Abstract This publication provides a catalog of security ad privacy controls for federal information systems 

and organisations to protect organisational operations and assets , individuals, other organisations 
from a diverse set of threats including hostile attacks, natural disaster s, structural failures, human 
errors and privacy risks. The controls are flexible and customizable and implemented as part of an 
organisation wide process to manage risks.The controls address diverse requirements derived from 
mission and business needs, laws, Execuritve Orders , directives , regulations, policies , standards 
and guidelines . The publication describes how to develop specialized set of controls , or overlays, 
tailored for specific type of missions and business functions , technologies, enverionment of 
operations , and sector specific applications. Finally the consolidated catalog of controls addresses 
security and privacy from a functionality perspective ( ie the strength of functions and mechanisms 
) and an assurance perspective (i.e the measure of confidence in the security or privacy capability) 
Adressing both functionality and assurance ensures that information technology products and the 
information systems that rely on those products are sufficiently trustworthy. 

Area of Application Guideline 
Free Access (Y/N) Y 
Reference / Source National Institute of Standards and technology Special Publication 800-53 Revision 5 

Natl.Inst.Stand.Technol.Spec Publication 800-53 Rev 5 494 pages (August 2017) 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

M 

Sources https://csrc.nist.gov/publications/detail/sp/800-53/rev-5/draft 
Chapter / Page Whole Document 

 

Category  1.1.74 Security 
Stakeholder IETF 
Abstract This document defines and provides a set of requirements for the Security Automation and 

Continuous Monitoring (SACM) architecture, data model, and transfer protocols while sharing, 
storing, processing and transmitting security information. 

Area of Application General Standard for Industry 
Free Access (Y/N) Y 



Reference / Source IETF/RFC 8248 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://www.rfc-editor.org/rfc/pdfrfc/rfc8248.txt.pdf 
Chapter / Page All the document 

 

 

Controls 
 

Remarks about controls: 

 

Controls are referenced all the time in security, but they are rarely defined. 

The control environment sets the tone of an organization, influencing the control consciousness of its people. It is the 
foundation for all other components of internal control, providing discipline and structure to reach their organizational 
objectives�X�����}�v�š�Œ�}�o�����v�À�]�Œ�}�v�u���v�š���(�����š�}�Œ�•���]�v���o�µ�������š�Z�����]�v�š���P�Œ�]�š�Ç�U�����š�Z�]�����o���À���o�µ���•�U�����v�������}�u�‰���š���v�������}�(���š�Z�������v�š�]�š�Ç�[�•���‰���}�‰�o���V��
�u���v���P���u���v�š�[�•���‰�Z�]�o�}�•ophy and operating style; and the way management assigns authority and organizes and develops its 
people. 

From this we can derive that some controls are the actions that people take, we call these administrative controls. 
Administrative controls are the process of developing and ensuring compliance with policy and procedures. They tend to be 
things that employees may do, or must always do, or cannot do.  

Another class of controls in security that are carried out or managed by computer systems, these are technical controls. 

Activity phase controls can be either technical or administrative and are classified as follows:  

�x Preventive controls exist to prevent the threat from coming in contact with the weakness.  

�x Detective controls exist to identify that the threat has landed in our systems.  

�x Corrective controls exist to mitigate or lessen the effects of the threat being manifested.  

These correspond to the life cycle phases of a security program. Firewalls are primarily preventative controls. 

IPS could be configured to be both preventative and detective.  

IDS is purely detective. Reloading an operating system suspected of having malware from the gold standard is a corrective 
control.  

These are all examples of technical controls. Forensics and incident response are examples administrative or personnel 
corrective controls. 
 
Compensating controls are alternate controls designed to accomplish the intent of the original controls as closely as 
possible, when the originally designed controls can not be used due to limitations of the environment. These are generally 
required when our activity phase controls are not available or when they fail.  

Compensating controls may be considered when an entity cannot meet a requirement explicitly as stated, due to legitimate 
technical or documented business constraints but has sufficiently mitigated the risk associated with the requirement through 
implementation of other controls. 

 

The cyberobjectives  can be reached by taking  Prevention measures and Protection measures 
After the fact or system exploit -Identification measures and Response Measures 

Objectives for each European Country: 

 



 
Source : An evaluation Framework for National Cyber Security Strategies- Enisa  

 

Category 1.2.1 Security 
Stakeholder BSI Germany 
Abstract Cloud computing is a game changer for the ICT sector and its customers and promises both cost 

benefits and high flexibility. Generally, speaking, there are many security recommendations, 
standards and certificates in this sector. Despite different perspectives on cloud security, the 
standards are also very similar with regard to their contents. However, a generally recognized 
baseline for security in cloud computing is not available yet. Certifications on the basis of these 
standards often only exist side by side and are simultaneously maintained, partly with great 
effort. For customers, it is often difficult to assess whether a cloud service offers the necessary 
security. 

Area of Application Security of cloud based services in all use cases. 
Security Controls for IIoT services out of the Cloud 

Free Access (Y/N) Y 
Reference / Source Cloud Computing Compliance Controls Catalogue (C5)  
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://www.bsi.bund.de/EN/Topics/CloudComputing/Compliance_Controls_Catalogue/Complia
nce_Controls_Catalogue_node.html  

Chapter / Page  

 

Category  1.2.2 Security 
Stakeholder NIST 
Abstract Organizations must meet the minimum-security requirements in this standard by selecting the 

appropriate security controls and assurance requirements as described in NIST Special 
Publication 800-53, Recommended Security Controls for Federal Information Systems 

Area of Application Security Control Selection 
Free Access (Y/N) Y 



Reference / Source NIST Special Publication 800-53 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.200.pdf  
Chapter / Page Page 4 

 

Category   1.2.3 Security 
Stakeholder All Critical Infrastructure Providers 

European Parliament 
Industry, Research and Energy (ITRE) 
Security and Defence (SEDE) 
European Network and Information Security Agency (ENISA) 
Computer Emergency Response Team (CERT) 

Abstract To secure against cyber attacks, organizations must vigorously defend their networks and systems 
from a variety of internal and external threats. They must also be prepared to detect and thwart 
damaging follow-on attack activities inside a network that has already been compromised. Two 
guiding principles are: "Prevention is ideal but detection is a must" and "Offense informs defense." 
 
The Goal of the Critical Controls 
The goal of the Critical Controls is to protect critical assets, infrastructure, and information by 
strengthening your organization's defensive posture through continuous, automated protection and 
monitoring of your sensitive information technology infrastructure to reduce compromises, 
minimize the need for recovery efforts, and lower associated costsPublication 800-53, 
Recommended Security Controls for Federal Information Systems 

Area of Application Security Control Selection 
 

Free Access (Y/N) Y 
Reference / Source SANS Guideline 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://www.sans.org/critical-security-controls/guidelines  
Chapter / Page Whole Document 

 

Category  1.2.4 Security 
Stakeholder IETF 
Abstract This document defines a TLS (Transport Layer Security) and DTLS (Datagram Transport Layer 

Security)  1.2 profile for ensuring communication security for data exchange in IoT environments 
to prevent eavesdropping, tampering and message forgery.  

Area of Application General Standard for Industry 
Free Access (Y/N) Y 
Reference / Source IETF/RFC 7925 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://www.r fc-editor.org/pdfrfc/rfc7925.txt.pdf 
Chapter / Page Page 20 (section 4) 

 

Category  1.2.5 Security and Privacy 
Stakeholder NIST 



Abstract Of the twenty control families in the NIST Special publication seventeen are aligned with the 
security requirements in FIPS publication 200. In addition, three other families address privacy and 
program management considerations. 

Area of Application Security Control Selection 
Free Access (Y/N) Y 
Reference / Source NIST Special Publication 800-53 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.200.pdf  
Chapter / Page Page 4 

 

Category 1.2.6 Security and Privacy 
Stakeholder IETF 
Abstract The document provides guidelines for enabling end-to-end security in the context of Internet of 

Things. The document firstly describes existing standardization work and guidelines to build 
secure IoT devices and services. Then, the document focuses on providing guidelines for 
handling situations where middleboxes have to access and modify encrypted data. Five 
situations are described: (i) share credentials with middleboxes, (ii) reusing the Internet wire 
format for IoT makes conversion between IoT and Internet protocols unnecessary. However, it 
can lead to poor performance, (iii) selectively protect vital and immutable packets, but requires 
a careful balance between performance and security, (iv) homomorphic encryption or message 
authentication codes can be used to perform certain operations, (v) Mechanisms based on 
object security can be used to enable an end-to-end security.  

Area of Application Best practice Guide 
Free Access (Y/N) Y 
Reference / Source IRTF/t2trg draft 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

M 

Sources https://tools.ietf.org/html/draft -irtf -t2trg-iot-seccons-12 (under development) 
Chapter / Page Page 20 (section 5.1.3) 

 

Category 1.2.7 Security and Privacy /  IoT / Firmware Update 
Stakeholder IETF 
Abstract This document describes firmware update requirements for IoT. This is a critical operation as IoT 

will be largely deployed in not always accessible locations. It also introduces security challenges 
as updates cannot be pushed by non-trusted users. End-to-end security is also required for 
firmware updates and attacks such as replaying (rolling-back) a previous update should not 
possible. The document actually covers a full threat model for software update in IoT 

Area of Application Best practice Guide 
Free Access (Y/N) Y 
Reference / Source IETF/suit draft 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

L 

Sources https://tools.ietf.org/id/draft -moran-suit-architecture-03.txt  (under development) 
Chapter / Page Page 16 (Appendix A) 

 

Category 1.2.8 Privacy 
Stakeholder System Integrators, DCS vendors, Cloud Providers, End Customer, Hardware Supplier, Software 

Supplier, system security engineers 



Abstract Privacy Controls are the administrative, technical, and physical safeguards employed  within an 
agency to ensure compliance with applicable privacy requirements and manage privacy risks- OMB 
Circular A-130 

Area of Application Selection of Privacy controls 
Free Access (Y/N) Y 
Reference / Source OMB Circular A-130 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://a130.cio.gov/  
Chapter / Page Whole Document 
  
Category 1.2.9 Security and Privacy 
Stakeholder IoTSF �t IoT Security Foundations 
Abstract This primer guides the reader to important questions that should be considered when designing an 

IoT device, system or network. 
The common theme throughout is that considering security at the design phase can not only save 
time and effort later, but potential embarrassment and financial loss in the future. 
 
Main results: 

�x Offer appropriate protection for all potential attack surfaces (e.g. device, network, server, 
cloud etc.) 

�x Ensure identifiers are removed or anonymised where necessary 
�x Integrity of software is verified (e.g. secure boot) 
�x The device or system uses a hardware-rooted trust chain 
�x Authentication and integrity protection are applied to data 
�x Compromised or malfunctioning devices can be identified and revoked 
�x Device metadata is trusted and verifiable 
�x Data is accurately timestamped 
�x Devices should identify themselves to a network using a secure identifier 
�x Service management occurs over an authenticated channel 
�x Only authenticated sources are able to provide security updates or 
�x patches 
�x �h�•���Œ�•�����v�����u���v���P���Œ�•�����Œ���������•�]�o�Ç�������o�����š�}���•���������������À�]�����[�•���‰���š���Z�]�v�P���µ�‰�����š�����•�š���š�µ�• 
�x Policy controls to disable unwanted features 

 
Area of Application Recommendations 
Free Access (Y/N) Y 
Reference / Source Establishing Principles for Internet of Things Security 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

M 

Sources https://iotsecurityfoundation.org/wp-content/uploads/2015/09/IoTSF-Establishing-Principles-for-
IoT-Security-Download.pdf  

Chapter / Page Whole Document 

 

Category 1.2.10 Security and Privacy 
Stakeholder IoTSF �t IoT Security Foundations 
Abstract This release of the Best Practice Guidelines relates to connected consumer products for use in the 

home, although the general principles will apply in all market areas. 
Malicious intent commonly takes advantage of poor design, but even unintentional leakage of data 
can also bring dire consequences to consumers and vendors, due to ineffective security controls. 
Thus it is vital that IoT devices and services have security designed in from the outset. 



�d�Z�����/�}�d���^�����µ�Œ�]�š�Ç���&�}�µ�v�����š�]�}�v�[�•�������•�š���W�Œ�����š�]�������'�µ�]�����•���‰�Œ�}�À�]���������}�v���]�•�������•�•���v�š�]���o�������À�]�������}�v���Z�š�Z�]�v�P�•���š�}��
���}�[���š�}���Z���o�‰���•�����µ�Œ�����/�}�d���‰�Œ�}���µ���š�•�����v�����•�Ç�•�š���u�•���~���µ�š���Á�����o�����À�����š�Z���������•�]�P�v���Œ���š�}���������]�������Z�}�Á�������•�š���š�}�����}��
it). Links are provided to further information and discussion. 
Main results: 

�x Classification of Data -  
Define a data classification scheme and document it. 
Assess every item of data stored, processed, transmitted or received by a device and apply 
a data classification rating to it. Take into account that collections of data may be more 
sensitive than individual items and so may be classified differently. 
Ensure the security design protects every data item and collections of items against 
unauthorized viewing, changing or deletion, to at least its classification rating or higher.  
When documenting the security design, also document the data items, their classification 
and the security design features that protect them. 

�x Physical Security -  
Any interface used for administration or test purposes during development should be 
removed from a production device, disabled or made physically inaccessible. All test 
access points on production units must be disabled or locked, for example by blowing on-
chip fuses to disable JTAG. 
If a production device must have an administration port, ensure it has effective access 
controls, e.g. strong credential management, restricted ports, secure protocols etc. 
Make the device circuitry physically inaccessible to tampering, e.g. epoxy chips to circuit 
board, resin encapsulation, hiding data and address lines under these components etc. 
Provide secure protective casing and mounting options for deployment of devices in 
exposed locations. 
To identify and deter access within the supply chain, consider making the device and 
�‰�����l���P�]�v�P���^�š���u�‰���Œ�����À�]�����v�š�_�X 
For high-security deployments, consider design measures such as active masking or 
shielding to protect against side-channel attacks. 

�x Device Secure Boot -  
Use a multi-stage bootloader initiated by a minimal amount of locked code (for example 
locked into one-time programmable memory). 
Use a Secure Access Module (SAM) or Trusted Platform Module (TPM) to perform trusted 
cryptographic functions and store crucial data items. Its limited secure storage capability 
will hold a locked, trusted first stage of the bootloader and encryption keys. 
At boot time check each stage of boot code is valid & trusted before running that code. 
At each stage of the boot sequence check that only the expected hardware is present and 
functioning correctly.  
Do not boot the next stage of device functionality until the previous stage has been 
successfully booted. 
Ensure failures at any stage of the boot sequence fail securely, to ensure no unauthorised 
access is gained to underlying systems, code or data (for example, via a uboot prompt). 

�x Secure Operating System -  
Include in the operating system (OS) only those components (libraries, modules, packages 
etc.) that are required to support the functions of the device. 
Shipment should include the latest stable OS component versions available. 
Devices should be designed and shipped with the most secure configuration in place. A 
decision to reduce security must be a justified and documented decision made 
downstream from shipment if absolutely necessary. 
Ensure the OS is securely booted. 
Continue to update (thoroughly tested) OS components to the latest stable versions 
throughout the lifetime of a deployed device. 
Disable all ports, protocols and services that are not used. 
Set permissions so users/applications cannot write to the root file system. 
If required, accounts for ordinary users/applications must have minimum access rights to 
perform the necessary functions. Separate administrator accounts (if required) will have 
greater rights of access. Do not run anything as root unless genuinely unavoidable. 
Ensure all files and directories are given the minimum access rights to perform the 
required functions. 



Consider implementing an encrypted file system. 
Document the security configuration of the OS. 
Use proper Change Control methods to manage changes to the OS. 

�x Applications Security -  
Sanitise and validate all data input before processing the data. 
Applications must not run as root - use the minimum privileges necessary. 
Remove all default user accounts and passwords. 
Never hard code credentials into an application. Credentials must be stored separately in 
secure trusted storage and be updateable in a way that ensures security is maintained. 
���v�•�µ�Œ�������o�o�����Œ�Œ�}�Œ�•�����Œ�����Z���v���o�������P�Œ�������(�µ�o�o�Ç�����v�������}�v�[�š���Œ���À�����o���µ�v�����Œ�o�Ç�]�v�P�����Œ���Z�]�š�����š�µ�Œ���o�������š���]�o�•�X 
Never deploy debug versions of code. The distribution should not include compilers, files 
containing developer comments, sample code, or other superfluous files. 
Ensure applications and users can only access data to which they are entitled. Ensure 
users can only access application functions appropriate to their access rights.  
Use the most recent stable version of libraries. 
Ensure compliance with in-country data processing regulations. 
Ensure 3rd party application software and libraries, whether off-the-shelf or specifically 
developed, follow these security guidelines wherever possible.  
Document the security design of applications. 
Use secure software development lifecycle best practice techniques, such as secure source 
code storage and traceability, code reviews, code analysis tools etc. 

�x Credential Management -  
A device should be uniquely identifiable by means of a factory-set tamperproof hardware 
identifier if possible.  
Use good password management techniques, for example no blank or simple passwords 
allowed, permit non-alphanumerics (e.g. + or *) as well as letters and digits, never send 
passwords across a network (wired or wireless) in clear text, and employ a secure 
password reset process.  
Each password stored for authenticating credentials must use an industry standard hash 
function, along with a unique salt value that is not obvious (for example, not a username).  
Passwords stored for use as credentials must be strongly encrypted, using an industry 
standard algorithm.  
Store credentials or encryption keys in a Secure Access Module (SAM), Trusted Platform 
Module (TPM), Hardware Security Module (HSM) or trusted key store if possible.  
Aim to use 2-factor authentication for accessing sensitive data if possible. Ensure a trusted 
& reliable time source is available where authentication methods require this, e.g. for 
digital certificates.  
Digital certificates should not be used once and then forgotten, as they require careful 
management as part of an effective secure credential solution. Further discussion on 
certificates and their management is available at the link below*. Every certificate must be 
unique and therefore only exist on one device. Do not copy digital certificates across 
multiple devices.  
There must be a secure reliable means to update a digital certificate and its certificate 
chain on a device before it expires. 

�x Encryption -  
Apply the appropriate level of encryption commensurate with the classification of data 
being processed.  
Use industry standard cypher suites, use the strongest algorithms and always use the most 
recent version of an encryption protocol. 
When configuring a secure connection, if an encryption protocol offers a negotiable 
selection of algorithms, remove weaker options so they cannot be selected for use in a 
downgrade attack.  
Store encryption keys in a Secure Access Module (SAM), Trusted Platform Module (TPM), 
Hardware Security Module (HSM) or trusted key store if possible.  Do not use insecure 
protocols, e.g. FTP, Telnet. 
It should be possible to securely replace encryption keys remotely. 
If implementing public/private key cryptography, use unique keys per device, avoid using 
�P�o�}�����o���l���Ç�•�X�����������À�]�����[�•���‰�Œ�]�À���š�����l���Ç���•�Z�}�µ�o�����������P���v���Œ���š���������Ç���š�Z���š�������À�]�������}�Œ���•�µ�‰�‰�o�]���������Ç�����v��



associated secure credential solution, e.g. smart card. It should remain on that device (or 
associated soluti�}�v�•�����v�����v���À���Œ���������•�Z���Œ�������}�Œ���À�]�•�]���o�����š�}�����o�•���Á�Z���Œ���X�����}�v�À���Œ�•���o�Ç�����������À�]�����[�•��
public key may be shared elsewhere to support encryption with this device. 

�x Network Connections -  
Activate only those network interfaces that are required (wired, wireless - including 
Bluetooth etc.).  
Run only those services on the network that are required. 
Open up only those network ports that are required.  
Run a correctly configured software firewall on the device if possible. 
Always use secure protocols, e.g. HTTPS, SFTP.  
Never exchange credentials in clear text or over weak solutions such as HTTP Basic 
Authentication. 
Authenticate every incoming connection to ensure it comes from a legitimate source. 
Authenticate the destination before sending sensitive data. 

�x Securing Software Updates -  
After thorough testing, encrypt updates to hinder reverse engineering and then test that 
encrypted versions work as expected. 
For every new software update, validate that the update process is successful for all 
previous versions. As an example, an update to version 4.0 may need to ensure devices 
currently installed with a version less than v2.2 firstly update to version 2.2, and only after 
that update to v4.0. 
�����Z�(���]�o���������l�[���(�µ�v���š�]�}�v���•�Z�}�µ�o�����������]�v���‰�o���������š�Z���š���Á�]�o�o�����µ�š�}�u���š�]�����o�o�Ç���Œ���À���Œ�š���š�}���š�Z�����‰�Œ���À�]�}�µ�•��
known good installation in the event an update fails. 
Implement a secure update process based on best practice cryptographic frameworks by 
using: 
* Secure identities for ownership authorisation and device recovery. 
* Mutual authentication of the device and server providing the update, prior to 
transferring software. 
* A secure communication channel to transfer the software update to each device. 
* Cryptographic identifiers, code signing and encryption to authenticate software updates. 
* Integrity checking of the downloaded software by the device before commencing an 
update. 
Finally, Ensure software updates installed during a device re-boot are integrity checked as 
part of the secure boot process - (see: Device Secure Boot). 

�x Logging -  
Run the logging function as a separate process on the operating system from other 
functional activities. 
Store log files in their own separate partition from other system files. 
Set log file maximum size and rotate logs. 
Where logging capacity is limited, just log start-up and shutdown parameters, login/access 
attempts and anything unexpected. 
Restrict access rights to log files to the minimum required to function. 
If logging to a central repository, send log data over a secure channel if the logs carry 
sensitive data and/or protection against tampering of logs must be assured. 
�/�u�‰�o���u���v�š���o�}�P���Z�o���À���o�•�[���•�}���š�Z���š���o�]�P�Z�š�Á���]�P�Z�š���o�}�P�P�]�v�P�������v���������š�Z�����•�š���v�����Œ�������‰�‰�Œ�}�����Z�U�����µ�š���Á�]�š�Z��
the option to run more detailed logging when required. 
Monitor and analyse logs regularly to extract valuable information and insight. 
Synchronise to an accurate time source, where possible, so log file time stamps can be 
easily correlated. 
Passwords should not ever be displayed in logs. 

�x Software Update Policy �t  
Management of all connected devices over their complete device lifecycle, including: 
���X���D���]�v�š���]�v�]�v�P�����v�������š�]�À�����u���v�]�(���•�š���}�(�������À�]�����•���]�v�š���P�Œ���š�������]�v�š�}���š�Z�����µ�•���Œ�[�•���}�Œ�P���v�]�•���š�]�}�v�X 
b. Actively maintaining version information about software deployed on devices. 
c. Processes for planned device updating and rapid deployment of critical updates.  
d. Identification of unfixable or non-updateable devices that have known attack vectors, 
and processes to ensure that such devices are prevented from compromising the security 
of the system, for example through device revocation or some other reliable method.  



e. Securely managing devices at their end of life. 
A clear, publicised, process for managing software errata. This process must enable 
developers, users and security researchers to report security vulnerabilities and other 
issues, and must enable rapid communication to users. It should also: 
a. Define a process for identifying affected configurations. 
b. Define the circumstances that require a software update to be developed and released. 
c. Define the urgency of releasing an update, based on the potential impact of the threat 
to the user, vendor and other users of the network, and impact to the user of deploying 
the update.  
d. Define the procedure for updating software on devices.  
e. Identify clear ownership and escalation processes within the organisation.  
Mechanisms for software updates must be clearly defined within the software 
architecture.  
The policy must recognise that existing standards for software patching, such as NIST 
SP800-40, may well need to be adapted for updating software on IoT systems. 

 
Area of Application Recommendations 
Free Access (Y/N) Y 
Reference / Source Establishing Principles for Internet of Things Security 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

M 

Sources https://iotsecurityfoundation.org/wp-content/uploads/2015/09/IoTSF-Establishing-Principles-for-
IoT-Security-Download.pdf  

Chapter / Page Whole Document 

 

Category 1.2.11 Security and Privacy 
Stakeholder IoTSF �t IoT Security Foundations 
Abstract This primer guides the reader to important questions that should be considered when designing an 

IoT device, system or network. 
The common theme throughout is that considering security at the design phase can not only save 
time and effort later, but potential embarrassment and financial loss in the future. 
 
Main results: 

�x Offer appropriate protection for all potential attack surfaces (e.g. device, network, server, 
cloud etc.) 

�x Ensure identifiers are removed or anonymised where necessary 
�x Integrity of software is verified (e.g. secure boot) 
�x The device or system uses a hardware-rooted trust chain 
�x Authentication and integrity protection are applied to data 
�x Compromised or malfunctioning devices can be identified and revoked 
�x Device metadata is trusted and verifiable 
�x Data is accurately timestamped 
�x Devices should identify themselves to a network using a secure identifier 
�x Service management occurs over an authenticated channel 
�x Only authenticated sources are able to provide security updates or 
�x patches 
�x �h�•���Œ�•�����v�����u���v���P���Œ�•�����Œ���������•�]�o�Ç�������o�����š�}���•���������������À�]�����[�•���‰���š���Z�]�v�P���µ�‰�����š�����•�š���š�µ�• 
�x Policy controls to disable unwanted features 

 
Area of Application Recommendations 
Free Access (Y/N) Y 
Reference / Source Establishing Principles for Internet of Things Security 
Relevance 
(Low-impact, 

M 



Moderate-impact, 
High-impact) 
Sources https://www.iotsecurityfoundation.org/best-practice-guidelines/#ConnectedConsumerProducts 
Chapter / Page Whole Document 

 

Category  1.2.12 Security and Privacy 
Stakeholder OWASP �t IoT Project 
Abstract The OWASP Internet of Things Project is designed to help manufacturers, developers, and 

consumers better understand the security issues associated with the Internet of Things, and to 
enable users in any context to make better security decisions when building, deploying, or 
assessing IoT technologies.  
The project looks to define a structure for various IoT sub-projects such as Attack Surface Areas, 
Testing Guides and Top Vulnerabilities. 
 
The OWASP Top 10 IoT Vulnerabilities from 2014 are as follows:  

�x I1 - Insecure Web Interface 
�x I2 - Insufficient Authentication/Authorization 
�x I3 - Insecure Network Services 
�x I4 - Lack of Transport Encryption/Integrity Verification 
�x I5 - Privacy Concerns 
�x I6 - Insecure Cloud Interface 
�x I7 - Insecure Mobile Interface 
�x I8 - Insufficient Security Configurability 
�x I9 - Insecure Software/Firmware 
�x I10 - Poor Physical Security 

 
In addition to the list there is guidance available how to check and test against those Top 10 issues 

Area of Application Recommendations 
Free Access (Y/N) Y 
Reference / Source OWASP Top Ten IoT Vulnerabilities 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://www.owasp.org/index.php/Top_IoT_Vulnerabilities  
https://www.owasp.org/images/0/01/Internet_of_Things_Top_Ten_2014-OWASP-ppt.pptx  
https://www.owasp.org/images/8/8e/Infographic-v1.jpg  

Chapter / Page Whole Documents 

 

Category  1.2.13 Security and Privacy 
Stakeholder OWASP �t IoT Project 
Abstract The OWASP Internet of Things Project is designed to help manufacturers, developers, and 

consumers better understand the security issues associated with the Internet of Things, and to 
enable users in any context to make better security decisions when building, deploying, or 
assessing IoT technologies.  
The project looks to define a structure for various IoT sub-projects such as Attack Surface Areas, 
Testing Guides and Top Vulnerabilities. 
 
Principles of IoT Security: 

�x Assume a Hostile Edge -  
Edge components are likely to fall into adversarial hands. Assume attackers will have 
physical access to edge components and can manipulate them, move them to hostile 
networks, and control resources such as DNS, DHCP, and internet routing. 

�x Test for Scale -  
The volume of IoT means that every design and security consideration must also take into 



account scale. Simple bootstrapping into an ecosystem can create a self denial of service 
condition at IoT scale. Security countermeasures must perform at volume. 

�x Internet of Lies - 
Automated systems are extremely capable of presenting misinformation in convincing 
formats. IoT systems should always verify data from the edge in order to prevent 
autonomous misinformation from tainting a system. 

�x Exploit Autonomy -  
Automated systems are capable of complex, monotonous, and tedious operations that 
human users would never tolerate. IoT systems should seek to exploit this advantage for 
security. 

�x Expect Isolation -  
The advantage of autonomy should also extend to situations where a component is 
isolated. Security countermeasures must never degrade in the absence of connectivity. 

�x Protect Uniformly -  
Data encryption only protects encrypted pathways. Data that is transmitted over an 
encrypted link is still exposed at any point it is unencrypted, such as prior to encryption, 
after decryption, and along any communications pathways that do not enforce 
encryption. Careful consideration must be given to full data lifecycle to ensure that 
encryption is applied uniformly and appropriately to guarantee protections. Encryption is 
not total - be aware that metadata about encrypted data might also provide valuable 
information to attackers. 

�x Encryption is Tricky -  
It is very easy for developers to make mistakes when applying encryption. Using 
encryption but failing to validate certificates, failing to validate intermediate certificates, 
failing to encrypt traffic with a strong key, using a uniform seed, or exposing private key 
material are all common pitfalls when deploying encryption. Ensure a thorough review of 
any encryption capability to avoid these mistakes. 

�x System Hardening -  
Be sure that IoT components are stripped down to the minimum viable feature set to 
reduce attack surface. Unused ports and protocols should be disabled, and unnecessary 
supporting software should be uninstalled or turned off. Be sure to track third party 
components and update them where possible. 

�x Limit what you can -  
To the extent possible limit access based on acceptable use criteria. There's no advantage 
in exposing a sensor interface to the entire internet if there's no good case for a remote 
user in a hostile country. Limit access to white lists of rules that make sense. 

�x Lifecycle Support -  
IoT systems should be able to quickly onboard new components, but should also be 
capable of re-credentialing existing components, and deprovisioning components for a full 
device lifecycle. This capability should include all components in the ecosystem from 
devices to users. 

�x Data in Aggregate is Unpredictable -  
IoT systems are capable of collecting vast quantities of data that may seem innocuous at 
first, but complex data analysis may reveal very sensitive patterns or information hidden 
in data. IoT systems must prepare for the data stewardship responsibilities of unexpected 
information sensitivity that may only be revealed after an ecosystem is deployed. 

�x Plan for the Worst -  
IoT systems should have capabilities to respond to compromises, hostile participants, 
malware, or other adverse events. There should be features in place to re-issue 
credentials, exclude participants, distribute security patches and updates, and so on, 
before they are ever necessary. 

�x The Long Haul -  
IoT system designers must recognize the extended lifespan of devices will require forward 
compatible security features. IoT ecosystems must be capable of aging in place and still 
addressing evolving security concerns. New encryption, advances in protocols, new attack 
methods and techniques, and changing topology all necessitate that IoT systems be 
capable of addressing emerging security concerns for years after they are deployed. 



�x Attackers Target Weakness -  
Ensure that security controls are equivalent across interfaces in an ecosystem. Attackers 
will identify the weakest component and attempt to exploit it. Mobile interfaces, hidden 
API's, or resource constrained environments must enforce security in the same way as 
more robust or feature rich interfaces. Using multi-factor authentication for a web 
interface is useless if a mobile application allows access to the same API's with a four digit 
PIN. 

�x Transitive Ownership -  
IoT components are often sold or transferred during their lifespan. Plan for this 
eventuality and be sure IoT systems can protect and isolate data to enable safe transfer of 
ownership, even if a component is sold or transferred to a competitor or attacker. 

�x N:N Authentication -  
Realize that IoT does not follow a traditional 1:1 model of users to applications. Each 
component may have more than one user and a user may interact with multiple 
components. Several users might access different data or capabilities on a single device, 
and one user might have varying rights to multiple devices. Multiple devices may need to 
broker permissions on behalf of a single user account, and so on. Be sure the IoT system 
can handle these complex trust and authentication schemes. 

Area of Application Recommendations 
Free Access (Y/N) Y 
Reference / Source OWASP �t Principles of IoT Security 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://www.owasp.org/index.php/Principles_of_IoT_Security  
Chapter / Page Whole Document 

 

Category  1.2.14 Security and Privacy 
Stakeholder OWASP �t IoT Project 
Abstract The OWASP Internet of Things Project is designed to help manufacturers, developers, and 

consumers better understand the security issues associated with the Internet of Things, and to 
enable users in any context to make better security decisions when building, deploying, or 
assessing IoT technologies.  
The project looks to define a structure for various IoT sub-projects such as Attack Surface Areas, 
Testing Guides and Top Vulnerabilities. 
 
Security Guidelines for Manufacturers, Developers, Consumers based on Top 10 Vulnerabilities 

�x The goal of this section is help manufacturers build more secure products in the Internet 
of Things space. The guidance below is at a basic level, giving builders of products a basic 
set of guidelines to consider from their perspective. This is not a comprehensive list of 
considerations, and should not be treated as such, but ensuring that these fundamentals 
are covered will greatly improve the security of any IoT product. 

Area of Application Recommendations 
Free Access (Y/N) Y 
Reference / Source OWASP IoT Security Guidance 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://www.owasp.org/index.php/IoT_Security_Guidance  
Chapter / Page Whole Document 

 

Category  1.2.15 Security and Privacy 
Stakeholder OWASP �t IoT Project 



Abstract The OWASP Internet of Things Project is designed to help manufacturers, developers, and 
consumers better understand the security issues associated with the Internet of Things, and to 
enable users in any context to make better security decisions when building, deploying, or 
assessing IoT technologies.  
The project looks to define a structure for various IoT sub-projects such as Attack Surface Areas, 
Testing Guides and Top Vulnerabilities. 
 
Tester Guide based on Top 10 Vulnerabilities 

�x The goal of this page is to help testers assess IoT devices and applications in the Internet 
of Things space. The guidance below is at a basic level, giving testers of devices and 
applications a basic set of guidelines to consider from their perspective. This is not a 
comprehensive list of considerations, and should not be treated as such, but ensuring that 
these fundamentals are covered will greatly improve the security of any IoT product. 

�x General Recommendations 
Consider the following recommendations for all user interfaces (local device, cloud-based 
and mobile)  
Avoid potential Account Harvesting issues by:  
Ensuring valid user accounts can't be identified by interface error messages 
Ensuring strong passwords are required by users 
Implementing account lockout after 3 - 5 failed login attempts 

Area of Application Recommendations 
Free Access (Y/N) Y 
Reference / Source IoT Testing Guides 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://www.owasp.org/index.php/IoT_Testing_Guides  
https://www.owasp.org/images/2/2d/Iot_testing_methodology.JPG  

Chapter / Page Whole Document 

 

Category 1.2.16 Security   
Stakeholder US Department of Homeland Security 
Abstract It is imperative that government and industry work together, quickly, to ensure the IoT ecosystem 

is built on a foundation that is trustworthy (REMARK: not explicitly defined) and secure. In 2014, 
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the need for urgent action. IoT adoption will increase in both speed and scope, and [will] impact 
�À�]�Œ�š�µ���o�o�Ç�����o�o���•�����š�}�Œ�•���}�(���}�µ�Œ���•�}���]���š�Ç�X���d�Z�����E���š�]�}�v�[�•�����Z���o�o���v�P�����]�•�����v�•�µ�Œ�]�v�P���š�Z���š���š�Z�����/�}�d�[�•�������}�‰�š�]�}�v�����}���•��
�v�}�š�����Œ�����š�����µ�v���µ�����Œ�]�•�l�X���������]�š�]�}�v���o�o�Ç�Y�X���š�Z���Œ�����]�•�������•�u���o�o�v and rapidly closing�v window to ensure that 
IoT is adopted in a way that maximizes security and minimizes risk. If the country fails to do so, it 
will be coping with the consequences for generations. 
 
The principles set forth below are designed to improve security of IoT across the full range of 
design, manufacturing, and deployment activities. Widespread adoption of these strategic 
principles and the associated suggested practices would dramatically improve the security posture 
of IoT. There is, however, no one-size-fits-all solution for mitigating IoT security risks. Not all of the 
practices listed below will be equally relevant across the diversity of IoT devices. These principles 
are intended to be adapted and applied through a risk-based approach that takes into account 
relevant business contexts, as well as the particular threats and consequences that may result from 
incidents involving a network-connected device, system, or service. 
 
Incorporate Security at the Design Phase 
 
Promote Security Updates and Vulnerability Management 
Consider ways in which to secure the device over network connections or through automated 
means. Ideally, patches would be applied automatically and leverage cryptographic integrity and 
authenticity protections to more quickly address vulnerabilities.  



Consider coordinating software updates among third-party vendors to address vulnerabilities and 
security improvements to ensure consumer devices have the complete set of current protections.  
Develop automated mechanisms for addressing vulnerabilities. In the software engineering space, 
for example, there are mechanisms for ingesting information from critical vulnerability reports 
sourced from the research and hacker communities in real time. This allows developers to address 
those vulnerabilities in the software design, and respond when appropriate.  
Develop a policy regarding the coordinated disclosure of vulnerabilities, including associated 
security practices to address identified vulnerabilities.  A coordinated disclosure policy should 
involve developers, manufacturers, and service providers, and include information regarding any 
vulnerabilities reported to a computer security incident response team (CSIRT).  The US Computer 
Emergency Readiness Team (US-CERT), Industrial Control Systems (ICS)-CERT, and other CSIRTs  
provide regular  technical alerts, including after  major incidents, which provide  information about 
vulnerabilities and mitigation.  
Develop an end-of-life strategy for IoT products. Not all IoT devices will be indefinitely patchable 
and updateable. Developers should consider product sunset issues ahead of time and 
communicate to manufacturers and consumers expectations regarding the device and the risks of 
using a device beyond its usability date. 
 
Build on Recognized Security Practices, e.g. NHTSA Cybersecurity Best Practices for Modern 
Vehicles that address some of the unique risks posed by autonomous or semiautonomous vehicles. 
Similarly, the Food and Drug Administration released draft guidance on Postmarket Management 
of Cybersecurity in Medical Devices. 
Practise Defense in Depth, e.g. https://ics-cert.us-
cert.gov/sites/default/files/recommended_practices/NCCIC_ICS-
CERT_Defense_in_Depth_2016_S508C.pdf  
Participate in information sharing platforms to report vulnerabilities and receive timely and critical 
information about current cyber threats and vulnerabilities from public and private partners. 
Information sharing is a critical tool in ensuring stakeholders are aware of threats as they arise3. 
�d�Z���������‰���Œ�š�u���v�š���}�(���,�}�u���o���v�����^�����µ�Œ�]�š�Ç�[�•���~���,�^�•���E���š�]�}�v���o�����Ç�����Œ�•�����µ�Œ�]�š�Ç�����v�������}�u�u�µ�v�]�����š�]�}�v�•��
Integration Center (NCCIC), as well as multi-state and sector-specific information sharing and 
analysis centers (ISACs) and information sharing and analysis organizations (ISAOs), are examples. 
 
Prioritize Security Measures According to Potential Impact 
 
Promote Transparency across IoT 
Consider creating a publicly disclosed mechanism for using vulnerability reports. Bug Bounty 
�‰�Œ�}�P�Œ���u�•�U���(�}�Œ�����Æ���u�‰�o���U���Œ���o�Ç���}�v�����Œ�}�Á���•�}�µ�Œ���]�v�P���u���š�Z�}���•���š�}���]�����v�š�]�(�Ç���À�µ�o�v���Œ�����]�o�]�š�]���•���š�Z���š�����}�u�‰���v�]���•�[��
own internal security teams may not catch, 
 
Connect Carefully and Deliberately 
Build in controls to allow manufacturers, service providers, and consumers to disable network 
connections or specific ports when needed or desired to enable selective connectivity. Depending 
on the purpose of the IoT device, providing the consumers with guidance and control over the end 
implementation can be a sound practice. 
 

Area of Application Strategic Security Principles 
Free Access (Y/N) Y 
Reference / Source US Department of Homeland Security: Strategic Principles for Securing the Internet of Things  
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://www.dhs.gov/sites/default/files/publications/Strategic_Principles_for_Securing_the_Inter
net_of_Things-2016-1115-FINAL_v2-dg11.pdf  

Chapter / Page Whole Document 

 

Category 1.2.17 Security  and Privacy  
Stakeholder Online Trust Alliance  



Abstract The IoT Trust Framework® includes a set of strategic principles necessary to help secure IOT 
devices and their data when shipped and throughout their entire life-cycle.  
 
Core to addressing the inherent security risks and privacy issues is the application of the principles 
to the entire device solution or ecosystem. These include the device or sensor,  the supporting 
applications, and the backend / cloud services. As many products coming to market rely on third-
party or open source components and software, it is incumbent on developers to apply these 
principles and conduct supply chain security and privacy risk assessments. Serving as a risk 
assessment guide for developers, purchasers and retailers, the Framework is the foundation for 
future IoT certification programs. 
 
The Framework is broken down into 4 key areas:  
Security Principles (1-12) �t Applicable to any device or sensor and all applications and back-end 
cloud services. These range from the application of a rigorous software development security 
process to adhering to data security principles for data stored and transmitted by the device, to 
supply chain management, penetration testing and vulnerability reporting programs. Further 
principles outline the requirement for life-cycle security patching.  
User Access & Credentials (13-17) �t Requirement of encryption of all passwords and user names, 
shipment of devices with unique passwords, implementation of generally accepted password reset 
�‰�Œ�}�����•�•���•�����v�����]�v�š���P�Œ���š�]�}�v���}�(���u�����Z���v�]�•�u�•���š�}���Z���o�‰���‰�Œ���À���v�š���^���Œ�µ�š�����(�}�Œ�����_���o�}�P�]�v�����š�š���u�‰�š�•�X�� 
Privacy, Disclosures & Transparency (18-33) �t Requirements consistent with generally accepted 
privacy principles, including prominent disclosures on packaging, point of sale and/or posted 
online, capability for users to have the ability to reset devices to factory settings, and compliance 
with applicable regulatory �Œ���‹�µ�]�Œ���u���v�š�•���]�v���o�µ���]�v�P���š�Z�������h���'���W�Z�����v�������Z�]�o���Œ���v�[�•���‰�Œ�]�À�����Ç���Œ���P�µ�o���š�]�}�v�•�X��
Also addresses disclosures on the impact to product features or functionality if connectivity is 
disabled.  
Notifications & Related Best Practices (34-40) - Key to maintaining device security is having 
mechanisms and processes to promptly notify a user of threats and action(s) required. Principles 
include requiring email authentication for security notifications and that messages must be 
communicated clearly for users of all reading levels. In addition, tamper-proof packaging and 
accessibility requirements are highlighted.   

Area of Application Security Guideline 
Free Access (Y/N) Y 
Reference / Source IoT Security & Privacy Trust Framework (v2.5 in 2017) 

 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

M 

Sources https://otalliance.org/system/files/files/initiative/documents/iot_trust_framework6-22.pdf  
Chapter / Page Whole Document 

 

Category 1.2.18 Security  and Privacy  
Stakeholder Microsoft 
Abstract Securing an Internet of Things (IoT) infrastructure requires a rigorous security-in-depth strategy. 

This strategy requires you to secure data in the cloud, protect data integrity while in transit over 
the public internet, and securely provision devices. Each layer builds greater security assurance in 
the overall infrastructure. 
This security-in-depth strategy can be developed and executed with active participation of various 
players involved with the manufacturing, development, and deployment of IoT devices and 
infrastructure. 
 
Further to other sources the requirements on an IoT operator (e.g. an IoT-Platform) shall be 
considered: 
Keep the system up-to-date: Ensure that device operating systems and all device drivers are 
upgraded to the latest versions. If you turn on automatic updates in Windows 10 (IoT or other 
SKUs), Microsoft keeps it up-to-date, providing a secure operating system for IoT devices. Keeping 



other operating systems (such as Linux) up-to-date helps ensure that they are also protected 
against malicious attacks. 
Protect against malicious activity: If the operating system permits, install the latest antivirus and 
antimalware capabilities on each device operating system. This practice can help mitigate most 
external threats. You can protect most modern operating systems against threats by taking 
appropriate steps. 
Audit frequently:  
Auditing IoT infrastructure for security-related issues is key when responding to security incidents. 
Most operating systems provide built-in event logging that should be reviewed frequently to make 
sure no security breach has occurred. Audit information can be sent as a separate telemetry 
stream to the cloud service where it can be analyzed. 
Physically protect the IoT infrastructure:  
The worst security attacks against IoT infrastructure are launched using physical access to devices. 
One important safety practice is to protect against malicious use of USB ports and other physical 
access. One key to uncovering breaches that might have occurred is logging of physical access, 
such as USB port use. Again, Windows 10 (IoT and other SKUs) enables detailed logging of these 
events. 
Protect cloud credentials: Cloud authentication credentials used for configuring and operating an 
IoT deployment are possibly the easiest way to gain access and compromise an IoT system. Protect 
the credentials by changing the password frequently, and refrain from using these credentials on 
public machines. 

Area of Application Security IoT Security Best Practices 
Free Access (Y/N) Y 
Reference / Source Best Practices 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

M 

Sources https://docs.microsoft.com/en-us/azure/iot-suite/iot-security-best-practices  
Chapter / Page Whole Document 

 

Category 1.2.19 Security and Privacy 
Stakeholder IoTSF �t IoT Security Foundations 
Abstract This primer guides the reader to important questions that should be considered when designing an 

IoT device, system or network. 
The common theme throughout is that considering security at the design phase can not only save 
time and effort later, but potential embarrassment and financial loss in the future. 
 
Main results: 

�x Offer appropriate protection for all potential attack surfaces (e.g. device, network, server, 
cloud etc.) 

�x Ensure identifiers are removed or anonymised where necessary 
�x Integrity of software is verified (e.g. secure boot) 
�x The device or system uses a hardware-rooted trust chain 
�x Authentication and integrity protection are applied to data 
�x Compromised or malfunctioning devices can be identified and revoked 
�x Device metadata is trusted and verifiable 
�x Data is accurately timestamped 
�x Devices should identify themselves to a network using a secure identifier 
�x Service management occurs over an authenticated channel 
�x Only authenticated sources are able to provide security updates or 
�x patches 
�x �h�•���Œ�•�����v�����u���v���P���Œ�•�����Œ���������•�]�o�Ç�������o�����š�}���•���������������À�]�����[�•���‰���š���Z�]�v�P���µ�‰�����š�� status 
�x Policy controls to disable unwanted features 

 
Area of Application Recommendations 
Free Access (Y/N) Y 



Reference / Source Establishing Principles for Internet of Things Security 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

M 

Sources https://iotsecurityfoundation.org/wp-content/uploads/2015/09/IoTSF-Establishing-Principles-for-
IoT-Security-Download.pdf  

Chapter / Page Whole Document 

 

Category 1.2.20 Trust 
Stakeholder NIST 
Abstract With the continuing frequency, intensity, and adverse consequences of cyber-attacks, disruptions, 

hazards, and other threats to federal, state, and local governments, the military, businesses, and 
the critical infrastructure, the need for trustworthy secure systems has never been more important 
to the long-term economic and national security interests of the United States. Engineering-based 
solutions are essential to managing the growing complexity, dynamicity, and interconnectedness 
�}�(���š�}�����Ç�[�•���•�Ç�•�š���u�•�U�����•�����Æ���u�‰�o�]�(�]���������Ç�����Ç�����Œ-physical systems and systems-of-systems, including the 
Internet of Things. This publication addresses the engineering-driven perspective and actions 
necessary to develop more defensible and survivable systems, inclusive of the machine, physical, 
and human components that compose the systems and the capabilities and services delivered by 
those systems. It starts with and builds upon a set of well-established International Standards for 
systems and software engineering published by the International Organization for Standardization 
(ISO), the International Electrotechnical Commission (IEC), and the Institute of Electrical and 
Electronics Engineers (IEEE) and infuses systems security engineering methods, practices, and 
techniques into those systems and software engineering activities. The objective is to address 
security issues from a stakeholder protection needs, concerns, and requirements perspective and 
to use established engineering processes to ensure that such needs, concerns, and requirements 
are addressed with appropriate fidelity and rigor, early and in a sustainable manner throughout 
the life cycle of the system. 
 
�D���v���P�]�v�P���š�Z�������}�u�‰�o���Æ�]�š�Ç���}�(���š�}�����Ç�[�•���•�Çstems and being able to claim that those systems are 
trustworthy and secure means that first and foremost, there must be a level of confidence in the 
feasibility and correctness-in-concept, philosophy, and design, regarding the ability of a system to 
function securely as intended. That basis provides the foundation to address any of the additional 
security concerns that provide confidence for the expectation that the system functions only as 
intended across the spectrum of disruptions, hazards, and threats, and to realistically bound those 
expectations with respect to constraints, limitations, and uncertainty. The level of trustworthiness 
�š�Z���š�������v�������������Z�]���À�������]�v���š�}�����Ç�[�•�����}�u�‰�o���Æ���•�Ç�•�š���u�•���]�•�������(�µ�v���š�]�}�v���}�(���}�µ�Œ�������]�o�]�š�Ç���š�}���š�Z�]�v�l�������}�µ�š���•�Ç�•�š���u��
security across every aspect of every activity, and in our ability to execute with commensurate 
fidelity and rigor to produce results that provide the confidence in the basis for those claims of 
trustworthiness. 
 
Trustworthiness, in this context, means simply worthy of being trusted to fulfill whatever critical 
requirements may be needed for a particular component, subsystem, system, network, 
application, mission, enterprise, or other entity [Neumann04]. Trustworthiness requirements can 
include, for example, attributes of safety, security, reliability, dependability, performance, 
resilience, and survivability under a wide range of potential adversity in the form of disruptions, 
hazards, and threats. Effective measures of trustworthiness are meaningful only to the extent that 
the requirements are sufficiently complete and well-defined, and can be accurately assessed. 
 
From a security perspective, a trustworthy system is a system that meets specific security 
requirements in addition to meeting other critical requirements. Systems security engineering, 
when properly integrated into systems engineering, provides the needed complementary 
engineering capability that extends the notion of trustworthiness to deliver trustworthy secure 
systems. Trustworthy secure systems are less susceptible, but not impervious to, the effects of 
modern adversity that includes attacks orchestrated by an intelligent adversary. 
 



�d�Z�����•�����µ�Œ�]�š�Ç�������•�]�P�v���‰�Œ�]�v���]�‰�o���•���]�v�����‰�‰���v���]�Æ���&�����}���v�}�š���‰�Œ�}�À�]�����������^�}�v�����•�]�Ì�����(�]�š�•�����o�o�_�����‰�‰�Œ�}�����Z���š�}��
achieving trustworthy, secure systems. Rather, the security design principles are selectively applied 
as appropriate to the various components within the system and to the composite system. 
 

Area of Application NIST  Special Publication NIST SP 800-160 
Systems Security Engineering  
Considerations for a Multidisciplinary Approach in the Engineering of Trustworthy Secure Systems 

Free Access (Y/N) Y 
Reference / Source Security Design Principles 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

M 

Sources https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-160.pdf  
Chapter / Page Appendix F, pp205-219 

 

Category  1.2.21 Security and Privacy 
Stakeholder CSA �t Cloud Security Alliance 
Abstract The Cloud Security Alliance (CSA) IoT Working Group provided systems-level security guidance in 

�}�µ�Œ�����‰�Œ�]�o���î�ì�í�ñ�����}���µ�u���v�š���š�]�š�o�������^�^�����µ�Œ�]�š�Ç���'�µ�]�����v�������(�}�Œ�������Œ�o�Ç�������}�‰�š���Œ�•���}�(���š�Z�����/�}�d�_�X�����,�}�Á���À���Œ�U�����v���/�}�d��
system is only as secure as its weakest link.  This document is our attempt at providing actionable 
and useful guidance for securing the individual products that make up an IoT system - to raise the 
overall security posture of IoT products. 
This document is intended to those organizations that have begun transforming their existing 
products into IoT-enabled devices. That is, manufacturers that do not have the background and 
experience to be aware of the myriad ways that bad guys may try to misuse their newly connected 
equipment. These manufacturers are often told that there are shortcomings in their security 
strategy, but have not yet had a good reference guide to help them understand exactly what those 
shortcomings are and how to fix them. 
IoT product developers should start with the following security engineering practices:  
1. Design and implement a secure firmware/software update process  
2. Secure product interfaces with authentication, integrity protection and encryption  
3. Obtain an independent security assessment of your IoT products  
4. Secure the companion mobile applications and/or gateways that connect with your IoT products 
(e.g., encryption/ privileges/authentication)  
5. Implement a secure root of trust for root chains and private keys on the device 
ITU-T Y.2060 defines a device in the context of  IoT�U�����•�������^�‰�]���������}�(�����‹�µ�]�‰�u���v�š���Á�]�š�Z���š�Z�����u���v�����š�}�Œ�Ç��
capabilities of communication and the optional capabilities of sensing, actuation, data capture, 
�����š�����•�š�}�Œ���P�������v���������š�����‰�Œ�}�����•�•�]�v�P�X�_�����d�Z�������}�v�����‰�š���}�(�������•�����µ�Œ�����/�}�d�������À�]�������Z�}�Á���À���Œ���]�•���v�}�š���•�}���Á���o�o��
defined. For purposes of this document, we define a secure IoT device as a device that implements 
sufficient security measures such that an attacker will move on to another target. Nothing that is 
connected is completely secure, however it is possible to make it sufficiently resource-expensive to 
compromise, that an attacker will deem it illogical to continue down that path. 
This secure design and development guidance provides:  
1. A discussion on IoT device security challenges.  
2. Results from an IoT security survey conducted by the CSA IoT WG.  
3. A discussion on security options available for IoT development platforms.  
4. A categorization of IoT device types and a review of a few threats.  
5. Recommendations for secure device design and development processes.  
6. A detailed checklist for security engineers to follow during the development process.  
7. A set of appendices that provide examples of IoT products mapped to their relevant threats. 
�Y���•�}�u�����}�(���š�Z�����Z�]�P�Z���o���À���o���v�������•���(�}�Œ���/�}�d���‰�Œ�}���µ���š���•�����µ�Œ�]�š�Ç�X�����d�Z���•�����v�������•���]�v���o�µ�����W���� 
�{ The need to protect consumer privacy and limit exposure of PII and PHI   
�{���d�Z�����v���������š�}���‰�Œ�}�š�����š�����µ�•�]�v���•�•�������š�������v�����o�]�u�]�š�����Æ�‰�}�•�µ�Œ�����}�(���•���v�•�]�š�]�À�����]�v�(�}�Œ�u���š�]�}�v�� 
�{���d�Z�����v���������š�}���•���(���P�µ���Œ�������P���]�v�•�š���/�}�d���‰�Œ�}���µ���š�•�������]�v�P���µ�•�������]�v�������}�^�����š�š�����l�•���}�Œ�����•���o���µ�v���Z�]�v�P���‰�}�]�v�š�•��
into the network  
�{���d�Z�����v���������š�}���P�µ���Œ�������P���]�v�•�š���������u���P�����}�Œ���Z���Œ�u���Œ���•�µ�o�š�]�v�P���(�Œ�}�u�����}�u�‰�Œ�}�u�]�•�����}�(�����Ç�����Œ-physical 
systems 



 
1) Privacy 

1. Encrypt all account registration using Transport Layer Security (TLS)  
2. Implement software assurance techniques within your development team  
3. Thoroughly review protocol specifications for security/privacy updates 

 
2) DDoS Attacks 

Making things more interesting is the ability to quickly find IoT products that may not have 
�‰�Œ�}�‰���Œ�����µ�š�Z���v�š�]�����š�]�}�v���]�v���‰�o�������X���������Á���������Œ���Á�o�]�v�P���•���Œ�À�]�������Z�^�Z�}�����v�[�U����rawls the internet at 
random looking for IP addresses with open ports. If the port lacks authentication, the 
script takes a snapshot and moves on. This data is searchable publicly. 
1. Implement software assurance techniques within your development team  
2. Never ship IoT products without password protections  
3. Do not share default passwords across a class of devices without requiring immediate 
password updates on first use 

 
3) Medical Devices an Medical Standard Protocols are Vulnerable to Attack 

1. Implement software assurance techniques within your development team  
2. Authenticate access to all ports  
3. Encrypt keys that are stored on devices  
4. Provide an ability for customers to easily keep software components (e.g., web servers 
on the device patched)  
5. Do not share default passwords across a class of devices without requiring immediate 
password updates on first use 

 
4) Drones 

1. Carefully evaluate the chosen IoT communication protocols for your product and 
configure in modes that limit the amount of information shared 

 
5) Critical National Infrastructure �t Smart Cities, Smart Industries 

1. Begin a move toward upgrading legacy protocols to more secure choices within Cyber 
Physical Systems (CPS)  
2. Incorporate Safety Engineering  into IoT/ CPS product designs  
3. Implement secure interface connectivity within your IoT products 

 
6) Critical National Infrastructure �t Connected Vehicles 

1. Implement software assurance techniques within your development team  
2. Do not share default passwords across device classes without requiring immediate 
updates to the passwords  
3. Implement secure interface connectivity within your IoT products  
4. Incorporate Safety Engineering into  IoT/CPS product designs  
5. Implement secure interface connectivity within your IoT products 

 
7) IoT products may be deployed in insecure or physically exposed environments 

1. Appl y policy based security to force IoT products to update latest security critical 
fw/sw  
2. Identify flexible self-service identity management capabilities for IoT products  
3. Encrypt indentify key material  within mobile applications when used to establish trust 
relationships with IoT products 

 
8) Security is new to many manufacturers and there is limited security planning in 

development methodologies 
1. Create an IoT security training program for the development team  
2. Identify and participate in threat sharing (e.g., ISAC) initiatives and establish a 
framework for threat modelling the product  
3. Obtain buy-in from senior management on the need to incorporate security into the 
product 



IoT product developers should consider the concepts of secure by design and privacy by 
design. 
1. Review and update your development processes to incorporate security at all stages  
2. Incorporate privacy by design principles into all IoT product developments 

 
9) Security is not a business driver and there is limited security sponsorship and 

management support in development of IoT products 
1. Begin each product development with a threat model  
2. Derive security requirements from the output of the threat model and track those 
requirements through to closure 
 

10) There is a lack of defined standards and reference architecture for secure IoT 
development 
1. Carefully evaluate the environment in which devices are deployed, and choose 
technologies accordingly to the required security level  
2. Evaluate the performance vs security trade-off, exploiting the best matching protocol 
stack in order to reduce security risks and breaches  
3. Evaluate the security features offered by the IoT components (e.g., TPM hardware, etc) 
and use whenever possible  
 

11) The low price point increases the potential adversary pool 
As discussed in other parts of this paper, the low cost of typical IoT products, especially 
consumer devices, makes it simple for both researchers and malicious actors to acquire 
and spend time finding security issues and analysing the security protections built into 
each device. This allows for the systematic discovery of security vulnerabilities related to 
both the hardware and software, knowledge of which can then be used to exploit 
weaknesses in operational environments 
1. Consider physical safeguards such as tamper detection to guard against physical access 
to sensitive internals  
2. Lock-down physical ports (including test ports) on the product using passwords 

 
Guidance for Secure IoT Development 

1) Start with a Secure Development Methodology 
2) Implement a Secure Development and Integration Environment 
3) Identify Framework and Platform Security Features 
4) Establish  Privacy Protections  

Design IoT devices, services and systems to collect only the minimum amount of data 
necessary 
Analyse device use cases to support compliance  mandates as necessary 
Design opt-in requirements for IoT device, service and  system features 
Implement Technical Privacy Protections 

5) Design in Hardware-based Security Controls  
6) Protect Data 

Security Considerations for Selecting IoT  Communication Protocols 
7) Secure Associated Applications and Services 
8) Protect Logical Interfaces/APIs 
9) Provide a Secure Update Capability 
10) Implement Authentication, Authorization and Access Control Features 
11) Establish a Secure Key Management Capability 
12) Provide Logging Mechanisms 
13) Perform Security Reviews (Internal and External) 

Area of Application Security Guidance 
Free Access (Y/N) Y 
Reference / Source Future-proofing the Connected World:  13 Steps to Developing Secure IoT Products (2016) 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

M 



Sources https://downloads.cloudsecurityalliance.org/assets/research/internet-of-things/future-proofing-
the-connected-world.pdf  

Chapter / Page Whole Document 

 

Category 1.2.22 Security and Privacy 
Stakeholder ENISA 
Abstract Analysis of the main gaps in relation to cyber security in IoT. A critical part to address cyber 

security in IoT is the identification and definition of gaps -the space between the present state and 
the desired state- so as to determine what steps need to be taken in order to close those gaps, 
namely, to move from the current immature state to the future and more mature state. 
Gap 1: Fragmentation in existing security approaches and regulations  
Currently, there is no common EU-wide approach to cyber security in IoT, or a common multi-
stakeholder model on cyber security. In the interviews carried out throughout the study, the 
majority of experts considered the lack of mature security frameworks, and the breadth of security 
considerations to take into account, big barriers for the improvement of security. Therefore, most 
companies and manufacturers are taking their own approach when implementing security into IoT, 
resulting in a lack or slow embracement of standards to guide the adoption of IoT security 
measures and good practices. 
Gap 2: Lack of awareness and knowledge 
There is a gap in relation to the increasing move towards connected and interdependent systems 
and devices as far as knowledge is concerned. In the interviews with IoT experts, differences in 
fundamental terminology were encountered, such as the difference between the concepts of 
�•���(���š�Ç�����v�����•�����µ�Œ�]�š�Ç�X���^�����µ�Œ�]�š�Ç�����Æ�‰���Œ�š�•�����Œ�����u�}�Œ�������}�u�u�}�v�o�Ç���(���u�]�o�]���Œ���Á�]�š�Z���^���µ�•�]�v���•�•���/�d�_���•�����µ�Œ�]�š�Ç�U�����µ�š��
not with IoT security. 
There is an overall lack of awareness regarding the need of security in IoT devices. Even more 
worrisome is the lack of knowledge regarding the threats they are exposed to �t most IoT 
consumers do not have a basic understanding of their IoT devices and the impact on their 
environment. This may result in the devices not being updated, with a subsequent breach of 
security. 
Gap 3: Insecure design and/or development 
There have been several studies on design and development concerns related to IoT security . 
During the interviews engaged within the context of this report we validated the findings of these 
studies and in this respect the following issues seem particularly significant in the context of IoT 
design and development: 

�x No defence-in-depth strategy during the design of the system, such as a secure boot 
process, isolation of a Trusted Computing Base, limitation of the number of open ports, 
self-protection, etc. 

�x No security-by-design or privacy-by-design. In some cases, information is exchanged with 
a third-party, and it should be ensured that not more information than strictly needed is 
exported outside of the IoT environment. 

�x Lack of communication protection, on internal as well as external interfaces. 
�x Lack of strong authentication and authorisation: 

o No validation or signing of firmware updates, 
o Software updates without server authentication and file trust verification, 
o No secure boot mechanisms. 

�x Lack of hardening: 
o No data execution prevention or attack mitigation technologies used on the 

firmware, 
o �W�µ���o�]�����À�µ�o�v���Œ�����]�o�]�š�]���•���~���E�^���‰�Œ�}�Æ�Ç�U���,�d�d�W���•���Œ�À�]�����Y�•���o���(�š���µ�v�(�]�Æ�����U 
o Some services are exposed through different entry points, with unnecessary 

communication portsleft open �t services such as Telnet or ssh are sometimes 
bound to all network interfaces, 

o Weak passwords policies or default passwords left unchanged, 
o Configuration flaws. 

�x Lack of diagnosis / response capabilities. 
Gap 4: Lack of interoperability across different IoT devices, platforms and frameworks 



The great majority of IoT ecosystems include IoT devices connected with legacy systems, especially 
in the case of Critical Information Infrastructures. Moreover, as previously mentioned, due to the 
lack of a common regulation, most companies and manufacturers are taking their own approach 
when designing IoT devices, causing interoperability issues between devices from different 
manufacturers as well as the emergence of different security models, incompatible concepts and 
taxonomies, etc. Therefore, it is very important to develop measures that ensure a correct and 
secure interconnection and interoperability between the IoT environment and legacy systems, and 
the other IoT devices manufactured by third-parties. 
Most IoT devices use proprietary protocols designed by their manufacturers in order to 
interconnect devices. While this is not an issue for devices from the same manufacturer, it 
becomes a problem when interconnecting devices from different manufacturers. This requires the 
development and use of standard protocols that need to be supported by all manufacturers to 
ensure a good level of interoperability with the least efficiency and security loss. A good practice in 
this regard is to avoid the use of close-source and proprietary protocols, as their security cannot be 
verified, and many incidents have already proven that security through obscurity does not 
necessarily equate proper security coverage. 
In the same spirit, apart from protocols, the use of common frameworks can also help to improve 
the efficiency and security of the devices when interconnecting several ones from different 
manufacturers. 
Gap 5: Lack of economic incentives 
The main IoT manufacturers and vendors usually consider functionality and usability much more 
important than implementing secure design and programming. Their economic interests are not 
aligned with spending much money on security, and in some cases they do not consider security at 
all. The main reason for these companies no to dedicate much of their budget to security is the 
general perception that there is no direct return-on-investment for security, which can be 
attributed to the economic cost and the difficulty to assess the financial impact of hypothetical 
security weaknesses. 
In general, the IoT experts interviewed agree that the different risks, threats and hazards are 
usually underestimated and left out because of budgetary issues �t there is a tendency to handle 
security concerns a posteriori of incidents.  
Gap 6: Lack of proper product lifecycle management 
In general, safety measures are found lacking from the design phase to its later development. This 
demonstrates the need for a proper product lifecycle management of the different assets that 
compose a given IoT environment, since the devices and networks are interconnected and, in most 
cases, exposed to the Internet, where they can be targeted by many and diverse threats.  
IoT comprises such a variety of products that, if left unattended, it makes the entire surface of the 
traditional supply chain vulnerable. IoT expands the global attack surface and it is everyone's 
responsibility to manage the risks. The different devices and products will have to evolve in a 
secure way to consistently provide, through their whole lifecycle, the solution for which they were 
created. 
 
List of high-level recommendations for developers, operators and security experts that will help 
them to improve the security level of IoT devices and communications among them. The 
recommendations discussed here concern stakeholders that span the entire IoT spectrum and aim 
to address the gaps defined. 
ID  DESCRIPTION  
1  Promote harmonization of IoT security initiatives and regulations  
2  Raise awareness for the need for IoT cybersecurity  
3  Define secure software/hardware development lifecycle guidelines for 

IoT  
4  Achieve consensus for interoperability across the IoT ecosystem  
5  Foster economic and administrative incentives for IoT security  
6  Establishment of secure IoT product/service lifecycle management  
7  Clarify liability among IoT stakeholders  

 

Area of Application Recommendations 
Free Access (Y/N) Y 
Reference / Source Baseline Security Recommendations for IoT in the context of Critical Information Infrastructures 



Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://www.enisa.europa.eu/publications/baseline-security-recommendations-for-
iot/at_download/fullReport  

Chapter / Page Chapter 5: Gap Analysis      53 
Chapter 6: Recommendations     57 
Annex A: Detailed Security measures / Good practices   63  
Annex B: Security measures and threats mapping   82  
Annex C: Security standards and references reviewed   88  
Annex D: Description of indicative IoT security incidents  100 

  



Specific Requirements and Controls - Industrie 4.0 / Manufacturing 
 

Requirements  
 

Category 2.1.1 Security / Networked Systems 
Stakeholder Plattform Industrie 4.0 
Abstract The WG "Security of networked systems" has developed a common position with regard to the 

security challenges, basic requirements and approaches for secure communications in Industrie 
4.0 environments, which specifically addresses the needs of cross-company value networks. 
The publication also derives recommendations for government and business to establish such 
networks. Fundamental to secure cross-business cooperation is the issue of whether the 
senders and recipients of the data are actually who they purport to be and whether they are 
authorized to send or receive the particular data. 

Area of Application Secure communications in Industrie 4.0 �t Technical Overview 
Free Access (Y/N) Y 
Reference / Source Plattform Industrie 4.0 Work Group paper on secure cross-company communication 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://www.plattform-i40.de/I40/Redaktion/EN/Downloads/Publikation/secure-cross-
company-communication.html  

Chapter / Page Communication pages 6-7, Objectives and benefits of secure  communication page 8, Secure 
communication channels pages 9-15, Communication partners pages 16-18, Selected legal 
consideration page 19, Recommended actions page 20 

 

Category 2.1.2 Security / IT Security in Industrie 4.0 
Stakeholder Plattform Industrie 4.0 
Abstract Companies can participate in future value creation networks if they fulfil the basic requirements 

for secure and trustworthy communication: it must be possible to exchange order, production 
and process data between the companies in the network without any possibility of access by 
unauthorized third parties. 

Area of Application IT Security in Industrie 4.0 scenarios 
Free Access (Y/N) Y 
Reference / Source Plattform Industrie 4.0 Guideline on IT-Security 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://www.plattform-i40.de/I40/Redaktion/EN/Downloads/Publikation/it-security-in-
i40.pdf?__blob=publicationFile&v=7 
 

Chapter / Page Whole Document 

 

Category 2.1.3 Security / Secure Communications /  Sichere Kommunikation für Industrie 4.0 
Stakeholder Plattform Industrie 4.0 
Abstract Discussing an industry 4.0-compliant communication - that is the aim of this discussion paper. The focus is 

clearly on the technical aspects of secure communication. 
 
Industrie 4.0 creates completely new possibilities in cooperation with innovative concepts and approaches - 
especially on a technical level. Systems, machines and products interact, exchange data and correspond at 
all times. It makes no difference whether communication takes place with a machine in the same factory 
building or with a system in a plant on the other side of the world. But this only works if technical 
communication mechanisms ensure that Industrie 4.0 components (assets) can communicate securely and 
interoperably.  



Discussing such an Industrie 4.0-compliant communication - that is the aim of this discussion paper. The 
focus is clearly on the technical aspects of secure communication. Requirements to the organization are not 
considered as far as possible. The document is aimed at decision-makers and users in the Industrie 4.0 
context. In addition to general conditions and guiding principles, they are presented exemplary findings on 
Industrie 4.0 communication that take into account the requirements of a secure IT infrastructure. 

Area of  
Application 

Communication compliant to Plattform Industrie 4.0 (RAMI 4.0) 

Free Access  
(Y/N) 

Y 

Reference /  
Source 

Sichere Kommunikation für Industrie 4.0 

Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://www.plattform-i40.de/I40/Redaktion/DE/Downloads/Publikation/sichere-kommunikation-
i40.pdf;jsessionid=CB267654D83AA2CEF1AA8FFE30535C67?__blob=publicationFile&v=6  

Chapter / Page Kommunikationsbeziehungen Page 6-11, Verwendbarkeit verschiedener Protokoll p12-13, 
Sicherheitsanforderungen und -mechanismen auf den Schichten der Kommunikationsstacks page 14-16, 
Anwendungsbeispiel:  Auftragsgesteuerte Produktion p17-19 
 

 

Category 2.1.4 Security / RAMI 4.0 / Security in RAMI4.0 
Stakeholder Plattform Industrie 4.0 

Germany 
IEC  
Technical Management Board (TMB) of the International Standard Organization (ISO)  
International Electrotechnical Commission (IEC) 
International Telecommunication Union (ITU) 

Abstract RAMI 
Reference Architecture Model Industry 4.0 (RAMI 4.0) is referencing three standards: 
�{ IEC 62890 �t Life-cycle management for systems and products used in industrial-process 

measurement, control and automation. Note: Under development since 2013 and not 
available to the public until its release, scheduled for September 2016. 

�{ IEC 62264 �t Enterprise-control system integration. 
�{ IEC 61512 �t Batch control. 
�{ Vertical integration, i.e. along the automation pyramid as defined by IEC 62264/IEC 61512. 

This includes factory-internal integration from sensors and actuators within machines up to 
ERP systems. 

�{ Horizontal integration, i.e. along the value chain and throughout production networks. This 
includes the integration of production networks on the business level as achieved by EDI-
based supply chain integration, but might include more in the future, when close-to-real-time 
and product- or process-specific information is exchanged to increase the level of detail and 
quality in distributed manufacturing optimization. 

�{ Integration towards engineering and product/production life cycle applications (e.g. IEC 
62890) in order to enable low-effort knowledge sharing and synchronization between 
product and service development and manufacturing environments. 

Area of Application Reference Architecture 
Free Access (Y/N) Y 
Reference / Source Referenzarchitekturmodell Industrie 4.0 (RAMI4.0) 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://www.plattform-i40.de/I40/Redaktion/EN/Downloads/Publikation/rami40-an-
introduction.pdf?__blob=publicationFile&v=7  



https://www.plattform-i40.de/I40/Redaktion/EN/Downloads/Publikation/security-rami40-
en.pdf?__blob=publicationFile&v=7 
DIN SPEC 91345 

Chapter / Page Pages 2-4 

 

Category 2.1.5 Security 
Stakeholder ZVEI 
Abstract Every I4.0 component has a minimum infrastructure to ensure the security functions. As security is 

only ensured when the production processes concerned are directly involved in the security 
considerations, the security infrastructure of an I4.0 component provides necessary, but by no 
means sufficient functionality. If functional and machine safety have to be ensured, this has an 
impact on the characteristics of the individual I4.0 components. Additional characteristics have to 
be recorded, assessed and passed on to higher level systems in this context. 

Area of Application Status Report 
Free Access (Y/N) Y 
Reference / Source Reference Architecture Model Industrie 4.0 (RAMI4.0) 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://www.zvei.org/fileadmin/user_upload/Presse_und_Medien/Publikationen/2016/januar/G
MA_Status_Report__Reference_Archtitecture_Model_Industrie_4.0__RAMI_4.0_/GMA-Status-
Report-RAMI-40-July-2015.pdf 

Chapter / Page Page 23 

 

Category 2.1.6 Security 
Stakeholder ZVEI 
Abstract Security standards such as IEC 62443 have already been established for the industrial sector. In the 

field of consumer goods, initiatives have already been triggered, for instance, via the German 
Institute for Standardisation (DIN): "Security by Design Requirements for IoT-devices in the Small 
Business/Home environment". Now it is imperative to further advance the security standards in 
the sectors in accordance with the specific app�o�]�����š�]�}�v�X���/�v���š�Z�]�•���À�]���Á�U���š�Z�����À�}�o�µ�v�š���Œ�Ç�����h���^�&�Œ���u���Á�}�Œ�l��
for Certification and Labelling" must be established primarily on the basis of European and 
international security standards. For those areas where standards are not yet in place, this position 
paper outlines proposals for basic requirements and a definition for connected devices via the IP-
interface. These criteria ensure users and manufacturers can meet the requirements, reduce the 
complexity of the Internet of Things (IoT) and provide international compatibility. Our common 
goal is to strengthen the European digital single market. Without common requirements, both 
digitisation and digital single market cannot be accomplished 

Area of Application Position Paper 
Free Access (Y/N) Y 
Reference / Source EU Framework for Certification and Labelling Limits and Possibilities for IoT Security 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://www.zvei.org/fileadmin/user_upload/Presse_und_Medien/Publikationen/2017/Septembe
r/EU_Framework_for_Certification_and_Labelling_Limits_and_Possibilities/EU-Framework-for-
Certification-and-Labelling-Limits-Possibilities-ZVEI-2017.pdf 

Chapter / Page Page 3 

 

Category 2.1.7 Security 
Stakeholder ZVEI 
Abstract Security is one of the central topics for Industrie 4.0 and must be ensured throughout the entire 

lifecycle in all architectural layers and hierarchy levels. In a similar manner to a building that is 
reinforced with steel, security thus ensures the stability of RAMI  4.0 and provides protection 



against possible attacks. Initial security capabilities should already be in place today. A threat 
analysis should typically reveal which capabilities these are, and this should already be clearly 
documented. Furthermore, an appropriately secure identity should already be available, at least 
for the product instance. In the future, the partial security model will describe the necessary 
capabilities (authentication of 9 the identifiers, user and role management, secure communication, 
logging of security related events) and optional capabilities of an Industrie 4.0 component that 
need to be taken into account for Industrie  4.0 products. It will be possible to look up the inherent 
security capabilities online. IEC 62443 will play a key role here. 

Area of Application Guideline 
Free Access (Y/N) Y 
Reference / Source What Criteria do Industrie 4.0 Products Need to Fulfil? 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://www.zvei.org/fileadmin/user_upload/Presse_und_Medien/Publikationen/2017/April/Krite
rien_I4.0/ZVEI_BR_LF_Kriterien_I.4.0_ENGLISCH_Download_03.04.17.pdf  

Chapter / Page Pages 8-9 

 

Category 2.1.8 Security 
Stakeholder DIN 
Abstract IT security represents what is surely the most critical success factor in Industry 4.0. Information 

technology networking must not lead to a situation in which sensitive production data fall into 
the wrong hands (industrial espionage) or in which data are manipulated and production 
processes sabotaged. The application of existing standards and solutions for IT security alone will 
not be sufficient, as the field of manufacturing technology presents special challenges for the 
implementation of IT security measures. Those worthy of mention here are the requirement for 
real time capability, direct communication between machines without the opportunity for 
operators to intervene, security during transmission of sensitive manufacturing data and, last but 
not least, aspects of data protection. With the declared aim of Industry 4.0 to make a batch size 
of 1 equivalent in cost to mass production, production data will in future also be linked to 
customer data, and therefore the requirements of national data protection laws and in future 
the EU data protection regulations will have to be complied with in production areas. Securing 
information systems will thus not only be in the interests of the enterprise itself, but will also be 
required by legislation. This complex environment requires a system-oriented procedure which 
must be supported by standards so that the implementation of Industry 4.0 concepts can be 
successfully mastered by means of standardized interfaces and best practice procedures. 
 

Area of Application Recommendations 
Free Access (Y/N) Y 
Reference / Source German Standardization Roadmap Industrie 4.0 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://www.din.de/blob/65354/f5252239daa596d8c4d1f24b40e4486d/roadmap-i4-0-e-
data.pdf  

Chapter / Page Recommendations Page 26 

 

Category 2.1.9 Security, Privacy, Trust 
Stakeholder Industrial Data Space 
Abstract Data sovereignty is a central aspect of the Industrial Data Space. It can be defined as a natural 

�‰���Œ�•�}�v�[�•���}�Œ�����}�Œ�‰�}�Œ���š�������v�š�]�š�Ç�[�•�������‰�����]�o�]�š�Ç���}�(�������]�v�P�����v�š�]�Œ���o�Ç���•���o�(-determined with regard to its data. 
The Industrial Data Space proposes a Reference Architecture Model for this particular capability 
and related aspects, including requirements for secure data exchange in business ecosystems. 
 



 
 
Connector  
Participants should be able to run the Connector software in their own IT environment. 
Alternatively, they may run a Connector on mobile or embedded devices. The operator of the 
Connector must be able to define the data workflow inside the Connector. Users of the Connector 
must be identifiable and manageable. Passwords and key storage must be protected. Every action, 
data access, data transmission, incident, etc. should be logged. Using this logging data, it should be 
possible to draw up statistical evaluations on data usage etc. Notifications about incidents should 
be sent automatically 
 
Trust and Security 
Although requirements related to trust and security are usually non-functional, they are addressed 
by the Functional Layer, since they represent fundamental features of the Industrial Data Space. 
The Trust & Security entity can be split into three main aspects: 
Security, Certification, and Governance, representing the three cross-sectional perspectives of the 
Reference Architecture Model. 
 
Identity Management  
Every Connector participating in the Industrial Data Space must have a unique identifier. Each 
Industrial Data Space Connector must have a valid certificate. Each Connector must be able to 
verify the identity of other Connectors (with special conditions being applied here; e.g., security 
profiles) 
 
 

Area of Application Secure Data exchange in Industrie 4.0 scenarios 
Free Access (Y/N) Y 
Reference / Source Reference Architecture Model, Functional Layer 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 



Sources http://www.industrialdataspace.org/publications/industrial-data-space-reference-architecture-
model-2017/ 

Chapter / Page 3.2. Functional Layer, 3.2.1 Trust and Security, pages 19/20, 3.2.5 Identity Management, page 21 

 

Category 2.1.10 Security 
Stakeholder OPC Foundation 
Abstract The OPC UA security model has been designed to meet the requirements of many different 

systems while using the same infrastructure. In order to accommodate different security and 
administrative requirements the OPC UA security model offers four tiers for application 
authentication and two tiers for certificate management. It is up to the administrator to decide 
which tiers best match their needs. 
Applications should support all tiers. Applications must allow administrators to configure the level 
of security enforced by their application just like web browsers allow administrators to configure 
the security level enforced by the browser. 
In OPC UA, each installation of an application must have an application instance certificate that 
uniquely identifies the application and the machine that it is running on. These certificates come 
with private keys that allow applications to create secure communication channels that cannot 
be viewed by 3rd parties or modified while in transit. These certificates also allow OPC UA 
applications to be identified by peers and to block communication from a peer if it is not 
authorized. 

Area of Application General Standard for Industry 
Free Access (Y/N) Y 
Reference / Source Practical Security Recommendations for Building OPC UA applications  
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://opcfoundation.org/wp-content/uploads/2017/11/OPC-UA-Security-Advise-EN.pdf 
https://opcfoundation.org/security/ 

Chapter / Page Security page 1-13, Use cases page 14, Custom Certificate Distribution and Operation for a 
Condition Monitoring System, page 15-17, Automatic Certificate Distribution using a GDS, page 
18-21 

 

Category 2.1.11 Security / OPC-UA 
Stakeholder Plattform Industrie 4.0 
Abstract This document is still under construction.   

 
From the perspective of the Industry 4.0 platform, the theoretical prerequisites for security in 
OPC-UA are known, but the prerequisites for practical use under real conditions are not 
sufficiently implemented. This paper is intended to provide industry 4.0 with standardized, 
practical solutions. 

Area of Application Secure communication with OPC UA 
Free Access (Y/N) Y 
Reference / Source  
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources  
Chapter / Page  Whole Document 

 

 

Controls 
 

Category  2.2.1 Security / Networked Systems 



Stakeholder Plattform Industrie 4.0 
Abstract Certain recommendations can be made on integrating secure communication processes in the 

Industrie 4.0 vision, as it is introduced. 
 
1. Reliable communication channels 
The agile construction of value networks and implementation of services using private and 
public cloud infrastructures are essential elements of Industrie 4.0. Companies must have access 
to reliable Internet connections if they are to participate. The necessary bandwidth must be 
available not only on paper but on guaranteed in practice. Availability commitments must be 
feasible. 
. 
2. Secure identities 
The basis of all secure communication processes is the secure identification of communication 
partners and the secure negotiation of security profiles; The Technical Overview Secure 
Identities discusses requirements and technical concepts. 
 
3. Negotiation of security profiles 
Ensuring information security is a key factor in information exchange. Communication partners 
must be able to exchange their security profiles for this purpose while the communication link is 
established. This factor must be taken into account in the communication protocols; The 
security profile will be an essential feature of an Industrie 4.0 component. 
 
4. Technical support for information  classification 
Information that is exchanged between communication partners must be categorized according 
to a classification system; In automated information exchange within the Industrie 4.0 
environment, the classification  system must be technically supported: it must not only be 
represented in the information itself (a document, for example), but also in the related 
administrative shell. Digital rights management (DRM) plays a role in the technical 
implementation of the protection; 
 

Area of Application Cross company communication 
Free Access (Y/N) Y 
Reference / Source Recommended actions, Chapter 7 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://www.plattform-i40.de/I40/Redaktion/EN/Downloads/Publikation/secure-cross-
company-communication.html  

Chapter / Page Communication pages 6-7, Objectives and benefits of secure  communication page 8, Secure 
communication channels pages 9-15, Communication partners pages 16-18, Selected legal 
consideration page 19, Recommended actions page 20 

  



Category 2.2.2 Security / IT Security in Industrie 4.0 
Stakeholder Plattform Industrie 4.0 
Abstract In the opinion of the working group, the following topics should usually be given priority in 

order to meet the requirements for Industrie 4.0:       
1.  The persons responsible for security in an information security management system (ISMS) 
must be designated and trained.  
2.  Measures must be established and implemented to heighten the awareness of the 
production personnel for  IT security risks.  
3.  Security concepts for network access points (remote maintenance, WiFi, cloud, etc.) must be 
developed and implemented.  
4.  Provisions must be defined for the use of removable data storage media (USB sticks etc.) and 
external hardware (programming devices, diagnostic systems etc.). 
5.  Awareness must be created for risks in the use of smartphone and tablet systems in 
production. 
6.  Security precautions to protect from malicious software in production must be demanded 
when purchasing new machines and equipment.  
7.  Up-to-date operating systems, production software and security updates must be demanded 
from manufacturers. 
 
CONCLUSION: Industrie 4.0 is characterized by cooperation with many partners in a spirit of 
trust. To ensure that Industrie 4.0 can be successful and achieve its potential for German SMEs, 
your company must now be brought up to date so that it is in a condition in which the future 
security requirements can be fulfilled 

Area of Application IT Security in Industrie 4.0 
Free Access (Y/N) Y 
Reference / Source IT security in Industrie 4.0  First steps towards secure production  
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://www.plattform-i40.de/I40/Redaktion/EN/Downloads/Publikation/it-security-in-
i40.pdf?__blob=publicationFile&v=7 
 

Chapter / Page  Pages 5-6 

 

Category  2.2.3 Security / Secure Communications 
Stakeholder Plattform Industrie 4.0 
Abstract Ideally, platform services are a direct component of secure communication and can in future 

effectively protect production data against unwanted access or modification or enforce know-how 
and IP protection on the basis of trustworthy digital rights management technologies (DRM). 
Embedding trust requirements in electronic contracts between machines - this will play a decisive 
role in M2M communication in the future 1. 
Furthermore, it is becoming increasingly important to technically recognize during and after a 
communication whether the entities involved behave in a trustworthy manner - and not only 
before or during the establishment of the communication. Particularly for the protection of 
communication partners, the continuous, automated monitoring of semantics is becoming 
increasingly important. It describes the purpose of the respective communication. Global trust and 
platform services must ensure that vendors, systems and components are technically evaluated 
(scoring) in order to ensure that they are available before, during, but not limited to, their 
performance. 

Area of Application Secure Communication 
Free Access (Y/N) Y 
Reference / Source Secure communication for Industrie 4.0 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 



Sources https://www.plattform-i40.de/I40/Redaktion/DE/Downloads/Publikation/sichere-kommunikation-
i40.pdf?__blob=publicationFile&v=6 
 

Chapter / Page Page 5 

 

Category  2.2.4 Security, Privacy, Trust 
Stakeholder Industrial Data Space 
Abstract Security  

Connectors, App Stores, and Brokers can check if the Connector of the connecting party is 
running a trusted (certified) software stack. Any communication between (external) Connectors 
can be encrypted and integrity protected. Each Data Provider must be able to ensure that its 
data is handled by the Connector of the Data Consumer according to the usage policies 
specified, or the data will not be sent. To reduce the impact of compromised applications, 
appropriate technical measures must be applied to isolate Data Apps from each other and from 
the Connector. Data Providers and Data Consumers can decide about the level of security of 
their respective Connectors by deploying Connectors supporting the selected security profile..  
 
Certification  
The core components of the Industrial Data Space, and especially the Connector, require 
certification from the Certification Body along with the organizations participating in the 
Industrial Data Space, in order to establish trust among all participants.  
 
Governance  
So far, no general requirements related to governance could be identified. However, since data 
governance is an important topic for the Industrial Data Space, such requirements are likely to 
occur in the future.  
 

Area of Application Secure Data exchange in Industrie 4.0 scenarios 
Free Access (Y/N) Y 
Reference / Source Reference Architecture Model, Functional Layer 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources http://www.industrialdataspace.org/publications/industrial-data-space-reference-architecture-
model-2017/ 

Chapter / Page 3.2.1 Trust and Security, pages 19/20 
3.2.5 Identity Management, page 21 

 

 

Category  2.2.5 Security / OPC-UA 
Stakeholder OPC Foundation / BSI 
Abstract SUMMARY OF STUDY BY BSI 

 
OPC Unified Architecture (OPC UA) is the central standard when implementing the Industry 4.0 
future strategy and has already been used more and more often for the networking of existing 
industrial plants. From the very beginning, security was one of the core objectives of OPC UA as 
a protocol of the future: It offers the opportunity of connecting networks via different levels 
from the control through to the corporate level in a manufacturer-independent manner. 
Moreover, OPC UA, in contrast to many other industrial protocols, is equipped with integrated 
security functionality to secure the communication.  
 
Objective and procedure  
The objective of the current study was to carry out an inventory of the IT security of OPC UA. For 
this purpose, basically two analyses were performed: In the first part of the project, the 
specification of the version 1.02 OPC UA protocol was analyzed with regard to systematic errors. 
This analysis was divided into the following substeps:  Analysis of existing studies of the IT 



security of OPC UA which have already been carried out  Threat analysis (analysis of security 
objectives and threats, analysis of threats and measures)  Detailed analysis of the OPC UA 
Specification, focusing on the Parts 2, 4, 6, 7 and 12 For the analysis of the specification, no 
formal or semiformal methods were used. The OPC UA communication was analyzed 
systematically with regard to the Secure Channel, Session and Discovery services (components 
of the communication stack of the OPC Foundation) according to the specification, however, 
except for the parameter level. Based on this specification analysis, the reference 
implementation offered by the OPC Foundation in ANSI C of the version 1.02.344.5 OPC UA 
communication stack was subjected to the following security tests in the second part of the 
project:  
 Certificate tests  
 Static code analysis  
 Fuzzing  
 Dynamic code analysis  

 
Main results  
The specification analysis performed has shown that OPC UA, in contrast to many other 
industrial protocols, provides a high level of security.   
No systematic errors could be detected.  
When analyzing the reference implementation, basically the following problems were identified:  
 An important mechanism to protect against replay attacks is missing, since the 

sequenceNumber is not evaluated.  
 Memory leaks can be used for denial-of-service attacks.  
 Errors during certificate tests which might be exploited, depending on the framework 

application used  
 No comprehensive documentation on the implemented (security) functionalities in the OPC 

UA communication stack Nevertheless, the stack ran in a very stable manner during all tests, 
since no crashes were observed. 
 
Recommended measures  
When securing the communication with the OPC UA protocol, the following three settings are of 
central importance:  
 securityMode: The securityMode should be 'Sign' (signing messages) or 'SignAndEncrypt' 

(signing and encrypting messages). Among other things, authentication at the application level 
is forced. securityMode 'None' does not provide any protection. securityMode 'SignAndEncrypt' 
must be used if not only integrity, but also confidential data is to be protected.  
 Selection of cryptographic algorithms: The most secure security Policy 'Basic256Sha256' 

should be chosen provided that this is technically possible. The weakest security Policies 
sometimes use obsolete algorithms and should not be used.  
 User authentication: The possibility of logging in with the identifier 'anonymous' should be 

prevented, since it does not provide any protection. On the one hand, it is not possible to 
comprehend who has changed, for example, the data or configuration on the server side when 
this generic identifier is used. On the other, an attacker could misuse this identifier to read or 
write data in an unauthorized manner if no adequate restriction of the rights of the identifier 
'anonymous' was configured.  
 
In addition to the immediate secure configuration of the communication itself, other, additional 
measures are required to protect the infrastructure. In this study, it is assumed that the 
operator of OPC UA communications has implemented, operates and continuously improves 
best-practice approaches, as described in the ICS Security Compendium [1], in automation and 
control systems.  
 
This study addressed different aspects of the IT security of the OPC UA protocol in detail: The 
specification was not only tested for systematic errors, but the reference implementation of the 
communication stack was also examined with different tools. This led to a more precise picture 
of which points in the specification and reference implementation have to be improved and 
which aspects have to be taken into consideration in order to achieve a high level of IT security 



when using OPC UA. Furthermore, an outlook on other topics is given, which could be examined 
in more detail in further examinations. 

Area of Application OPC UA Security Analysis 
Free Access (Y/N) Y 
Reference / Source  https://opcfoundation.org/security/ 

 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://opcfoundation.org/wp-content/uploads/2017/04/OPC_UA_security_analysis-OPC-F-
Responses-2017_04_21.pdf 
 

Chapter / Page Pages 6-7, Complete document 

 

Category   2.2.6 Security / RAMI 4.0 / Security in RAMI4.0 
Stakeholder Plattform Industrie 4.0 
Abstract Security 

Security plays a role at all points of intersection between the various levels. This means that 
requirements are derived for every point of intersection by a specific analysis. A solution must 
then be found for each of these requirements based on the relevant capabilities of the Industrie 
4.0 components involved in the specific application in question. Manufacturers, integrators, and 
asset owners are all called upon to implement a holistic security concept that brings technical and 
organizational measures together. Using RAMI4.0 as a basis for designing security enables every 
kind of security requirement to be implemented for any conceivable application.  

As part of this process, RAMI4.0 enables existing security standards to be integrated, especially 
VDI/VDE 2182 and IEC 62443. The VDI/VDE 2182 standard addresses such issues as feedback on 
the requirements from the various actors that are part of the process. This standard describes 
communication between the manufacturer, integrator, and asset owner as a key element within 
security, thus enabling the relevant requirements to be passed on and implemented. IEC 62443 
outlines a reference model for industrial communication networks and sets out how this can be 
used to raise security requirements and identify security technologies. Both VDI/VDE 2182 and IEC 
62443 provide support for a holistic security concept 

Area of Application Security in Industrie 4.0 
Free Access (Y/N) Y 
Reference / Source Security in RAMI4.0 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://www.plattform-i40.de/I40/Redaktion/EN/Downloads/Publikation/security-rami40-
en.pdf?__blob=publicationFile&v=7 
 

Chapter / Page Page 4 

 

 

Category  2.2.7 Security 
Stakeholder DIN 
Abstract  

3.1-1 Property-based systems (1), as used in IEC Common Data Dictionaries (e.g. IEC 61987) and 
ecl@ss, need to be developed further in two directions [3, 4]. Firstly, the term used to denote a 
property must be expanded, both in terms of parameters and variables, as well as in terms of 
functions. This is due to the necessity to include in the vocabulary parameters, variables and 
function activations, such as those used during operational activities, in addition to the property 
master data of assets. It also includes the identification and annotation (time stamp, version 
statements) of instances of the properties, as the same property may exist several times within a 



single system. This will require additions and amendments to be made to IEC 61360/ISO 13584-42. 
Secondly, the available vocabulary must be considerably expanded, and its use by libraries and 
oneline accessibility facilitated and extended. 
3.1-2 System models, such as AutomationML (IEC 62264), component models, such as the device 
description technologies (IEC 61804-3 to -6, IEC 62769, IEC 62453) and interface standards such as 
OPC UA (IEC 62541) must include properties as description tools. (2). That way, the context of the 
individual properties, parameters and functions can be identified in each case [1]. This step is the 
next one to be  carried out. 
3.1-3 The notification formats (3) must be capable of providing a high degree of  flexibility. In 
contrast to the communication protocols in accordance with the OSI reference model, in which the 
structures of the protocol data units (often referred  to as telegrams or datagrams) are fully pre-
determined, it must also be possible for the structure to be formed on a generic basis, in order to 
provide the necessary flexibility and reflect the wide diversity that exists within the application 
scenarios. Standards still need to be developed in this area. Work has already begun by the 
Plattform [2] and VDI/VDE Gesellschaft für Mess- und Automatisierungstechnik [VDI/VDE Society 
Measurement and Automatic Control] (GMA) [GMA7.20]. 
3.1-4 The scope, variance and inclusion of errors and unwelcome system states when fulfilling the 
tasks that form part of a value-added chain mean that a variety of  procedures need to be 
deployed. It is to be expected that patterns will emerge, each of which can be used for a particular 
category of tasks. Standards still need  to be developed in this area. Work has already begun by the 
Plattform and the  GMA [4]; an initial approach is given in IEC 62264-6, for example 
3.1-5 To achieve success, it is absolutely essential to increase the degree of formalization of 
standards and specifications. Provision must therefore be made for both formal and semi-formal 
means of specification to be used within an industrial software development process. Formal and 
semi-formal description tools (e.g. state machines, sequential diagrams) are particularly essential as 
a means of describing the mode of behaviour that occurs within interactions (4), as they form an 
integral part of semantics. Description tools such as UML generally form a good starting point. 

Area of Application Recommendations 
Free Access (Y/N) Y 
Reference / Source GERMAN STANDARDIZATION ROADMAP Industrie 4.0 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://www.din.de/blob/65354/f5252239daa596d8c4d1f24b40e4486d/roadmap-i4-0-e-data.pdf 
Chapter / Page Recommendations Page 26 

  



 

Category  2.2.7 Security and privacy 
Stakeholder DIN 
Abstract  
Area of 
Application 

Family of controls 

Free Access 
(Y/N) 

Y 

Reference / 
Source 

National Institute of Standards and technology Special Publication 800-53 Revision 5 
Natl.Inst.Stand.Technol.Spec Publication 800-53 Rev 5 494 pages (August 2017) 

 

Relevance 
(Low-impact, 
Moderate-
impact, 
High-impact) 

 
Sources https://csrc.nist.gov/publications/detail/sp/800-53/rev-5/draft 
Chapter / 
Page 

Whole Document 

 

Specific Requirements and Controls -  Autonomous Systems / Connected 
Cars and Autonomous Vehicles 
 

Requirements  
 

Category  3.1.1 Privacy and Security 
Stakeholder European Union 
Abstract This directive refers completely to the more general EU legislation, i.e. GDPR and ePrivacy, as well 

as DIRECTIVE 2003/98/EC on the re-use of public sector information. 
 
This directive contains no specific requirements. 

Area of Application Privacy and security measures for intelligent transport systems 
Free Access (Y/N) Y 
Reference / Source DIRECTIVE 2010/40/EU on the framework for the deployment of Intelligent Transport Systems in 

the field of road transport and for interfaces with other modes of transport 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

L 

Sources https://eur-lex.europa.eu/legal-content/DE/TXT/?uri=CELEX:32010L0040  
Chapter / Page Art. 10 

 

Category 3.1.2 Security 
Stakeholder NIST 



Abstract Smart Objects (i.e., connected and autonomous vehicles ) may limit the ability to modify or 
update firmware 

Area of Application Best Practice 
Free Access (Y/N) Y 
Reference / Source Cybersecurity Best Practices for Modern Vehicles 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://www.nhtsa.gov/sites/nhtsa.dot.gov/files/documents/812333_cybersecurityformodernve
hicles.pdf 

Chapter / Page 6.7.5 (p18) 

 

Category 3.1.3 Security 
Stakeholder NIST 
Abstract �^�u���Œ�š���K���i�����š�•�[ external interfaces must be under the control of isolation techniques, i.e., white 

list-based filtering of message flows between different segments 
Area of Application Best Practice 
Free Access (Y/N) Y 
Reference / Source Cybersecurity Best Practices for Modern Vehicles 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://www.nhtsa.gov/sites/nhtsa.dot.gov/files/documents/812333_cybersecurityformodernve
hicles.pdf 

Chapter / Page 6.7.7 and 6.7.11 (pages 19 and 20) 

 

Category 3.1.4 Security 
Stakeholder NIST 

ENISA 
Abstract Inmutable logs must be generated by all the components of the IoT platform. This will allow 

detecting threats, their origin and nature. Also to implement preventive actions. The data 
collection shall not be limited to attacks or incidents but also extended to positive outcomes 
identified by the vehicle. 

Area of Application Best Practice 
Free Access (Y/N) Y 
Reference / Source Cybersecurity Best Practices for Modern Vehicles 

Cyber Security and Resilience of smart cars 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://www.nhtsa.gov/sites/nhtsa.dot.gov/files/documents/812333_cybersecurityformodernve
hicles.pdf 
https://www.enisa.europa.eu/publications/cyber-security-and-resilience-of-smart-
cars/at_download/fullReport 

Chapter / Page 6.7.9 (page 20) 
Page 53 

 

Category 3.1.5 Security 
Stakeholder NIST 

ENISA 
Abstract Communications between all components of the IoT platform (including Smart Objects) must  be 

encrypted with valid certificates (mutual authentication) 
Area of Application Best Practice 



Free Access (Y/N) Y 
Reference / Source Cybersecurity Best Practices for Modern Vehicles 

Cyber Security and Resilience of smart cars 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://www.nhtsa.gov/sites/nhtsa.dot.gov/files/documents/812333_cybersecurityformodernve
hicles.pdf 
https://www.enisa.europa.eu/publications/cyber-security-and-resilience-of-smart-
cars/at_download/fullReport 

Chapter / Page 6.7.10 (page 20) 
Page 55 

 

Category  3.1.6 Security 
Stakeholder NIST 
Abstract Smart objects must implement real-time intrusion detection measures and response methods to 

���v�•�µ�Œ�����‰�Œ���•���Œ�À�]�v�P���š�Z�������Œ�]�À���Œ�[�•�������]�o�]�š�Ç���š�}��control the vehicle 
Area of Application Best Practice 
Free Access (Y/N) Y 
Reference / Source NHTSA and Vehicle Cybersecurity 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://www.nhtsa.gov/sites/nhtsa.dot.gov/files/documents/nhtsavehiclecybersecurity2016.pdf  
Chapter / Page Page 3 

 

Category 3.1.7 Security 
Stakeholder NIST 
Abstract Highly Automated Vehicles (HAVs) shall implement fall back mechanisms that transitions the 

vehicle to a minimal risk condition when a problem is encountered 
Area of Application Best Practice 
Free Access (Y/N) Y 
Reference / Source Federal Automated Vehicles Policy  
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

M 

Sources https://www.nhtsa.gov/sites/nhtsa.dot.gov/files/federal_automated_vehicles_policy.pdf  
Chapter / Page Page 19 

 

Category 3.1.8 Security 
Stakeholder ENISA 
Abstract Protect remote monitoring and administration interfaces 
Area of Application Best Practice 
Free Access (Y/N) Y 
Reference / Source Cyber Security and Resilience of smart cars 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://www.enisa.europa.eu/publications/cyber-security-and-resilience-of-smart-
cars/at_download/fullReport  

Chapter / Page Page 44 



 

Category 3.1.9 Security 
Stakeholder ZVEI 
Abstract The objective of this paper is to increase management awareness about the nature of the 

challenges which the automotive industry faces as it moves towards large- scale deployment of 
automated and eventually autonomous, networked vehicles. 

Area of Application Position Paper 
Free Access (Y/N) Y 
Reference / Source Cyber Security Challenges in Automotive 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://www.zvei.org/fileadmin/user_upload/Presse_und_Medien/Publikationen/2016/August/Cy
ber_Security_Challenges_in_a_Changing_Automotive_Industry/Cyber-Security-Challenges-
Changing-Automotive-Industry-Position-Paper.pdf  
 

Chapter / Page Page 2-4 

 

Category 3.1.10 Privacy 
Stakeholder NIST 
Abstract Generally, vehicle data shared with third parties should be de-identified (i.e., stripped of elements 

that make the data directly or reasonably linkable to a specific HAV owner or user) 
Area of Application Best Practice 
Free Access (Y/N) Y 
Reference / Source Federal Automated Vehicles Policy 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

L 

Sources https://www.nhtsa.gov/sites/nhtsa.dot.gov/files/federal_automated_vehicles_policy.pdf  
Chapter / Page Page 20 

 

Category 3.1.11 Privacy 
Stakeholder NIST 
Abstract Data sharing and exchange must be in accordance with privacy and security agreements and 

notices applicable to the vehicle or with owner/user consent. 
Area of Application Best Practice 
Free Access (Y/N) Y 
Reference / Source Federal Automated Vehicles Policy 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://www.nhtsa.gov/sites/nhtsa.dot.gov/files/federal_automated_vehicles_policy.pdf  
Chapter / Page Page 20 

 

Category  3.1.12 Privacy 
Stakeholder NIST 
Abstract Choice: vehicle owners must be able to customize aspects regarding how their data are collected, 

�‰�Œ�}�����•�•�����Y 
Area of Application Best Practice 
Free Access (Y/N) Y 
Reference / Source Federal Automated Vehicles Policy 



Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

L 

Sources https://www.nhtsa.gov/sites/nhtsa.dot.gov/files/federal_automated_vehicles_policy.pdf  
Chapter / Page Page 21 

 

Category 3.1.13 Privacy 
Stakeholder NIST 
Abstract Minimization and retention: data must be collected and retain only for as long as necessary 
Area of Application Best Practice 
Free Access (Y/N) Y 
Reference / Source Federal Automated Vehicles Policy 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://www.nhtsa.gov/sites/nhtsa.dot.gov/files/federal_automated_vehicles_policy.pdf  
Chapter / Page Page 21 

 

Category 3.1.14 Privacy 
Stakeholder NIST 
Abstract Integrity: the IoT platform must implement measures to maintain the accuracy of personal data. 
Area of Application Best Practice 
Free Access (Y/N) Y 
Reference / Source Federal Automated Vehicles Policy 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://www.nhtsa.gov/sites/nhtsa.dot.gov/files/federal_automated_vehicles_policy.pdf  
Chapter / Page Page 21 

 

Category  3.1.15 Privacy 
Stakeholder NIST 

European Commission 
Abstract Transparency: explain how any entity of the IoT platform collects, uses, shares, secures , audits 

and destroys data generated by vehicles. 
Area of Application Best Practice 
Free Access (Y/N) Y 
Reference / Source Federal Automated Vehicles Policy 

The r-evolution of driving: from Connected Vehicles to Coordinated Automated Road Transport 
(C-ART) 

Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

L 

Sources https://www.nhtsa.gov/sites/nhtsa.dot.gov/files/federal_automated_vehicles_policy.pdf 
http://publications.jrc.ec.europa.eu/repository/bitstream/JRC106565/art_science_for_policy_rep
ort_1-soa_final_tobepublished_online.pdf  

Chapter / Page Page 21 
Page 59 

 

Category 3.1.16 Privacy 
Stakeholder NIST 



European Commission 
Abstract Respect for Context: data processing must be limited to the purposes for which they were 

collected 
Area of Application Best Practice 
Free Access (Y/N) Y 
Reference / Source Federal Automated Vehicles Policy 

The r-evolution of driving: from Connected Vehicles to Coordinated Automated Road Transport 
(C-ART) 

Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://www.nhtsa.gov/sites/nhtsa.dot.gov/files/federal_automated_vehicles_policy.pdf 
http://publications.jrc.ec.europa.eu/repository/bitstream/JRC106565/art_science_for_policy_rep
ort_1-soa_final_tobepublished_online.pdf  

Chapter / Page Page 21 
Page 61 

 

Category  3.1.17 Privacy 
Stakeholder ISO 
Abstract Unlinkability: a vehicle owner or driver must not be linked if he uses different vehicles 

Ensures that a user may make multiple uses of resources or services without others being able to 
link these uses together 

Area of Application Standard 
Free Access (Y/N) Y 
Reference / Source ISO/IEC CD 27550 

 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources  
Chapter / Page Whole Document 

 

Category 3.1.18 Trust 
Stakeholder NIST 
Abstract Vehicle to Vehicle (V2V) and Vehicle to Infrastructure (V2I) communications must implement 

public key infrastructure-based systems that provides certificates to enforce authentication. 
Area of Application Best Practice 
Free Access (Y/N) Y 
Reference / Source NHTSA and Vehicle Cybersecurity 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://www.nhtsa.gov/sites/nhtsa.dot.gov/files/documents/nhtsavehiclecybersecurity2016.pdf  
Chapter / Page Page 3 

 

Controls 
 

Category  3.2.1 Security 
Stakeholder NIST 
Abstract Smart Objects (i.e., connected and autonomous vehicles ) may limit the ability to modify or 

update firmware 
Area of Application Best Practice 



Free Access (Y/N) Y 
Reference / Source Cybersecurity Best Practices for Modern Vehicles 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://www.nhtsa.gov/sites/nhtsa.dot.gov/files/documents/812333_cybersecurityformodernve
hicles.pdf 

Chapter / Page 6.7.5 (p18) 

 

Category  3.2.2 Security 
Stakeholder NIST 
Abstract �^�u���Œ�š���K���i�����š�•�[�����Æ�š���Œ�v���o���]�v�š���Œ�(�������•���u�µ�•�š���������µ�v�����Œ���š�Z�������}�v�š�Œ�}�o���}�(���]�•�}�o���š�]�}�v���š�����Z�v�]�‹�µ���•�U���]�X���X�U���Á�Z�]�š����

list-based filtering of message flows between different segments 
Area of Application Best Practice 
Free Access (Y/N) Y 
Reference / Source Cybersecurity Best Practices for Modern Vehicles 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://www.nhtsa.gov/sites/nhtsa.dot.gov/files/documents/812333_cybersecurityformodernve
hicles.pdf 

Chapter / Page 6.7.7 and 6.7.11 (pages 19 and 20) 

 

Category  3.2.3 Security 
Stakeholder NIST 

ENISA 
Abstract Immutable logs must be generated by all the components of the IoT platform. This will allow 

detecting threats, their origin and nature. Also to implement preventive actions. The data 
collection shall not be limited to attacks or incidents but also extended to positive outcomes 
identified by the vehicle. 

Area of Application Best Practice 
Free Access (Y/N) Y 
Reference / Source Cybersecurity Best Practices for Modern Vehicles 

Cyber Security and Resilience of smart cars 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://www.nhtsa.gov/sites/nhtsa.dot.gov/files/documents/812333_cybersecurityformodernve
hicles.pdf 
https://www.enisa.europa.eu/publications/cyber-security-and-resilience-of-smart-
cars/at_download/fullReport 

Chapter / Page 6.7.9 (page 20) 
Page 53 

 

Category  3.2.4 Security 
Stakeholder NIST 

ENISA 
Abstract Communications between all components of the IoT platform (including Smart Objects) must  be 

encrypted with valid certificates (mutual authentication) 
Area of Application Best Practice 
Free Access (Y/N) Y 
Reference / Source Cybersecurity Best Practices for Modern Vehicles 

Cyber Security and Resilience of smart cars 



Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://www.nhtsa.gov/sites/nhtsa.dot.gov/files/documents/812333_cybersecurityformodernve
hicles.pdf 
https://www.enisa.europa.eu/publications/cyber-security-and-resilience-of-smart-
cars/at_download/fullReport 

Chapter / Page 6.7.10 (page 20) 
Page 55 

 

Category  3.2.5 Security 
Stakeholder NIST 
Abstract Smart objects must implement real-time intrusion detection measures and response methods to 

���v�•�µ�Œ�����‰�Œ���•���Œ�À�]�v�P���š�Z�������Œ�]�À���Œ�[�•�������]�o�]�š�Ç���š�}�����}�v�š�Œ�}�o���š�Z�����À���Z�]���o�� 
Area of Application Best Practice 
Free Access (Y/N) Y 
Reference / Source NHTSA and Vehicle Cybersecurity 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://www.nhtsa.gov/sites/nhtsa.dot.gov/files/documents/nhtsavehiclecybersecurity2016.pdf  
Chapter / Page Page 3 

 

Category  3.2.6 Security 
Stakeholder NIST 
Abstract Highly Automated Vehicles (HAVs) shall implement fall back mechanisms that transitions the 

vehicle to a minimal risk condition when a problem is encountered 
Area of Application Best Practice 
Free Access (Y/N) Y 
Reference / Source Federal Automated Vehicles Policy  
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

M 

Sources https://www.nhtsa.gov/sites/nhtsa.dot.gov/files/federal_automated_vehicles_policy.pdf  
Chapter / Page Page 19 

 

 

Category  3.2.7 Trust 
Stakeholder NIST 
Abstract Vehicle to Vehicle (V2V) and Vehicle to Infrastructure (V2I) communications must implement 

public key infrastructure-based systems that provides certificates to enforce authentication. 
Area of Application Best Practice 
Free Access (Y/N) Y 
Reference / Source NHTSA and Vehicle Cybersecurity 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://www.nhtsa.gov/sites/nhtsa.dot.gov/files/documents/nhtsavehiclecybersecurity2016.pdf  
Chapter / Page Page 3 

 

Category  3.2.8 Privacy 



Stakeholder NIST 
Abstract Generally, vehicle data shared with third parties should be de-identified (i.e., stripped of elements 

that make the data directly or reasonably linkable to a specific HAV owner or user) 
Area of Application Best Practice 
Free Access (Y/N) Y 
Reference / Source Federal Automated Vehicles Policy 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

L 

Sources https://www.nhtsa.gov/sites/nhtsa.dot.gov/files/federal_automated_vehicles_policy.pdf  
Chapter / Page Page 20 

  



Specific Requirements and Controls -  Autonomous Systems / Assistive 
Robots 
 

Requirements  
 

Category  4.1.1 Security / Access Control / Integrity / System and Communications Protection 
Stakeholder Robot Developers, OEM, ODM 
Abstract Future robotic systems will be situated in highly networked environments where they 

communicate with industrial control systems, cloud services or other systems at remote 
locations. In this trend of strong digitization of industrial systems (also sometimes referred to as 
Industry 4.0), cyber-attacks are an increasing threat to the integrity of the robotic systems at the 
core of this new development. It is expected, that the Robot Operating System (ROS) will play an 
important role in robotics outside of pure research-oriented scenarios. ROS however has 
significant security issues which need to be addressed before such products should reach mass 
markets. In this paper we present the most common vulnerabilities of ROS, attack vectors to 
exploit those and several approaches to secure ROS and similar systems. We show how to 
secure ROS on an application level and describe a solution which is integrated directly into the 
ROS core. Our proposed solution has been implemented and tested with recent versions of ROS, 
and adds security to all communication channels without being invasive to the system kernel 
itself. Evaluation of ROS security and detailed description of possible attacks. Light-Weight 
precautions to harden ROS at application-level. Minimally invasive changes towards hardening 
the ROS core. Penetration testing tool support for ROS. Usable security and key-management in 
ROS. 
 

Area of Application Robot Cyber-Security  
Free Access (Y/N) N 
Reference / Source Security for the Robot Operating System 
Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://dl.acm.org/citation.cfm?id=3165569  
Chapter / Page Whole Document 

  

Category 4.1.2 Security / Integrity / Audit Controls / Planning and Contingency 
Stakeholder ISO 
Abstract The purpose of ISO/TS 21547:2010 is to define the basic principles needed to securely preserve 

health records in any format for the long term. It concentrates on previously documented 
healthcare specific archiving problems. It also gives a brief introduction to the general archiving 
principles. Unlike the traditional approach to standardization work, where the perspective is 
that of modelling, code sets and messages, this Technical Specification looks at archiving from 
the angle of document management and related privacy protection. 
 
In ISO/TS 21547:2010 archiving is understood to be a wider process than just the permanent 
preservation of selected records. 
 
ISO/TS 21547:2010 defines architecture and technology-independent security requirements for 
long-term preservation of EHRs having fixed content. 
 
ISO/TS 21547:2010 and a complementary Technical Report, ISO 21548, concentrate on the 
security requirements (integrity, confidentiality, availability and accountability) necessary for 
ensuring adequate protection of health information in long-term digital preservation. This 
Technical Specification will also address privacy protection requirements for both the EHR and 
eArchiving systems used in the healthcare environment. 
 



ISO/TS 21547:2010 defines functional security requirements for long term archiving of EHRs, but 
the practical archiving models and technology required are outside the concept of this Technical 
Specification. 

Area of Application Electronic Healthcare Records (EHR) �t secure preservation 
Free Access (Y/N) N 
Reference / Source ISO/TS 21547:2010  

Health informatics -- Security requirements for archiving of electronic health records -- 
Principles 

Relevance 
(Low-impact, 
Moderate- 
impact, 
High-impact) 

H 

Sources https://www.iso.org/standard/44479.html  
Chapter / Page Chap. 8 �t Policies and Resposibilities 

Chap. 9 �t Security and Privacy Architecture. 
Chap. 10 �t Security and Privacy Protection Requirements. 

 

Category 4.1.3 Security  / Integrity / Audit Controls / Planning and Contingency 
Stakeholder ISO 
Abstract ISO/TR 21548:2010 is an implementation guide for ISO/TS 21547. ISO/TR 21548:2010 will 

provide a methodology that will facilitate the implementation of ISO/TS 21547 in all 
organizations that have the responsibility to securely archive electronic health records for the 
long term. ISO/TR 21548:2010 gives an overview of processes and factors to consider in 
organizations wishing to fulfil requirements set by ISO/TS 21547. 

Area of Application Electronic Healthcare Records (EHR) �t secure preservation (long term) 
IT applications in health care technology 

Free Access (Y/N) N 
SOReference / 
Source 

ISO/TR 21548:2010 Health informatics -- Security requirements for archiving of electronic health 
records �t Guidelines 

Relevance 
(Low-impact, 
Moderate-impact, 
High-impact) 

H 

Sources https://www.iso.org/standard/44480.html  
Chapter / Page Chap. 6 �t Responsibilities and Policies. 

Chap. 7 �t Design and Implementation. 
Chap. 8 �t Implementation of Security Requirements. 
Chap. 9 �t Security and Privacy Protection Controls and Instruments 

 

Category 4.1.4 Security / Integrity / Confidentiality / Transmission Security / Information Access 
Management 

Stakeholder ISO 
Abstract ISO 27799:2016 gives guidelines for organizational information security standards and 

information security management practices including the selection, implementation and 
management of controls taking into consideration the organization's information security risk 
environment(s). 
It defines guidelines to support the interpretation and implementation in health informatics of 
ISO/IEC 27002 and is a companion to that International Standard. 
ISO 27799:2016 provides implementation guidance for the controls described in ISO/IEC 
27002 and supplements them where necessary, so that they can be effectively used for 
managing health information security. By implementing ISO 27799:2016, healthcare 
organizations and other custodians of health information will be able to ensure a minimum 
requisite level of security that is appropriate to their organization's circumstances and that will 
maintain the confidentiality, integrity and availability of personal health information in their 
care. 












































































