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Executive Summary

The evolution of the 10T requires an approach to security and privacy, which is agile and supports
unforeseen changes, across a wide range of quite different technologies and applications. It
requires an approach, which recognizes a glazrosystem consisting of different sectors using
common solutions developed independently, compliant with a common set of principles but
implementing a sector specific interpretation of security. A common foundation for this may be
the application of saqity at the data level. Entb-end security across a dewit®application

model with secure data analytics may also be part of the solufiohAAt p149]

Disregarded security requirements represent a special challenge. They are based on historically
founded architectural inadequacies and faulty implementations. The introduction of new
technologies such dsaternet of ThingslfT) into this inadequate environment inevitably leads

to high risks. Therefore, excellent performance is requiredatalyse and prioritize the
complexity of the broad requirements of the verticals involved.

Considering the limitations and gagy S} C/[e¢ <}o u$]}o¥sétdEtySrzthis reportwe
assessdand prioritzed ¢« | Z}o Ee+[ E <pu]E u vEe }v N usErp§gdihghheE]A C
SecureloT services.

An extensive survey on stakeholder requirements including regulators, authorities,
standardization bodies, global IoT initiatives has been drawn up. This ssheys the broad
range of§} CJ[e+ 3 | Z[} A ]dBwhatsecurity in 0T shall be abb

In the SecureloT use case scenarios rultid and thus mudil-platform requirements were
identified in D2.1 TZ 35 | Z}o E+[ &E «<aghik ilwswrade nowadays focus on
overarching requirementmainlyrelatedto cloud security protecting services at the core.

The identified requirements have been clustered and weighted by the participants including their
stakeholder views as members of initiatives, platform providers and 10T solution prolakeed
on a Kandype approach

During the analysis phase it became clear that the different verticals were "caught" in their
security view and that several iteration steps were necessary to develop a common
understanding of security. This was compounded by the factttitetunderlying Global Security
Metrics first had to be reconciled due to varying degrees of maturity.

Finally the task leaders in the implemeation Work Packages, namaiP3, WP4, WP5 and use
case partners in the WP6 used these requirements as basig\spgdhe core requirements for
the development of the SecureloT service components.

The requirements for the SecureloT platform will be checked regarding legal implications in a
later step (i.e. task T2.5).
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Definitions, Acronyms and Abbreviations

GenericDefinitionssee Annex 7.1

GenericAcronyms

Acronym | Title

Al Artificial Intelligence

AIOTI Alliancefor Internet of Things Innovation

CCTV Closed Circuit Television

(6{0) Confidential, only for members of the consortium (including Commission Ser
CR Change Request

D Demonstrator

DL Deliverable Leader

DM Dissemination Manager

Dx Deliverablgwhere x defines the deliverable identification number e.g. D1.1.1
DDoS Distributed Denial of Service

DIN Deutsches Institut fir Normung

DMS Document Management System

DoA Description of Action

DVR Digital Video Recorders

EU European Union

EIM Exploitation Innovation Manager

ETSI European Telecommunications Standards Institute

elDAS electronic IDentification, Authentication and trust Services
ENISA | European Network and Information Security Agency

FM Financial Manager

GDPR General Dat#@rotection Regulation

IT Information Technology

IDE Integrated Development Environments

IEC International Electrotechnical Commission

lc Industrial Internet Consortium

10T Internet of Things

ISA International Society of Automation

ISO InternationalOrganization for Standardization
IEEE Institute of Electrical and Electronics Engineers
IETF Internet Engineering Task Force

lloT Industrial Internet of Things

IIRA Industrial Internet Reference Architecture

IISF Industrial Internet Securitiframework

KPI Key Performance Indicator

MSx project Milestone (where x defines a project milestone e.g. MS3)
Mx Month (where x defines a project month e.g. M10)
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NIS Network and Information Security (directive)
NIST National Institute of Standards aricechnology
NHTSA | National Highway Traffic Safety Administration
O Other

oT Operational Technology

OEM Original Equipment Manufacturer

OWASP | Open Web Application Security Project

P Prototype

PC Project Coordinator

PM partner Project Manager

PO Project Officer

PP Restricted to other programme participants (including the Commission Servid
PU Public

PAC Pierre Audin Consulting

PEP Policy Enforcement Point

Pl Personally Identifiablenformation

QA Quiality Assurance

QAP Quiality AssurancBlan
QFD Quiality Function Deployment

QM Quality Manager

R Report

RE Restricted to a group specified by the consortium (including Commission Sef
RAMI Reference Architecture Model Industrie

SIL Safety Integrity Levels

STM Scientific andl'echnical Manager

SaaS Software as a Service

SECaaS | Security as a Service

TL Task Leader

VDE Verband der Elektrotechnik, Elektronik und Informationstechnik
VDI Verein Deutscher Ingenieure

WP Work Package

WPL Work Package Leader
WPS Work Packagé&tructure
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1 Overview and Introduction

The evolution of the 10T requires an approach to securitypamecy, whichs agile andsupports
unforeseen changes, across a wide range of quite different technologieapgtidations. It
requires amapproach, whichrecognizes global ecosystem consistingdfferent sectors using
common solutions developed independently, compliant wittommon set of principles but
implementing a sector specific interpretation of setgurA common foundation for this may be
the application of security at the data level. EHoeend security across a devite-application
model with secure data analytics may also be pathefsolution[IoTAAt p149]

This has been illustrated by theell-known Cv 8§88 | }( K §} @& 1iioX Cv[e JV(E *SC
hacked by cybecriminals who run a Distributed Denial of Servib®¢S) attack. 10T devices

including CCTV (Closed Circuit Television) cameras RVR (Digital Video Recordersere
hijackedbas }v §Z ~D]J]E ]_u oA E X WE}Iu]v v8 *]§ « epu Z « dA]35 EI
Reddit and Tumblr were unreachable for several hobigure 1.11 shows a heat map of the
attack[DYN16]

N u@E /}d[e  }wpreblicBve Security is aligned to security architecture principles laid out in
standard based reference architectures. The latter standard based security architectures make a
clear distinction between edge and core security mechaniges kgure 1.1.2)

The Edge is the place where vertical 10T begins or ends, e.g. Industrial Control System
components, Manufacturing Execution Systems, Programmable Logic Controllers, robots,
sensors, loT gateways. The edge must also deal with legacy infrastructures gineedhe

to protect existing investments.
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The Core encompasses loT based business processes, which define value added services.
The core will connect, manage, processalyseand provide overall control dhdustrial
loT(lloT) devices.

In this eventwe see the Core of the 10T including management, preegsanalysis and control

of loTdevices being attacked out of tHedge where the*§Z]vPe (& o0} § X dZ]e ] §Z
point of SecureloTSecurity in an ecosystem of dynamic interactions arahges depends on
continuous and reliable analysis, threat intelligence and decision support by analytical in

the Edge and the Core from the point of the project.

With this in mind SecureloT is motated by the need to support cybeecurity in scenarios
involving crosglatform interactions and interactions across networks of smart objects (i.e.
objects with semiautonomous behaviour and embedded intelligence), which require more
dynamic, scalable, deatralized and intelligent 10T security mechanisf@ee the descriptionf
Task 2.Dbjective in the proposal (p53):

dZ]e 8 I AJoo 0] 18 v VOoOCe 5| Z}o Ee+[ & <p]E u vSe (]
privacy and trust, using a variety of requiremeatslysis modalities such as review of

state of the art, analysis of feedback from stakeholders, analysis of projects, initiatives

and standards in IoT security and more. Emphasis will be paid in identifying and
documenting the requirements and viewpoirgk IoT platform providers, 10T security

solution providers, 10T solution integrators and OEMs. Moreover, requirements associated

with the increased use of smart objects and rmpilitform interactions in 10T applications

will be considered.

This task wilprovide input for the technical WPs as a guidance or requirements catalogue to
build the target system.

The deliverable describes thaore requirements of stakeholders in lodith respect to the
foreseenSecureloBervices based on the Security as a $er@ECagParadigm.
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The loT promises tremendous business potenth the otherhand following a survey by
Cognizant and PAC [CPML17] interviewing senior business and IT dewkers with
responsibility for driving innovation strategies at 250 large European manufacturing companies
‘Data security and privacy concerns top the list oflehges that are slowing down IoT adoption

for 70% of the companies. Apart from fears of cydtacks, there are also mounting regulatory
burdens, especially ahead of the General Data Protection Regulation (GDPR).

Newly available IoT assets will create major security issues. Mobile services and mobile apps are
part of the l0T ecosystems and are insecure. Outsourcing may disrupt protection, in articul
Software as a Service (SaaS). The growth of virtualization may create major market opportunities.
For instance, Software Defined Networks (virtualized networks) require verification and audit
capabilitieslt is essential to ensure the sedyrof key dements factors of I0oT ecosystelnased

on the principle of security by design.

The often ilconsidered implementation of 10T solutions may endanger business success and the
daily life of everyoneFor these reasons the market will offer a wide ganof lusiness
opportunities for Security services

With the fundamental role of security, privacy and trust for future 10T services facilitdtigg
to-day operationsaand developmenbf secure I0T solutions like

Threatmonitoring, managemenand intelligence
Trustworthiness

Management of risk and compliance
Developmentand deployment of securef loTsolutions

These solutionsvill meet a high market demanoh protection of 10T solutiong-or instancein
Industrie 4.0 related scenarios cressmpany communideéons and business interactions
essentially requirecontinuoustrust regarding partners and integrity of their communications
(e.g. smart objects).
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By type, endpoint security, cloud security, network security, and application security could be the
key segrents of the global market for 0T securiilyMIR1§.

According to the analyst company Gartn&AHR.8] the 10T security market will grow up to about
3.1 billion USD in 2021. With prioritization and implementation of security pestticesthis
could increase by more than 80%.

According to various discussions with stakeholders in AIOTI, Plattform Industrie 4.0, etc. we see
this market still in an early stagéor examplefrom the manufacturing industry point of view
there are different (lisiness) stakeholdsihaving an interest in the things during their use, i.e.
typically the owner of the physical things has an interest to share information with respect to the
thing with other business stakeholderHence,customersatisfaction may diffe widely from

being enthusiastic to complete rejection with the same solution or service in the similar branch.
This is also illustrated by the broad range responses regarding the clustering of requirements (see
chapter 4.2. and chapter 4.3).

Hence, weexpect a broad range of requirements, which need to be narrowed down to a
pragmatic set of core requirements, which can be adapted with market and business
development.

1.3.1 Verticals

The playing field 10T is highly invasive in all industries and one of the essential drivers of the Digital
TransformationAn increasing amount afecurity incidents highlight the need to deploy security
services in all verticals.

Within the various vertals - e.g. manufacturing, health, automotive we see similar
requirements on hardware and software. These developed during many years alongside the
developing ITSecurity practices. However, the organizational prerequisitethe organizational
structures differfrom vertical to vertical
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Gartner also observes thittZ]o ] o HE]SC % 35 Eve Z A v EA o
projects, they have not yet been codified into policy or design tempiataow for consistent

reuse. As a result, technical standards for specific 10T security components in the industry are only
now just starting to be addressed across established IT security standards bodies, consortium
JEP v]I 8]}ve v A v }[BARA8]] v *X_

Moreover, depending on the maturityfathe vertical with respect to ecurity a different
awareness otriticality can be observedhis results in diverseesurity capabilities and levels
Finally, the onsumer sectoprovidesa dramatic attack staceendangering the 10T as a whole.

1.3.2 Legal Areas
Applicable policies and security measures among others are driven by regulations (e.g., GDPR),
directives (e.g. NIS, ePrivacy) and standards (such as 1ISO27001).

We see elaboratedegulationsand rules in everal areas of the worldn the first placehe EU
regulatory framework- especiallyGDPR, NIS, ePrivacyeeds to be consideredSmilar but
competing and sometimes conflicting frameworks are in place e.g. in USA and China.

For exampleFgure 1.3.2llustratesthe global data protection regulation schemes [BP18].

However regulatory compliance will becongmajor issue regarding loT security during the next
years [GAR18]
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1.3.3 Architectures

Reference achitecture (RA) is a synthesis of best pices based on past experienpeovidinga
conceptual framewrk that aims ashaping the futurendimproving over stateof-the-art design
(see dso the FAHEDGE project).

Various |oT architectures have evolveder time Several reference architectures have been
publishedrecentlyeach from a specific point of vieMost prominent examples are

Industrie 4.0 Reference Architecture Model Industrie 4.0 (RIWOM[RAML7]
OpenFoG Reference Architectuf@H@A7]

Industrial Interné ReferenceArchitecture t[IIRALT

FarEdgeReference ArchitectureHEL8]

There are several mappings of those reference architectures available. For example the
collaboration of IIC and Plattform Industrie 4.0 resulted in a mapping o beference
architecturesas illustrated irHgure 1.3.3 and described in [PC15]

In general,these architectures describeultiple layers,as there are field, edge, fogjoud or

core. Within all those layers, the 10T is supposed to drive a massive deployment of things and
systems, expecting very higicalabilityto servethis vast amount of systems. Technologies like
scale out redundancy and sophisticated resource management acrdsyeat nowadays are

key elements used to drive popular internet services.

Finally, attacks on security services provided by an architecture impose specific threats.

1.3.4 Standards
Many standards especiallyon security existin the various field®f application. Howeverthese

standards often are designed feiloslike energy,industry, etc[see Chapter7.2 Requirements

Page |15

Project Title:  SecureloT
Contract No. 779899
Project Coordinator: INTRASOFT International S.A.



D2.2 +$QDO\WLYV RI 6WDNHKROGHUV,Y
Version: v1.0 3 #Final, Date 18/04/201 9

SurveylE(G62351- No. 1.1.13 These standards usuallye hard to apply and their relevance is
changing with progress in technology development

Moreover, 10T is applied in the various application areas, e.g. manufacturing. Hence, the
%0 % 0] S]}v E o[ S Vv E * ~- XPX /N 80 Irole andd@ayendadatoC v Ju%
be extended regarding introduction of IoAmong others ENISA is working on this topic.

1.4.1 Verticals

The various erticals show differentnind-setsand implementatios considering scurity. Hence,

there are verticabkpecific silos, which are hard to synchronize on common requirements. This
synchronization is a very slow process especially as separation of generic requirements from
specific requirements is difficult and often an element of conscious differentiatiothaxe
verticals.

The evolution of silos also is caused by different matuetellson scurity inside the verticals.
For example, in the evolving field of robotics the machinery directive is the latest state of
development.

Moreover,security has beeembedded within RAMI4.0. It is not depicted as an individual layer
or hierarchy level, but impacts upon the whole life-cycle within all layers and at all hierarchy
levels.The needor a holistic approach like in SecureloT is illustrateldF@.6] and in[IDS1T:

Security €chnology must be integrated appropréy: avoid isolated measures

Risk and threat asessments methods are required: e.g. be aware of dependencies
Security within lifecycles: e.g. secure updating

Adapted and newedchrologies are requiredisk-based, tailored to individual needs

Privacy preserving personal assistance systems are required: e.g. aggregation,
anonymization

GAP:Overal| especially regarding the experience within RAMl4\ertical independenholistic
service supportingrossverticaland cross regiothreat managemenby observation angoint
threat intelligenceis lacking yet.

1.4.2 Legal Areas

Similarto previous lack of data protection before GDPR the lack of Security/Privatssign/by
default may be elated to insufficient regulations [GAR18his is expected tchange duringhe
next years as industrieproviding Criticallnfrastructures have to comply with increased
regulations and guidelines thus increasing their awareness and efforts on seqpiyyng loT.

Page |16

Project Title:  SecureloT
Contract No. 779899
Project Coordinator: INTRASOFT International S.A.



D2.2 +$QDO\WLYV RI 6WDNHKROGHUV,Y
Version: v1.0 3 #Final, Date 18/04/201 9

However, plicies and rules chaye and differ from area to area. global common rulesds not
in sight. On the contrary, local regulations and rulesets are competing and conflicting today.
this way assurance of compliance is liedt to specific erticals in abcal area

In any case,it needs to be considered that attackers will use thea with the weakest
regulations as a takeff base.

GAP:Overal] a vertical independent service supporting any verticalmanaging risks and
achievingcomplianceacrossvariouslocalitiesstill is lacking.

1.4.3 Architectures

Many architectures today deploy security, privacy and trust as a separate issue after defining the
core technology principles. This way security, privacy and trust usually are not interwoven in the
various layers of solutions based on those architectur8sll there is the needfor
Security/Privacypy-Design/Default

Moreover, since deployments are linked to more or less centralized platfecailgbility usually
islimited bysuchplatforms

GAP:Finally, with the platform view amdependent service acesthose platforms and their
respectivearchitecturesprotecting the IoT in a holistic way is lacking.
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1.4.4 Standards

A worldwide harmonizations required, wherdnternational regulations need to be transparent
and harmonized. It is not feasible for single countries to work in isolation regarding security in
global IlloT/Industrie 4.0Aharmonized approach based amernational standardst the
international levé is the only way to achieve consistent and trustful security levels, including
small and mediunsized companies.

Within the standards ecosystemansfer of standards acrossgions andverticals takes long

time. Standards need to cope with the increagspeed of innovation and the slow convergence
of maturity levels across the verticals. Moreover, adaptation of new standards to Brownfield
deployments usually is challenging and requires special developments and deployments.

Trustworthinesf products,solutions, and communication is a key issue for industries and their
customers. Théntegrity of the value chain is necessasg theend users can have confidence in
its security.

Trust in this context means that a satisfactory level of confidence cagstablishedand the
partner system (be that a sensor, a machine or a factory) is what it claims to be, fulfil its tasks
and not endanger the business partners by introducing malicious components into the network.

According to the Industrial Intern&ecurity Framework of the 1IC (IISF§F1§the five system
characteristics defining trustworthiness are:

Security
Privacy
Resilience
Reliability
Safety

For exampleSafety in OT is related to IEC 62443 and meets IT requirements like ISO 27000 which
focus on Security. Privacy concerns are discussed widely and are subject of the GDPR in the EU.
Resilience is one of the key characteristics needed to resist DDOS attatks subject to 1SO

and IEC standards. FinaReliability, which is related to NIS regulation and other legal rules, is a
quality feature in both OT and IT.

InthissensetZ § CEu ~"Yu 0]3@C }(AopE]Sv JKPhSs@esiallysin the Induie
4.0 use case scenario. Metrics of requirements (reddgure 1.42) shall be derived from
regulationsand especiallgtandarddike IEC 62443 and 1SO27008ere may be different profiles
for each vertical, based on different rules, legal definitiarsl standards and specifically
weighted functional requirements. Gap analysis per customer (bluegure 1.42) facilitates
development of furthesecurity services and solutionfer instance by providing risk assessment
and complianceservices.
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Security

Privacy

Resilience

=¢=\/ertical ==ll=Customer

Figure 1.4.2 Example of Trust Metrics as Security Quality KPI

GAPFinally, the major pen issuas the definition of a seof core standardscross verticaland
the definition ofmetrics for trustworthiness

Considering the limitations and gapbke specification ofrequirementsof independent services
for operations, compliance te. is the major researcbbjectivein this task. It shall be described
what is necessarp closethe gaps ando mitigate deliberate risks in 0T

A holistic threat maagemen based on monitoring and threantelligence shall be based
on data collectionand data analytics This way support dago-day security monitoring
and risk mitigation(WP3)

The dynamicharacteristics of the 10T, especially within the use cas#éseoproject, are
fundamentally dependent on trustworthiness. Otherwise, any communication may
threaten security ofall the participants. Therefore, a trustworthiness metrics is
instrumental enabling securitgnd data/information interoperability (WP3)

Rek assessment and assurance ofmplianceare typical tasks of information security
management: eview and ad@t policies, audit compdince, recommend measures to
improve policies Risk assessment and compliance auditing servictmll provide
flexibility in implementing different rules and assign different rates to the various.risks
Moreover, auditing shall identify necompliant behaviours and shall provide
recommendations about areas that require attentigvP4, WP5)

A 0}% E-e+[ *Z 00 we applicdtjors as part of their programming efforts
independently from verticabr platform. Refocus development to Security, Privacy and
Trust to byDesign/byDefault andsupport developers implementing the best meaifgr
that. (WP4)
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With this in ming the focus of this task T2.2 te identify and prioritiz the corresponding
stakeholder requirements for thesecomponents

In line with the objectives of SecureloT we have identified carquirements for five
instrumentalcomponentsfor the SecureloT SECaaS and related to the objectives of the project:

Project Title:
Contract No.

Data Collection and Monitoring Infrastructure,
see: Objective 2 Provide adaptive data collection services for Security monitoring of 1oT
entities at multiple levels (Edge, Nodes, Cloud)
Data Analytics Knowledge based predictive 0T Securtity
see: Objective 3t Provide data driven mechanisms for predicting and anticipating the
Securitybehaviourof 10T componentst Enable proactive vulnerabilities identification
through analysis across all levels of an I0T system
TrustworthinessMetrics,
see: Objective 4 Analyse and &rmonize trust relationships and security policies of divers
loT platformsand ecosystems (including smart objedt€£nable enhances situational
awareness and correlation of data sets across domains
Risk Assessment and Compliance
see Objective 5 Implement and provide open SECaaS services over the SecureloT
framework including &curity Risk Assessment, Security Compliance Audits and
A 0}% Ee[ *H%o %o} E S
A 0}% Ee[ "M% %o} ES
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see Objective 5 Implement and provide open SECaaS services oveiSt#wireloT
framework including security rislssessmentsecurity compliancewits andde A 0} %o € « [
support (see alsddgure 1.61)

Considering objective Tintroduce and validate business models for Secta#g-Service for loT
services spanning multiple platforms and ecosystemge prioritized and selected the core
requirements using a pxen method for weighting service requirements.

2 Methodology

Within thistask,we followed a stepwise approach to obtain the core stakeholders requirements
for the envisioned SECaasS services of SecureloT.

The sarting point of our research has been a use case view acco®ingsZ % E}i [« } i S§]A
6 tchallenge and showcase SecureloT innovations through various use casesgagtesarios
in high impact applications with clear market relevance.

The finding listed in chapter three illustrate that the most essential general requirements show

H% E}ee §Z % E&}i S[e e e oX dZpeU Jv (]JE*S8 8 % A (} ps }
concerning those use cases and especially their specific and cenegairements in those
areas.Therefore, within each of the three use case scenarios of the prajéntustrie 4.0,

Connected Cars / Autonomous Vehicles, Assistive Robots irt tagartners and their experts
participating in stakeholder communicatisnollected stakeholder requirement¥his provides

a broad overview without claiming to be complete.

Requirements in the use cases and usage scenarios usually are develsakidhwyldersn the
areas of

Formal law, courtlecisions or executive decisions, e.g. regulations, directives
Governmental bodies, e.g. technical guidelines

Standardization bodies, e.g. technical norms

Associations or industry initiatives, e.g. good industry practices
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Relatedresearch projects defininigest practices

In an initial step the most relevant specific stakeholders were assessed. For a listyof
stakeholders seempendix 72.

Based on publicly available sources and discussions in stakelwddenunities, e.g. AIOTI,
Plattform Industrie 4.0 etc., the partnerscollected the requirements providing first round
input. The list of stakeholders and requirements was refined iteratibglthe SecureloT partners
based orthosefirst round contributionsTherefore, the results of the first roundare discussed
in a workshop of WP2 and WP6 including the leaders of WP3, WP4 and WP5.

The second round inputs were consolidated in the attached survey on requirements (see
appendix7.2+X dZ ¢ <3| Z}o &Ee<[ A] A+ ]oo iof-théark regujrenizhts o8 3
security privacy and trust in loT.

In a further prioritization step $Z }oo § 31 2o Ee+[ & <u]J]E u vse A E
described in chapter 2.2. Finglthe task leaders in the implementing WPs WP3, WP4, WP5 and

use case partnens the WP6 used the identified most relevant requirements as basis specifying

the core requirements for the development of the SecureloT platform.

The requirements for the SecureloT platform will be checked regarding legal implications in a
later step (i.etask T2.5).

This survey waanalysedusingthe dimensions othe Kano model{I94 by the contributors of

this task defining a set of core and prioritized requirements giving guidance for the definition of
architecture and deelopment of the SecureloT SECaaS servides.Kano modeks shown in
Hgure 2.2.1is a wellknown and proven model to prioritize requirements for product or service
development with respect to customer satisfaction. It is instrumental in identifyintpoer
needs, their hierarchy and priorities [U196]. Moreoyiefacilitates quality function deployment.
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Based orthe requirements survey (see chapter2y the requirementgegarding thefive service
components of SecurelqBeealso chapter 1.pwere clusteredalong the two dimensions Area
of Application andhe three criteriaaccording to the KantModel [UI96]:

Must-be

Theserequirementsare fundamental service requirements that are mandatory to meet
customer demand They usally are implied, selévident, not expressed and should be
obvious to the service provider.

Performance

Theserequiremens E e C 8Z pe3}u &E 3} Aopu s 38Z. EA]
Evaluation criteria usually are welitizxulated, specified andneasurable and allow a
technical evaluation.

Attraction

These requirements areusiness relevanas they shall spark customer enthusiasm.
Customers usually are not aware of those requirements. ;thag are not expressed and
customtailored. Meeting thog requirements shatause pe+sS}u delight

In this taskthe clusters were selected by experts of the SecureloT particip@hese experts
are engaged in

Project Title:
Contract No.

communications wh regulatory bodies as ENISAJ. ATOS, FUJITSU, SIEMENS
standards bodie¢e.g. FUJITSU, SIEMENS

various stakeholder communities among the®hOTI, Plattform, Industrie 4.dustrial
Internet Consortiumé.g. AIT, ATOS, FUJITSU, ITSOWL, SIEMENS
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Hence, they provide insights based on communications in these stakeholder forums.
Moreover, most of the participants in SecureloT are engaged in

loT security requirement specification and solution design in their daily work as

consultants (e.gFUJITSU, ITSOWL, P@SSPORT, SIEMENS),

manufacturers (e.gFUJITSU, SIEMENS, IDIADA, ITSOWL)

loT platform providers (e.g. ATOS, FUJITSU, SIEMENS)

Professional 10T users (e.g. ATOS, FUJITSU, IDIADA, ISPRINT, ITSOWL, LUXAI, P@SSPOR
SIEMENS)

Research in 10T Security (e.g. AIT, ATOS, FUJITSU, ITSOWL, P@SSPORT)

Therefore, they provide a deepnderstanding of state of the grtypical market requestand
expertise either from their own role or by theinnformation based on discussions with
stakeholders outside¢he consortium, e.g. from worgroup participation in initiatives or from
their daily professional activities and best practicéghis approach supersedes tlo®emmon
stakeholder survey.

. }v §8Z]e A% ES]e SZ }oo § *§ |weleocluGiergdier seryid® u vsSe
component t i.e. Data Collection infrastructuteKnowledge bask Trust Metrics Risk
Assessment and Compliancer8ees A 0} % E e[ o irdsdstde S Performance and
Attraction requirements according to Overarching, Industrie 4.0, Connected Cars / Autonomous
Vehicles, Socially Assistive Robdtsese clustersd ps3E 3 3Z 31 Z}o E<[ A] A }v [}
requirements of today.

In a final step the task leaders of WP3, WP4 and WP5 in charge of the development of the
SecureloT service components and use case partierd A op 8§ 3$Z u}e3 E o A v§ §
stal Z}o E-<[ E «uTHs wayad set afore requirements per task in WP3, WP4 and WP5

were developed.
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3 GeneralFindings

Applicable policies and security measures among others are driven by regulations (e.g., GDPR),
directives (e.g., NI®Privacy) and standards (suchle€ 62443andISO27001).

The ultimate goal of the architecture is to provide concrageurityservicedollowing theSECaaS
paradigm The delivery of these services is facilitated by the development and maintenance of a
security knowledge base, where metadata about 10T entities (i.e. objects platforms etc.) are
registered along with knowledge collected and summarized based on multiple publicly available
threat intelligence sources. Note that the security services of tlohitacture are offered as a
service based on a Securdga-Service (SECaaS) paradigm.

There are numerous requirements of stakeholders regardsegurity, privacy and trust
consideringthe sectors of theuse case scenario&mong thesedimensions,trust is usually
defined only indirectly. Direct definitions of trust usually are linked with IT and Trust Services (e.g.
elDAS). Igeneralwe have observed marigternational and especially ki&&sed sources.

Oftenthe sources describieindamental IT ad OT scurity practicesLots of them originate from
commonIT orOT requirementsand typical sector requirement§.he number of documents
describing requirements aherged IT/ORpplications is limited andariesbetween the use case
scenariosaccordingo their level of maturity

Requirements (and so far described controls) may be structured into two major categories.
Overarching or generic requirements that are the same or rather similar across any use case
scenario. In addition to those overarchingqgrerements and controls, we see specific
characteristics in each use case scenario. Depending on the levels of maturity inside the use case
area, these characteristics are more or less sophisticated.

Overaching requirements describe general requirements no loTand CloudSecurity
independent of the use cases. For examptmsidering loIPlatforms (single or multiple platform
interactions) and the common connection by a cloud service, major requirements shall be
introduced also by Cloud Security related itgo Those may be:

Requirements by legislators or regulatodefined e.g.by the EuropeartJnionin GDPR,
NIS, ePrivacy, elDAS, etc.

Recommendations or Technical Standards,sethy ENISA, NIST, IEISO/IEC, DIN, etc.
Best Practices, e.g. G Plattform Industrie 4.0and otherbusiness communities

Use case scenarios related requirementsuallydescriberequirements related to the specific
vertical and application area like Industrie 4.0, Connected Cars / Autonomous Vehicles, Socially
Assistve Robots. These requirements take the characteristics of the application area into account
and focus on it. However, these requirements also result from the three stakeholder
communities mentioned above. Depending on the history of each application affesedt
Page |25
Project Title:  SecureloT

Contract No. 779899
Project Coordinator: INTRASOFT International S.A.



D2.2 +$QDO\WLYV RI 6WDNHKROGHUV,Y
Version: v1.0 3 #Final, Date 18/04/201 9

security awareness,security expertise and regulations are in place illustrating the level of
maturity in terms ofcybersecurity

Thus in the three use case scenariosf the project, we see different levels afaturity about
cybersecurity. In thendustrial loT community, security is a key topic, widely discussed in various
initiatives and associations. Several approaches towards security exist, e.g. the Industrial Internet
Security Framework. Hence, we gathered input from various sources iregeanch.

The area of smart objects is less mature about Cybersecurity since thjsrfigieheral is at an
earlystage of development. The field of Connected Cars / Autonomous Vehicles has been under
developmentfor a while now and awareness Gl/bersecurity leagto the adoption of this topic.
Fundamental requirements hawareadybeen developed and some sousmanalsobe found

The area oBociallyAssistive Robots it emerging. Due to the very early stage, many questions
arisefrom the functionalrequirements. Awareness @ybersecurity is rising but on a low level of
maturity. Hence, general sources considering security, privacy and trust in healthcare lay out the
scene and specific requirements shall be derived from those and the matare use case
scenarios.

There are competing and sometimes contradictory requirements, e.g. in industriidr@e, we
need to select and prioritizeore and secondaryequirements according to our use case
scenarios and the scope of the SecureloT SE&gaBach.

This section offera hightlevelview of the different sourcesf requirements (stakeholderdut

does not intend to make any statement with regard to the specific steps necessary for compliance
of the SecureloT use cases with the legal requirements. This will rather be the main aspect of
T2.5etal.

However, for working with the stakeholder regaiments defined in this task within the project,

it should be beneficial to have a basic understanding of the hierarchical order, in which the
different stakeholders and their respective requirements are connected. This hiersinettiybe
briefly outlinedbelow.

Table 3.1  Regulation Hierarchy

Level | Stake Type of Examples Binding Abstradion | Scope (e.qg.
holder Norm effect level territorial)
1 European | Constitu Charta of Human Rights, Binding High Entire EU
Union tional level | Treaty on the Functioning of
the European Union
2 European | Formal law | Directives and Regulations, | Binding High Entire EU
Union e.g. GDPR, NIS, ePrivacy
3 European | Court Case 582/14t Patrick Breyer | Binding Medium; Entire EU
Court of decision vs Germany: finding that IP application
Justice addresses are personal data
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to specific
case
4 EU Com Exective Commission adequacy Binding High Entire EU
mission or | Decisions decisions for third countries
agencies
5 EU Com Recom Art. 29 Data Protection Binding only | Medium; Entire EU
mission or | mendaions | t}EI]vP W ESC ~d( ifreferenced | concreti
agencies | and tech 'u] olv - _V by law; zation of
nical stan ETSI technical Norms: otherwise law
dards ENISA recommendations | eXpert
opinion
6 Member Constitu National constitution Binding High Member
State tional level State
7 Member Formal law | National (federal) law, e.g. Binding High Member
State German Federal Data State
Protection Act (BDSG);
International Treaties
(ratified)
8 National Court German constitutional court | Binding Medium; Member
courts decision (1BvR2368/06) on legality of application | State
video surveillance of public to specific
areas case
9 National Exective CNIL (FR); ICO (Uiexisions | Binding High Member
executive | Decisions State
10 National Recom AN AEGrundschutz Binding only | High Member
executive | menddions | <}u% v Jpu_ C ' ]| ifreferenced State
and tech Federal Agency for Security i| by law;
nical stan Information Technology; otherwise
dards expert
opinion
11 Inter- Techical ISQ, IETF, IEEENorms Expert Medium; Worldwide
national Stardards opinion filling in the
Standards technical
Organi details not
zations specified by
law
12 Private Best practice| AIOTIVDI, VDE, IIC, etc. Depends; Low; Worldwide
Initiatives | recom Expert concrete
menddions opinion, technical
industry instrudions
recom
menddion
13 Individual | Opinion Statements of NGOs or Nonbinding, | Low Worldwide
persons commercial associations; all | but may be
(legal or secondary literature argumen
natural) tatively
persusive
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Any set of requirements on any particular hierarchy level must be fully compliant with all sets of
requirements on all higher levels in the hierarchy.

Insofar as Member States hasab-divisions on state, department, province or communal level,
the levels 610 would need to be duplicated and inserted between level 10 and 11.

The binding effect is viewed from the angle any given court of law would see them, e.g. in
proceedings of a qervisory authority against (a member of) the consortium, or a lawsuit for
damages following a security/safety incident.

This hierarchy will be used within T2.5 auditing the legal and regulatory compliance of the
prioritized SecureloTrequirements (see chaer 44) giving advice to the work packages WP3,
WP, WP5 for further development.

In general, weobservetwo dimensions. First, there are requirements that shall ensure Security,
Privacy and Trust.

Security requirements ensuriat the confidentiality, integrity and availability of information
being processed, stored or transmitted by the information  system.
Privacy requirements advance individual privacy with an organizations creation, collection, use,
processing, storage, maeanance, dissemination, disclosure or disposal of Personal Identifiable
Information (PIl). Thisan be usedn a variety of context from policy and oversigbktated
activities to lifecycle activities that involve information systems development and egging
disciplines.

Trust is the confidence that the privacy and security controls are selected and implemented to
satisfy a set of defied security and privacy requirements and to manage the risk associated with
the use of information systems, data andamndevices.

Second, there are the technical and ongaational means to meet thoseequirements.The

control environment sets the tone of an organization, influencing the control consciousness of

its people. It is the foundation for all other componentsimternal control, providing discipline

and structure to reach their organizational objectives. Control environment factors include the

Jvd PE]SCU 3Z] o Aop U v }u% v }(3Z VvE]SC[* % }%o0 V
operating style; and thevay management assigns authority and organizes and develops its
people.

Organizations must meet the minimusecurity requirements by selecting the appropriate
security controls and assurance requirements. The process of selecting those to achieve
adequatesecurity of organizations information systems is a multifaceted;b@ded activity

involving management and operational personnel within the organization. As a risk management

§ olU §Z Ju% 3 o Ao ~ XPX 0}AU u} & § U Zidde shall be Jv(}Eu
considered in selecting the appropriate controls.
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However, even if controls are referenced all the time in security they are rarely ddfeyezhd
somebest practicesThe description of controls is strongly related to the maturity offileéd of
application. The more mature this is, the better controls are developed and dedciibés is not
surprising since control of requirementulfilment itself requires a mature awareness and
understanding of security in the respective field.

Overal, maturity is a major topic considering overarching and use case specific requirements.
There is a lack of description of (typical) controls considering especially 10T. Especially threat and
vulnerability management in I0T are in infancy compared todpesttice processs in traditional

IT. Both needo be improvedand to be adapted to the future world of massively deployed
devices.

Traditional IT systems implement security based oty@&-old security control standards, which
hardly address the currerttyber security demands. This is quite unsuitable for use as the basis
of security and trust in the 10T. The use of enterprise security controls has not worked well in the
industrial control systems sector, where the requirement for continuous operation is
incompatible with routine patching and restarts. Similarly, it is unlikely that a home light bulb will
continuously check for patches, apply updates, and monitor for eghiack t with [oT modules

at sub$1, a highly commaoditizksecurity paradigm is redqed [[OTAA
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4 RequirementsMatrix

Within the requirements survey a large number of overarching requirements has been gathered.
Those overarching requirements awdten related to politics, regulations, standards and
common fundamental componentbke Cloud or loPlatforms. Many of those overarching
requirements illustrate the state of the art in IT, which needs to be applied or extended to secure
the 10T. The appropriate way of application or extension is an unsolved matter of discussion in
various stakeholder groups since a while.

The nature and main characteristics of the SecureloT services (i.edm\aa, predictive) impose
several functional and nefunctional requirements, which shall be taken into account in the
development of the systemThese requirements coptement requirements stemmingrdm
standards, regulations and directives, including those identified in previous paragraphs. In
following paragraphs we highlight some of these requirements and their rationale, while ranking
their importance for the development and deployment of SecureloT services.

In addition torequirements associated with the technical characteristics and functionalities of
the SecureloT servicesther use case specific requirements for security, privacy and tnust

Jvel] E X dZ «-}v&E (}E SZ <% ](] QM- + VARG@Egssthesrs v ](
three use cases areas of the project, namely:

Industrie 4.0
Connected Cars / Autonomous Vehicles
SociallyAssistive Robots

The use case scenarios thaeadescribed in D2.1 were used as starting point to sedect
categorize the overarching and use case spe@fticirements for the survely the partners

Iv. (]JE+*S 8 % }( &EJ]oo]vP }Av 8Z E& $Z E P v E] PSZ E E «|
E <u]E u vSe v ¢ v EC E <pu]E u vSe E P E JVP "% E(}EU VvV

Thecategories follow the Kano criteria on service requiremebi9§. Per categories up to three
requirements should be selected by the experts to filter the most relevant ©he.tables 4.2.1
to 4.2.5below show the clustered results.

Overal] we see some collocation in the overarching segment. This, \waghly rekvant
requirements to focus on across all verticals can be identified rather clearly.

The situation in the verticaldiffers from this, in some cases consideradjain depending on the
maturity of the vertical. For instanceve see a decreasing colloaati from the more mature
verticals like Industrie 4.0 and Connected Cars / Autonomous Vehicles compared with the
situation in the Socially Assistive Robots application.

Page |30
Project Title:  SecureloT

Contract No. 779899
Project Coordinator: INTRASOFT International S.A.



D2.2 +$QDO\WLYV RI 6WDNHKROGHUV,Y
Version: v1.0 3 #Final, Date 18/04/201 9

The table entries refer to the requirements documents in chapter 7.2 RequirementsyStihe
entries are structured to includeéhe additional relevance of some entries in the evaluation:

ENTRY without additional meaning

ENTRY by the legal partner

ENTRY by a use case partner

ENTRY by the single tasks leader implementing this servtraponent

O O O O

Figure 4.2 illustrates the spectrum of entries across all categand<Criteria

28
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Figure 4.2 Entries per Requirements document

We see some gathere@quirements being not selected arsdme focus areas with 6 and more
entries

X Overarching requements:
o 1.1.6(ENISABaseline Security Recommendations for 10T in the
context of Critical Information Infrastructures (November 2017) Lifecycle
Managemen,
1.1.21(H2020 FIESTAOT Platform, Authorization
1.1.22(H2020 FIESTAOT Platform, Ser Profies),
1.1.24(H2020 FIESTAOT Platform, Identity and Access Management
1.1.25(H2020 FIESTAOT Platform, Transparengy
1.1.36(OWASP IoT Testing Guide, Data Protegtion
1.1.41(GDPRt Art 5, 89,
o 1.1.55(ePrivacy directive
X Overaching Controls:
0 1.2.12(OWASP loT Projett/ulnerability Management
o0 1.2.22 (ENISA- Baseline Security Recommendations for IoT in the context of
Critical Information Infrastructures (November 2017) Recommendati Good
Practice}
x Connected Cars / Aahomous Vehicles Requirements:

O OO0 O o0 O
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o 3.1.3 (NHTSAt Cybersecurity Best Practice for Modern Vehiclesntrol of
external interfaces by isolation technigyes

0 3.1.6 (NHTSAt Vehicle Cybersecurity. Real time intrusion detection and
response,

o0 3.1.8(ENISAt Cybersecurity and Resilience of Smart Cars, Protect monitoring and
administration interfacep

X Socially Assistive Robots:
0 4115~/~AK d 1{iT t'd " ( 3CU » mME]SCU WE]A C_

Moreover, two highlight requirement documentare identified:

X Overarching requements:

o 1.1.12 (ISA99/IEC 62443)
x Overarching Controls:

o0 1.2.10 (loTSF Best practices)

This shows that there is a minor number of regulations, standards and best practices rétevant
most of the stakeholders. Contributions from the use case perspeahow a very specific
vertical related content.

In the following sukchaptersthe clustering results will biustratedfor each service component
by a spectrum and the according clustered requirements maties all Kano type criteria

4.2.1 Data Collection and Monitoring Infrastructure

As illustrated in figure 4.2.1 admd spectrumis addressed by the expertsiostly one oftwo
entries are observed\evertheless, due to the selection limited to three entries per Kigpe
category, many doaguents show no entry.

However, we observe the dominant role of standards and regulations as Gartner predicts for the
next years:

x Overarching Requirements:
o 1.1.12 (IEC 62443),
o 1.1.41 (GDPR),
o 1.1.55 (ePrivacy directive)
x Overarching controls:
o 1.2.10 (IoTSF Best Practices),
o 1.2.22 (ENISA Baseline Recommendations)
X Industrie 4.0 Requirement:
0 2.1.4 (Security in RAMI 4.0)
x Connected Car / Autonomous Vehicle
o 3.1.4 (ENISASecurity for Smart Cars, immutable logs)
0 3.1.6 (NIST Realtime IntrusionDetection)
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o 3.1.15 (NIST, E€CTransparency, which loT collects which data from whom for
whom)

Beyond the standards and regulations in this field real controls have been selected.

9

N W A~ O

[

Figure 4.21 Data collection and Monitoring Infrastructure Entries per Rguirements document
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Table 42.1 ClusteredRequirements Matrix, Data Collection and Monitoringnfrastructure

Ranking Overarching Industrie 4.0 Connected Cars| Socially
/ Autonomous | Assistive
Vehicles Robots
Data Collection and Monitoring Infrastructure
WP3, WP4, WP5 | Must-be 1.1.37 (Lawful | 1.1.41 (Purpose| 1.1.38 (Consent)| 1.1.49 (Privacy
T3.1- Security (Mandatory) Processing, limitation) 1.2.10 Impact
Information Fairness and 1.2.10 3.1.4 Assessment)
Registration, Transparency) | 2.1.2 3.14 1.2.10
Persistence and 1.1.20 214 3.1.6 4.1.4
Analytics 1.1.36 224 3.1.8 4.1.15
Infrastructure 1.1.55 5.1.4 (ISA 95) 4.1.33
H 1 Xlinterfaces 1.2.10
and Probes to loT 1.1.39 1.1.55 1.1.55 1.1.38
Platforms and (Information to | (Communication| (Communication| (Consent)
Smart Objects Data Subjects) | secrecy) secrecy) 4.1.2
. 1.1.12/1.1.13 221 3.14 4.1.3
T3.3- Adaptive and
IntelligentpData 1.1.21 2.2.6 3.1.6 4.1.16
SsllEsian 1.1.33 1.1.12 (ISA99) | 3.1.6
1.2.10 3.1.103.1.14
T3.5- SLAs and 1.1.43 (Privacy | 1.1.46 (Storage | 1.1.41 (Purpose | 1.1.41
Incentives for Data by Design) limitation) limitation) (Purpose
Collection 1.1.23 ISO 27001 3.1.11 limitation)
1.1.50 2.1.10 3.1.15 4.1.19
1.1.70 3.1.17 4.1.19
1.2.22
Performance | 1.1.6 211 3.21 4.1.6
(Evaluation 1.1.41 2.1.4 3.1.13 4.1.13
relevant) 1.2.1 1.1.12 (ISA
1.2.6 99.03.01)
1.1.7 1.1.12 (ISA 3.2.2 4.1.7
1.1.13 99.03.03) 3.1.14 4.1.15
1.1.421.1.44 221
1.1.56 1.1.12 (ISA 3.1.16 4.1.11
1.1.64 99.03.04) 3.1.16
2.1.10
Attraction 1.1.15 2.1.4 3.1.15 4.1.8
(Business 1.1.22 2.1.7 3.1.10
Driver) 1.1.67 1.1.12 (ISA
99.03.01)
1.1.24 1.1.12 (ISA 3.1.12 4.1.20
1.1.58 99.03.02) 3.2.3
1.2.12 2.2.6
1.1.25 1.1.12 (ISA 3.1.15 4.1.21
1.1.64 99.02.02 3.2.7
1.2.22 2.1.8

4.2.2 Knowledge based predictive 0T Security
The selection of requirements resulted in a very scadesand broad spectrum with dy a very
small number of peaks. Among the peaks with 3 or 4 entries there are:
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X Overarching Requirements:
o 1.1.12 (ISA99/IEC 62443)
0 1.1.53(ePrivacy directive of 2002)
x Overarching Controls:
0 1.2.10(loTSF Best Practices)
x Connected Cars / Autonomous Vehicles Requirements:
o 3.1.3(NISTt Cybersecurity Best Practice for Modern Vehicles, control of external
interfaces by isolation techniques),
o 3.1.8(ENISA Cybersecurity and Resilience of Smart Cars, Protect monitoring and
administration interfaces)
o 3.1.10(Federal Automated Vehicles PolitRe-identify vehicledata if shared with

third parties

7
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Figure 4.2.2 Knowledge based predictive 10T 8grity - Entries per Requirements document
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Table 42.2 Clustered Requirements Matrix Knowledge based predictive 0T Security

Ranking Overarching Industrie 4.0 Connected Cars| Socially
/ Autonomous | Assistive
Vehicles Robots
Knowledge based PredictivéoT Security
WP3, WP4, WP5 | Must-be 1.1.46 (TOMs) | 1.2.10 1.2.10 1.2.10
_ (Mandatory) | 1.1.21 2.1.7 3.1.4 4.1.20
;i.clu-rict:;:\];g#i(t):r?ng 1.1.36 1.1.12 (ISA 3.1.4
and Knowledge 1.1.361.1.43 99.02.01)
Inference 1.1.42 (Data | 2.1.8 3.16 4.1.21
Minimization) 1.1.12 (ISA 3.1.6
T4.2- Predictive 1.1.52 (AC) 99.02.03)
Analytics for loT 1.1.46
Security 1.2.4
T5.4- 10T Security 12.9
Know|edge Base 1.1.41 2.2.3 3.18
(Unlinkability, 3.1.16
purpose
limitation)
1.1.26
1.2.1
Performance | 1.1.6 1.1.12 (ISA 4.1.16
(Evaluation | 1.2.15 99.03.04)
relevant) 1.1.64 1.1.12 (ISA
1.2.12 99.02.02)
1.2.22,1.1.35,
1.1.42
Attraction 1.1.22 1.1.12 (ISA
(Business 1.2.13 99.03.02)
Driver) 1.1.2024, 1.1.12 (ISA
1.1.24 99.02.01)
1.1.55,
1.1.25

4.2.3 Trustworthiness Metri cs

Within this service component a rathélurred image is found evaluating the entries in the
requirements clustering. Across all areas there are many documents with one or two entries.
More or less 6 documentsith 4 or 3 entriesseem to be mostelevantin the spectrum shown

in Figure 4.2.3:

x Overarching Requirements:
o 1.1.12 (ISA 99, IEC 62443)
o 1.1.53(ePrivacy directive of 2002)
x Overarching Controls:
0 1.2.10 (IoTSF Best Practices)
x Connected Cars / Autonomo¥&hicles Requirements:
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o 3.1.3(NISTt Cybersecurity Best Practice for Modern Vehicles, control of external

interfaces by isolation techniques),

0 3.1.8 ENISAL Cybersecurity and Resilience of Smart Cars, Protect monitoring and

administration interfaces),

0 3.1.10 (Federal Automated Vehicles Poli®e-identify vehicé data if shared with
third parties.

1.1.1

119
1.1.17
1.1.25
1.1.33
1.1.41
1.1.49 ——
1.1.57
1.1.65
1.1.73
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—
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—
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2.2.7
3.1.7
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415
4.1.13

4.1.21

4.1.29
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Figure 4.2.3 Trustworthiness Metrics Entries per Requirements document
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Ranking Overarching Industrie 4.0 Connected Cars| Socially
/ Autonomous Assistive
Vehicles Robots
Trustworthiness Metrics
WP3, WP4, WP5 | Must-be 1.1.46 (TOMs) | 1.1.53(ePrivacy | 1.1.53 (DSP 1.1.49 (Privacy|
(Mandatory) | 1.1.21 TOMS) TOMS) Impact
T3.4 _ 1.1.201.1.25 1.2.10 1.2.10 Assessment)
VTSI AEEs 1.1.361.1.38 | 1.1.12 (ISA 99) | 3.1.2 1.2.10
Metrics gnd Utility 318 411
Calculation = - =
1.1.39 1.1.53 (DSP 1.1.53 (ePrivacy| 1.1.48 (DPO)
(Information to | TOMS) TOMS) 4.1.36
Data Subjects) | 5.1.4 (ISA95) | 3.1.3
1.1.52 (AC) 3.1.5
1.1.65
1.2.19
1.1.67 ISO 27001 1.1.48 (DPO)
1.2.17 3.1.53.1.18
3.1.8
3.1.18
Performance | 1.2.121.2.15 1.1.12 (ISA 3.13 4.1.4
(Evaluation 99.03.04) 3.1.6
relevant) 1.1.64 3.1.7 4.1.20
1.2.91.2.11
1.2.6 3.13 4.1.32
1.1.33
Attraction 1.1.22 1.1.12 (ISA 3.1.10 4.1.13
(Bgsiness 1.2.20 99.04.04) 3.1.10
Driver) 1.1.24 4.1.15
1.2.6
1.1.25 4.1.38
1.25
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4.2.4 Risk Assessment and Compliance
For this service componeme observe a rather clear picturéhe spectrum in Figure 4.2.4 shows
clearly two major requirement documeniscluding guidelines on risk and compliance:

x Overarching Requirements:
0 1.1.12 (ISA99/IEC 62443)
x Overarching Controls:
0 1.2.10 (IoTSF Best Practices)

A

o |

111
1.1.8
1.1.15
1.1.22
1.1.29
1.1.36 ——
1.1.43
1.1.50
1.1.57
1.1.64 ——
1.1.71

Figure 4.2.4 Risk Assessmeragnd Compliance Entries per Requirements document
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Ranking Overarching Industrie 4.0 Connected Cars| Socially
/ Autonomous Assistive
Vehicles Robots
Risk Assessment and Compliance
WP3, WP4, WP5 | Must-be 1.1.46 (TOMs) | 1.2.10 1.2.10 1.2.10
. (Mandatory) | 1.1.4 2.1.4 3.1.1 4.1.8/4.2.1
sl and 1.1.21 2.1.5 3.1.1 4.1.16
rivacy Policies
Interoperability 1.1.201.1.25 5.1.4 (ISA5) 3.1.7
1.1.36
T5.1- Risk 1.1.13 1.1.12 (ISA99) | 3.1.3 419
Assessment and 1.1.52 (AC) 222 3.1.3 4.1.19
Mltlgatlon Services 1.2.9 226 4.1.37
T5.2- Compliance 1221
Audmng Services 1.1.17 2.1.8 4111
1.1.55 2.2.5 41.2
1.2.19 1ISO27001
Performance| 1.1.6 1.1.12 (ISA 3.1.15 4.1.8
(Evaluation | 1.1.7 99.03.04) 4.1.35
relevant) 1.2.17
1.1.7 1.1.12 (ISA 4111
1.1.271.1.28 99.02.02)
1.2.121.2.15
1.1.64 4.1.15
1.1.68
1.2.91.2.11
Attraction Decent service | 2.1.2 4.1.17
(Business level agreement| 1.1.12(ISA
Driver) 1.1.15 99.02.01)
1.1.22
1.2.6
1.1.18 1.1.12 (ISA 4.1.20
1.1.24 99.04.04) 4.1.32
1.2.5
1.1.25 1.1.12 (ISA 4.1.35
1.1.60 99.02.02)
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requirements and controls are listed most relevant:

X Overarching requirements:

o0 1.1.6 (ENISA- Baseline Security Recommendations for 10T in the
context of Critical Information Infrastructures (November 2017) Lifecycle
Management),

o 1.1.12 (ISA 99, I1B2443),

x Owerarching Controls:
0 1.2.10 (IoBF Best Practices),
0 1.2.12 (OWASP loT Projeactulnerability Management),
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Figure 4.2.5 Developers Support
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Ranking Overarching Industrie 4.0 Connected Cars| Socially
/ Autonomous | Assistive
Vehicles Robots
Developer Support Services
WP3, WP4, WP5 | Must-be 1.1.6 1.1.12 (ISA 1.2.10 1.2.10
T4.4- Programming | (Mandatory) | 1.1.21 99.03.04) 3.1.2 41.1
Models and 1.1.33 1.2.10 3.1.8 4.1.4
2223:;‘30”5 gl 1.1.36 2.1.10 4.1.23
2.2.7
T5.3- Programming 1.1.10 1.1.12 (ISA 3.1.3 4.1.3
Support Services 1.1.52 (AC) 99.03.02) 3.1.1 4.1.3
2.1.10 2.14 4.1.33
2.2.1
1.1.55 ISO 27001 3.15 4.1.9
1.2.12 3.2.2 4.1.34
1.2.12
Performance| 1.1.6 1.1.12 (ISA 3.2.1 4.1.7
(Evaluation | 1.2.16 99.03.01) 3.1.9
relevant) 1.1.231.1.25 2.1.1 3.1.16
1.1.64 2.2.1 3.1.3 4.1.15
1.1.47
1.2.17
1.2.22
Attraction Decent service | 1.1.12 (ISA 4.1.17
(Business levelagreement | 99.03.02)
Driver) 1.1.6 2.1.2
1.1.22
1.2.1
1.2.14
1.1.10 2.2.4 4.1.15
1.1.24
1.2.12
1.2.15
1.1.25 4.1.36
1.2.21
1.2.22
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In an orthogonal view the spectrums according to the Kano type criteria shall be assessed and
the most relevant requirements periterion shall be consolidated.

4.3.1 Must-be Criteria

The spectrum shosa number or relevant requirements and itriet quite clea where to set the
threshold. We therefore may to expand or shorten the following list on the basis of content
requirements if necessary

The Top terMust-be requirementsare:

x Overarching Requirements

(0]
(0]
(0]
(0]
(0]

(0]

1.1.12(1SA 99, IEC 62443),

1.1.21(H2020 FIESTAOT Platform, Authorization),
1.1.36(OWASP loT Testing Guide, Data Protection),
1.1.41(GDPRArt 5, 89)

1.1.46(GDPRArt. 5, 24, 28, 32)

1.1.55(ePrivacy directive)

x Overarching Controls

o

1.2.10(loTSF Best Practices),

X Connected Car Autonomous Vehicles

(0]
(0]
(0]

3.1.4(ENISAt Security for Smart Cars, immutable logs),

3.1.6(ENISAt Security for Smart Cangalktime intrusion detection,
3.1.8(ENISAt Cybersecurity and Resilience of Smart GRrstect monitoringand
administration interfacs)

Besides Article 24, 28, 32 of the GDPR all these requirements have been listed already in
chapter 4.2 in the overall section.
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4.3.2 Performance Criteria

+$QDO\VLV RI
Version: v1.0 3 4#Final,

6WDNHKROGHUV,SY
Date 18/04/201 9

There is no clear distinctioregarding performance criteria to be observed in the spectrum
(figure 4.3.2). However, the ISA99, IEC 62443 again seems to be the most relevant requirement

also in this section.

[y
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111
1110
1119
1.1.28
1.1.37
1.1.46
1155 —

Figure 4.3.2 Performance Criteria Entries per Requirements document

4.3.3 Attraction Criteria

There are obviously 4 most relevant attraction criteria that should be considered. These are all

part of the overarching requirement list:

12

10

111
1.1.9
1.1.17
1.1.25
1.1.33
1.1.41
1.1.49
1.1.57
1.1.65
1.1.73
1.2.8
1.2.16
2.1.2
2.1.10
2.2.7
3.1.7
3.1.15

Figure 4.3.3 Attraction Criteria- Entries per Requirements document

x 1.1.12 (ISA99, IEC 62443),
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x 1.1.22 ENISA Baseline Recommendatjons
x 1.1.24 ((H2020 FIESTAoT Platform, Identity and Access Management),
x 1.1.25 (H2020 FIESTAoT Platform, Transparency)

Again, these requirements were already listed in chapter 4.2 in the overall section.

dZ opeS E o0]*Se JooOu*SE § 8} C[s }E & <u]J]E& u vsSe }( 8z
reflecting the state of the art in 10T securiBeyond this SecureloT will develdmlistic Security
servicegrotectingloT ecosystemscaoss companies, verticals and borders.

Nevertheless, the current requirements on protection need to be ensured with a system like
SecureloT is foreseen to bEherefore the leaders of the development tasks and the use case
partners have developed a lisf requirements on each task in WP3, Wétl WPSo0 ensure

that the development of SecureloT will meet the protection demanded by the stakeholder
requirements.

In the following sections the requirementsr the SecureloT service componear® listed and
the criteria of selection are explained.

4.4.1 Data Collection and Monitoring Infrastructure

In general the data collection and monitoring infrastructuseill provide the basis for other
SecureloT services asgdall collect data from devicesnadhe edge andrbm loT platforms, cloud
and other core services. It shall be instrumenitaldetecting the behaviour of devices and
predicting threats. Moreoverit shall serveto assess the trustworthiness of these devices and
services.

Thus the data collection and monitoring infrastructusdhouldfacilitate a rapid data accessr
anticipation and prediction of threat§or examplesee the Mustbe criterion 3.1.6t reaktime
intrusion detection) Moreover, this infrastructure should suppoddvanced analytics by
providing homogenized data from various loT platforms in a dynamic environment.

Moreover, this service component needs to cover the ability of the SecureloT services facilitating
the fulfilment of the core requirements of our stakdkers especially considering the regulatory
frameworks of GDPR and ePrivacy (see Nbestriteria in chapter 4.3.1).

This results in these requirements for the following tasks:
T3.1- Security Information Registration, Persistence and Analytics Infrastnoe

X R3.1.1 The SecureloT persistence infrastructah®uld support the 4 Vs (Volume, Variety,
Veracity, Velocity) of BigData.
o Rationale: To enable collection and analysis of large volumes of semlatgd
datasets, and support decisions at varidimsescales.
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X R3.1.2 The SecureloT analytics infrastructisieould support (near) reatime streaming
analytics.
o0 Rationale: To support prediction and detection of incidents at short time scales.
X R3.1.3 The SecureloT analysis infrastructsh®uld support various Mehine Learningand
Data Mining Schemes (including predictive analytics).
o Rationale: Support advanced analytics for the detection and anticipation of threats,
vulnerabilities and attacks.
X R3.1.4 Registration of security informationshould be dynamic based on
available/accessible devices
o Rationale: Support security in volatile environments where devices are likely to
dynamically join or leave.
x R3.1.5 Provide a unified model for representing IoT Security Information
o Rationale: Homognize, consolidate and unify information stemming from different
loT platforms and devices.
X R3.1.6 Provide a registry of loT assets (e.g., systems and devices)
0 Rationale: Keep track of loT assets that should be monitored and secured.

H i X linterfaces andProbes to IoT Platforms and Smart Objects

X

R3.2.1 Support higiperformance, lowlatency data collection
0 Rationale: Detect and react to incidents at short time scales.
X R3.2.2 Provide data collection interfaces to different types of IoT devieath public
interfaces emphasizing on popular platforms
o Rationale: Provide readily available support for collecting data from various 0T
devices, such as Android, Arduino, Raspberry and ZigBee devices.
X R3.2.3 Provide data collection interfaces to the devices of the E}i S[e H.° o o
o Rationale: Support the deployment and evaluation of SecureloT in the scope of the
%o E}i S[e M- e oX
X R3.2.4 Provide data collection interfaces to entire 10T platformmluding the IoT platforms
}(SZ % E}i S[e M o X
o Rationak: Support collection of security related datasets at the 0T platform level i.e.
security data stored at their cloud and/or edge levels.
X R3.2.5 The SecureloT data collection and probes infrastructure should be extensible
o Rationale: Make it easy to colledata and monitor additional 10T systems and
devices.
X ZiXTX0 P vS8e[ /veS 00 S]}v vV % 0}Cu vSs
o0 Rationale: The implementation of probes, may require the installation and
deployment of monitoring agentas close tdhe devices.

T3.3- Adaptive and Intelligent Data Collection
X R3.3.1 Adaptive data rates
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o Rationale: SecureloT should provide the means for dynamically adapting the rate of
data collection.
x R3.3.2 Configurable data rules for adaptive data collection
o Rationale: Securelo$hould support the definition and configuration of rules for
adapting the data collection based on contextual triggers.
X R3.3.3 Contextualization of data collection to the security context
o Rationale: The data collection should adapt accordintipe securiy context i.e. the
threats, vulnerabilities or incidents identified.

T3.5- SLAs and Incentives for Data Collection

X R3.5.1 SLA Modelling
0 Rationale: Specify a model of an SLA that will regulate the collection of data from the
loT deployer inthe scope &FZ %o E}i S[e ~ ANul ooX
X R3.5.2 SLA Data Reporting and Auditing
o Rationale: SecureloT should report on the data collected as part of the SECaaS service.
It should also monitor and audit the SLA parameters.
X R3.5.3 SLA Visualization
o Rationale: Provide theneans for ergonomic and easy to understand visualization of
the SLA parameters and their enforcement

4.4.2 Knowledge based Predictive IoT Security

The SecureloT services will emphasize the concept of predictive 10T security (i.e. foretelling and
anticipatingthe security behaviour of 10T entitiedlhe mandatory requirements in chapter 4.3
illustrate the various needs regarding knowledge acquisition, analytics and adherence to
regulations as GDPR (see: 1.1.41, 1.1.46) and ePrivacy (1.1.55). Based on theead pad

known vulnerabilities (see: 1.1.36) knowledge information stidnél providedand ingested into

the knowledge base timely, accurate to the analytical engine for prediction in(seeMist-be
criterion 3.1.6 t real time intrusion detection) Predction always is based on models and
constraints should be clear to mitigate the predicted threats correctly. Visualization might
support this.

Based on that the following requirements have been defined by the task leaders of T4.1, T4.2,
T5.4:

T4.1 t Coninuous Security Monitoring and Knowledge Inference
X R4.1.1 Determine security monitoring and knowledge informationatimely, scalable,
consistent and automated manner
o Rationale: To perform proactive and continuous security monitoring, the
information (network connections, login on/off, installed software and their
configurations, operational events, security patches,)este deermined, while
considering timesensitive data, and discovered in an automated way across the
loT ecosystem with the help tife data collection infrastructure provided in WP3.
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Security knowledge (threat patterns and vulnerabilities) from these events needs
to be inferred in a consistent manner to be understood while enriching (by relying
on multiple data sources) and consolintgy the collected data.
x R4.1.2 Monitoring and knowledge datashould be protected in transit and at
repositories
o Rationale: Integrity and confidentialitsthould be supported to protect data by
applying best practices.
X R4.1.3 Support data access cooltand partitioning methods
o0 RationaleqMethods of access control to the monitoring and the inferred security
knowledge should be supported by considering regulatory, geographic and
operational restrictions. Moreover, data and inferred knowledgjeould be
partitioned by using appropriate mechanisms (centralized, localized, replicated)
according to regulatory and operational constraints.
X R4.1.4 Support monitoring and knowledge data lifetime management
0 Rationale:The monitoring and inferred knowledge mechamsshouldconsider
the validity of data over time (originating and update time) and its longevity (how
long it is assumed that the inferred knowledge is valid).

T4.2 t Predictive Analytics for 0T Security
X R4.2.1 Datahouldbe protected during processing by predictive algorithms
o0 RationaleData minimization and safeguards should be integrated into processing
to preserve privacy and limit the use of personal dasae(1.2.10: data in
aggregate is unpredictable).
X R4.2.2 Prediive analytics must discover and predict threats and vulnerabilitiesan
timely, scalable, consistent and automated manner
o Rationale: Mreats and vulnerabilities may span across multiple components and
over different periods of timesgel.2.12).
X R4.2.3Support of multiple prediction algorithms and models
o Rationale: Aailable data and inferred information are with different structures
and semantics. Thus, multiple algorithnshould be identified and applied
according to the available data (temporal, spatr both of them) and the needs
of specific deployments anespeciallyS$Z %o E}i S[e U e oX
X R4.2.4 Prediction algorithmshoulddescribe their constraints
o Rationale: ie employed algorithmshoulddescribe their constraints regarding
the required d#a (network data, logs, flows) and attributes (optional, mandatory,
conditional).

T5.4 t1oT Security Knowledge Base

X R5.4.1 Dynamic ingestion of information about I0oT threats and attack patterns from
multiple sources
0 Rationale: The SecureloT Security Knowledge Base shall be populated with
information from multiple and relevant CVEs and databases. The Knowledge Base will
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be updated frequently to warranty the freshness of the published data. The design of
this service sall consider the possibility of adding new sources.
X R5.4.2 Dynamic ingestion of information about 10T threats and attack patterns using
multiple naming conventions
o Rationale: Each one of the sources to be used with this service may use a different
data mockl or naming convention to represent threats and attack patterns. SecureloT
Knowledge base must be able to cast the different models to a unified representation.
X R5.4.3 Dynamic ingestion of heuristic knowledge/contexirough a secure API
o Rationale: The lowledge inferred as part of T4.1 using the collected data and the
outcomes of WP3 will feed the Knowledge Base, adding context and relevant details
about vulnerabilities and attack patterns. This information shall be loaded dynamically
and automatically though a secure API.
X Rb5.4.4 Map threats to 10T assets and typical attack vectors automatically
o Rationale: The Knowledge Base must automatically correlate data from the different
CVEs and databases in order to establish the relationships between loT #Hssiets,
threats or vulnerabilities and the reported attack vectors they can receive.
X R5.4.5 10T honeypots development
o0 Rationale: The development of IoT honeypots that mimic behaviour main
characteristics and vulnerabilities of relevant smart objectd alilow gathering
additional information and context regarding attack vectors and their origin. For
instance, details about ports, protocols, localization, types of entities used for the
attack, time histograms, etc. The knowledge extracted will be pusbesiecureloT
base.
X Rb5.4.6 Advanced data analytics and visualization
o Rationale: SecureloT knowledge base will expose an interactive user interface and a
RESTful API that will enable advanced data analytics (aggregations, predictive
analytics regarding att&owaves outbreaks, etc) to be extracted and visualized.

4.4.3 Trustworthiness Metrics

Considering the idea of interacting things, smart objects, services and platforms in the 0T trust

is fundamental Trustworthiness is an important qualitative decisiorakingcriterion for secure
communication. Thus trustworthiness should be incorporated in the lifecycle of services,

%o E} U SeU % E} p SJ}v ¢eCeS ue v [dIKd ¢CeS u*X &}E ] vs](]
trustworthiness reliable information and assurances areeded.Standardized rules and agreed
policiesshould facilitate rethods for assesng the trustworthiness of partners.

This is reflected in the Mudie criteria gathered in chapter 4.3.2 which extend the list of the
most relevant criteria on a trustworthirgs metrics. The regulatory framework of GDPR and
ePrivacy as well as the ISA99/IEC62443 need to be considered in developing the metrics.
Moreover, the general IT security framework of ISO27000 will be instrumentdéfining the
security criteria in thesenetrics.
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Based on that the following requirements for the trustworthiness metriceetiseen defined by
the task leader of T3.4:

T3.4Trustworthiness Metrics and Utility Calculation

X R3.4.1Measurability of System Characteristics
o RationaleTrustworthinesshouldbe evaluated based on the measurability of the five
systems characteristicEriteria for measurability of these characteristics should be
developed.
X R3.4.2Evaluationof the Metrics
o Rationale:Evaluation of trustworthiness should be based on a computation logic
behind the metrics Metric rules should define the modalities, such as exceptions,
measurement methods, practical measurement detdilarameters shouldllow for
variability in the defirtion, or in the usage of the metric.
X R3.4.3Trustworthiness Profiles
o Rationale:The importance of the different key characteristics of trustworthiness
shouldvary according to industry vertical and individual targeit®uld depend on
regulations, laws anthe industry itself Appropriateprofiles should be defined for
S§Z % E&}i S[e M- o X

4.4.4 Risk Assessmentand Compliance Services

Considering the criteria of chapter 4.3 risk assessment is instrumental for the management of
risks in any loT deployment. Tigsespecially reflected in the mandatory requirements of 1.1.12,
1.1.36, 1.2.10. Moreoveit is an essential part of the Atiction requirement 1.1.22.

Such a risk assessment shall be based on a standard vulnerability scoring and include the
evaluation of the trustworthiness metrics.lt shall consider the dynamic nature of IoT
deployments including smart objecésd the relevant 10T platforms and target deployments.

Finally such a risk assessment needs to cover meangl&piato different security and fivacy
policies of different deployments this way supporting cross company and cross country
communications and transactions.

Nevertheless, risk assessment and risk management are part of a process ensuring compliance
to regulations as GDPR (see 1.1.41,46) and ePrivacy (see 1.1.55) or standards like IEC62443
(see: 1.1.12). Verification of compliance to those regulations and most relevant standards is an
important requirement of our stakeholders and shall be supported by the SecureloT auditing
services.Moreover, adaptability of controls and applicability tmT platforms like FIWARE,
MindSphere Fuijitsu 10T platform shall regard the dynamic development of the IoT.

Based on that the following requirements fask assessment and compliance services Hueen
defined by the task leadsiof T4.3, T5.1, T5.2:

T4.3- Security and Privacy Policies Interoperability

Page |50

Project Title:  SecureloT
Contract No. 779899
Project Coordinator: INTRASOFT International S.A.



D2.2 +$QDO\WLYV RI 6WDNHKROGHUV,Y
Version: v1.0 3 #Final, Date 18/04/201 9

X RA4.3.1 Policies should be specified with enough details to ensure interoperability

o Rationale: To ensure the support of different IoT domains aladfggms, the
policies should clearly define mandatory attributes or a minimum set for
describing and representing them.

X RA4.3.2 Policies should lay down the same security measures to ensure interoperability

o Rationale: To ensure rationale communication\eeén different domains, the
guidelines should reference uniform standards and clearly define a minimum
scope for their description and presentation.

X R4.33 Policies should support a broad set of deployment scenarios

o Rationale: A clear mechanism of extdnldly (representation and semantics)
should facilitate security policies to be interoperable across a wide range of
deployment scenarios especially in the use cases of the project.

X R4.34 Policies should support versioning and backward compatibility

o Ratinale: A mechanism (negotiation and announcement) should ensure
capabilities of the security policies across deploynssstenariG progressing in
time.

T5.1 t Risk assessment and mitigation service

X R5.1.1 Rislassessment(}E /}d <Ce*S u-e . }v E/~d[e }uu}v spov E Jo
System

Project Title:
Contract No.

(0]

Rationale:SecureloT Risk Assessment Engine (RAE) service must provide a likelihood
factor that quantifies the risk for a specific 10T system, considering the deployed
security controls ad mitigation mechanismg\s it can be seen a great number

of current regulations and standards deal with processes to manage and evalkate

in IT t1oT domains (i.e., 1.1211.1.2, 1.1.360r 1.1.66). Nevertheless, a gap exists
with respect to automatic modelling of risk in complex and modern loT systems, which
integrate sentautonomous smarbbjects in safetycritical applications.

R5.12 Dynamic risk assessment considers changing levels of probabdiiticality and

impact

o

Rationale:Risk assessment must dynamically adapt its quantification weights and
models, taken into account fresh information, i.e., the launch efaave of attacks
exploiting aspecific vulnerabilitythe discovery of a set of chaining vulnerabilities, the
release of a security patch, et8lthough current standards and regulations explain
how to evaluate and manage risks, this process cannot be done relying on static
information due to the rapid changes of the 10T and cykecurity domains.

R5.1.3 Dynamic risk assessment considers #pecific characteristics of the target IoT
deployment

(0]

Rationale: The impact and criticality ofulnerability may depend on the overall
security controls or on the specific usase (i.e., smart ty vs smart factory vs
healthcare monitoring).

R5.1.4 Dynamicisk assessment considers trustworthiness metrics according to standards
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o Rationale:Trust and risk are closed concepts as it is explain@ﬂ\/lultiple state
of-the-art references explain how to evaluate and enforce trust metrics (i.e., 1.1.62,
1.2.20, 3.2.7). Thesaputsshould be considered in order tmutomatically assess the
risk of an 10T deployment.

X R5.15 Configurability of risk assessemt

o Rationaleln order to ensure the applicability of the risk assessment service in a wide
range of potential use€ases of loT systems, it must be configurable to allow the
customization of the weights assigned to the different elements of the analysis.

x R5.16 Proposition of mitigation measures to reach a specific risk level (giayen)

o Ratiaale: The documents and references includedt.idregarding how to enforce
security, privacy and trusin complex 0T systems propos#fferent controls,
recommendations and good practices. The service will be able to suggest a set of well
known measures in order to warranty that the resulting 10T deployment reaahes
specific risk level.

X Rb5.17 Performance

o Rationale:The service musprovide a good tradeff between required hardware
resource and performance to minimize its impact in design flows and maximize its
adoption possibilities.

T5.2 t Compliance auditing services

X R5.2.1 Evaluate complianceith controls specified by relevant regulations, standards, good
practices, etc(T2.2)

o Rationale:The service may check complianeéh relevant 4.2 requirements and
controls (e.g., the existence of an OTA mechanism, use of secure communication
protocols).

X R5.2.2 Specification of arbitrary and customized controls

o RationaleThe service must be configurable to enable a set of specific controls to be
specified as input. Thus, it applicability in multiple verticals or under different
regulations will be possible.

X R5.2.3 Holistic auditing of 10T deployments

o Rationale: The auditing service musanalyse security policies deployed at the
different elements of an 10T deployment: smart objects or devices, fog, enterprise
level, etc. It will also consider muftlatform interactions.

X R5.2.4 Interoperability with main loT platforms and technologies

o0 Rationale The service will be design to audit deployments based on the IoT platforms

provided in the projectMindSphere FIWARE, FUJISTSU loT platform.
X R5.2.5 Provide lowlevel granularity

o RationaleThe output of the audit service will be a detailed, interagtand intuitive

report.

Page |52

Project Title:  SecureloT
Contract No. 779899
Project Coordinator: INTRASOFT International S.A.



D2.2 +$QDO\WLYV RI 6WDNHKROGHUV,Y
Version: v1.0 3 #Final, Date 18/04/201 9

4.4.5 Developer « Support Services

Within the context of the IoT Securjtyrivacyand Trustby-design or bydefault are very
important principles to meet the regulatory Musie requirements.This is supported by the
Must-be criteria regarding controls: 1.2.10 (IoTSF Best Practices) and 1.2.12 (OWASP
Vulnerability Managemet). Moreover, we see specific Ataction criteria underpinning this, e.g.
1.1.22 (ENISA Baseline Recommendajions

Considering these criterjdhe SecureloT semes shall facilitate the implementation of these
principles by its DeveloperSupport Services. These services shall simplify programming against
the Security, Privacy and Trust targets by means like Annotations for loTityesmod
programming support ggices providing easy means to implement best practices for e.g.
authentication, encryption, multiplatform interaction in common development framewaorks.

Therefore, the following list of requirements in tasks T4.4 and T5.3 have beeed &l the task
leaders based onhe results of chapters 4.2 and 4.3.

T4.4 t Programming Models and Annotations for 10T Security

R4.4.1 Programming models and annotations shoatmply with existing standards
N Rationale: Standards are widely used and well establigbeidting standards such
as XACML 3.0 compliancy (at policy syntax, context syntax and functional levels)
and JSR 175, JSR 250 andREAT compliancy could be investigated and used.
R4.4.2 Programming models should exibly reusable and extensiblesuppotting a
broad set of deployment scenarios
N Rationale: The programming models and annotations may be implemented,
deployed or used within a single 10T component, service, network or application
or may comprise a federated system. They should consider @erani
deployments varying fronsmall sets to large deployments. The programming
models and annotations may be singular or modular accortbniipe scenario.
Modular models are preferred for ease of maintenance and extension.

R4.4.3 Annotations must support vsioning and backward compatibility
N Rationale: targeted components may evolve over time and new devices may be
introduced, thus the annotations must provide mechanisms for versioning and
ensure compatibility.
R4.4.4Programming annotations should be vahted

N Rationale: A desigtime mechanism that performs the validation of the
annotations should be used by developers, in order to guarantee their validity.

T5.3 t Programming support services

x Rb5.3.1 Enforce decentralized and distributed access control aggament
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o Rationale: Multiple references .2 impose requirements regarding authentication
and authorization mechanisms to control. Nevertheless, typically, these alternatives
rely on a centralized authority and do not consider interactions across multiple
platforms that may be based on different &ss control approaches. PEP at loT
application level must consider these fundamental requirements.

R5.3.2 Protect data confidentiality

o Rationale: Multiple references #h2impose requirements the protection of sensitive
data confidentiality. Encryption dbT application level is an additional requirement
for programming support services.

R5.3.3 End to end approach covering the multiple levels of an 10T deployment

o Rationale: As it has been emphasized in the requirements of previous tasks, SecureloT
scope overs all the levels of an 10T deployment, from the device or smart object to
the enterprise components.

R5.3.4 Multiplatform interactions

o Rationale: The service will be integrated with the 10T platforms provided in the project
(MindSphere FIWARE, FUJITSOT platform) and shall consider by design
interoperability between them.

R5.3.5 Seamless integration in mainstream Integrated Development Environments (IDE)

o0 Rationale: The service will be delivered as a plugin or extension for some of the

mainstream IDEypically used in the IoT domain (i.e., Eclipse, NetBeans, Visual Code).

R5.3.6 Separation of duties between developers and administrators
o Rationale: Developers will declaratively create the minimum amount ofgetlehat
is needed for security enforceme purposes. Access control policiesill be
dynamically generated during runtime, based on the interpretation of annotations.
Such a mechanism will implement the essential decoupling between the access
decisions and the points of use.
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5 Conclusions Next Steps

A comprehensive survey on stakeholder requirememmsluding regulators, authorities,
standardization bodies, global 10T initiatives has been drawn up. This seflegts §} C[« A] A
of stakeholdern what securityin loTshallbe about

dZ v oCe]e ]Je ¢ }v 8} C[« A]A v <}u ] v HZ%}3 v¥lo &3[|
communities Hence, ti largely refers to known gaps. It will be a major challenge to cover today
unknown gaps and attacks in a flexible and predéctiay. One topic may bée¢ anticipation of

threats by dynamiwulnerability analysis, even if this is not covered by SecureloT yet.

In the SecureloT use case scenarios kultiid and thus mudil-platform requirements were
identified in D2.1 This is refl § Jv 8Z 35| Z}o &+ E <|aigE party &f
overarching requirements is related to cloud security protecting services at the core.

The requirements have been clustered and weighted by the participants including their
stakeholder views as mdmers of initiatives, platform providers and IoT solution providers.

1%

A weighted list of core«S | Z}o réguifements based on Kano type criteria has been
developed We are of course aware that with the chosen method vertical specific requirements
can betaken into account by cumulating the denominations of overarching requirements under
due consideration. Therefore, it must be ensured in the further process that appropriate
requirements can be taken into account in the course of implementation.

hel]vP §Z]eU §Z % ](] & <u]E& u vsSe (}E& $Z "~ p& /}d %0 S(}&E
demand were defined by the task leaders of the implementation work packages.

This way a extensive 0]*8 }( @& <p]E u v3e o }v 31 Z}o Ehg A] Ae v
development of the SecureloT platform and services has been achieved in this task

Inthe tasks T2.3, T4.3, TR security policies, interoperability and auditing, a policy model for
the SecureloT services regarding their own security and protentaybe considered.

dZ @& <p]JE u vSe pEA C ] u}s]A 8 C §Z 8§ Zv] o €& <p]J]E u v
Considering the exploitation of those services wammercial aspectsiay be considered:

Level of SecurityWho needs how much Security andvidling to pay for this level?
Competition shapes standards and recommendatianslow can this be taken into
account during the project?

We suggest to consider these topics in task T8.3 Exploitation and Business Planning.
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7 Appendix

Following the experience of various understandings among stakeholders and the project
participants we have listed some generic definitions. These shall support a common
understanding of generic terma the ongoing discussions.

Table 7.1 Definitions

Term Definition
CONTROLS Are designed to address the protection needs of organisations, inform{
systems, and individuals. Security and Privacy controls help an organi
satisfy security and privacy requirements

SECURITY CONTROLS Security controls are the safeguards on countermeasures for an
information system or an organization to protect thenfidentiality,
integrity and availability of the system and its informatib@MB Circular
A-130

PRIVACY CONTROLS Privacy Controls are the administrative, technical, and physical safegu
employed within an agency to ensure compliance with applicablecy
requirements and manage prcy risks OMB Circular A30

hv € ' WZU SZ]e u C E}uPZoC 35z ~d Zv]
D spuE +_ ~ ESX i1 ' WZeX

ACCREDITATION The official management decision given by a senior agency official to
authorizeoperation of an information system and to explicitly accept th
risk to agency operations (including mission, functions, image, or
reputation), agency assets, or individuals, based on the implementatio
an agreedupon set of security controls

ADEQUATBECURITY Security commensurate with the risk and the magnitude of harm result
from the loss, misuse, or unauthorized access to or modification of
information. [OMB Circular-A30, Appendix Il

AUTHENTICATION Verifying the identity of a user, procgsor device, often as a prerequisite
to allowing access to resources in an information system

AVAILABILITY Ensuring timely and reliable access to and use of information. [44 U.S
SEC. 3542]

CERTIFICATION A comprehensive assessment of the managemeperational, and

technical security controls in an information system, made in support 9
security accreditation, to determine the extent to which the controls arg
implemented correctly, operating as intended, and producing the desir
outcome with resgct to meeting the security requirements for the syste
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CHIEF INFORMATION
OFFICER

official responsible for: (i) providing advice and other assistance to the
head of the executive agency and other senior management personne
the agency to ensure thanformation technology is acquired and
information resources are managed in a manner that is consistent with
laws, Executive Orders, directives, policies, regulations, and priorities
established by the head of the agency; (ii) developing, maintaining, an
facilitating the implementation of a sound and integrated information
technology architecture for the agency; and (iii) promoting the effectivg
and efficient design and operation of all major information resources
management processes for the agency, idahg improvements to work
processes of the agency. [44 U.S.C., Sec. 5125(b)

CONFIDENTIALITY

Preserving authorized restrictions on information access and disclosur
including means for protecting personal privacy and proprietary
information. [44 U.S.CSEC. 3542]

COUNTERMEASURES

Actions, devices, procedures, techniques, or other measures that redu
the vulnerability of an information syem. [CNSS Instruction 4009]
Synonymous with security controls and safeguards.

ENVIRONMENT

Aggregate of externgdrocedures, conditions, and objects affecting the
development, operation, and maintenance of an information system.
[CNSS Instruction 4009]

HIGHIMPACT SYSTEM

An information system in which at least one security objective (i.e.,
confidentiality,integrity, or availability) is assigned a FIPS 199 potential
impact value of high

INCIDENT

An occurrence that actually or potentially jeopardizes the confidentialit
integrity, or availability of an information system or the information the

system proceses, stores, or transmits or that constitutes a violation or

imminent threat of violation of security policies, security procedures, of
acceptable use policies.

INFORMATION OWNER

Official with statutory or operational authority for specified information
and responsibility for establishing the controls for its generation, collec
processing, dissemination, and disposal. [CNSS Instruction 4009]

INFORMATION RESOURCH

Information and related resources, such as personnel, equipment, fundg
and informationtechnology. [44 U.S.C., SEC. 3502]

INFORMATION SECURITY

The protection of information and information systems from unauthoriz
access, use, disclosure, disruption, modification, or destruction in orde
provide confidentiality, integrity, and availdity. [44 U.S.C., SEC. 3542]

INFORMATION SYSTEM

A discrete set of information resources organized for the collection,
processing, maintenance, use, sharing, dissemination, or disposition o
information. [44 U.S.C., SEC. 3502]

Note: Where there isnentioned information system this can be
substituted for Industrial Internet of things, Smart meters, actuators,
sensors, supply chains, cloud systems

INFORMATION SYSTEM
OWNER

Official responsible for the overall procurement, development, integrati
modification, or operation and maintenance of an information system.
[CNSS Instruction 4009 Adapted
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INFORMATION TECHNOLQ Any equipment or interconnected system or subsystem of equipment t
is used in the automatic acquisition, storage, manipulation, aggment,
movement, control, display, switching, interchange, transmission, or
reception of data or information by the executive agency. For purposeq
the preceding sentence, equipment is used by an executive agency if {
equipment is used by the execud agency directly or is used by a
contractor under a contract with the executive agency which: (i) require
the use of such equipment; or (ii) requires the use, to a significant exte|
of such equipment in the performance of a service or the furnishirey o
product. The term information technology includes computers, ancillary
equipment, software, firmware and similar procedures, services (inclug
support services), and related resources. [40 U.S.C., SEC. 1401]
INFORMATION TYPE A specific category afiformation (e.g., privacy, medical, proprietary,
financial, investigative, contractor sensitive, security management), de
by an organization or, in some instances, by a specific law, Executive
directive, policy, or regulation. [FIPS Publmatl99]

INTEGRITY Guarding against improper infornmian modification or destructiomnd
includes ensuring information nerepudiation and authenticity. [44 U.S.(
EC. 3542]

LOWIMPACT SYSTEM An information system in which all three security objectifies,

confidentiality, integrity, and availability) are assigned a FIPS 199 pote
impact value of low

MANAGEMENT CONTROLY The security controls (i.e., safeguards or countermeasures) for an
information system that focus on the management of risk #rel
management of information system security.

MEDIA Physical devices or writing surfaces including, but not limited to, magn
tapes, optical disks, magnetic disks, Laggale Integration (LSI) memory
chips, printouts (but not including displayedia) onto which information i
recorded, stored, or printed within an information system
MODERATHEVIPACT SYSTEN An information system in which at least one security objective (i.e.,
confidentiality, integrity, or availability) is assigned a FIPSobghtial
impact value of moderate, and no security objective is assighed a FIP
potential impact value of high.

NATIONAL SECURITY USbased:Information that has been determined pursuant to Executive
INFORMATION Order 12958 as amended by Executivel€rl3292, or any predecessor
order, or by the Atomic Energy Act of 1954, as amended, to require
protection against unauthorized disclosure and is marked to indicate it
classified status
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NATIONAL SECURITY SYS] Any information system (including any te@mmunications system) used
or operated by an agency or by a contractor of an agency, or other
organization on behalf of an ageney(i) the function, operation, or use of
which involves intelligence activities; involves cryptologic activities relg
to national security; involves command and control of military forces;
involves equipment that is an integral part of a weapon or weapons
system; or is critical to the dire@tlfilment of military or intelligence
missions (excluding a system that is to be usedoutine administrative
and business applications, for example, payroll, finance, logistics, and
personnel management applications); or (ii) is protected at all times by,
procedures established for information that have been specifically
authorized unde criteria established by an Executive Order or an Act o
Congress to be kept classified in the interest of national defense or for
policy. [44 U.S.C., SEC. 3542]

OPERATIONAL CONTROLY The security controls (i.e., safeguards or countermeasures) for an
information system that primarily are implemented and executed by
people (as opposed to systems).

ORGANIZATION A federal agency or any civil, commercial or non for profit company, ag
appropriate, any of its operational elements
POTENTIAL IMPACT Theloss of confidentiality, integrity, or availability could be expected to

have a limited adverse effect, a serious adverse effect, or a severe or
catastrophic adverse effect on organizational operations, organizationé
assets, or individuals. [FIPS Pulbiical99]

PRIVACY Privacy is the right of an individual or group to control or influence wha|
information related to them may be collected, processed, and stored a
by whom, and to whom that information may be disclosed. Industrial
Internet Securityrramework (11IC, 2016)

See also: GDPR alimitation of purpose.

RECORDS All books, papers, maps, photographs, mackie&dable materials, or
other documentary materials, regardless of physical form or
characteristics, made or received by an agency oflthied States
Government under Federal law or in connection with the transaction of
public business and preserved or appropriate for preservation by that
agency or its legitimate successor as evidence of the organization,
functions, policies, decisions,qaredures, operations or other activities of
the Government or because of the informational value of the data in th
[44 U.S.C. SEC. 3301]

RISK The level of impact on organizational operations (including mission,
functions, image, or reputationfyrganizational assets, or individuals
resulting from the operation of an information system given the potenti
impact of a threat and the likelihood of that threat occurring.

RISK MANAGEMENT Protective measures prescribed to meet the security requirements (i.e
confidentiality, integrity, and availability) specified for an information
system. Safeguards may include security features, management
constraints, personnel security, and securifypbysical structures, areas,
and devices. [CNSS Instruction 4009 Adapted]. Synonymous with secl
controls and countermeasures
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SAFEGUARDS

Protective measures prescribed to meet the security requirements (i.e.
confidentiality, integrity, and availahii) specified for an information
system. Safeguards may include security features, management
constraints, personnel security, and security of physical structures, are
and devices. [CNSS Instruction 4009 Adapted] Synonymous with secl
controls and ountermeasures.

SANITIZATION

Process to remove information from media such that information recoy
is not possible. It includes removing all labels, markings, and activity Ig
[CNSS Instruction 4009 Adapted]

SECURITY

Security is the condition of th&ystem being protected from unintended ¢
unauthorized access, change or destruction. Industrial Internet Securit]
Framework (1IC, 2016)

SECURITY CATEGORY

The characterization of information or an information system based on
assessment of the potentidmpact that a loss of confidentiality, integrity,
or availability of such information or information system would have on
organizational operations, organizational assets, or individuals. [FIPS
Publication 199]

SECURITY CONTROLS

The management, opetianal, and technical controls (i.e., safeguards o
countermeasures) prescribed for an information system to protect the

confidentiality, integrity, and availability of the system and its informatig
[FIPS Publication 199]

SECURITY CONTROL
BASELINE

Theset of minimum security controls defined for a lempact, moderate
impact, or highimpact information system.

SECURITY OBJECTIVE

Confidentiality, integrity, or availability. [FIPS Publication 199]

SECURITY PLAN

See System Security Plan

SECURITREQUIREMENTS

Requirements levied on an information system that are derived from
applicable laws, Executive Orders, directives, policies, standards,
instructions, regulations, or procedures, or organizational mission/busi
case needs to ensure the conrdiatiality, integrity, and availability of the
information being processed, stored, or transmitted

SYSTEM

See information system.

SYSTEM SECURITY PLAN

Formal document that provides an overview of the security requiremen
for an information system and desbes the security controls in place or
planned for meeting those requirements. [NIST Special Publicatioci &0
Revision 1]

TECHNICAL CONTROLS

The security controls (i.e., safeguards or countermeasures) for an
information system that are primariiynplemented and executed by the
information system through mechanisms contained in the hardware,
software, or firmware components of the system

THREAT

Any circumstance or event with the potential to adversely impact
organizational operations (including ssion, functions, image, or
reputation), organizational assets, or individuals through an informatiof
system via unauthorized access, destruction, disclosure, modification
information, and/or denial of service. Also, the potential for a threat
source b successfully exploit a particular information system vulnerabil
[CNSS Instruction 4009 Adapted]
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THREAT SOURCE The intent and method targeted at the intentional exploitation of a
vulnerability or a situation and method that may accidentally trigger
vulnerability. Synonymous with threat agent.

TRUST Scope:Definition of Trust and Trustworthiness is objective of T3.4. We
that in research Trust is based on context. However, we propose the
context of this project shall be business driven. Agxample, we see the
definition of Trustworthiness by the Industrial Internet Security Framew
(lIC 2016).
Please, define the context, which you use regarding Trust. See examp
Industrial SecurityConfidence that the privacy and security contrate
selected and implemented to satisfy a set of defied security and privac
requirements and to manage the risk associated with the use of
information systems, data and smart devices.

TRUSTWORTHY SYSTEMS Claiming that systems are trustworthy and secuream that first and
foremost there most a level of confidence in the feasibility and correctr
in concept philosophyand design regarding the ability of a system to
function securely as intendedIST

USER Individual or (system) process authorizedaitcess an information systen
[CNSS Instruction 4009]
VULNERABILITY Weakness in an information system, system security procedures, inter

controls, or implementation that could be exploited or triggered by a
threat source. [CNSS Instruction 4009 Addp

Please note the attachedquirements survey including s@rguidance for the contributorat
the very end of this documer{attached at the end for convenience purposes due to the very
high number of pages)
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8 Appendix: SafetyConsiderations

In Deliverable D2.2, essential sources for the main security, privacy and trust requirentets in
loT in general and for thesa-case scenarios in particular were identified (see Section 4.2). A
large part of these sources are far indifgatelated to the importance of safety. In some of these
sources, safety is an explicit component, but is not in the foreground of the Functional Safety
considerations.

X ENISA Baseline Security Recommendations for 10T in the context of Critical Informatio
Infrastructures (2017)
X Industry: ISA 99 / IEC 62443
x Connected Cars / Autonomous Vehicles:
0 NHTSA Cybersecurity Best Practice for Modern Vehicles
0 ENISA Cybersecurity and Resilience of Smart Cars (2016)
X Socially Assistive Robots:
o ISO TC 215 WG8afety, Security, Privacy"
0 ISIO TC 251 Health Informatics
o0 [ISO 13482:2014Robots and robotic devicesSafety requirements for personal
care robots

Nevertheless, the sources agree that the influenceofteersecuritygap on the functional safety
of a yystem must be excluded. The following sections explain the corresponding basics and the
resulting core requirements.

The two thematic fieldsSafety and (CybeSecuritydiffer essentially with regard to their
objectives, framework condiins (risks, methods/measures), dynamics as well as the actors
involved.

Followingthe IECG & puv 8]}v 0 » ( 8C J* % ES }( 3Z }A & 00 « ( 8C }( <*C-:
and generally focuses on electronics and related software. It looks at aspeatstpftsat relate
to the function of a device or system and ensures that it works correctly in response to commands
it receives. In a systemic approach Functional safety identifies potentially dangerous conditions,
situations or events that could result an accident that could harm somebody or destroy
something. It enables corrective or preventive actions to avoid or reduce the impact of an

] v9dIEC15]

Each SecureloT use casersrio and most I0T applications in general are affected considering
this view as the referred electrors and software are prone of vulnerabilities aryberattacks,
which can impact safety systems and safety measures.
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Figure 8.1.D1ut of the recent ISO/TR 2218D2018 illustrateghat cybersecurity attacks do not
represent an additional threat in terms &inctionalsafety but can be a trigger for the fact that
implemented safetyrelated measures can be impaired or rendered inGpiee.

The VDMA therefore advisés first carry out the risk assessment for safety in accordance with
(EN) ISO 12100 before making detailed considerations on cybersecurity. Thengesafiety
related solutions andupplementary technical protective mgares (risk mitigation measures)
should then be checked for vulnerability due to potential cybersecuriigchs and adjusted if
necessaryVDMA18].

Cybersecurity threats with relevance for security are subject to a high dynamic of change during
the entire life cycle of gystem, e.g. a machine, a car or a social robot. These threatSma@vang
target". On the other hand, the influence of theystem developer and manufacturer
concentrates on the phase of development/construction up to tingt fplacingon the market
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Overall this illustrates that Safety atopic, which should be dealt with in a way that it cannot
degraded by Security issuetn relation to thisthe ISO/TR 221068 contains concrete
recommendations foa machine manufacturer on the following levels of action:

x Selection of suitable components (hardware/software); sectmgfgvant components
that could potentially be targets for cybersecurity attacks should have a-sfatee-art
IT security level in orddo minimise vulnerability to cybersecurity attacks;

x Develop/design the overall machine; adhere to basic principles/measures aimed at
minimising vulnerability to cybersecurity attacks; provide for an emergency mode
(bringing the machine to a safe operajistate in the event that critical security functions
of the machine should be restricted or rendered ineffective by a cybersecurity attack);

x Information in the operating instructions; information on possible risks to the machine
operator based on potentlecybersecurity threats related to machine safety.

These recommendations are applicable beyond the manufacturing area to the threeasse
scenarios of the project.

In 2017, ENISA defined a set of Baseline Security Recommendatitmib. fbhe aim of this work

was toprovide insight into the security requirements of 10T, mapping critical assets and relevant
threats,assessing possible attacks and identifying potential good practices and security measures
to apply in ordeto protect IoT systemsWithin its Standards Gap Analysis publgkead of 2018
[ENISA18ENISA underpins the view of section 5.1 with two requirementSecurityby Design

X GRPSO01: Consider the security of the whole IoT system from a consistent and holistic
approach during its whole lifecycle across all levels of device/application design and
development, integrating security throughout the development, manufacture, and
deployment.

ISO 30141 clause 11.3.3, ITU Y.48®ecurity capabilities supporting safety of the
Internet of things
x GRPS03: Security must consider the risk posed to human safety. ISO 30141 clause 11.2

IEC 61508 sets out the requirements for ensuring that systems are designed, implemented,
operated and maintained. It supports the assessment of risks to minimize these failaaéstin

related systemsAnalogous to other standards it determintee required safety integrity level

(SIL). Four SILs are defined according to the risks involved in the system application, with SIL4
being used to protect against the highest risks.

The internationally accepted IEC 61508 is a basic standard for system integratibdevelopers
alike. It is a very comprehensive, applicatimgutral but technologydependent standard. It can
be used for the development of all safety systems, systems and components for which no
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applicationspecific standard exists, provided thdiet technology used corresponds to that
described in IEC 61508.

The IEC 61508 is usedrhbginufacturers, system builders, designers and suppliers of components
and subsystems and serves as the basis for conformity assessment and certification sérvices.
isalso used by many IEC TCs (Technical Committees) while preparing their own sector or product
specific Standards.g.for the nuclear sector, for machinery and for power dreystems.

Important for the fundamental evaluationf Machine Safety vs. Cyb8ecurityis the correct
classification of the topic into the currently existing legal and normative framework. The EU
Machinery Directive 2006/42/EC is used as a prominent example of this in Annex A of ISO/TR
221004. As in thecase of other national legal regulations on machine safety outside the EU, the
approach taken in the EU Machinery Directive is limited exclusively to the following

x intended use (as defined by the manufacturer) and
X reasonably foreseeable misuse by thyeerator.

From this it can be concluded that any unauthorised manipulation by third parties that is to be
classified as a cybaecurity attack (ddacto criminal act) does not fall under the EU Machinery
Directive 2006/42/EC. The same also applies todsedization on machine safety, since the
design principles established in (EN) ISO 12100 correspond to the approach of 2006/42/EC.

The ISAEC 61508 is not harmonized under the Machinery Directive, but is often used when no
corresponding harmonized stanahis available. There are also various harmonized standards
that refer to IEC 61508.

Within Industrie 4.0 (or the 10T in general) networked communication is a core part of the
intended use of a machine or device. Henosanufacturers of machines that aremosed to
vulnerability due to cybersecurity attacks due to a networkiisgintended useshould consider
possible effects on machine safety, insofar as this is possible at the time the machine is first
placed on the markeas recommended in section 8.1

The ISO/TR 22160 "Safety of machinery Relationship with ISO 1210@Part 4: Guidance to
machine manufacturers for consideration of relategsBcurity (cyber security) aspectsVhich
was published in autumn 2018hall give machine manufacturers an i@liforacticable assistance
at this task

Beyond these standards the ISA 99 and the IEC 62443, which were highly ranked in section 3,
consider safety issues.

The situation in this field is similar to the Industrie 4c@rsario. However, with the trend to more
or less electronically controlled cars and vehicles it is even more dynamic and complex.
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Moreover, Safety is not an option but a mandatory feature and has been applied and enforced
by regulators all over the worlduling decades. A good example is the Europ@émole Vehicle
TypeApproval Systermma mandatory process that must be followed in order to demonstrate that

a vehicle meets safety standards before going to the market.

Almost all the current legislatiostandards or good practices do not cover yet the introduction

of connected or autonomous features. It is true that in most cases, in the market there are only
new and few models withdvanced drivefassistance systems (ADAS) that correspond to the
secondSAE automation levBAE18 Conditional automation (level 3) or high automation (level

4) are just part of tests and research pilots. The same happens with the connectivity, current
commercial models just include the option to get small sets of part@h dhrough simple
applications but a fully connected V2X scenario is not ready. Nevertheless, in order to ensure the
safety of drivers and pedestrians or even inteodal transport systems, all regulators, OEMs and
stakeholders are struggling to managde®a Critical and Functional Safety compliance e.g.:

X 1SO 26262 provides the regulations that Original Equipment Manufacturers (OEMs) and
suppliers need to follow to ensure each system reaches the highest safety standard. While
ISO 26262 offers state ohe art standards in Functional Safety, it is challenging to
understand and implement. While these standards are not yet law, many large
automotive companies are enforcing them internally and with their vendors. The
introduction of the Automotive Safety lagrity Level (ASIL) is a valuable framework for
the quantification and analysis of the safety risks.

X NHTSAt Cybersecurity Best Practices for Modern Vehicles are included in multiple
working documents. They include the publication of Voluntary-Ssedessrant (VSSA)
reports including Operational Design Domains (ODDs) to demonstrate the safety aspects
of new vehicle systems. Safety risk assessment is highlighted as a powerful instrument.
The concept of Minimal Risk Condition or-fadick operation is also sltussed as a helpful
mitigation action.

x ISO/IEC EN 61508 also imposes requirements in this application field.

X The United Nations Economic Commission for Europe (UNECE) proposes in a draft
document several measures in order to enforce safety in connectedaamonomous
vehicles, e.g., it refers to 1ISO26252 as the reference standard, it encourages the inclusion
of a safe mod and redundancy and promotes the runtime detection of fraudulent
manipulation in order to warn drivers.

x The American Association of Motdfehicle Administrators (AAMVA), as part of a
jurisdictional assessment for the testing and deployment of connected and autonomous
vehicles, recommends maintaining a detailed log of the vehicle and drive behaviours
including data for the GPS, timestampsCU. The same approach is also part of some
NHTSA documents.

However, the main requirement is the prevention of cydsecurity attacks from harming the
safety systems of a vehicle. This is clearly stated through the multiple working documents, draft
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and giidelines. In this sense, SecureloT outcomes will be a powerful tool in order to prevent
and early detect attacks that may affect society safety.

Functional safety ensures that a given apparatus functions correctly in response to inputs. For
example, if an infusion pump malfunctions, Functional safety protocols will ensure that alarms
are activated to signal the malfunction and if relevant that the pump is deactivated to protect
the patient from harm through ovedosing. A different set of saffy protocols ensures that a
patient who undergoes cancer radiation therapy only receives exactly the programmed dose of
gamma radiation, no moreln this sense, the ISO/IEC 65108 may be applied in this field.

There exists an extensive body of standagisdelines and regulations proposed for Industrial
Robots, and in recent years for Industry 4.0. For example:

X ANSI/RIA R15.68012 American National Standard for Industrial Robots and Robot Systems

Safety Requirements.

This standard provides guidelinfs the manufacture and integration of Industrial Robots

and Robot Systems with emphasis on their safe use, the importance of risk assessment and
establishing personnel safety.

x ISO/TS 15066:2016-- Robots and robotic devices-- Collaborative robots
ISO/TSL5066:2016 specifies safety requirements for collaborative industrial robot systems
and the work environment, and supplements the requirements and guidance on
collaborative industrial robot operation given in ISO 1021&nd ISO 10218.

Besides the castor Industry 4.0, a new wave of robotics outside the industrial environment,
directed to home/household applications, thus requiring a new perspective of robotics
procedures and regulations. For example the following standards, guidelines and regulations
have been proposed and/or published to address these particular domain:

X 1SO 13482 Robots and robotic devicesSafety requirements for personal care robots

X (under development) ISO/DTR 23482- Robotics-- Application of ISO 13482 Part 1:
Safetyrelated test methods

x ISO/TR 23482:2019-- Robotics- Application of ISO 13482Part 2: Application guidelines

New developments have led to specific standards and guidelines for regarding devices that
present a certain degree of autonomy (i.e. Al). For epiam

x |IEC TR 60604:1:2017 Medical electrical equipmenPart 41: Guidance and interpretation
- Medical electrical equipment and medical electrical systems employing a degree of
autonomy

x |[EC White Paper Al:2018 Atrtificial intelligence across industries
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Another example of the current trends can be reflected on the creation (or extension) of different
branches of the international regulatory body 1SO Standardization Committee TC 299. Below we
can see a depiction of its current organization.

Socially Assistive robots as all products put into circulation in the EU (manufactured, sold,
imported, operated, etc.), have to fulfill applicable EU directives, such as the hemdon
standard/ directive 2014/35/EU (commonly referred as Low Voltage Directive or LVD) .
Furthermore, specific standards have been createdstandard 1ISO 13482 (Robots and robotic
devicest Safety requirements for personal care robots). The scope isfdtandard defines a

"W E-+}vo & Z}}S_ W
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Several examples in the scope of these standard are: Ijagrvant robots, person carrier
robots, physical assistant robots. This standard specifies among others:

Requirements for mechanical and electrical design
Requirements for control system design and performance
Shared workspace is the standard case

Intended contact between robot and human

Risks related to autonomous actions and decisions

X X X X X
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The requirements proposed in section 4Hall facilitate areffective proection of loT systems

against gber threats and early detection and tigation of attacks Moreover, the SecureloT

SECaaS shall support machine manufacturers, OEMs and robotics providers by risk assessment,
Ju%o0] v L ]S]vP v «% ] 00C A 0}% Ee+[ *PBo%}ES v A]3Z o

This way the Securelglatform will contribute tothe protection against compromising of safety

properties and measures by caber security related attacks.

Another scenario might be a malfunctioning system or sensor impacting safetgnatlaine, a
vehicleor a robot In general such malfunctioning must be dealt with by the safety system itself
as part of the safety design principles. It may be that this is not the case for some commercial
reasons, which also results in safety systems as additional features to bip@iY T19] In this

case additional insights could support also the safety system.

Actuallyin a scenario as described abouvé the readings of such a sensor are provided to
SecureloT by a probe anifl there is an algorithm implemented for detection anafes,
malfunctions introducing abnormal behaviour could be detected by Secuial@@dition to
existing safety measuresn this case the SecureloT data collection and analgbcdd also
support safetyof systems ensuring information anssuingwarningsviaan additional datgpath
beyond the commorand regularsafety mechanismse.g. using the Trustworthiness Metrics
However, the mairscenarioand requirement of SecureloT is the prevention of cyberurity
attacks from harming also safety systemsergfiore, SecureloT outcomes will provide security
measures in order to prevent and early detect attacks that may affect society safety.
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Appendix A

T2.2 - Stakeholders' Requirement®r Security, Privacy and Trudt
Addendum on Safety Considerations

Objective

The overall problem can be described as an overall insufficient level of protection against network and information
security irtidents, risks and threats across the EU undermittiegoroper functioning of theniternal market. This is
magnified by adding unprotected network nodes that are insecure by design like sensors, actuators and smart
meters.

Task 2.2 Objective (see propdgzb3):

This task will elicit andnalyze«$ | Z}o E-<[ E «u}(@®)security ahHd) privacy and trust using a variety

of requirements analysis modalities such as review of state of the art, analysis of feedback from stakeholders,
analysis oprojects, initiatives and standards in loT security and more.

Emphasis will be paid in identifying and documenting the requirements and viewpoints of I0T platform providers, 10T
security solution providers, 10T solution integrators and OEMs. Moreogeirements associated with the increased

use of smart objects and mufilatform interactions in 10T applications will be considered.

This taskeads us agnput for the technical WPs as a guidance or requirements catalogue to build the target
system.

This document is designed to offer a high level list of the different sources of requirements (stakeholders), but does
not intend to make any statement with regard to the specific steps necessary for compliance of the SecureloT use
cases with the legal regrements. This will rather be the main aspect of T2.5 et al.

However, for working with this document within the project, it should be beneficial to have a basic understanding of
the hierarchical order, in which the different stakeholders and their re8pecequirements are connected. This
hierarchy shall be briefly outlined below:

Level Stakeéholder | Type of | Examples Binding Abstradion | Scope (e.g.
Norm effect level territorial)
1 European Constity | Charta of Human Rights, Treat Binding High Entire EU
Union tional on the Functioning of the
level European Union
2 European Formal Directives and Regulations, e.¢ Binding High Entire EU
Union law GDPR, NIS, ePrivacy
3 European Court Case 582/14 Patrick Breyer v | Binding Medium; Entire EU
Court of decision | Germany: finihg that IP application
Justice addresses are personal data to specific
case
4 EU Com Execu Commission adequacy decisiol Binding High Entire EU

mission or tive De for third countries
agencies cisions



EU Com Recan- Art. 29 Data Protection Workin( Binding Medium; Entire EU

mission or menda W ESC "dE ve% E " onlyif concretk
agencies tionsand| 'u] o]v ¢_V referenced | zation of

technical | ETSI technical Norms; ENISA | by law; law

stan recommendations otherwise

dards expert

opinion

Member Constitu | National constitution Binding High Member
State tional State

level
Member Formal National (federal) law, e.g. Binding High Member
State law German Federal Data State

Protection Act (BDSG);

International Treaties (ratified)

National Court German constitutional court Binding Medium; Member
courts decision | (1BvR2368/06) on legality of application | State
video surveillance of public to specific
areas case
National Execu CNIL (FR); ICO (UK) decisions Binding High Member
executive tive De State
cisions
National Recom AN AGrundschutz Binding High Member
executive menda <}u% v Jpu_ C ' Eu onlyif Stae
tions and | Federal Agency for Security in | referenced
technical | Information Technology; by law;
stan otherwise
dards expert
opinion
International | Techical | 1ISQ, IETF, IEEENorms Expert Medium; Worldwide
Standards Stan opinion filling in the
Organi dards technical
zations details not
specified by
law
Private Best AIOTIVDI, VDE, Depends; | Low; Worldwide
Initiatives practice Expert concrete
recom opinion, technical
menda industry instruct
tions recom tions
mendaion
Individual Opinion | Statements of NGOs or Non Low Worldwide
persons commercial associations; all | binding,
(legal or secondary literature but may
natural) be
argumen
tatively
persuaive
Please note:

- Any set of requirements on any particular hierarchy level must be fully complianed/gbts of requirements
on all higher levels in the hierarchy.

- Insofar as Member States have sdivisions on state, dep&nent, province or communal level, the leveld 6
would need to be duplicated and inserted between level 10 and 11.

- The binding effect is viewed from the angle any given court of law would see them, e.g. in proceedings of a
supervisory authority againsa (member of) the consortium, or a lawsuit for damages following a
security/safety incident.



Requirements vs. Controls

Definition of Requirements

Security requirement®nsure that the confidentiality, integrity and availability of information beinggaissed,
stored or transmitted by the information system

Privacy requirementsidvance individual privacy with an organizations creation, collectisa,processing, storage
, maintenance, dissematiodjsclosure or disposal of Persoizta or Identifiable Information ( PIl) .This can be
used a a variety of context from policy and oversigitated activities to lifecycle activities that involve
information systems development and engineering disciplines.

Trust requirementst is the confidencehat the privacy and security controlare selected and implemented to
satisfy a set of defied security and privacy requirements and to manage the risk associated with the use of
information systems, data and smart devices.

Security and Privacy controfer information and organizations in the Critical Infrastructure to help satisfy security
and privacy requirements

Security Control Selection

Organizations must meet thminimum-securityrequirements in this standard by selecting the appropriate security
controlsand assurance requirements as described in NIST Special Publicatib8,€commended Security
Controls for Federal Information Systems.

The process of selecting the appropriate security controls and assurance requirements for organizational
information systems to achieve adequate security is a multifaceted;tréged activity involving management and
operational personnel within the organization.

Security categorization of federal information and information systems, as required by FIPS PublicatiertHe
first step in the risk management process.

Subsequent to the security categorization process, organizations must select an appropriate set of security controls
for their information systems that satisfy the minimusecurity requirements set fortm this standard.

The selected set of security controls must include one of three, appropriately tailored security control baselines from
NIST Special Publication 868 that are associated with the designated impact levels of the organizational
information systems as determined during the security categorization process

For lowimpact information systems, organizations must, as a minimum, employ appropriately tailored security
controls from the low baseline of security controls defined in NIST Spediit&ion 80053 and must ensure that
the minimum assurance requirements associated with the low baseline are satisfied.

For moderateimpact information systems, organizations must, as a minimum, employ appropriately tailored
security controls from the naerate baseline of security controls defined in NIST Special Publicatieb3aad
must ensure that the minimum assurance requirements associated with the moderate baseline are satisfied.

For highimpact information systems, organizations must, as a mimmemploy appropriately tailored security
controls from the high baseline of security controls defined in NIST Special PublicatibB 888 must ensure that
the minimum assurance requirements associated with the high baseline are satisfied

Guidance forStakeholder Selection

Who is the Stakeholder? Examples

Industrie 4.0 Usage Scenario
N Initiatives:
v Digitizing European Industries (EU),




Plattform Industrie 4.0 (DERAMI 4.0,
Industrial Data Space (DE),
[[ o0o0] Vv % }UE o—-/v U*SE] MY &USUE A
Industria Connectada 4.0 (ES),
Smart Industry (NL),
Green paper on Industrial Strategy (UK),
Industrie 4.0 Oesterreich (AT),
WE%uCeo dXil /v pueSEC Xi ~ U
Manufacturing Academy of Denmark (MADE) (DK),
Industria 4.0 (IT)
N Associations:
v ZVEIDE),
VDI,VDE, VDMA, BDI, VDA (DE),
AIOTI, BDVA, CECIMO (EU),
IIC (US)Industrial Internet Security Framework,
RRI, IVI (JP),
SYMOB (FR),
AFM (ES),
Metaalunie, FME (NL),
MTA (UK)
Namur (DE)
v Workgroup Instrumentation Board ,WIB ( NL)
Regulatory Bodies:
v ENISA
v European Commission (EU)
GDPR, NIS, ePrivacy, ...
Member States (legislatory, Ministry of Economy),
Mirror Committees,
FCC (US),
IPA (JP),
BSI (DE)
Standardization Bodies:
v ISO/IEC
TC57
N IEC 62351
(Security Standards for the Power Systems
Information $ructure)
N IEC 62443
JTC1/SC 27
N 1SO 27000, 27001, 27002

2
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v ISA
ISA 99SA/IE(G2443series of standards on the
cyber security of industrial automation and
control systems,
ISA 95Industrial Best Practices of Manufacturing
Information Technologies

CEN/CEBLEC,

NIST (US),

JISC (JP),

ETSI (EV),

E S]}vo }]e~/EIl <UYe-
VDI/VDE 2182 (similar to IEC 62443)
DIN EN ISO 19011 (IT Security Audits)

< < < <<

Assistive RobotJsage Scenario
N Patients people associations
v PAE Pain Alliance Europe (EU)
v EPF (EU)




N Elderly people associations
v ECHO Confederation of private care and nursing home natior|
associations in Europe (EU)
v FIAPA International Federation of Associations for Elderly
People
N Physicians
v EMA- European Medical Associatighiip://emanet.org/[(EU)
N Health organizations
v WHO (Global)
v EIRAHA- European Innovation Partnership on Active and Hea
Ageing (EU)
v Centers for Disease Control and Prevention (USA)
N Governmental organizations
v FAMHR Federal Agency for Medicines aR@alth Products
N Formal/Informal Caregivers
v HOPE (EVU)
N Regulators & policy makers
v ENISA (EU)
v ISA

ISA 95
ISA 99/IEC 62443
v CEN (EU)
ENVI Committee EP (EU)
v EU Commission Digital Single Market or DG Health and Food
Safety (EU)

<

v FCC (US)
v NIST
- E/NdD/Z 6111
- ETR 8201
- E/ND/Z 6107
v ISO

< /AKIdN T000TWIITT
[MKIdN TTARGOWTITI
["KIdZ TiAd0WTIiI
/"K T66606WTiio
["K TT06TWITIio
[M"KId™N TATOOWTiio

v EC

- 1iioloodl
v |EEE

- AT 0 1)
v HSS

N Health Insurance Portability and Accountabili
Act of 1996HIPAA)

v FCC

- Zlo & v—+ Kvo]v WE]A C W
(COPPA} 6 CFR Part 312

N Manufacturers / vendors
v Philips (NL)
v Omron (JP)
v Nomin (US)
v Sensara BV (NL)

Connected Car Usage Scenario
N Generic stakeholders
v Vehicle owners: they are the ownen§the vehicles and of the
generated data.




v OEMs / carmakers: VW, Renault, PSA... They have the know
about their proprietary CAN message content and they may
install loggers to gather and transmit vehicle dakaey may also,
provide Cloud Platforms teceive and format information from
their vehicle fleet as an additional service to vehicle owners.

v Alliances of carmakers

https://www.automotiveisac.com/
v loT Cloud Platforms providers
v Standardization bodies

IETF
N IP Wireless Access in Vehicular Environt:ien
WG
[https://datatracker.ietf.org/wg/ipwave/about/
)
ISO
N 1SO 26262
N 1SO TC204
N 1SO 21434
ETSI TOIS
IEEE
N IEEE 1609 (WAVE)
ITU
N ITUT SG17
SAE

N Cybersecurity Guidebook for Cydehysical
VehicleSystems
[https://www.sae.org/standards/content/j306 ]

/]

v Regulators
European Commission
N GDPR
N https://ec.europa.eu/transport/themes/its/e
its_en
European Union Agency for Networks and Informatio
Security (ENISA)
N ENISA Cars and Roads SECurity (CaRSEC)
Group
N ENISA security and resilience of Intelligent
Public Transports in the context of Smart Citi
Expert Group
NIST- NHTSA (National Highway Traffic Safety
Administration)
v Alliances and itiatives
ERTICO
Application #1- Usage Based Insurance
v Insurance companies
Application #2 Warnings on traffic and road conditions
v Public administrations and municipalities managimgffic
Control Center.

pral

pral

General Stakeholderésome examples)

N System Inegrators, DCS vendors, Cloud Providers, End Customers,
Hardware Suppliers, Software Suppliers, system security engitaers,
department, human resources

N Regulatory Bodies

v EU,
v Nato, Navo,
N Standardization Bodies
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Relevancdrom the point of Low-impact: Not important for the success of the project

view of the project SecureloT completion of the overall picture

Moderate-impact: Fundamental to meeting stakeholder expectations
important constraints

Highiimpact: Absolutely necessy for project success
critical success factor




OverarchingRequirements and Controls

Requirements

Category Security/ International Cooperation
Stakeholder Plattform Industrie 4.0
Abstract Five Guiding Principles of lloT/Industrie 8€curity Countermeasures [Plan] Establish a basi

policy in consideration of 10T characteristiodn@lysé Identify 10T risks. [Design] Consider a
consistent, effective and resilient design to protect security/safaitical assets.
[Implement/Connect] Gnsider processes, technical and netwdrksed countermeasures.
[Operate/Maintain] Maintain a safe and secure state, dispatch and share information and
consider business continuity.

Area of Application

Recommendations

Free Access (Y/N)

Y

Reference / Sorce

Facilitating International Cooperation for Secure Industrial Internet of Things/Industrie 4.0

Relevance H

(Low-impact,

Moderate-impact,

Hightimpact)

Sources https://www.plattform-i40.de/I40/Redaktion/EN/Downloads/Publikation/Secdraustriak

Internet-of-Things.pdf? _blob=publicationFile&v=4

Chapter / Page

Page 2

Category Security/ 10T in general
Stakeholder ENISA and Industry
Abstract The goal of this report is to elaborate baseline cybersecurity recommendations for 0T with

focus on @tical Information Infrastructures, whickncompass facilities, networksrsices and
physical and information technology equipment. These infrastructures are considered critica
because their destruction or disruption could bring about major consequefarethe health,
safety and economic wellbeing of citizens, for the efficient functioning of State institutions an
Public Administrationand for the asset ownensho make use of 10T to provide their services.
In this respect, the baseline security meeesufor 10T put forward in this report can serve as a
springboard for further related efforts towardstermonizedeU approach, paving the way for a
tacit adoption of the measures, and as criteria for other initiatives such as labelling or
EsS](d SlivX_

Area of Application

Critical Information Infrastructure, Smart Cars, eHealth

Free Access (Y/N)

Y

Reference / Source

Baseline Security Recommendations for 10T in the context of Critical Information Infrastructy
(November 2017)

Relevance M-H

(Lowimpact,

Moderate-impact,

High-impact)

Sources https://www.enisa.europa.eu/publications/baselirgecurityrecommendationsor-

iot/at download/fullRepor

Chapter / Page

Whole Document

Category Security
Stakeholder ENISA and Industry
Abstract Promote harmonization of 0T security initiatives and regulations. The current fragmentation

loT security guidelines, initiatives, standarahd other schemes needs to be addressed. A first
solid step in the direction is to define a list of best practices and guidelines for loT security a
privacy, which can be used as a baseline for the development and deployment of 10T systen
the market (for example consult reports from AIOTI and ECSO).

Area of Application

IoT industry, providers, manufacturers, associations




Free Access (Y/N)

Y

Reference / Source

Baseline Security Recommendations for 10T in the context of Critical Informatiasttuctures
(November 2017)

Relevance M

(Lowimpact,

Moderate-impact,

High-impact)

Sources https://www.enisa.europa.eu/publicationdaselinesecurityrecommendationgor-

iot/at download/fullRepor{

Chapter / Page

Page 57

Category IEWISecurity
Stakeholder ENISA and Industry
Abstract Raise awareness for the need for 10T cybersecurity. Cybersecurity is a shared responsihilgy

all involved stakeholders. It is thus essential for those stakeholders to have a thorough
understanding of related risks and threats, as well as ways to secure and protect against the
Raising awareness is therefore of paramount importance and iméiatio do so are highly
recommended.

Area of Application

I0T industry, providers, manufacturers, associations, academia, consumer groups, regulator,

Free Access (Y/N)

Y

Reference / Source

Baseline Security Recommendations for IoT in the context of&@ritiformation Infrastructures
(November 2017)

Relevance
(Low-impact,
Moderate-impact,
Hightimpact)

H

Sources

https://www.enisa.eur@a.eu/publications/baselinesecurityrecommendationsor-
iot/at downloaci/fullRepor]

Chapter / Page

Page 58

Category RS security
Stakeholder PETRAS loT Research Hub
Abstract Debates around issues such as security by default;)fggtilation, stadardisation and security

measures have emerged, though the content and nature of these debates varies and they a

0A Ce Jv ops]A }( A] @& vP }( 81 Z}o E+X Y
Area of Application Recommendations
Free Access (Y/N) Y
Reference / Source Summay literature review of industry recommendations and international developments on |
security
Relevance H
(Lowimpact,
Moderate-impact,
Highimpact)
Sources https://www.gov.uk/government/uploads/system/uploads/attachment data/file/686090/PET

[n Al

Literature Review of Industry Recommendations and Internatiddeelopments on [oT

ecurity.pdf

Chapter / Page

Page

Category Security
Stakeholder ENISA and Industry
Abstract Define secure software/hardware development lifecycle guidelines for 1oT. Developers,

manufacturers and providers of IOT produats] solutions should integrate and adopt a secure
software development lifecycle (SSDLC) for their 0T offerings and incorporate relevant prog
in their operations. Security must be implemented as a whole, at the application level, and in
of the phases of the SDLC. It is therefore important to encourage more companies to offer s¢
components that are at the same time usable for developers and end users/consumers.




Area of Application

IoT developers, platform operators, industry, manufacturers

Free Access (Y/N)

Y

Reference / Source

Baseline Security Recommendations for 10T in the context of Critical Information Infrastructy
(November 2017)

Relevance M

(Lowimpact,

Moderate-impact,

Highimpact)

Sources https://www.enisa.europa.eu/publications/baselingecurityrecommendationgor-

iot/at download/fullRepor{

Chapter / Page

Page 58

Category I Security
Stakeholder ENSA and Industry
Abstract Achieve consensus for interoperability across the 10T ecosystem. The issue of interoperabili

very pertinent to the IoT ecosystem due to the very large scale and penetration of the 10T
ecosystem, the long and complex supphains and the numerous involved stakeholders. Ensu
and fostering interoperability of I0T devices, platforms and frameworks, as well as security
practices is therefore an essential element of 0T security and should thus be encouraged.

Area of Appliation

IoT industry, associations, academia, consumer groups, regulators

Free Access (Y/N)

Y

Reference / Source

Baseline Security Recommendations for 10T in the context of Critical Information Infrastructy
(November 2017)

Relevance M

(Lowimpact,

Moderate-impact,

Hightimpact)

Sources https://www.enisa.europa.eu/publications/baselirgecurityrecommendationgor-

iot/at download/fullReport

Chapter / Page

Page 59

Category Security
Stakeholder ENISA and Industry
Abstract NdZ P} o }( 8Z]e & %}ES ]+ 8§} o }CE § e 0o]J]v C &+ uE]

focus on Critical Information Infrastructures, which encongpfailities, networks, services and
physical and information technology equipment. These infrastructures are considered critical
because their destruction or disruption could bring about major consequences for the health
safety and economic wellbeing oitizens, for the efficient functioning of State institutions and
Public Administrations and for the asset owners who make use of I0T to provide their servic
In this respect, the baseline security measures for 0T put forward in this report can serve as
springboard for further related efforts towardstearmonizedeU approach, paving the way for a
tacit adoption of the measures, and as criteria for other initiatives such as labelling or
EsS]( SlivX_

Area of Application

Critical Information Infrastrcture, Smart Cars, eHealth

Free Access (Y/N)

Y

Reference / Source

Baseline Security Recommendations for 10T in the context of Critical Information Infrastructy
(November 2017)

Relevance M-H

(Lowimpact,

Moderate-impact,

Highimpact)

Sources https://www.enisa.europa.eu/publications/baselirgecurityrecommendationsor-

iot/at download/fullRepor

Chapter / Page

Whole Document

Caegory

| Security




Stakeholder

ENISA and Industry

Abstract

Foster economic and administrative incentives for 10T security. It is clear that lack of security
impacts business continuity and this is indeed the case also for I0T that is driven by Ré&i2sac
and a rush to push products and services in the market. In this respect, business continuity
serve as a driver for justifying costs in cyber security solutions.

Area of Application

I0oT industry, associations, academia, consumer groups, regsalat

Free Access (Y/N)

Y

Reference / Source

Baseline Security Recommendations for 10T in the context of Critical Information Infrastructy
(November 2017)

Relevance M

(Low-impact,

Moderate-impact,

High-impact)

Sources https://www.enisa.europa.eu/publications/baselirgecurityrecommendationgor-

iot/at_download/fullRepor

Chapter / Page

Page 59

Category INESecurity
Stakehotler ENISA and Industry
Abstract Establishment of secure I0T product/service lifecycle management. Security plays an import

E}o A]S8Z]v 00 3Z %Z * « }( Vv /}d % E} p [+l EA] [+ o](
development, testing, productigrdeployment, maintenance, eraf-support, and enebf-life (i.e.
decommissioning). It is recommended that specfficusedand targeted security processes be
defined for all these phases.

Area of Application

10T developers, platform operators, industrganufacturers

Free Access (Y/N)

Y

Reference / Source

Baseline Security Recommendations for 10T in the context of Critical Information Infrastructy
(November 2017)

Relevance M

(Low-impact,

Moderate-impact,

Highimpact)

Sources https://www.enisa.europa.eu/publications/baselirgecurityrecommendationsgor-

iot/at_download/fullRepor{

Chapter / Page Page 59

Category IR Trust

Sakeholder ENISA and Industry

Abstract Clarify liability among IoT stakeholders. As identified by the interviews with the experts a ver

important issue when I0T is considered is that of liability. It is of particular importance in the
domain, sincelie cyberphysical nature of 10T relates and tightly binds security to safety.

Area of Application

0T industry, regulators

Free Access (Y/N)

Y

Reference / Source

Baseline Security Recommendations for 10T in the context of Critical Information Inftasts
(November 2017)

Relevance H

(Lowimpact,

Moderate-impact,

High-impact)

Sources https://www.enisa.europa.eu/publications/basele-securityrecommendationgor-

iot/at download/fullRepor

Chapter / Page

Page 59

Category

i ISecurity

Stakeholder

ISA/IEC




Abstract

The ISA99 Committee addresses industrial automationcamdol systems whose compromise
could result in any orlhof the following situations:

* endangerment of public or employee safety

* loss of public confidence

* violation of regulatory requirements

* loss of proprietary or confidential information

* economic loss

* impact on national security

The concepbdf manufacturing and control systems electronic security is applied in the broade
possible sense, encompassing all types of plants, faciktressystems in all
industries.Manufacturing and control systems include, but are not limited to:

* hardware and software systems such as DCS, PLC, SCADA, networked electronic sensing
monitoring and diagnostic systems

* associated internal, human, network, or machine interfaces used to provide control, safety
manufacturing operations functionality to ndnuous, batch, discrete, and other processes.
Physical security is an important component in the overall integrity of any control system
environment, but it is not specifically addressed in this series of documents.

Area of Application

General Securit$tandard for industry

Free Access (Y/N) N

Reference / Source ISA/IEC 62443
Relevance High

(Lowimpact,

Moderate-impact,

Highimpact)

Sources https://www.isa.org/isa99]

https://www.isa.org/pdfs/autowest/phinneydonel/

https://www.certsi.es/en/blog/iec62443volution-of-isa9g

Chapter / Page

Multi-document series

Category ISEe]Security
Stakeholder ISA/IEC
Abstract TC57 has significantly introduced semantic data modeling and use case methodolog

the IEC
The reference architecture provides a comprehensive overview of the TC57 standar
and their application domains
The profiling of standards contributes significantly to increasing interoperability and t
to efficiency in integration projects

IEC 62351 is a standard developed by WG15 of IEC TC57. This is developed for handling th
security of TC 57 series of protosahcluding IEC 608#)series, IEC 608#®)series, IEC 61850
series, IEC 61970 series & IEC 61968 series. The different security objectives include

authentication of data transfer through digital signatures, ensuring only authenticated accesg
preventionof eavesdropping, prevention of playback and spoofing, and intrusion detection.

X |EC 62351 v Introduction to the standard
X |IEC 62352 v Glossary of terms
x |EC 62358 v Security for any profiles includingCP/IP




x |TLYEncryption
X Node Authentication by means £.509 certificates

X Message Authentication
IEC 62354 v Security for any profiles includiddMS(e.g., ICGBasedlEC 6087®, IEC
6185Q etc.).
X Authentication for MMS
X TLSRFC 2246 inserted betweeiRFC 1008 RFC 798 provide transport layer
security
X 1EC 62355 v Security for any profiles includingC 6087% (e.g.,DNP3erivative)
X TLS for TCP/IP profiles and encryption for serial profiles.
X |EC 62355 v Security folEC 6185@rofiles.
x VLANuse is made as mandatory f&/OOSE
X tb be used for SNTP
IEC 6235% v Security through network and system management.
x DefinesManagement Informabn Bas€MIBs) that are specific for the power
industry, to handle network and system management thro&WMPoased methods.
IEC 6235B v Rolebased access control.
x Covers the access control of users and automated agents to data objects in power
systemsby means of roldased access contrdRBAE
IEC 6235D v Key Management
x Describes the correct and safe usage of safeitycal parameters, e.g. passwords,
encryption keys.
x Covers the whole life cycle of cryptographic information (enrollment, creation,
distribution, installation, usage, storage and removal).
X Methods for algorithms using asymmetric cryptography
x Handling ofdigital certificategpublic / private key)
X Setup of thePKlenvironment withX.509 certificates
x Certificate enrollment by means &EP/ CMP
x Certificate revocation by means @RL OCSP
X A secure distribution mechanism based GDOknd thelKEvzrotocol is presented
for the usage of symmetric keys, e.g. session keys.
x |IEC 6235110 v Security Architecture
x  Explanation of security arcleittures for the entire IT infrastructure
x ldentifying critical points of the communication architecture, e.g. substation control
center, substation automation
X Appropriate mechanisms security requirements, e.g. data encryption, user
authentication
x  Applicabiity of wellproven standards from the IT domain, e.g. VPN tunnel, secure F
HTTPS
x |EC 623511 v Security for XML Files
x Embedding of the original XML content into an XML container
x Date of issue and access control for XML data
X X.509 signature for authermity of XML data
x  Optional data encryption

x

x

x

x

Area of Application

Energy / Communications including IACS

Free Access (Y/N)

N

Reference / Source

IEC TC57

Relevance
(Lowimpact,
Moderate-impact,
High-impact)

H

Sources

http://iectc57.ucaiug.org/wgl5public/Public%20Documents/White%20Paper%200n%20Sedy
208tandards%20in%20lEC%ZOTCSE.pdf

Chapter / Page

Whole Document




Cakgory Security
Stakeholder CEN / CENELEC
Abstract The scope of the Smart Grid Information Security (SGIS) working group under the European

Commission Smart Grid Mandate M/490 [1] is to support European Smart Grid deployment.
As quoted fromthe M/61 D v § & /ESW Z€Ye+ /$ Aloo veA & §Z § Z
for epes Jv 0 Z+3 8§ }(8Z ES[ "u ES 'E] /v(}eotecidnand privaEy
(DPP)enabling the collection, utilization, processing, storage, transmisaia erasure of all
information to be protected for all participating actors. This will enable smart grid services thro
a Smart Grid information ancbommunication system that is inherently secure by design within t
critical infrastructure of transmgon and distribution networks, as well as within the connected
properties (buildings, charging statiarto the final nodes). This should be done in a way that is
compatible with all relevant legal requirements, i.e. consuhaia protection and privacyights,
metrology and daily business operations, and that is ensuring that rights of all consumers, inc
§Z Apov E 0 }v U E % E}S 5§ X €Y
Cyber security requires an overall risk management approach where threats and measures al
considered frontechnical, process and people point of view. The content presented in this rep
Vv}E % E}A] Ju%o § v (Jv]8]A veA & 8} 83Z uv & [e
of the Smart Grid Information Security (SGIS) working group is to pravidgh level guidance on
how standards can be used to develop Smart Grid information security. In this light it presents
concepts and tools to help stakeholders to integrate information security into daily business.

Area of Application

Standard for SmaiGrids

Free Access (Y/N) N

Reference / Source CENCENELEETSI Smart Grid Coordination Group

Relevance M-H

(Low-impact,

Moderate-impact,

Hightimpact)

Sources [https://ec.europa.eu/energy/sites/ener/files/documents/2011 03 01 mandate m490 er.pdf

Chapter / Page

Chapter 1 / p2ff

Category i ESISecurity
Stakeholder
Abstract Critical Infrastructure Protection (CIP) US anddgjulations suclas NERC Eland BDEW,

require complex security mechanisms, mitigation techniques, data recovery mechanisms,
trails, monitoring and logging.

Area of Application

Critical Infrastructure Protection

Free Access (Y/N) Y

Reference / Source | NERC CIP
BDEW

Relevane H

(Lowimpact,

Moderate-impact,

Highimpact)

Sources

httQ://www.nerc.com/gl)_a/CI/ComglPages/defauIt.asbx
https://www.bdew.de/

Chapter / Page

Whole D@ument

Category i EGSecurity
Stakeholder NIST
Abstract The National Institute of Standards and Technology (NIST) is developing a cybersecurity

for industrial control systems (ICS). The goal of this testbed is to measure the performanc
anlCS when instrumented with cybersecurity protections in accordance with practices
prescribed by prevailing standards and guidelines. This paper outlines the testbed design
lists research goals, use cases and performance metrics currently being cedsitlee paper




is also intended to initiate discussion between control and security practitiorters areas
that have had little interaction in the past. Research outcomes from the testbed will highlig
specific cases where security technologies imgacitrol performance as well as motivate

methods by which control engineers can leverage security engineering to design control
algorithms that extend safety and fault tolerance to include advanced persistent threats.

Area of Application

Best Practice

Free Access (Y/N)

Y

Reference / Source

A Cybersecurity Testbed for Industrial Control Systems

Relevance M

(Low-impact,

Moderate-impact,

High-impact)

Sources [https://www.nist.gov/publications/cybersecurityestbed-industriatcontrol-systems

Chapter / Page

Whole Document

Category Security

Stakeholder FIPS
System Integrators, DCS vendors, Cloud ProvidersCHsttmer Hardware Supplier, Software
Supplier, system security engineers

Abstract Certification, Accreditation, and Security Assessments (CA):

Organizations must: (i) periodically assess the security controls in organizational information
systems to determine if the controls are effectivalieir application; (ii) develop and implement
plans of action designed to correct deficiencies and reduce or eliminate vulnerabilities in

organizational information systems; (iii) authorize the operation of organizational information
systems and any assated information system connections; and (iv) monitor information syste
security controls on an ongoing basis to ensure the continued effectiveness of the controls.

Configuration Management (CM): Organizations must: (i) establish and maintain baseline
configurations and inventories of organizational information systems (including hardware,
software, firmware, and documentation) throughout the respective system development life
cycles; and (ii) establish and enforce security configuration settings fomation technology
products employed in organizational information systems.

Contingency Planning (CP): Organizations must establish, maintain, and effectively impleme
plans for emergency response, backup operations, and-gisstster recovery for oanizational
information systems to ensure the availability of critical information resources and continuity
operations in emergency situations.

Incident Response (IR): Organizations must: (i) establish an operational incident handling

capability fororganizational information systems that includes adequate preparation, detectio
analysis, containment, recovery, and user response activities; and (ii) track, document, and r
incidents to appropriate organizational officials and/or authorities.

Maintenance (MA): Organizations must: (i) perform periodic and timely maintenance on
organizational information systems; and (ii) provide effective controls on the tools, technique
mechanisms, and personnel used to conduct information system maintenance.

Media Protection (MP): Organizations must: (i) protect information system media, both pape
digital; (ii) limit access to information on information system media to authorized users; and (
sanitize or destroy information system media before disgal or release for reuse.

Physical and Environmental Protection (PE): Organizations must: (i) limit physical access to
information systems, equipment, and the respective operating environments to authorized
individuals; (ii) protect the physical plaahd support infrastructure for information systems; (iii)
provide supporting utilities for information systems; (iv) protect information systems against
environmental hazards; and (v) provide appropriate environmental controls in facilities conta

information systems.




Planning (PL): Organizations must develop, document, periodically update, and implement
security plans for organizational information systems that describe the security controls in plz
planned for the information systems and thelea of behaviour for individuals accessing the
information systems.

Personnel Security (PS): Organizations must: (i) ensure that individuals occupying positions
responsibility within organizations (including thipérty service providers) are trustwihy and
meet established security criteria for those positions; (ii) ensure that organizational informatic
and information systems are protected during and after personnel actions such as terminatio
and transfers; and (iii) employ formal sanctionsersonnel failing to comply with organizationz
security policies and procedures.

Risk Assessment (RA): Organizations must periodically assess the risk to organizational ope
(including mission, functions, image, or reputation), organizationaltasaad individuals,
resulting from the operation of organizational information systems and the associated proces
storage, or transmission of organizational information.

System and Services Acquisition (SA): Organizations must: (i) allocaterduffsieirces to
adequately protect organizational information systems; (ii) employ system development life ¢
processes that incorporate information security considerations; (iii) employ software usage a
installation restrictions; and (iv) ensure thiird-party providers employ adequate security
measures to protect information, applications, and/or services outsourced from the organizat

System and Communications Protection (SC): Organizations must: (i) monitor, control, and
organizati;mal communications (i.e., information transmitted or received by organizational
information systems) at the external boundaries and key internal boundaries of the informatic
systems; and (ii) employ architectural designs, software development technigueésystems
engineering principles that promote effective information security within organizational
information systems.

System and Information Integrity (SI): Organizations must: (i) identify, report, and correct
information and information system fles in a timely manner; (ii) provide protection from
malicious code at appropriate locations within organizational information systems; and (iii)
monitor information system security alerts and advisories and take appropriate actions in

response.
Area of Aplication Standards
Free Access (Y/N) Y

Reference / Source

FEDERAL INFORMATION PROCESSING STANDARDS PUBLICATION
Minimum Security Requirements for Federal Information and Information System

Relevance H

(Lowimpact,

Moderate-impact,

Hightimpact)

Sources [https://nvipubs.nist.gov/nistpubs/FIPS/NIST.FIPS.200.pdf

Chapter / Page

Whole Document

Category iRESISecurity
Stakeholder DNV GL / Industry AssociatidDil&Gas
Abstract Industrial automation and control systems (IACS) in oil and gas installations are vulnerabl

cyber security incidents. As a result, countermeasures must be in place, and the facility
operator must be confident that these countermeasures are sufficiewt @rrectly performed.
The risk must be acceptable for all systems including existing and possibly obsolete syste
Due to the high number of packages and systems in the packages, a standard based app
required.

Area of Application

Recommended factices contain sound engineering practice and guidance.

Free Access (Y/N)

Y




Reference / Source

Cyber security in the oil and gas indudbgsed on IEC 62443

Relevance M

(Low-impact,

Moderate-impact,

High-impact)

Sources [http://rules.dnvgl.com/docs/pdf/DNVGL/RP/20409/DNVGERRPG 108.pdf

Chapter / Page

Whole Document

Category Security

Stakeholder NIST, FIPS

Abstract NIS

Area of Application Systems and Communication Protection
Free Access (Y/N) Y

Reference / Source Special publication 8083

Relevance H

(Low-impact,

Moderate-impact,

Hightimpact)

Sources [https://nvipubs.nist.gov/nistpubs/FIPS/NIST.FIPS.200.pdf

Chapter / Page

Whole Document

Category iEeSecurity
Stakeholder 10T platform provider
Abstract The loT Platform should support a Certification Authority (either external or internal) in org

to interact with the Smart Objects and CPS i.e. diR&[Public key infrastructure)
mechanisms.

Area of Application

H2020 FIESTAT Project (Usg IoFA ARM)
PK Infrastructure

Free Access (Y/N) Y

Reference / Source | D2.4 FIESTA MeGloud Architecture and Technical Specifications
Relevance H

(Lowimpact,

Moderate-impact,

Highimpact)

Sources |http://fiesta-iot.eu/wp-content/uploads/2016/06/FIES TR T-D24web.pdf

Chapter / Page

Whole Document

Category iNEAISecurity
Stakeholder I0T platform provider
Abstract When a user wants to execute any action th& Rlatform has to verify that he is authorized t

do this action. The loT Platform must have full control of the data that it provides and to w|
they are provided.

Area of Application

H2020 FIESTAT Project (Using le& ARM)

Identity
Free Access (YN Y
Reference / Source | D2.4 FIESTA Met@oud Architecture and Technical Specifications
Relevance H
(Low-impact,
Moderate-impact,
Highimpact)
Sources [http://fiesta -iot.eu/wp-content/uploads/2016/06/FIES T T-D24web.pdf

Chapter / Page

Whole Document

Category iNEPISecurity
Stakeholder loT platform provider




Abstract

The IoT Platform must have different level of profile types (e.g. administrator, guest, usér,
Thereby grant different permissions.

Area of Application

H2020 FIESTAT Project (Using |e& ARM)
Identity, Trust Levels, User Profiles

Free Access (Y/N) Y

Reference / Source | D2.4 FIESTA Met@oud Architecture and Technical Specifications
Relevance H

(Lowimpact,

Moderate-impact,

Highimpact)

Sources |http://fiesta-iot.eu/wp-content/uploads/2016/06/FIES TR T-D24web.pdf

Chapter / Page

Whole Document

Cate@ry INEEISecurity
Stakeholder IoT platform provider
Abstract At any time the Smart Objects and CPS owners should have the ability to grant and revok

access privileges. Smart Objects and CPS owners must be in full control of the resources
they provide and to whom they are provided.

Area of Application

H2020 FIESTAT Project (Using |eA ARM)
Identity and Access Management

Free Access (Y/N) Y

Reference / Source | D2.4 FIESTA Metloud Architecture and Technical Specifications
Relevance H

(Low-impact,

Moderate-impact,

Hightimpact)

Sources [http://fiesta -iot.eu/wp-content/uploads/2016/06/FIES T T-D24web.pdf

Chapter / Page

Whole Document

Category 1.1.248%:4011\Y;
Stakeholder 10T platform provider
Abstract The loT Platform must provide a tool to manage users and their respective access rights.

Area of Application

H2020 FIESTAT Project (Using |eX ARM)
Identity and Access Management

Free Access (Y/N) Y

Reference / Source | D2.4 FIESTA Metloud Architecture and Technical Specifications
Relevance H

(Low-impact,

Moderate-impact,

Hightimpact)

Sources [http://fiesta -iot.eu/wp-content/uploads/2016/06/FIES T T-D24web.pdf

Chapter / Page

Whole Document

Category iEVIsiSecurity
Stakeholder 0T platform provider
Abstract User must feel authentication and authorization is as transparent as possible for the usag

the different tools. Singlesignon mechanism could be applied.

Area of Application

H2020 FIESTAT Project (Using |eA ARM)
Identity and Access Management

Free Access (Y/N) Y

Reference / Source | D2.4 FIESTA Met@oud Architecture and Technical Specifimas
Relevance M

(Lowimpact,

Moderate-impact,

High-impact)

Sources [http://fiesta -iot.eu/wp-content/uploads/2016/06/FIESTWT-D24web.pdf




Chapter / Page

| Whole Docurent

Category IELsSecurity
Stakeholder Legislators: European Union, Member States
Abstract Member States should be adequately equipped, in terms of both technical and organisationa

capabilities, to prevent, detect, respond to and mitigate netwanrid information system
incidents and risks. Member States should therefore ensure that they havdumetioning

ANZdeU o0} IVIAV ¢ Ju%pd3 E u EP v C E *%}ve 3§ ue ~Z
requirements to guarantee effective and compatilslpabilities to deal with incidents and risks
and ensure efficient cooperation at Union level. In order for all types of operators of essentia
services and digital service providers to benefit from such capabilities and cooperation, Menm|
States shoulénsure that all types are covered by a designated CSIRT. Given the importance
international cooperation on cybersecurity, CSIRTs should be able to participate in internatic
cooperation networks in addition to the CSIRTs network established by tkidiiz.

As most network and information systems are privately operated, cooperation between the [
and private sectors is essential. Operators of essential services and digital service providers
be encouraged to pursue their own informal coogton mechanisms to ensure the security of

network and information systems. The Cooperation Group should be able to invite relevant

stakeholders to the discussions where appropriate. To encourage effectively the sharing of

information and of best practicet is essential to ensure that operators of essential services a
digital service providers who participate in such exchanges are not disadvantaged as a resu
their cooperation.

Information about incidents is increasingly valuable to the generhlipand businesses,
particularly small and mediussized enterprises. In some cases, such information is already
provided via websites at the national level, in the language of a specific country and focusing
mainly on incidents and occurrences with a patl dimension. Given that businesses increasir
operate across borders and citizens use online services, information on incidents should be
provided in an aggregated form at Union level. The secretariat of the CSIRTs network is
encouraged to maintain website or to host a dedicated page on an existing website, where
general information on major incidents that have occurred across the Union is made availab
the general public, with a specific focus on the interests and needs of businesses. CSIRTs
participating in the CSIRTs network are encouraged to provide on a voluntary basis the
information to be published on that website, without including confidential or sensitive
information.

Given the global nature of security problems affecting network afatination systems, there is
a need for closer international cooperation to improve security standards and information
exchange, and to promote a common global approach to security issues.

Digital service providers should ensure a level of security comanateswith the degree of risk
posed to the security of the digital services they provide, given the importance of their servic
the operations of other businesses within the Union. In practice, the degree of risk for operat
of essential services, Wwth are often essential for the maintenance of critical societal and
economic activities, is higher than for digital service providers. Therefore, the security
requirements for digital service providers should be lighter. Digital service providers should
remain free to take measures they consider appropriate to manage the risks posed to the se
of their network and information systems. Because of their ctomsler nature, digital service
providers should be subject to a more harmonised approach atrieivel. Implementing acts
should facilitate the specification and implementation of such measures.

Area of Application

EUDirective concerning measures for a high common level of security of network and inform
systems

Free Access (Y/N)

Y

Referene / Source

Directive (EU) 1148/2016 (NIBrective)
Member States Legislation




Relevance M

(Low-impact,

Moderate-impact,

High-impact)

Sources [http:// eur-lex.europa.eu/legatontent/EN/TXT/?uri=uriserv%3A0J.L .2016.194.01.0001.01.F

Chapter / Page

Whole Document

Category i iSecurity
Stakeholder Legislators: European Union, Member States
Abstract Operators of essential servictake appropride and proportionate technical and organisational

measuresto manage the risks posed to the security of network and informatieystemswhich
they use in their operations. Having regard to the state of the art, those measures shall ensy
level of secuty of network and information systems appropriate to the risk posed.

Operators of essential services tadgpropriate measurego prevent and minimise the impact of
incidentsaffecting the security of the network and information systems used for the pi@viof
such essential services, with a view to ensuring the continuity of those services.

Operators of essential servicastify, without undue delay, the competent authority or the
CSIRT of incidentsaving a significant impact on the continuity of thgsential services they
provide. Notifications shall include information enabling the competent authority or the CSIR
determine any crosbvorder impact of the incident.

Area of Application

OPERATORS OF ESSENTIAL SERVICES
Security requirements and iident notification

EUDirective concerning measures for a high common level of security of network and inform
systems

Free Access (Y/N)

Y

Reference / Source

Directive (EU) 1148/2016 (NL8Brective)
Member States Legislation

Relevance M

(Lowimpact,

Moderate-impact,

Highimpact)

Sources [http://eur -lex.europa.eu/legatontent/EN/TXT/?uri=uriserv%3A0J.L .2016.194.01.0001.01.E

Chapter / Page

Art. 14

Category iREASiSecurity
Stakeholder Legislators: European Union, Member States
Abstract Digital servicgproviders identify and take appropriate and proportionate technical and

organisational measures to manage the risks posed to the secuwitgetwork and information
systemswhich they use in the context of offering services referred to in Annex Il within the
Union. Having regard to the state of the art, those measures shall ensure a level of security
network and information systems apppdate to the risk posed, and shall take into account the
following elements:

(@) the security of systems and facilities;
(b) incident handling;

(c) business continuity management;

(d) monitoring, auditing and testing;

(e) compliance with international stadards

Digital service providers takaeasures to prevent and minimise the impact of incidents affecti
the security of their network and information systeman the services referred to in Annex I
that are offered within the Union, with a view Ensuring the continuity of those services.




Digital service providensotify the competent authority or the CSIRT without undue delay of ar
incident having a substantial impact on the provision of a servaereferred to in Annex Il that
they offer within hhe Union. Notifications shall include information to enable the competent
authority or the CSIRT to determine the significance of any droster impact.

Area of Application

DIGITAL SERVICE PROVIDERS
Security requirements and incident notification

EUDirective concerning measures for a high common level of security of network and inform
systems

Free Access (Y/N)

Y

Reference / Source

Directive (EU) 1148/2016 (NIBrective)
Member States Legislation

Relevance M

(Lowimpact,

Moderate-impact,

Highimpact)

Sources [http://eur -lex.europa.eu/legatontent/EN/TXT/?uri=uriserv%3A0J.L .2016.194.01.0001.01.E

Chapter / Page

Art. 16

Category Security
Stakeholder Legislators: European Union, Member States
Abstract Awareness and Training (AT): Organizations must: (i) ensure that managers and users of

organizational information systems are made aware ofgheurity risks associated with #ir
activities and of the applicable law£xecutive Orderslirectives policies, standards,
instructions, regulations, or procedures related to the security of organizational information
systems; and (ii) ensure that organizational personnel are adetutxtgned to carry out their
assigned information securiselated duties and responsibilities.

Area of Application

NIS Directive

Free Access (Y/N)

Y

Reference / Source

European Commission
Member States

Relevance
(Low-impact,
Moderate-impact,
Hightimpact)

H

Sources

Chapter / Page

Whole Document

Category i Eeo)Security
Stakeholder Legislators: European Union, Member States
Abstract Member States shall, without imposing or discriminating in favour of the use of a particular ty

of technologyencourage the use of European or internationally accepted standards and
specifications relevant to the security of network and information systems.

ENISA, in collaboration with Member States, stiaiv up advice and guidelines regarding the
technical area to be considered regarding already existing standarieluding Member States'
national standards, which would allow for those areas to be covered.

Area of Application

Standardisation by Member States and ENISA

EUDirective concerning measures for gglhh common level of security of network and informati
systems

Free Access (Y/N)

Y

Reference / Source

Directive (EU) 1148/2016 (NIBrective)
Member States Legislation




Relevance M

(Low-impact,

Moderate-impact,

High-impact)

Sources [http://eur -lex.europa.eu/legatontent/EN/TXT/?uri=uriserv%3A0J.L .2016.194.01.0001.01 .5

Chapter / Page

Art. 19

Category iEcHiSecurity
Stakeholder ENISA
Abstract ENISA published Reports on the threat landscape of internet infrastructure, several guideling

the implementation of minimum security measures for Digital Service Providers and similar
documents, pursuant to Art. 19 NIS Directive.

Area of Applicaion

Standardisation by Member States and ENISA

EUDirective concerning measures for a high common level of security of network and inform

systems
Free Access (Y/N) Y
Reference / Source Directive (EU) 1148/2016 (NL8Brective)
Relevance M
(Low-impact,
Moderate-impact,
Highimpact)
Sources https://www.enisa.europa.eu/publications/minimursecuritymeasuresfor-digital-service |

providerg
https://www.enisa.europa.eu/topics/criticainformation-infrastructuresand-services/internet |
infrastructure?tab=pubdiation

Chapter / Page

Whole Document

Category IEEYISecurity
Stakeholder Legislators: European Union, Member States
Abstract Awareness and Training (AT): Organizations must:

0] ensure that managers and users of organizational information systeensiade
aware of thesecurity risks associated with their activities and of the applicable
laws, Executive Orderslirectives policies, standards, instructions, regulations, or
procedures related to the security of organizational information systems; and

(i) (ii) ensure that organizational personnel are adequately trained to carry out thei
assigned information securiielated duties and responsibilities.

Area of Application

NIS Directive

Free Access (Y/N)

Y

Reference / Source

European Commission
Member Sates

Relevance
(Lowimpact,
Moderate-impact,
High-impact)

H

Sources

Chapter / Page

Whole Document

Category iEEENSecurity and Privacy
Stakeholder ISACA
Abstract Here are some recommended actions:
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Area of Application Recommendations
Free Access (Y/N) Y
Reference / Source | The Criticality of Security in the Internet of Things
Relevance H
(Lowimpact,
Moderate-impact,
Highimpact)
Sources https://www.isaca.org/Journal/archives/2015/voine-6/Documents/TheCriticality-of-Securit

in-the-Internet-of-Things joa Eng 1115.gdf

Chapter / Page

Page 45

Category i ISecurity and Privacy
Stakeholder AIOTI
Abstract The AIOTI recommendations are as follows:

{ /v & o §]}v 8§} /}dnd pddre€Eihyg Re recommend incorporation of ITU

supranational numbers within the EU regulatory framework for electronic communicationg

also make a recommendation to expedite follt of IPv6 for I0T.

{/v & o §]}v 8} §Z u EP]vP I3bel, ¥¢ asses} & mifber &f options and

outline a potential industry led IoT Trust Charter for IoT.

{/v & o 38]}v s} S8Z (E (0}A}(/}d 8 UA «3E}VPOC *u%

any barriers to the free geographic movement of data actbes€U. In relation to data

ownership, we are in favour of relying on existing horizontal law and regulation to address

issues that arise in this emerging area.

{ /v E % 35 }(/}d o] ]o]3CU A « 5 }us v pu%
E U v E }uuvy ZA 1S v o [ %% E} Z }v

government stakeholders maintaining an open policy dialogue.

MhisC « ] »

S
§Z]e §}%0]

Area of Application

Recommendations

Free Access (Y/N)

Y

Reference / Source

AIOTI Digitisation of Indtry Policy Recommendations

Relevance
(Low-impact,
Moderate-impact,
Hightimpact)

Sources

Chapter / Page

Category I Privacy
Stakeholder IcC
Abstract Best practice is to have privacy by design, default and deployment approach. Since regula

are mandatory, noradherence could mean fiseand even jail time.

Area of Application

Best Practice

Free Access (Y/IN) | Y
Reference / Source | Industrial Internet of Things Volume G4: Security Framework
Relevance H

(Lowimpact,




Moderate-impact,
Highimpact)

Sources

[https://www.iiconsortium.org/pdf/IIC_ PUB G4 V1.00 PB|pdf

Chapter / Page

Page 134

Category

iEelsiPrivacy

Stakeholder

Legislators: European Union
Associations: e.g. OWASP

System Integrators, DCS vendors, ClouViBlers, End Customers, Hardware Suppliers, Softwar
Suppliers, system security engineers

Abstract

The protection of natural persons in relation to the processing of personal data is a fundamer,
right. Article 8(1) of the Charter of Fundamental Rights$Z W&} % Vv hv]}v ~§Z
Article 16(1) of the Treaty on the Functioning of the European Union (TFEU) provide that eve
has the right to the protection of personal data concerning him or her.

Rapid technological developments and gladation have brought new challenges for the
protection of personal data. The scale of the collection and sharing of personal data has incre
significantly. Technology allows both private companies and public authorities to make use ol
personal data onmunprecedented scale in order to pursue their activities. Natural persons
increasingly make personal information available publicly and globally. Technology has
transformed both the economy and social life, and should further facilitate the free flow of
personal data within the Union and the transfer to third countries and international organisatid
while ensuring a high level of the protection of personal data.

Those developments require a strong and more coherent data protection framework in the,Ui
backed by strong enforcement, given the importance of creating the trust that will allow the di
economy to develop across the internal market. Natural persons should have control of their
personal data. Legal and practical certainty for natpeaisons, economic operators and public
authorities should be enhanced.

Effective protection of personal data throughout the Union requires the strengthening and set
out in detail of the rights of data subjects and the obligations of those who praressietermine
the processing of personal data, as well as equivalent powers for monitoring and ensuring
compliance with the rules for the protection of personal data and equivalent sanctions for
infringements in the Member States.

Any processing of persahdata should be lawful and fair. It should be transparent to natural
persons that personal data concerning them are collected, used, consulted or otherwise proc
and to what extent the personal data are or will be processed. The principle of trarspar
requires that any information and communication relating to the processing of those personal
be easily accessible and easy to understand, and that clear and plain language be used. Tha
principle concerns, in particular, information to the datébfects on the identity of the controller
and the purposes of the processing and further information to ensure fair and transparent
processing in respect of the natural persons concerned and their right to obtain confirmation
communication of personalata concerning them which are being processed. Natural persons
should be made aware of risks, rules, safeguards and rights in relation to the processing of p
data and how to exercise their rights in relation to such processing. In particulapdcdis
purposes for which personal data are processed should be explicit and legitimate and determ
at the time of the collection of the personal data. The personal data should be adequate, rele
and limited to what is necessary for the purposesvitnich they are processed. This requires, in
particular, ensuring that the period for which the personal data are stored is limited to a strict
minimum. Personal data should be processed only if the purpose of the processing could not
reasonably be fulfild by other means. In order to ensure that the personal data are not kept
longer than necessary, time limits should be established by the controller for erasure or for a
periodic review. Every reasonable step should be taken to ensure that personal dataava

inaccurate are rectified or deleted. Personal data should be processed in a manner that ensu




appropriate security and confidentiality of the personal data, including for preventing unautho
access to or use of personal data and the equipmu=d for the processing.

Area of Application

Regulation on the protection of natural persons with regard to the processing of personal datj
on the free movement of such data

Free Access (Y/N)

Y

Reference / Source

European Union (Regulation 679/20(BDPR))
Best Practice Guides, e.g. OWASP loT Testing Guides, OWASP loT Project
Member States Legislations

Relevance H

(Low-impact,

Moderate-impact,

Highimpact)

Sources https://eur-lex.europa.eu/legatontent/EN/TXT/?uri=celex%3A32016R0B79
https://www.owasp.org/images/e/e5/PA GDPR 25 JANUARY 201J7.pdf

Chapter / Page Whole Document

Categoy Privacy

Stakeholder Legislators: European Union

Abstract Personal data shall be processed lawfully, fairly and in a transparent manner in relation to t

§ epui & ~Zo A(pov eeU (JEV se v SE ve¥%o E v C[*V

Processing shall dawful only if and to the extentthat at least one of the following applies:

€) the data subject has givesonsentto the processing of his or her personal data for on
or more specific purposes;

(b) processing is hecessary for therformance of a contracto which the datasubject is
party or in order to take steps at the request of the data subject prior to entering int
contract;

() processing is necessary fmympliance with a legal obligatioto which the controller is
subject;

(d) processing is hecessary in ordemtmtect the vital interestsof the data subject or of
another natural person;

(e) processing is necessary for the performance ti#sk carried out in the public interds
or in the exercise of official authority vested in the controller;

() processing is necessary foretipurposes of théegitimate interestspursued by the

controller or by a third party, except where such interests are overridden by the
interests or fundamental rights and freedoms of the data subject which require
protection of personal data, in particulavhere the data subject is a child.

Area of Application

Lawful Processing, Fairness and Transparency

Regulation on the protection of natural persons with regard to the processing of personal d
and on the free movement of such data

Free Access (YN

Y

Reference / Source

European Union (Regulation 679/2016 (GDPR))

Relevance H

(Low-impact,

Moderate-impact,

High-impact)

Sources [https://eur -lex.europa.eu/legatontent/EN/TXT/?uri=celex%3A32016R0p79

Chapter / Page

Art. 5,6

Category iBelsPrivacy and Trust
Stakeholder Legislators: European Union




Abstract

1. Where processing is based on consent, the controller shalbleeto demonstrate that the
data subject has consentedo processing of his or her personal data.

2. If the data subject's consent is given in the context of a written declaration which also
concerns other matters, the request for consent shall be presented in a manner wiiekuiity
distinguishable from the other mattersin anintelligible and easily accessible form, using cleq
and plain languageAny part of such a declaration which constitutes an infringement of this
Regulation shall not be binding.

3. The data subject shall haveetight to withdraw his or her consent at any timeThe
withdrawal of consent shall not affect the lawfulness of processing based on consent beforg
withdrawal. Prior to giving consent, the data subject shall be informed thereof. It shall be ag
to withdraw as to give consent.

4. When assessing whether conserftégly given utmost account shall be taken of whether,
inter alia, the performance of a contract, including the provision of a service, is conditional ¢
consent to the processing of p@nal data that is not necessary for the performance of that
contract.

Area of Application

Consent
Lawful Processing

Regulation on the protection of natural persons with regard to the processing of personal d
and on the free movement of such data

Free Access (Y/N)

Y

Reference / Source

European Union (Regulation 679/2016 (GDPR))

Relevance H

(Lowimpact,

Moderate-impact,

Highimpact)

Sources [https://eur-lex.eurga.eu/legaicontent/EN/TXT/2uri=celex%3A32016R0679

Chapter / Page

Art. 7,8

Category iEieIPrivacy
Stakeholder Legislators: European Union
Abstract Personal data shall be processed lawfully, fairly andtiagsparent mannetin relation to the

dat ep i & ~Zo A(pov eeU ( JEV e¢ v EE ve% E v C[*V
Where personal data relating to a data subject are collected, the controller shall, at the timg
when personal data are obtained, provide the data subject with at least all of the following

information:

- the purposes of the processinfpr which the personal data are intended as well g
the legal basidor the processing;

- where the processing is based on point (f) of Article 8B legitimate interests
pursued by the controller or by a third party;

- therecipientsor categories of recipients of the personal data, if any;

- the period for which the personal data will be stored, or if that is not possible, th
criteria used to determine that period;

- whether the provision of personal data is a statutory or ttaactual requirement, or
a requirement necessary to enter into a contract, as welasther the data
subject is obliged to providé¢he personal data and of the possildensequences ol
failure to provide such data;

- the existence ohutomated decisiommaking, including profiling, referred to in
Article 22(1) and (4) and, at least in those casgsaningful information about the




logic involved as well as thsignificance and the envisaged consequenoésuch
processing for the data subject.

Area of Appication

Information to Data Subjects
Transparency

Regulation on the protection of natural persons with regard to the processing of personal d
and on the free movement of such data

Free Access (Y/N)

Y

Reference / Source

European Union (Regulation 62916 (GDPR))

Relevance H

(Lowimpact,

Moderate-impact,

Highimpact)

Sources |https://eur-lex.europa.eu/legatontent/EN/TXT/?uri=celex%3A32016R0B79

Chapter / Page

Art. 5, 13, 14,

Category Il Privacy
Stakeholder The Article 29 Data Protection Working Party
Abstract Guidelines on transparency under Regulation 2016/679

On:

- The meaning of transparency

- Elements of transparency under the GDPR

- Information to be povided to the data subject Articles 13 & 14
- Y

These guidelines provide practical guidance and interpretative assistance.

Area of Application

Information to Data Subjects

Transparency
Guideline
Free Access (Y/IN) | Y
Reference / Source | 17/EN/WP260
Eupopean Commission (Regulation 679/2016 (GDPR))
Relevance H
(Low-impact,
Moderate-impact,
Hightimpact)
Sources http://ec.europa.eu/newsroom/article29/iteradetail.cfm?item_id=615250

Chapter / Page

Whole Document

Category IS IPrivacy
Stakeholder Legisators: European Union
Abstract Personal data shall bepllected for specified, explicit and legitimate purposes and not further

processed in a manner that is incompatibleith those purposes; further processing for
archiving purposes in the public inteste scientific or historical research purposes or statistical
purposes shall, in accordance with Article 89(1), not be considered to be incompatible with
Jv]S] 0 %o PE %o}e ¢ ~Z%o P E %} o0Ju]S S]}v][e

Processing for archiving purposes in the public interssgntific or historical research purpose
or statistical purposes, shall be subjectagpropriate safeguardsin accordance with this

Regulation, for the rights and freedoms of the data subject. Those safeguards shall ensure
technical and organisabnal measures are in place in particular in order to ensure respect fo




the principle of data minimisation Those measures may include pseudonymisation provided
that those purposes can be fulfilled in that manner. Where those purposes can be fulfilled b
further processing which does not permit or no longer permits the identification of data subj
those purposes shall be fulfilled in that manner.

Area of Application

Purpose limitation

Regulation on the protection of natural persons with regard te fiocessing of personal data
and on the free movement of such data

Free Access (Y/N)

Y

Reference / Source

European Union (Regulation 679/2016 (GDPR))

Relevance H

(Lowimpact,

Moderate-impact,

Highimpact)

Sources [hitps://eur-lex.europa.eu/legatontent/EN/TXT/?uri=celex%3A32016R0pB79

Chapter / Page

Art. 5, 89

Category IR ZIPrivacy
Stakeholder Legislators: European Union
Abstract Personal data shall be adedearelevant and limited to what is necessary in relation to the

%o U E %o} » (JE AZ] Z 3Z C E % E} e+ ~Z § ulv]u]e 8]1}v]

Area of Application

Data Minimisation

Regulation on the protection of natural persons with regard to the processing of perdatzal
and on the free movement of such data

Free Access (Y/N)

Y

Reference / Source

European Union (Regulation 679/2016 (GDPR))

Relevance H

(Lowimpact,

Moderate-impact,

Highimpact)

Sources |https://eur-lex.europa.eu/legatontent/EN/TXT/?uri=celex%3A32016R0B79

Chapter / Page

Art. 5

Category INEIPrivacy
Stakeholder Legislators: European Union
Abstract 1. Taking into account the state of the art, the cdsingplementation and the nature, scope,

context and purposes of processing as well as the risks of varying likelihood and severity fa
rights and freedoms of natural persons posed by the processing, the controller shall, both g
time of the determinatbn of the means for processing and at the time of the processing itsel
implementappropriate technical and organisational measuresuch as pseudonymisation,
which aredesigned to implement datgprotection principles, such as data minimisation, in an
effective manner and to integrate the necessary safeguards into the processirggder to
meet the requirements of this Regulation and protect the rights of data subjects.

2. The controller shall implemeappropriate technical and organisational measurés
ensuring that, by defaulpnly personal data which are necessary for each specific purpose @
the processing are processedhat obligation applies to the amount of personal data collecte
the extent of their processing, the period of their storaayed their accessibility. In particular,
such measures shall ensure that by default personal data are not made accessible without
individual's intervention to an indefinite number of natural persons.




Area of Application

Data protection by design and/lefault
Data Minimisation

Regulation on the protection of natural persons with regard to the processing of personal d
and on the free movement of such data

Free Access (Y/N)

Y

Reference / Source

European Union (Regulation 679/2016 (GDPR))

Relevance H

(Low-impact,

Moderate-impact,

High-impact)

Sources [https://eur-lex.europa.eu/legatontent/EN/TXT/?uri=celex%3A32016R0679

Chapter / Page

Art. 25

Category I APrivacy
Stakeholder ENISA
Abstract ENISA published in 2014 and 2015 several studies, guidelines and recommendation on:

- Privacy by design in big data

- Privacy and Data Protection by Design

- Study on data collection and storage in the EU

- Atool on Privag Enhancing Technologies (PETs) knowledge management and maturity
assessment

- Privacy Enhancing Technologies: Evolution and State of the Art

Area of Application

Data protection by design and by default
Data Minimisation

Regulation on the protection of maral persons with regard to the processing of personal datg
and on the free movement of such data

Free Access (Y/N)

Y

Reference / Source

ENISA website
European Union (Regulation 679/2016 (GDPR))

Relevance H

(Low-impact,

Moderate-impact,

Hightimpact)

Sources httgs://WWW.enisa.euroga.eu/toQics/dat@rotection/Erivacxbx-design?tap:puincatioris

https://www.enisa.europa.eu/topics/datarotection/privacyenhancing |
technologies?tap:puincatio;hs

Chapter / Page

Whole Document

Category IS Privacy
Stakeholder Legislators: European Union
Abstract Personal data shall be accurate and, where necessary, kept up to date; every reasonable

must be taken to ensure that personal data that are inaccurate, having regard to the purpo
for which they are processed, are erased or rectified witBou o ¢ ~Z pUE& CJ-

The data subject shall have the right to obtain from the controller without undue delay the
rectification of inaccurate personal data concerning him or her. Taking into account the pur
of the processing, the data subject shalvbahe right to have incomplete personal data
completed, including by means of providing a supplementary statement.




The controller shall communicate any rectification or erasure of personal data or restriction
processing carried out in accordance witticle 16, Article 17(1) and Article 18 to each recipig
to whom the personal data have been disclosed, unless this proves impossible or involves
disproportionate effort. The controller shall inform the data subject about those recipients if
data sulject requests it.

Area of Application

Accuracy

Regulation on the protection of natural persons with regard to the processing of personal d
and on the free movement of such data

Free Access (Y/N)

Y

Reference / Source

European Union (Regulation 62916 (GDPR))

Relevance H

(Low-impact,

Moderate-impact,

Highimpact)

Sources [hitps://eur-lex.europa.eu/legatontent/EN/TXT/?uri=celex%3A32016R0pB79

Chapter / Page

Art. 5, 16, 19

Category INEGIPrivacy
Stakeholder Legislators: European Union
Abstract Personal data shall be kept in a form which perndentification of data subjects for no longer

than is necessary for the purposdsr which the personal data are pcessed; personal data
may be stored for longer periods insofar as the personal data will be processed solely for
archiving purposes in the public interest, scientific or historical research purposes or statist
purposes in accordance with Article 89¢libject to implementation of the appropriate technic
and organisational measures required by this Regulation in order to safeguard the rights an
(E }ue }( 8z § e i 8§ ~Z<S}E P o]uls S]}v][e

The data subject shall have the right to obtain frdme tontroller the erasure of personal data
concerning him or her without undue delay and the controller shall have the obligation to en
personal data without undue delay (where Art. 17 applies).

The data subject shall have the right to obtain from toatroller restriction of processing
(where Art. 18 applies).

The controller shall communicate any rectification or erasure of personal data or restriction
processing carried out in accordance with Article 16, Article 17(1) and Article 18 to eadbnte
to whom the personal data have been disclosed, unless this proves impossible or involves
disproportionate effort. The controller shall inform the data subject about those recipients if
data subject requests it.

Area of Application

Storage Limitaon

Regulation on the protection of natural persons with regard to the processing of personal d
and on the free movement of such data

Free Access (Y/N)

Y

Reference / Source

European Union (Regulation 679/2016 (GDPR))

Relevance H

(Low-impact,

Moderate-impact,

High-impact)

Sources [https://eur-lex.europa.eu/legatontent/EN/TXT/?uri=celex%3A32016R0B79




Chapter / Page

Art. 5,17, 18, 19

Category i SPrivacy a Security
Stakeholder Legislators: European Union
Abstract Personal data shall be processed in a manner éimares appropriate security of the personal

data, includingprotection against unauthorised or unlawful processing and against accidents
loss,destruction or damageusingappropriate technical or organisational measuresZ]vsS P

v }v(] vs] o]sC[-

Taking into account the nature, scope, context and purposes of processing as well as the r
varying likelihood and severity for the righand freedoms of natural persons, the controller sh
implementappropriate technical and organisational measures to ensure and to be able to
demonstrate that processings performed in accordance with this Regulatiohhose measures
shall bereviewed and updatedwhere necessary.

This shall include the implementation of appropriakata protection policiesby the controller.

Where processing is to be carried out on behalf of a controllerctivgroller shall use only
processors providing sufficient guanteesto implementappropriate technical and
organizationalmeasures in such a manner that processing will meet the requirements of thi
Regulation and ensure the protection of the rights of the data subject.

Art. 32:

1. Taking into account tretate of the art, the costs ofimplementation and the nature, scope,
context and purposes of processing as well as the risk of vdilg@linood and severityfor the
rights and freedoms of natural persons, the controller and the processor shall implement
appropriate technical and organisational measurés ensure a level adecurity appropriate to
the risk, including inter alia as appropriate:

(@) the pseudonymisation and encryption of personal data;

(b) the ability to ensure the ongoing confidentiality, integrity, dahility and resilience of
processing systems and services;

(c) the ability to restore the availability and access to personal data in a timely manner
the event of a physical or technical incident;

(d) a process for regularly testing, assessing and evaluatimgffectiveness of technical

and organisational measures for ensuring the security of the processing.

2. In assessing the appropriate level of security account shall be taken in particular of the
that are presented by processing, in particulamfr accidental or unlawful destruction, loss,
alteration, unauthorised disclosure of, or access to personal data transmitted, stored or
otherwise processed.

3. Adherence to an approved code of conduct as referred to in Article 40 or an approved
certification mechanism as referred to in Article 42 may be used as an element by which to
demonstrate compliance with the requirements set out in paragraph 1 of this Article.

4. The controller and processor shall take steps to ensure that any natural persunauder
the authority of the controller or the processor who has access to personal data does not
process them except on instructions from the controller, unless he or she is required to do
Union or Member State law.

Area of Application

Integrity and confidentiality

Regulation on the protection of natural persons with regard to the processing of personal d
and on the free movement of such data

Free Access (Y/N)

Y

Reference / Source

European Union (Regulation 679/2016 (GDPR))




Relevance H

(Low-impact,

Moderate-impact,

High-impact)

Sources [https://eur-lex.europa.eu/legatontent/EN/TXT/?uri=celex%3A32016R0679

Chapter / Page

Art. 5, 24, 28, 32

Category IR ¥Privacy and Trust
Stakeholder Legislators: European Union
Abstract The controller shall be responsible for, and be able to demonstrate compliance with the GO

~Z }uvs Jo]sC[-

Each controller and, where applicable, the controller's represemaghall maintain secord of
processing activitiesinder its responsibility.

The controller or the processor and, where applicable, the controller's or the processor's

representative, shall make the recoadailable to the supervisory authority on requés

In the case of personal data breachthe controller shall without undue delay and, where
feasible, not later than 72 hours after having become aware obitify the personal data
breach to the supervisory authoritgompetent, and shall communicatke personal data
breachto the data subjectwithout undue delay

Area of Application

Accountability

Regulation on the protection of natural persons with regard to the processing of personal d
and on the free movement of such data

Free Access (Y/N)

Y

Reference / Source

European Union (Regulation 679/2016 (GDPR))

Relevance H

(Lowimpact,

Moderate-impact,

Highimpact)

Sources |https://eur-lex.europa.eu/legatontent/EN/TXT/?uri=celex%3A32016R0679

Chapter / Page

Art. 5, 30, 33, 34

Category i EIPrivacy and Trust
Stakeholder Legislators: European Union
Abstract 1. The controller and the processor shall designate a data protection officer in any case w|

€) the core activities of the controller or the processor consist of processing operation
which, by virtue of their nature, their scope and/or their purposesgjuire regular and
systematic monitoring of data subjects on a large sgabe

(b) the core activitieof the controller or the processor consist of processing terge

scale of special categories of daparsuant to Article 9 and personal data relating to
criminal convictions and offences referred to in Article 10.

2. A group of undertakings may appiba single data protection officer provided that a data
protection officer is easily accessible from each establishment.

5. The data protection officer shall be designatedthe basis oprofessional qualities and, in
particular, expert knowledge of dta protection lawand practices and the ability to fulfil the
tasks referred to in Article 39.

6. The data protection officer may be a staff member of the controller or processor, or fulfi
tasks on the basis of a service contract.




7. The contrlber or the processor shagblublish the contact details of the data protection
officer and communicate them to the supervisory authority

Area of Application

Data Protection Officer
Organisational Measures
Accountability

Regulation on the protection afatural persons with regard to the processing of personal dat
and on the free movement of such data

Free Access (Y/N)

Y

Reference / Source

European Union (Regulation 679/2016 (GDPR))

Relevance H

(Lowimpact,

Moderate-impact,

Highimpact)

Sources [hitps://eur-lex.europa.eu/legatontent/EN/TXT/?uri=celex%3A32016R0pB79

Chapter / Page

Art. 37, 38, 39

Category i IPrivacy and Security
Stakeholder Legislators: Eupgean Union
Abstract Where a type of processing in particular usireyv technologies and taking intaccount the

nature, scope, context and purposes of the processing, is likely to resulthigh riskto the
rights and freedoms of natural persons, thentroller shall,prior to the processinggarry out an
assessment of the impact of the envisaged processing operations on the protection of pers
data. A single assessment may address a set of similar processing operations that present
high risls.

Area of Application

Privacy Impact Assessment
Accountability

Regulation on the protection of natural persons with regard to the processing of personal d
and on the free movement of such data

Free Access (Y/N)

Y

Reference / Source

European UniorfRegulation 679/2016 (GDPR))

Relevance H

(Low-impact,

Moderate-impact,

Hightimpact)

Sources [https://eur-lex.europa.eu/legatontent/EN/TXT/?uri=celex%3A32016R0B79

Chapter / Page

Art. 35, 36

Category IR0 Privacy and Security
Stakeholder Legislators: European Union
Abstract Anytransfer of personal datavhich are undergoing processing or are intended for processin

after transfer to ahird country or to an integnational organisation, including for onward
transfers of personal data from the third country or an international organisation to another
third country or to another international organisatioshall take place only i&n adequate level
of protection is ensured.

An adequate level of protection may be ensured by
- an adequacy decision of the commission,
- legally binding specific agreements or similar instruments,




- EU standard contract clauses, or
- certification under approved mechanism.

Each safeguard entatlsat the recipient takes adequate measures pursuant to Art. 32.

Area of Application

International transfer of personal data
Technical and organisational measures

Regulation on the protection of natural persons with regard to the processing of perdatzal
and on the free movement of such data

Free Access (Y/N)

Y

Reference / Source

European Union (Regulation 679/2016 (GDPR))

Relevance H

(Low-impact,

Moderate-impact,

Highimpact)

Sources [hitps://eur-lex.europa.eu/legatontent/EN/TXT/?uri=celex%3A32016R0pB79

Chapter / Page

Art. 4449

Category 1.1.51-N\18Y
Stakeholder 10T platform provider
Abstract Privacy must be ensured for personal data collected

Also requred by GDPR

Area of Application

H2020 FIESTAT Project (Using le& ARM)

Free Access (Y/N) | Y

Reference / Source | D2.4 FIESTA Met@oud Architecture and Technical Specifications
Relevance H

(Low-impact,

Moderate-impact,

Highimpact)

Sources [http://fiesta-iot.eu/wp-content/uploads/2016/06/FIESTWT-D24web.pdf|

Chapter / Page

Whole Document

Category Privacy

Stakeholder FIPS
System Integrators, DCS venslo€loud Providers, End Customer, Hardware Supplier, Software
Supplier, system security engineers

Abstract Access Control (AC): Organizations must limit information system access to authorized users

processes acting on behalf of authorized users, oiasv(including other information systems) ar
to the types of transactions and functions that authorized users are permitted to exercise.

Awareness and Training (AT): Organizations must: (i) ensure that managers and users of
organizational informatiorsystems are made aware of the security risks associated with their
activities and of the applicable laws, Executive Orders, directives, policies, standards, instructi
regulations, or procedures related to the security of organizational informatioresystand (ii)
ensure that organizational personnel are adequately trained to carry out their assigned informé
securityrelated duties and responsibilities.

Audit and Accountability (AU): Organizations must: (i) create, protect, and retain informatio
system audit records to the extent needed to enable the monitoring, analysis, investigation, an
reporting of unlawful, unauthorized, or inappropriate information system activity; and (ii) ensur
that the actions of individual information system users &g uniquely traced to those users so th
can be held accountable for their actions.




Identification and Authentication (IA): Organizations must identify information system users,
processes acting on behalf of users, or devices and authenticate (fy)\be identities of those
users, processes, or devices, as a prerequisite to allowing access to organizational informatio
systems.

Area of Application

Free Access (Y/N)

Y

Reference / Source

FEDERAL INFORMATION PROCESSING STANDARDS PUBLICATION
Minimum Security Requirements for Federal Information and Information System

Relevance H

(Low-impact,

Moderate-impact,

Highimpact)

Sources [https://nvipubs.nist.gov/nistpubs/FIPS/NIFTPS.200.pdf

Chapter / Page

Whole Document

Category iR sRIPrivacy
Stakeholder European Union, Member States
Abstract Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the

protection of individuals with regardtthe processing of personal data and on the free moveme
of such data (4) requires Member States to ensure the rights and freedoms of natural persons
regard to the processing of personal data, and in particular their right to privacy, in ordestoesn
the free flow of personal data in the Community.

New advanced digital technologies are currently being introduced in public communications
networks in the Community, which give rise to specific requirements concerning the protection
personal data ad privacy of the user. The development of the information societh#acterized
by the introduction of new electronic communications services. Access to digital mobile netwo
has become available and affordable for a large public. These digital retivave large capacities
and possibilities for processing personal data. The successfuttmodsr development of these
services is partly dependent on the confidence of users that their privacy will not be at risk.

In the case of public communicationstworks, specific legal, regulatory and technical provisions
should be made in order to protect fundamental rights and freedoms of natural persons and
legitimate interests of legal persons, in particular with regard to the increasing capacity for
automated storage and processing of data relating to subscribers and users.

>} 8]}v. 8§ uC & (&€& 8} $Z o §]Sp U o}vP]su v o0S8]spu
the direction of travel, to the level of accuracy of the location information, toitleatification of
the network cell in which the terminal equipment is located at a certain point in time and to the
time the location information was recorded.

Measures should be taken to prevamiauthorizedaccess to communications in order to protect
the confidentiality of communications, including both the contents and any data related to suck
communications, by means of public communications networks and publicly available electron
communications services.

The service provider may process traffata relating to subscribers and users where necessary i
individual cases in order to detect technical failure or errors in the transmission of communicat
Traffic data necessary for billing purposes may also be processed by the provider in ordtscto d
and stop fraud consisting of unpaid use of the electronic communications service.

This Directive shall not apply to activities which fall outside the scope of the Treaty establishin
European Community, such as those covered by Titles V arfdhé Breaty on European Union,
and in any case to activities concerning public security, defence, State security (including the
economic welbeing of the State when the activities relate to State security matters) and the
activities of the State in aread criminal law.

Area of Application

Directive concerning the processing of personal data and the protection of privacy in the electr
communications sector (Directive on privacy and electronic communications)




Free Access (Y/N) |Y

Reference / Source | Directive (EC) 2002/5@Privacy

Relevance H

(Lowimpact,

Moderate-impact,

High-impact)

Sources [https://eur -lex.europa.eu/legatontent/EN/TXT/PDF/?uri=CB{E2002L 0058&from=0E

Chapter / Page

Whole Document

Category IR IPrivacy
Stakeholder European Commission
Abstract Besides GDPR, the new ePrivacy Regulation (expected to be adopted in the next period) conc

electronic communication channels astbrage on smartlevices including IoT specific
implementations.

Area of Application

Regulation Privacy in electronic communications

Free Access (Y/N)

Y

Reference / Source

Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COldil@ié& ¢
respect for private life and the protection of personal data in electronic communications and
repealing Directive 2002/58/EC (Regulation on Privacy and Electronic Communications)

COM/2017/010 final 2017/03 (COD)

Relevance H

(Low-impact,

Moderate-impact,

Hightimpact)

Sources https://eur-lex.europa.eu/legatontent/EN/TXT/?uri=CELEX%3A52017PC0010

Chapter / Page

Whole Document

Category IS IPrivacy
Stakeholder European Commission
Abstract Electronic communications data shall be confidealtiAny interference with electronic

communications data, such as by listening, tapping, storing, monitoring, scanning or other king
interception, surveillance or processing of electronic communications data, by persons other tf
the endusers, shalbe prohibited, except when permitted by this Regulation.

Providers of electronic communicationstworks and services may process electronic

communications data if:

(a) itis necessary to achieve the transmission of the communication, for the duration negéssa
that purpose; or

(b) it is necessary to maintain or restore the security of electronic communications networks a
services, or detect technical faults and/or errors in the transmission of electronic
communications, for the duration necessary for thatrpose.

Providers of electronicommunications servicemay process electronic communicatiometadata
if:

(a) itis necessary to meet mandatory quality of service requirements pursuant to [Directive
establishing the European Electronic Communications Cadeggulation (EU) 2015/2120 28
for the duration necessary for that purpose; or

it is necessary for billing, calculating interconnection paymedeecting or stopping
fraudulent, or abusive use gfor subscription to, electronic communications services; o

the enduser concerned has given his or le@nsentto the processing of his or her
communications metadata for one or more specified purposes, including for the provision
specific services to such enders, provided that the purpose or purposes cemed could not
be fulfilled by processing information that is made anonymous.

(b)
()

Providers of the electronicommunications servicemay process electronimommunications
content only:




(a) for the sole purpose of the provision of a specific servimean enduser, if the enduser or
end-users concerned have given theonsentto the processing of his or her electronic
communications content and the provision of that service cannot be fulfilled without the
processing of such content; or

(b) if all endusers concerng have given theiconsentto the processing of their electronic
communications content for one or more specified purposes that cannot be fulfilled by
processing information that is made anonymous, and the providerchasulted the
supervisory authority Points (2) and (3) of Article 36 of Regulation (EU) 2016/679 shall apy
the consultation of the supervisory authority.

Area of Application

Confidentiality of electronic communications data

Regulation Privacy in electronic communications

Free AccesgY/N)

Y

Reference / Source

Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL ¢
respect for private life and the protection of personal data in electronic communications and
repealing Directive 2002/58/EC (RegulationRmivacy and Electronic Communications)

COM/2017/010 final 2017/03 (COD)

Relevance H

(Lowimpact,

Moderate-impact,

Hightimpact)

Sources https://eur-lex.europa.eu/legatontent/EN/TXT/?uri=CELEX%3A52017PC0010

Chapter / Page

Art. 5,6

Category IEGIPrivacy
Stakeholder European Commission
Abstract Without prejudice to point (b) of Article 6(1) and points (a) and (b) of Article 6(3), the provider ¢

electronic communications servighall erase electronic communications content or make that
data anonymous after receipof electronic communication content by the intended recipient or
recipients. Such data may be recorded or stored by the@sats or by a third party entrusted by
them to record, store or otherwise process such data, in accordaiitteRegulation (EU) 2016/679

Without prejudice to point (b) of Article 6(1) and points (a) and (c) of Article 6(2), the provider ¢
electronic communications service shadase electronic communications metadata or make that
data anonymouswhen itisno longer neededor the purpose of the transmission of a
communication.

Where the processing of electronic communications metadata takes place for the purpb#iengf
in accordance with point (b) of Article 6(2), the relevant metadata may be wkatthe end of the

period during which a bill may lawfully be challengext a payment may be pursued in accordang
with national law.

Area of Application

Storage Limitation

Regulation Privacy in electronic communications

Free Access (Y/N)

Y

Referene / Source

Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL ¢
respect for private life and the protection of personal data in electronic communications and
repealing Directive 2002/58/EC (Regulation on Privacy and &éci€ommunications)

COM/2017/010 final 2017/03 (COD)

Relevance
(Lowimpact,
Moderate-impact,
High-impact)

H




Sources

https://eur-lex.europa.eu/legatontent/EN/TXT/?2uri=CELEX%3A52017PC0010

Chapter / Page

Art. 8

Category 1.1.57[H0EY
Stakeholder European Commission
Abstract The definition of and conditions for consent provided for under Articles 4(11) and 7 of Regulati

(EVU) 2016/679/EU shall apply.

Without prejudice to paragraph 1, where technically possible and feasible, for the purpogembf
(b) of Article 8(1), consent may be expresbgdising the appropriate technical settings of a
software applicationenabling access to the internet.

Endusers who have consented to the processing of electronic communications data as set ou
point (c) of Article 6(2) and points (a) and (b) of Article 6(3) shall be given the possibility to with
their consent at any time as set forth under Article 7(3) of Regulation (EU) 2016/679 and be

reminded of this possibility at periodic intervals of 6 mdims, as long as the processing continues

Area of Application

Specific consent requirements

Regulation Privacy in electronic communications

Free Access (Y/N)

Y

Reference / Source

Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF TdeBde@iundCie
respect for private life and the protection of personal data in electronic communications and
repealing Directive 2002/58/EC (Regulation on Privacy and Electronic Communications)

COM/2017/010 final 2017/03 (COD)

Relevance H

(Low-impact,

Moderate-impact,

Hightimpact)

Sources https://eur-lex.europa.eu/legatontent/EN/TXT/?uri=CELEX%3A52017PC0010

Chapter / Page

Art. 9

Category IS Privacy
Stakeholder European Commission
Abstract Softwareplaced on the market permitting electrond@mmunications, including the retrieval and

presentation of information on the interneghall offer the option to prevent third parties from
storing information on the terminal equipment of an endser or processing information already
stored on that equpment.

Upon installation, the software shall inform the ender about theprivacy settings optionsind, to
continue with the installation, require the engser to consent to a setting.

In the case of software which has already been installed on 252048, the requirements under
paragraphs 1 and 2 shall bemplied with at the time of the first updateof the software, but no
later than 25 August 2018.

Area of Application

Specific software design requirements
Privacy by Design & Privacy by Default

Regulation Privacy in electronic communications

Free Access (Y/N)

Y

Reference / Source

Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL ¢
respect for private life and the protection of personal data in electronic comaoatioins and
repealing Directive 2002/58/EC (Regulation on Privacy and Electronic Communications)

COM/2017/010 final 2017/03 (COD)




Relevance H

(Low-impact,

Moderate-impact,

High-impact)

Sources https://eur-lex.europa.eu/legatontent/EN/TXT/?uri=CELE3A62017PC0010

Chapter / Page

Art. 10

Category IS Privacy
Stakeholder European Commission
Abstract Natural or legal persons may use electronic communications services for the purposes of senc

direct marketing communications to engsers who a& natural persons that have given their
consent

Where a natural or legal person obtains electronic contact details for electronic mail from its
customer, in the context of the sale of a product or a service, in accordance with Regulation (E
2016/679, hat natural or legal person may use these electronic contact details for direct marke
of its own similar products or services only if customers are clearly and distinctly given the
opportunity to object, free of charge and in an easy manner, to suehTise right to object shall be
given at the time of collection and each time a message is sent.

Without prejudice to paragraphs 1 and 2, natural or legal persons using electronic communica
services for the purposes of placing direct marketing chitsl:

(a) present theidentity of a lineon which they can be contacted; or

(b) present a specific code/or prefidentifying the fact that the call is a marketing call

Any natural or legal person using electronic communications services to transmit directmgrk
communications shall inform enagisers of the marketing nature of the communication and the
identity of the legal or natural person on behalf of whom the communication is transmitted and
shallprovide the necessary information for recipients to exesei their right to withdraw their
consent in an easy manner, to receiving further marketing communications.

Area of Application

Unsolicited Communications

Regulation Privacy in electronic communications

Free Access (Y/N)

Y

Reference / Source

Proposafor a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL co
respect for private life and the protection of personal data in electronic communications and
repealing Directive 2002/58/EC (Regulation on Privacy and Electronic Communications)

COM/2017/010 final 2017/03 (COD)

Relevance H

(Low-impact,

Moderate-impact,

Highimpact)

Sources https://eur-lex.europa.eu/legatontent/EN/TXT/?uri=CELEX%3A52017PC0010

Chapter / Page

Art. 16

Category iEEGIPrivacy and Security
Stakeholder Europpan Commission
Abstract In the case of a particular risk that may compromise the security of networks and electronic

communications services, thgrovider of an electronic communications service shall inform end
users concerning such rignd, where theisk lies outside the scope of the measures to be taken
the service provider, inform endsers of any possible remedies, including an indication of the lik
costs involved.

Area of Application

Notification on detected security risks

Regulation Privey in electronic communications




Free Access (Y/N)

Y

Reference / Source

Proposal for a REGULATION OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL ¢

respect for private life and the protection of personal data in electronic communications and
repealing Directive 2002/58/EC (Regulation on Privacy and Electronic Communications)

COM/2017/010 final 2017/03 (COD)

Relevance H

(Low-impact,

Moderate-impact,

Highimpact)

Sources https://eur-lex.europa.eu/legatontent/EN/TXT/?uri=CELEX%3A52017PC0010

Chapter / Page

Art. 17

Category iREGRISecurity andPrivacy
Stakeholder ISACA
Abstract e VS E% E]* * o}}l 8} }%S SZ u}esS ((]1vsS v SE ve(}E

Digital Transformation Barometer research found that 57 percemegpondents believe that
the Internet of Things (I0T) is a resonant emerging technology, second to Al/machine learn
However, of those polled, 66 percent considers IoT to hold the highest risk potential to thei
organization, despite its potential to ide innovation. Assessing IoT, the latest white paper fr
ISACA, takes a deeper dive into the upsides, downsides and emerging ethics from loT.
AYd Z ¢ 8Z %}3 v8] 0 8} Ju%o S 0C E <Z % 3Z A C vs @
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technology collaborations, enterprises have a lot to gain but also a lot to lose. By having a
deployment plan and IT team in place, enterprises put themselves in a positivéeo
Jvv}A §]}v A v u}E X_
When paired correctly with Al/machine learning, the opportunities with 10T are abundant.
However, those opportunities also may increase risk for enterprises, and they require a set
disciplines in deploying the technolog8ACA recommends the following to build good loT
governance:
- Build security and control by design from the start

Test controls and look for vulnerabilities by creating and testing use cases and mig

case.

Educate those involved that building securityraiside functionality by design is

essential for 1oT

Engage experienced IT security and assurance personnel who understand cyber g

risks and benefits

- Replace the isolation of specialists working in silos with collaboration across speci

/™ [mew guidance highlights best practices and key takeaways, including:
Practical ideas for IT professionals
Useful baselines to benchmark 10T solutions
Concrete goals to advance secure integration of 10T

Area of Application

Recommendations

Free Access (YN

Y

Reference / Source

Relevance
(Lowimpact,
Moderate-impact,
High-impact)

M

Sources

http://www.isaca.org/KnowledgeCenter/Research/Documents/Assessing |
IOT res eng 1217.P|Z)F

http://www.isaca.orq/Knowledqei:enter/Research/Documents/lntern{eif- |

Things whp Eng 0115.4df

Chapter / Page

Whole Document

Category

NG Trust

Stakeholder

European Union, Member States




Abstract

This Regulation seeks to enhance trust in electronic transactions in the internal market by
providing a common foundation for secure electronic interaction between citizens, busines
and public authorities, thereby increasing the effectivenesgutflic and private online serviceg
electronic business and electronic commerce in the Union.

One of the objectives of this Regulation is to remove existing barriers to the-loooder use of
electronic identification means used in the Member Stateauthenticate, for at least public
services. This Regulation does not aim to intervene with regard to electronic identity
management systems and related infrastructures established in Member States. The aim (¢
Regulation is to ensure that for accessctossborder online services offered by Member
States, secure electronic identification and authentication is possible.

Assurance levels shouttharacterizehe degree of confidence in electronic identification mea
in establishing the identity of a pgon, thus providing assurance that the person claiming a
particular identity is in fact the person to which that identity was assigned. The assurance |
depends on the degree of confidence that electronic identification means provides in claim
asseted identity of a person taking into account processes (for example, identity proofing g
verification, and authentication), management activities (for example, the entity issuing

electronic identification means and the procedure to issue such meansjeahdical controls
implemented. Various technical definitions and descriptions of assurance levels exist as th
result of Unionfunded LargeScale Pilots, standardisation and international activities.

This Regulation should also establish a general fegyalework for the use of trust services.
However, it should not create a general obligation to use them or to install an access point
all existing trust services. In particular, it should not cover the provision of services used
exclusively within cleed systems between a defined set of participants, which have no effeq
third parties. For example, systems set up in businesses or public administrations to mana
internal procedures making use of trust services should not be subject to the requiteimien
this Regulation. Only trust services provided to the public having effects on third parties sh
meet the requirements laid down in the Regulation.

Area of Application

Regulation on electronic identification and trust services for electronic &etins in the
internal market

Free Access (Y/N) |Y
Reference / Source | Regulation (EU) 910/2014
(elDAS)
Relevance M
(Lowimpact,
Moderate-impact,
Highimpact)
Sources [http://eur -lex.europa.eu/legatontent/EN/ALL/?uri=CELEX%3A32014RP910

Chapter / Page

Whole Document

Category 1.1 .63
Stakeholder European Union
Abstract The assurance levels low, substantial and high shall meet respectively the following.criteri

assurance level lovghall refer to an electronic identification means in the context of
electronic identification scheme, which provide#iraited degree of confidence in the
claimed or asserted identity of a persgrand is characterised with referea to
technical specifications, standards and procedures related thereto, including techn
controls, the purpose of which is thecrease the risk of misuser alteration of the
identity;

assurance level substantiahall refer to an electronic identifition means in the
context of an electronic identification scheme, which providesibstantial degree of
confidence in the claimed or asserted identity of a persand is characterised with
reference to technical specifications, standards and procedtelased thereto,
including technical controls, the purpose of which islexrease substantially the risk
of misuse or alteration of the identity;

(@)

(b)




(c) assurance level higkhall refer to an electronic identification means in the context o
an electronic idenfication scheme, which provideshégher degree of confidence in
the claimed or asserted identitpf a person than electronic identification means with
the assurance level substantial, and is characterised with reference to technical
specifications, standds and procedures related thereto, including technical controls
the purpose of which is tprevent misuseor alteration of the identity.

By 18 September 2015, taking into account relevant international standards and subject to
paragraph 2, the Commissicshall, by means of implementing acts, set out minimum techniq
specifications, standards and procedures with reference to which assurance levels low,
substantial and high are specified for electronic identification means for the purposes of
paragraph 1.

Thoseminimum technical specificationsstandards and procedures shall be set out by
reference to the reliability and quality of the following elements:

(@) the procedure to prove and verify the identityf natural or legal persons applying for
the issuancef electronic identification means;

(b) the procedure for the issuancef the requested electronic identification means;

() the authentication mechanismthrough which the natural or legal person uses the
electronic identification means to confirm its identity #orelying party;

(d) the entity issuing the electronic identification means;

(e) any other body involved in the application for the issuance of the electronic
identification means; and

® the technical and security specifications the issued electronic identificatn means.

Area of Application

Distinction of Assurance levels for electronic identification schemes

Regulation on electronic identification and trust services for electronic transactions in the
internal market

Free Access (Y/N) | Y
Reference / Source | Regulation (EU) 910/2014
(eIDAS)
Relevance M
(Lowimpact,
Moderate-impact,
Hightimpact)
Sources [http://eur -lex.europa.eu/legatontent/EN/ALL/?uri=CELEX%3A32014RD910

Chapter / Page

Art. 8

Category I Trust
Stakeholder European Union
Abstract Anadvanced electronic signaturshall meet the following requirements:

€)) it is uniquely linked to the signatory;

(b) it is capable of identifying the signatory;

(c) it is created usig electronic signature creation data that the signatory can, with a hi
level of confidence, use under his sole control; and

(d) it is linked to the data signed therewith in such a way that any subsequent change

the data is detectable.

Qualified certificates for electronic signatures shall meet the requirements laid down in Ann
I. Qualified certificates for electronic signatures shall not be subject to any mandatory
requirement exceeding the requirements laid down in Annex |.

Annex [:

Qualified certiftates for electronic signatures shall contain:

€) an indication, at least in a form suitable for automated processing, that the certificg
has been issued as a qualified certificate for electronic signature;




(b) a set of data unambiguously representing the dfiedi trust service provider issuing th
qualified certificates including at least, the Member State in which that provider is
established and:

a. for alegal person: the name and, where applicable, registration number as stq
in the official records,

b. forav SUE 0 % E*}VW S§Z % Ee}v[e VvV U V

(c) at least the name of the signatory, or a pseudonym; if a pseudonym is used, it sha
clearly indicated;
(d) electronic signature validation data that corresponds to the electronic signature

creation data;

(e) details of the beP Jvv]vP v v }( §Z ES](] S [* % E]} }(

® the certificate identity code, which must be unique for the qualified trust service
provider;

(9) the advanced electronic signature or advanced electronic seal of the issuing qualif
trust service proider;

(h) the location where the certificate supporting the advanced electronic signature or
advanced electronic seal referred to in point (g) is available free of charge;

0] the location of the services that can be used to enquire about the validity statug of
qualified certificate;

()] where the electronic sighature creation data related to the electronic signature

validation data is located in a qualified electronic signature creation device, an
appropriate indication of this, at least in a form suitable forautted processing.

Area of Application

Use of electronic signatures

Regulation on electronic identification and trust services for electronic transactions in the
internal market

Free Access (YIN) |Y
Reference / Source | Regulation (EU) 910/2014
(eIDAS)
Relevance M
(Low-impact,
Moderate-impact,
Hightimpact)
Sources [http://eur -lex.europa.eu/legatontent/EN/ALL/?uri=CELEX%3A32014RD910

Chapter / Page

Art. 26, 28, Annex |

Category I Trust
Stakeholder European Union
Abstract Qualified certificates for website authentication shall meet the requirements laid down in

Annex V.

Annex IV:

Qualified certificates for website authentication shall contain:

(a) an indicationat least in a form suitable for automated processing, that the certificat
has been issued as a qualified certificate for website authentication;

(b) a set of data unambiguously representing the qualified trust service provider issuin
qualified certificaes including at least the Member State in which that provider is
established and:

a. for alegal person: the name and, where applicable, registration number as stg
in the official records,
b. (}J& VvV SUE 0 % E*}VW SZ % Ee}v[e vV U V

(c) for natural persons: at kst the name of the person to whom the certificate has beer
issued, or a pseudonym. If a pseudonym is used, it shall be clearly indicated;
for legal persons: at least the name of the legal person to whom the certificate is is
and, where applicable, régfration number as stated in the official records;

(d) elements of the address, including at least city and State, of the natural or legal pe
to whom the certificate is issued and, where applicable, as stated in the official rec




(e) the domain name(s) agrated by the natural or legal person to whom the certificate i

issued;

® S Joe }( §Z Plvv]vP v v }( §Z ES](] S [* % &E]

(9) the certificate identity code, which must be unique for the qualified trust service
provider;

(h) the advanced @ctronic signature or advanced electronic seal of the issuing qualifie
trust service provider;

0) the location where the certificate supporting the advanced electronic signature or
advanced electronic seal referred to in point (h) is available free of charge

)] the location of the certificate validity status services that can be used to enquire as

the validity status of the qualified certificate.

Area of Application

Requirements for qualified certificates for website authentication
Regulation on electronidentification and trust services for electronic transactions in the
internal market

Free Access (Y/N) | Y
Reference / Source | Regulation (EU) 910/2014
(eIDAS)
Relevance M
(Lowimpact,
Moderate-impact,
Hightimpact)
Sources [http://eur -lex.europa.eu/legatontent/EN/ALL/?uri=CELEX%3A32014RD910

Chapter / Page

Art. 45, Annex IV

Category 1.1.66LICk
Stakeholder Industrial Internet Consortium (IIC)
Abstract Organizationsnust take risks seriously; they must use their expertise to make their Il0T syg

trustworthy. The use of sensors and actuators in an industrial environment is not the typica
Information Technology (IT) experience, nor are systems that span many zatians and
organizational systems. IT and OT prioritize system characteristics differently. For example
resilience in IT is less important than in OT, and security is less important in OT than in IT,
illustrated in Figure 2. These characteristicst@ract with each other, and can conflict. In 110T|
systems, these system characteristics must converge and be reconciled with each other in
overall system trustworthiness.

Area of Application

All industrial 10T systems
With the scope of industrial idelimitation vs. pure consumer loT

Free Access (Y/IN) | Y

Reference / Source | Industrial Internet Security Framework
Relevance H

(Lowimpact,

Moderate-impact,

Hightimpact)

Sources [http://www.iiconsortium.org/IISE.htm|

Chapter / Page

2 Motivation (5)
3 Trustworthines (9)

Category Iy Trust
Stakeholder NIST
Abstract System primitives allow formalisms, reasoning, simulations, and reliability and security risk

trade-offsto be formulated and arguedn this work, five core primitives belonging to most
distributed systems are presented. These primitives apply well to systems with large amou
data, scalability concerns, heterogeneity concerns, temporal concerns, and elements of
unknown pedigree wit possible nefarious intent. These primitives form the basic building

o} I« (JE& E SA}EIl }( ZdZ]vPe[ ~E}deU ]Jv op JvP 8Z /vE @
an underlying and foundational science to loT. To our knowledge, the ideas and themmann
which 10T is presented here is unique.




Area of Application

Standard Proposal/Draft

Free Access (Y/IN) |Y

Reference / Source | NISTIR 8063 Internet of Things (1oT) Trustworthiness

Relevance H

(Lowimpact,

Moderate-impact,

High-impact)

Sources [https://csrc.nist.gov/News/2016/NISAnnouncesReleasenf-DRAFNISTIFB063

Chapter / Page

Whole Document

Categor iEGIISecurity
Stakeholder FedRAMP
Abstract The Federal Risk and Authorization Management Program (FedRAMP) is a US govavitiment

program that provides a standardized approach to security assessment, authorization, and
continuous monitoring for cloud products and services.

FedRAMP enables Agenciegapidly adapt from old, insecure legacy IT to misssaabling,
secure, and cost effective clodxhsed IT.

FedRAMP created and manages a core set of processes to ensure effective, repeatable clou
security for the government. FedRAMP established auneanarketplace to increase utilization
and familiarity with cloud services while facilitating collaboration across government through ¢
exchanges of lessons learned, use cases, and tactical solutions.

Automated Vulnerability Risk Adjustment Framework

SCOPE Create a framework for using Common Vulnerability Scoring System (CVSS) scoring
determine and/or adjust the risk level for vulnerabilities identified by an automated scanning t
Vulnerabilities identified by noautomated methods are explicitlyot included in the scope of this
framework. CVSS scoring applies to all automated risk severity level adjustments; including H
to Moderate and Moderate to Low risk adjustments.
OUTCOMES

{ v o "We3t0 A EP +3v E]I Apenvsd@es]ompsdiondan openi
framework where the individual characteristics used to derive a score are transparent.
{Z pnu 8Z oAo}( ((}JES v 3lu E «<u]J]E &} +8 0]*Z 5z
environment.

Area of Applicatbn

Framework for automated adjustments to vulnerability risk categorizations

Free Access (Y/N)

Y

Reference / Source

Automated Vulnerability Risk Adjustment Framework

Relevance M

(Low-impact,

Moderate-impact,

Highimpact)

Sources https://www.fedramp.gov/assets/resources/documents/CSP_Automated Vulnerability Risk |4

tment Framework.pdf

Chapter / Page

Whole Document

Category iBEGe]Security and Privacy
Stakeholder IoT Alliance Australia
Abstract The purpose of the Internet of Things Security Guideline is to provide compreheogiveyel

Pul v 8} % @E&}u}s Ze PE]ISC C  ¢]PV[ %% &} Zndthe}dV
practical application of security and privacy for 10T device usetiizedby the 10T industry and
digital service providers which use or provide support services for IoT deployments; and assi
industry to understand some of the relevant legtghn around privacy and security.

The relevance of privacy and security is outlined. Privacy and Security principles are illustrate
Special emphasis is put on the Routing Layer.

Relation to the use case scenarios are shown.

Area of Application

Secutty Guideline

Free Access (Y/N)

Y




Reference / Source

Security Guideline

Relevance M

(Low-impact,

Moderate-impact,

High-impact)

Sources [http://www.iot.or g.au/wp/wp-content/uploads/2016/12/loTAASecurityGuidelineV1.0.pdf

Chapter / Page

Routing: chapter 5.3 (p21ff)
Industry: chapter 6.2 (p26f)
Healthcare: chapter 6.3 (p27)
Automotive: chapter 6.5 (p27)

Category iBBYdVSecurity and Privacy
Stakeholder GSMA
Abstract The set of norbinding guideline documents promotes methodology for developing secure 10T

Services to facilitate security best practices are implemented throughout the life cycle of the
service. The documents provide recommendations on bmwitigate common security threats
and weaknesses within 10T Services.

This guide shall be used to evaluate all components in an 10T product or service from the Se
Ecosystem perspective. The Service Ecosystem includes all components that makearp tife
the 10T infrastructure. Components in this ecosystem are, for example, services, servers, dat
clusters, network elements, and other technologies used to drive the internal components of
product or service.

The scope of this document isited to Recommendations pertaining to the design and
implementation of I0T services and network elements.

Considering the operations of core services like arplafform the guideline focuses on typical
security measures including monitoring, authentioat secure communication,

Considering the Edge, especially the Root of Trust is important to consider Chapter 4 shows
to do for security provider.

Z %S E A 0]*Se §Z N E]S] 0 Z }luu v S]lve U XPX AX06 Jog
CZ %S E 0 o]WSEJ}FAEC Z }uu v S]lve_
Area of Application Guideline
Free Access (Y/N) Y

Reference / Source

GSM Association (GSMA): IoT Security Guidelines for I0T Service Ecosystems

Relevance H

(Low-impact,

Moderate-impact,

Highimpact)

Sour@s [http://www.gsma.com/connectedliving/futurdot-networks/iot-security-quidelines/

Chapter / Page

Chapter 4 / pp125
Chapter 5 / pp 268
Chapter 6 / pp 3&2

Category Security and Privacy

Stakeholder GSMA

Abstract This Comprehensive list is based on the GSMA 10T Security Guideline.
It may especially support the policy and audit service development

Area of Application | Checklist

Free Access (Y/N) Y

Reference / Source | GSM Association (GSMA): IoT security checklist foassiissment

Relevance M

(Low-impact,

Moderate-impact,

High-impact)

Sources m;_)s://www.gsma.com/ioTjiot—securit/-assessmenil

Chapter / Page

Whole Document




Category 1.1. 721K
Stakeholder Microsoft GIAC
Abstract /v :poC }( 71i1iTU Joo ' § ¢« ¢ vS }usS v u ]Jo 8§} epu AiUITI D] E}

is a defining moment for both the industry ad] E}+} (5[ (USPHE X /5 A « }v
Microsoft would put into play for years to come with all development of products. The concej

A e (JE +8 0]Z]vP dEU*SA}ESZC }u% u3]vP AZ] Z Joo ' & [
industry forthe next decade

Area of Application | Guideline

Free Access (Y/N) Y

Reference / Source | GIAGTHE TRUSTWORTHY COMPUTING FRAMEWORK

Relevance M

(Low-impact,

Moderate-impact,

High-impact)

Sources

https://www.giac.org/paper/gsec/4243/pillarsrustworthy-computingdisplayedpatch
management/;0683|7

Chapter / Page

Whole Document

Category Security and Privacy Controls
Stakeholder NIST
Abstract This publication provides a catalog of security ad privacy controls for federal information syst

and organisations to protect organisational operations ansess, individuals, other organisation|
from a diverse set of threats including hostile attacks, natural disaster s, structural failures, h
errors and privacy risks. The controls are flexible and customizable and implemented as part
organisatiorwide process to manage risks.The controls address diverse requirements derive
mission and business needs, laws, Execuritve Orders , directives , regulations, policies , star
and guidelines . The publication describes how to develop speciakted sontrols, or overlays,
tailored for specific type of missions and business functions , technologies, enverionment of
operations , and sector specific applications. Finally the consolidated catalog of controls addf
security and privacy from affigtionality perspective ( ie the strength of functions and mechanis
) and an assurance perspective (i.e the measure of confidence in the security or privacy capsa
Adressing both functionality and assurance ensures that information technology peodod the
information systems that rely on those products are sufficiently trustworthy.

Area of Application

Guideline

Free Access (Y/N)

Y

Reference / Source

National Institute of Standards and technology Special Publicatior58®evision 5
Natl.InstStand.Technol.Spec Publication &®Rev 5 494 pages (August 2017)

Relevance M

(Lowimpact,

Moderate-impact,

Highimpact)

Sources https://csrc.nist.gov/publications/detail/sp/80& 3/rev-5/draft

Chapter / Page

Whole Document

Category Security
Stakeholder IETF
Abstract This document defines and provides a set of requiremémtshe Security Automation and

Continuous Monitoring (SACM) architecture, data model, and transfer protocols while shar
storing, processing and transmitting secuiitjormation.

Area of Application

General Standard for Industry

Free Access (Y/N)

Y




Reference / Source | IETF/RFC 8248
Relevance H
(Low-impact,
Moderate-impact,
High-impact)
Sources https://lwww.rfc-editor.org/rfc/pdfrfc/rfc8248.txt.pdf
Chapter / Page All the document
Controls

Remaks about controls:

Controls are referenced all the time in security, but they are rarely defined.

The control environment sets the tone of an organization, influencing the control consciousness of its pelbjsgehe

foundation for all other components of internal control, providing discipline and strudtureach their organizational

objectivesX }v8E}o VA]E}vu vs ( 3}Ee ]Jvopu 38Z ]JvsE PE]SCU 3Z] o A ou U v }i
uv P u vs[e %pHyarieoperating style; and the way management assigns authority and organizes and develops its
people.

From this we can derive that some controls are the actions that people take, we callatieseistrative controls.
Administrative controls are the pcess of developing and ensuring compliance with policy and procedures. They tend to be
things that employees may do, or must always do, or cannot do.

Another class of controls in security that are carried out or managed by computer systems, théseghaieal controls.
Activity phase controls can be either technical or administrative and are classified as follows:

X Prevenive controls exist to prevent the threat from coming in contact with the weakness.

x Detectivecontrols exist to identify that the thi@ has landed in our systems.

x Correctivecontrols exist to mitigate or lessen the effects of the threat being manifested.
These correspond to the life cycle phases of a security program. Firewalls are primarily preventative controls.
IPScould be configted to be both preventative and detective.

IDSis purely detective. Reloading an operating system suspected of having malware from the gold standard is a corrective
control.

These are all examples tefchnicalcontrols. Forensics and incident response akamples administrative or personnel
correctivecontrols.

Compensating controls are alternate controls designed to accomplish the intent of the original controls as closely as
possible, when the originally designed controls can not be used due to litiotas of the environment These are generally
required when our activity phase controls are not available or when they fail.

GCompensatingcontrols may be considered when an entity cannot meet a requirement explicitly as stated, due to legitimate
technicalor documented business constraints but has sufficiently mitigated the risk associated with the requirement through
implementation of other controls.

Thecyberobjectivescan be reached by taking Prevention measures and Protection measures
After the factor system exploitldentification measures and Response Measures

Objectives for each European Country:



Source : An evaluation Framework for National Cyber Security Stratediesa

Category Security
Stakeholder BSI Germany
Abstract Cloud corputing is a game changer for the ICT sector and its customers and promises both

benefits and high flexibility. Generally, speaking, there are many security recommendations
standards and certificates in this sector. Despite different perspectivetood security, the
standards are also very similar with regard to their contents. However, a generedignized
baseline for security in cloud computing is not available yet. Certifications on the basis of th¢
standards often only exist side by sidedaare simultaneously maintained, partly with great
effort. For customers, it is often difficult to assess whether a cloud service offers the necess
security.

Area of Application

Security of cloud based services in all use cases.
Security Controls fotdT services out of the Cloud

Free Access (Y/N)

Y

Reference / Source

[Cloud Computing Compliance Controls Catalogue|(C5)

Relevance
(Lowimpact,
Moderate-impact,
High-impact)

H

Sources

https://www.bsi.bund.de/EN/Topics/CloudComputing/Compliance Controls Catalogue/Co
nce Controls Catalogue node.himl

Chapter / Page

Category Security
Stakeholder NIST
Abstract Organizations must meet the minimusecurity requirements in this standard by selecting the

appropriate security controls and assurance requirements as described in NIST Special
Publication 80663, Recommended Security Controls for Federal inftion Systems

Area of Application

Security Control Selection

Free Access (Y/N)

Y




Reference / Source

NIST Special Publication 858

Relevance H
(Low-impact,
Moderate-impact,
High-impact)
Sources [https:/nvipubs.nist.gov/nistpubs/FIPS/NIST.FIPS.200.pdf
Chapter / Page Page 4
Category Security
Stakeholder All Critical Infrastructure Providers
European Parliament
Industry, Research and Energy (ITRE)
Security and Defend&SEDE)
European Network and Information Security Agency (ENISA)
Computer Emergency Response Team (CERT)
Abstract To secure against cyber attacks, organizations must vigorously defend their networks and sys

from a variety of internal and external thrsa They must also be prepared to detect and thwart
damaging followon attack activities inside a network that has already been compromised. Two
guiding principles are: "Prevention is ideal but detection is a must" and "Offense informs defer

The Goabf the Critical Controls

The goal of the Critical Controls is to protect critical assets, infrastructure, and information by
strengthening your organization's defensive posture through continuous, automated protectiof
monitoring of your sensitive infonation technology infrastructure to reduce compromises,
minimize the need for recovery efforts, and lower associated Eagification 80653,
Recommended Security Controls for Federal Information Systems

Area of Application

Security Control Selection

Free Access (Y/N) Y

Reference / Source | SANS Guideline

Relevance H

(Lowimpact,

Moderate-impact,

Hightimpact)

Sources [https://www.sans.org/criticalsecuritycontrols/quidelines

Chapter / Page

Whole Document

Category P¥security
Stakeholder IETF
Abstract This document defines a TLS (Transport Layer Security) and DTLS (Datagram Transport ||

Security) 1.2 profile for ensuring communication security for data exchange @mironments
to prevent eavesdropping, tampering and message forgery.

Area of Application

General Standard for Industry

Free Access (Y/N) | Y

Reference / Source | IETF/RFC 7925

Relevance H

(Lowimpact,

Moderate-impact,

Highimpact)

Sources https://www.r fc-editor.org/pdfrfc/rfc7925.txt.pdf

Chapter / Page

Page 20 (section 4)

Category

Security and Privacy

Stakeholder

NIST




Abstract

Of the twenty control families in the NIST Special publication seventeen are aligned with the
security requirementsn FIPS publication 200. In addition, three other families address privacy
program management considerations.

Area of Application

Security Control Selection

Free Access (Y/N) Y

Reference / Source | NIST Special Publication 868

Relevance H

(Lowimpad,

Moderate-impact,

Highimpact)

Sources [https://nvipubs.nist.gov/nistpubs/FIPS/NIST.FIPS.200.pdf

Chapter / Page

Page 4

Category Security and Privacy
Stakeholder IETF
Abstract The document provides guidelines for enabling ¢ogend security in the context of Internet of

Things. The document firstly describes existing standardization work and guidelines to bui
secure 10T devices and services. Then, the document foomspoviding guidelines for
handling situations where middleboxes have to access and modify encrypted data. Five
situations are described: (i) share credentials with middleboxes, (ii) reusing the Internet wil
format for IoT makes conversion between laWdnternet protocols unnecessary. However, it
can lead to poor performance, (iii) selectively protect vital and immutable packets, but reqy
a careful balance between performance and security, (iv) homomorphic encryption or mes
authentication codegan be used to perform certain operations, (v) Mechanisms based on
object security can be used to enable an dneknd security.

Area of Application

Best practice Guide

Free Access (Y/N) Y

Reference / Source | IRTF/t2trg draft

Relevance M

(Low-impact,

Moderate-impact,

Highimpact)

Sources [https://tools.ietf.org/html/draft -irtf -t2trg-iot-secconsl 2|(under development)

Chapter / Page

Page 20 (section 5.1.3)

Category Secutity and Privacy |oT / Firmware Update
Stakeholder IETF
Abstract This document describes firmware update requirements for 10T. This is a critical operation

will be largely deployed in not always accessible locations. It also introduces sebatlgnges
as updates cannot be pushed bgn-trusted users. Endo-end security is also required for
firmware updates and attacks such as replaying (roltiagk) a previous update should not
possible. The document actually covers a full threat modesdftware update in 0T

Area of Application

Best practice Guide

Free Access (Y/IN) | Y

Reference / Source | IETF/suit draft

Relevance L

(Lowimpact,

Moderate-impact,

High-impact)

Sources [https://tools.ietf.org/id/draft -moran-suit-architecture03.txt] (under development)

Chapter / Page

Page 16 (Appendix A)

Category XPrivacy
Stakeholder Systemintegrators DCSendors Cloud Providex EndCustomer HardwareSupplier Software

Supplier system security engineers




Abstract

Privacy Controls are the administrative, technical, and physical safeguards employed within
agency to ensure compliance with applicable privacy requirements and manage privac@Neks
Circular A130

Area of Application

Selection of Privacy controls

Free Access (Y/N) Y

Reference / Source | OMB Circular A30
Relevance H

(Lowimpact,

Moderate-impact,

Highimpact)

Sources [https://a130.cio.gov|

Chapter / Page

Whole Document

Category Security and Privacy
Stakeholder IoTSFtloT Security Foundations
Abstract This primemuides the reader to important questions that shotlel considered when designing &

IoT device, system or network.
Thecommon theme thoughout is that consideringecurity at the design phase can not only say
time and effort later, but potential embarrassment and financial loss in the future.

Main results:
x Offer appropriate protection for all potential attack surfaces (e.g. device, otyserver,
cloud etc.)

Ensure identifiers are removed or anonymised where necessary
Integrity of software is verified (e.g. secure boot)

The device or system uses a hardwaveted trust chain

Authentication and integrity protection are applied to data

Compromised or malfunctioning devices can be identified and revoked
Device metadata is trusted and verifiable

Data is accurately timestamped

Devices should identify themselves to a network using a secure identifier
Service management occurs over an autheatid channel

Only authenticated sources are able to provide security updates or
patches

he e« v uv P &« & *°]loC o
Policy controls to disable unwanted features
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X X X X X X X X X X X X X

Area of Application

Recommendations

Free Acess (Y/N)

Y

Reference / Source

Establishing Principles for Internet of Things Security

Relevance
(Lowimpact,
Moderate-impact,
Hightimpact)

M

Sources

loT-SecurityDownload.pd

Chapter / Page

Whole Document

Category i K0)Security and Privacy
Stakeholder IoTSFtloT Secrity Foundations
Abstract This release of the Best Practice Guidelines relates to connected consumer products for use

home, although the general principles will apply in all market areas.

Malicious intent commonly takes advantage of poor desigh,dven unintentional leakage of datz
can also bring dire consequences to consumers and vendors, due to ineffective security cont
Thus it is vital that 0T devices and services have security designed in from the outset.
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it). Links are provided to further information and discussion.
Main results:
x Classification obData-
Define a data classification scheme and document it.
Assess every item of data stored, processed, transmitted or received by a device ang
a data classification rating to it. Take into account that collections of data may be mo
sensitive tkan individual items and so may be classified differently.
Ensure the security design protects every data item and collections of items against
unauthorized viewing, changing or deletion, to at least its classification rating or highg¢
When documenting th security design, also document the data items, their classificat
and the security design features that protect them.
X Physical Security
Any interface used for administration or test purposes during development should be
removed from a production dése, disabled or made physically inaccessible. All test
access points on production units must be disabled or locked, for example by blowing
chip fuses to disable JTAG.
If a production device must have an administration port, ensure it has effectivesscc
controls, e.g. strong credential management, restricted ports, secure protocols etc.
Make the device circuitry physically inaccessible to tampering, e.g. epoxy chips to cir|
board, resin encapsulation, hiding data and address lines under these cmmizoetc.
Provide secure protective casing and mounting options for deployment of devices in
exposed locations.
To identify and deter access within the supply chain, consider making the device and
% | P]JVP 28 u% & A] v§_X
For highsecurity deployments;onsider design measures such as active masking or
shielding to protect against sidghannel attacks.
x Device Secure Boet
Use a multistage bootloader initiated by a minimal amount of locked code (for examp
locked into onetime programmable memory).
Use a Secure Access Module (SAM) or Trusted Platform Module (TPM) to perform tr
cryptographic functions and store crucial data items. Its limited secure storage capab
will hold a locked, trusted first stage of the bootloader and encryption keys.
At boot time check each stage of boot code is valid & trusted before running that cod
At each stage of the boot sequence check that only the expected hardware is presen
functioning correctly.
Do not boot the next stage of device functionality uthié previous stage has been
successfully booted.
Ensure failures at any stage of the boot sequence fail securely, to ensure no unauthg
access is gained to underlying systems, code or data (for example, via a uboot prom
X Secure Operating System
Include in the operating system (OS) only those components (libraries, modules, pac
etc.) that are required to support the functions of the device.
Shipment should include the latest stable OS component versions available.
Devices should be designeddashipped with the most secure configuration in place. A
decision to reduce security must be a justified and documented decision made
downstream from shipment if absolutely necessary.
Ensure the OS is securely booted.
Continue to update (thoroughly teste)S components to the latest stable versions
throughout the lifetime of a deployed device.
Disable all ports, protocols and services that are not used.
Set permissions so users/applications cannot write to the root file system.
If required, accounts for @dinary users/applications must have minimum access rights
perform the necessary functions. Separate administrator accounts (if required) will hg
greater rights of access. Do not run anything as root unless genuinely unavoidable.
Ensure all files andirctories are given the minimum access rights to perform the
required functions.




Consider implementing an encrypted file system.

Document the security configuration of the OS.

Use proper Change Control methods to manage changes to the OS.

Applications Sewity -

Sanitise and validate all data input before processing the data.

Applications must not run as roetuse the minimum privileges necessary.

Remove all default user accounts and passwords.

Never hard code credentials into an application. Credentialst be stored separately in

secure trusted storage and be updateable in a way that ensures security is maintaing
VepE o0 EE}E & Z v o PE (pooC v }Vv[S E 4

Never deploy debug versions of code. The distibn should not include compilers, files

containing developer comments, sample code, or other superfluous files.

Ensure applications and users can only access data to which they are entitled. Ensuf

users can only access application functions appropti@thbeir access rights.

Use the most recent stable version of libraries.

Ensure compliance with ioountry data processing regulations.

Ensure 3rd party application software and libraries, whethettldfshelf or specifically

developed, follow these secity guidelines wherever possible.

Document the security design of applications.

Use secure software development lifecycle best practice techniques, such as secure

code storage and traceability, code reviews, code analysis tools etc.

Credential Maagement-

A device should be uniquely identifiable by means of a faetetyamperproof hardware

identifier if possible.

Use good password management techniques, for example no blank or simple passw

allowed, permit noralphanumerics (e.g. + or *savell as letters and digits, never send

passwords across a network (wired or wireless) in clear text, and employ a secure

password reset process.

Each password stored for authenticating credentials must use an industry standard h

function, along witha unique salt value that is not obvious (for example, not a usernan

Passwords stored for use as credentials must be strongly encrypted, using an indust

standard algorithm.

Store credentials or encryption keys in a Secure Access Module (SAM), Riastedn

Module (TPM), Hardware Security Module (HSM) or trusted key store if possible.

Aim to use Zactor authentication for accessing sensitive data if possible. Ensure a try

& reliable time source is available where authentication methods regbis e.g. for

digital certificates.

Digital certificates should not be used once and then forgotten, as they require carefu

management as part of an effective secure credential solution. Further discussion on

certificates and their management is availa at the link below*. Every certificate must

unigue and therefore only exist on one device. Do not copy digital certificates across

multiple devices.

There must be a secure reliable means to update a digital certificate and its certificat

chain on aevice before it expires.

Encryption-

Apply the appropriate level of encryption commensurate with the classification of date

being processed.

Use industry standard cypher suites, use the strongest algorithms and always use th

recent version of aencryption protocol.

When configuring a secure connection, if an encryption protocol offers a negotiable

selection of algorithms, remove weaker options so they cannot be selected for use in

downgrade attack.

Store encryption keys in a Secure Access Ww(@SAM), Trusted Platform Module (TPM

Hardware Security Module (HSM) or trusted key store if possible. Do not use insecu

protocols, e.g. FTP, Telnet.

It should be possible to securely replace encryption keys remotely.

If implementing public/privatéey cryptography, use unique keys per device, avoid usi

Po} ol CeX Al [*» % E]JA § | C «Z}po Pv E 3§ o




associated secure credential solution, e.g. smart card. It should remain on that devicg
associated solufive v v A E «Z E }E Al*] o 38} o+ AZ E
public key may be shared elsewhere to support encryption with this device.
Network Connections
Activate only those network interfaces that are required (wired, wiretéssluding
Bluetooth etc.).
Run only those services on the network that are required.
Open up only those network ports that are required.
Run a correctly configured software firewall on the device if possible.
Always use secure protocols, e.g. HTTPS, SFTP.
Never exhange credentials in clear text or over weak solutions such as HTTP Basic
Authentication.
Authenticate every incoming connection to ensure it comes from a legitimate source.
Authenticate the destination before sending sensitive data.
Securing Software Updles-
After thorough testing, encrypt updates to hinder reverse engineering and then test tk
encrypted versions work as expected.
For every new software update, validate that the update process is successful for all
previous versions. As an example,update to version 4.0 may need to ensure devices
currently installed with a version less than v2.2 firstly update to version 2.2, and only
that update to v4.0.
Z( ]o I[ (v 8]}v *Z}uo Jv %0 §Z § Aloo pups}u 3§

known good installation in the event an update fails.
Implement a secure update process based on best practice cryptographic framework
using:
* Secure identities for ownership authorisation and device recovery.
* Mutual authentication of the device anskerver providing the update, prior to
transferring software.
* A secure communication channel to transfer the software update to each device.
* Cryptographic identifiers, code signing and encryption to authenticate software upd
* Integrity checking bthe downloaded software by the device before commencing an
update.
Finally, Ensure software updates installed during a devidmot are integrity checked as
part of the secure boot procesgsee: Device Secure Boot).
Logging
Run the logging functivas a separate process on the operating system from other
functional activities.
Store log files in their own separate partition from other system files.
Set log file maximum size and rotate logs.
Where logging capacity is limited, just log staptand siutdown parameters, login/acces
attempts and anything unexpected.
Restrict access rights to log files to the minimum required to function.
If logging to a central repository, send log data over a secure channel if the logs carry
sensitive data and/or pra@ction against tampering of logs must be assured.
/u% o u v3 o}P Zo A o<[ *} 3Z § 0]PZ5A ]PZ3% 0}PP]JVP
the option to run more detailed logging when required.
Monitor and analyse logs regularly to extract valuable infation and insight.
Synchronise to an accurate time source, where possible, so log file time stamps can
easily correlated.
Passwords should not ever be displayed in logs.
Software Update Policy
Management of all connected devices over their compleggick lifecycle, including:

X D Jvd JvlvP v S]JA u v]( *38}( A] «]vE PE § ]v§]
b. Actively maintaining version information about software deployed on devices.
c. Processes for planned device updating and rapid deployofesritical updates.
d. Identification of unfixable or neopdateable devices that have known attack vectors
and processes to ensure that such devices are prevented from compromising the seg
of the system, for example through device revocation ansmther reliable method.




e. Securely managing devices at their end of life.

A clear, publicised, process for managing software errata. This process must enable
developers, users and security researchers to report security vulnerabilities and othe
issues and must enable rapid communication to users. It should also:

a. Define a process for identifying affected configurations.

b. Define the circumstances that require a software update to be developed and releg
c. Define the urgency of releasing an upgldased on the potential impact of the threat
to the user, vendor and other users of the network, and impact to the user of deployir
the update.

d. Define the procedure for updating software on devices.

e. ldentify clear ownership and escalation preses within the organisation.
Mechanisms for software updates must be clearly defined within the software
architecture.

The policy must recognise that existing standards for software patching, such as NIS
SP80&40, may well need to be adapted for updaiisoftware on IoT systems.

Area of Application

Recommendations

Free Access (Y/N) Y

Reference / Source | Establishing Principles for Internet of Things Security

Relevance M

(Lowimpact,

Moderate-impact,

Hightimpact)

Sources https://iotsecurityfoundation.org/wpcontent/uploads/2015/09/loT SkEstablishinePrinciplesfor-

loT-SecurityDownload.pd

Chapter / Page

Whole Dociment

Category iz EiSecurity and Privacy
Stakeholder IoTSFtlIoT Security Foundations
Abstract This primemuides the reader to important questions that shoblel considered when designing a

IoT device, system or network.
Thecommon theme throughouis that consideringecurity at the design phase can not only sav
time and effort later, but potential embarrassment and financial loss in the future.

Main results:
x Offer appropriate protection for all potential attack surfaces (e.g. device, networkese
cloud etc.)

Ensure identifiers are removed or anonymised where necessary

Integrity of software is verified (e.g. secure boot)

The device or system uses a hardwareted trust chain

Authentication and integrity protection are applied to data

Compromsed or malfunctioning devices can be identified and revoked
Device metadata is trusted and verifiable

Data is accurately timestamped

Devices should identify themselves to a network using a secure identifier
Service management occurs over an authenticateahoel

Only authenticated sources are able to provide security updates or
patches

he e« v uv P &« & *°]loC o
Policy controls to disable unwanted features
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X X X X X X X X X X X X X

Area of Application | Recommendations

Free Access (M) Y

Reference / Source | Establishing Principles for Internet of Things Security
Relevance M

(Lowimpact,




Moderate-impact,
Highimpact)

Sources

[https://www.iotsecurityfoundation.org/bestpracticequidelines/#ConnectedConsumerProducts

Chapter / Page

Whole Document

Category il iSecurity and Privacy
Stakeholder OWASPt 0T Project
Abstract The OWASP Internet of Things Project is desigoéetp manufacturers, developers, and

consumers better understand the security issues associated with the Internet of Things, and t
enable users in any context to make better security decisions when building, deploying, or
assessing loT technologies.

Theproject looks to define a structure for various 10T qubjects such as Attack Surface Areas,
Testing Guides and Top Vulnerabilities.

The OWASP Top 10 loT Vulnerabilities from 2014 are as follows:
X I1-Insecure Web Interface

12 - Insufficient Authentiation/Authorization

I3 - Insecure Network Services

14 - Lack of Transport Encryption/Integrity Verification

I5- Privacy Concerns

16 - Insecure Cloud Interface

I7 - Insecure Mobile Interface

I8 - Insufficient Security Configurability

19 - Insecure Softwan&irmware

110- Poor Physical Security

X X X X X X X X X

In addition to the list there is guidance available how to check and test against those Top 10 i

Area of Application

Recommendations

Free Access (Y/N) Y

Reference / Source | OWASP Top Ten loT Vulnerabilities

Relevance H

(Lowimpact,

Moderate-impact,

Hightimpact)

Sources https://www.owasp.org/index.php/Top loT Vulnerabilities

https://www.owasp.org/images/0/01/Internet of Things Top Ten 20QYWAS
https://www.owasp.org/images/8/8e/Infographivl.ip
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Category il EiSecurity and Privacy
Stakeholder OWASPt 0T Project
Abstract The OWASP Internet of Things Project is designed to help manufacturers, developers, and

consumers better understand the security issues associated with tieeniett of Things, and to
enable users in any context to make better security decisions when building, deploying, or
assessing loT technologies.

The project looks to define a structure for various loT-prdjects such as Attack Surface Areas,
Testing Guide and Top Vulnerabilities.

Principles of 0T Security:
X Assume a Hostile Edge
Edge components are likely to fall into adversarial hands. Assume attackers will have
physical access to edge components and can manipulate them, move them to hostil¢
networks and control resources such as DNS, DHCP, and internet routing.
x Test for Scale
The volume of loT means that every design and security consideration must also tak




account scale. Simple bootstrapping into an ecosystem can create a self denialicd se
condition at loT scale. Security countermeasures must perform at volume.

Internet of Lies

Automated systems are extremely capable of presenting misinformation in convincin
formats. I0T systems should always verify data from the edge in ordeet@pt
autonomous misinformation from tainting a system.

Exploit Autonomy

Automated systems are capable of complex, monotonous, and tedious operations th
human users would never tolerate. 10T systems should seek to exploit this advantag
security.

Expect Isolation

The advantage of autonomy should also extend to situations where a component is
isolated. Security countermeasures must never degrade in the absence of connectiv
Protect Uniformly-

Data encryption only protects encrypted pathwalata that is transmitted over an
encrypted link is still exposed at any point it is unencrypted, such as prior to encrypti
after decryption, and along any communications pathways that do not enforce
encryption. Careful consideration must be given tth fiata lifecycle to ensure that
encryption is applied uniformly and appropriately to guarantee protections. Encryptio
not total - be aware that metadata about encrypted data might also provide valuable
information to attackers.

Encryption is Tricky

It is very easy for developers to make mistakes when applying encryption. Using
encryption but failing to validate certificates, failing to validate intermediate certificate
failing to encrypt traffic with a strong key, using a uniform seed, or expgsiagte key
material are all common pitfalls when deploying encryption. Ensure a thorough revie
any encryption capability to avoid these mistakes.

System Hardening

Be sure that loT components are stripped down to the minimum viable feature set to
reduce attack surface. Unused ports and protocols should be disabled, and unneces
supporting software should be uninstalled or turned off. Be sure to track third party
components and update them where possible.

Limit what you can

To the extent possik limit access based on acceptable use criteria. There's no advan
in exposing a sensor interface to the entire internet if there's no good case for a rem
user in a hostile country. Limit access to white lists of rules that make sense.
Lifecycle Suyport -

0T systems should be able to quickly onboard new components, but should also be
capable of recredentialing existing components, and deprovisioning components for ¢
device lifecycle. This capability should include all components in the eeosfom
devices to users.

Data in Aggregate is Unpredictable

0T systems are capable of collecting vast quantities of data that may seem innocuo
first, but complex data analysis may reveal very sensitive patterns or information hidg
in data. loTsystems must prepare for the data stewardship responsibilities of unexpe
information sensitivity that may only be revealed after an ecosystem is deployed.
Plan for the Worst

loT systems should have capabilities to respond to compromises, hodtiieipeants,
malware, or other adverse events. There should be features in placeissue
credentials, exclude participants, distribute security patches and updates, and so on,
before they are ever necessary.

The Long Haul

0T system designers mustoagnize the extended lifespan of devices will require forws
compatible security features. 0T ecosystems must be capable of aging in place and
addressing evolving security concerns. New encryption, advances in protocols, new
methods and techiques, and changing topology all necessitate that 0T systems be
capable of addressing emerging security concerns for years after they are deployed.




X Attackers Target Weakness
Ensure that security controls are equivalent across interfaces in an ecosyAt&ckers
will identify the weakest component and attempt to exploit it. Mobile interfaces, hidde
API's, or resource constrained environments must enforce security in the same way
more robust or feature rich interfaces. Using mufiétctor authenticdion for a web
interface is useless if a mobile application allows access to the same API's with a fou
PIN.

X Transitive Ownership
IoT components are often sold or transferred during their lifespan. Plan for this
eventuality and be sure |oT systec®n protect and isolate data to enable safe transfer
ownership, even if a component is sold or transferred to a competitor or attacker.

X N:N Authentication
Realize that 10T does not follow a traditional 1:1 model of users to applications. Each
comporent may have more than one user and a user may interact with multiple
components. Several users might access different data or capabilities on a single de
and one user might have varying rights to multiple devices. Multiple devices may nee
brokerpermissions on behalf of a single user account, and so on. Be sure the 10T sy
can handle these complex trust and authentication schemes.

Area of Application

Recommendations

Free Access (Y/N) Y

Reference / Source | OWASP Principles of 10T Security

Relevance H

(Low-impact,

Moderate-impact,

Hightimpact)

Sources [https://www.owasp.org/index.php/Principles of loT_Secufity
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Category iRSecurityand Privacy
Stakeholder OWASPt 0T Project
Abstract The OWASP Internet of Things Project is designed to help manufacturers, developers, and

consumers better understand the security issues associated with the Internet of Things, and
enable users inrgy context to make better security decisions when building, deploying, or
assessing loT technologies.

The project looks to define a structure for various loT-pudjects such as Attack Surface Areas,
Testing Guides and Top Vulnerabilities.

Security Guidlines for Manufacturers, Developers, Consumers based on Top 10 Vulnerabiliti¢
X The goal of this section is help manufacturers build more secure products in the Inte

of Things space. The guidance below is at a basic level, giving builders of prauhsits &

set of guidelines to consider from their perspective. This is not a comprehensive list ¢
considerations, and should not be treated as such, but ensuring that these fundamer

are covered will greatly improve the security of any IoT product.

Areaof Application

Recommendations

Free Access (Y/N) Y

Reference / Source | OWASP loT Security Guidance

Relevance H

(Lowimpact,

Moderate-impact,

High-impact)

Sources [https://www.owasp.ordindex.php/loT_Security_Guidanfe
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Category i lSiSecurity and Privacy
Stakeholder OWASPt 0T Project




Abstract

The OWASP Internet of Things Project is designed to help manufacturers, developers, and
consumers better uderstand the security issues associated with the Internet of Things, and tq
enable users in any context to make better security decisions when building, deploying, or
assessing loT technologies.

The project looks to define a structure for various loT-prdjects such as Attack Surface Areas,
Testing Guides and Top Vulnerabilities.

Tester Guide based on Top 10 Vulnerabilities
X The goal of this page is to help testers assess IoT devices and applications in the Int
of Things space. The guidance beloatia basic level, giving testers of devices and

applications a basic set of guidelines to consider from their perspective. This is not a
comprehensive list of considerations, and should not be treated as such, but ensurin
these fundamentals are coxed will greatly improve the security of any IoT product.

X General Recommendations
Consider the following recommendations for all user interfaces (local device,-bbmet
and mobile)
Avoid potential Account Harvesting issues by:
Ensuring valid user acgots can't be identified by interface error messages
Ensuring strong passwords are required by users
Implementing account lockout after-3 failed login attempts

Area of Application

Recommendations

Free Access (Y/N)

Y

Reference / Source

IoT Testing Gdes

Relevance
(Lowimpact,
Moderate-impact,
Highimpact)

Sources

https://www.owasp.org/images/2/2d/lot testing methodology.JPG
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Category i LGiSecurity
Stakeholder US Department of Homeland Security
Abstract It is imperative that government and industry work together,akly, to ensure the l0T ecosysten

is built on a foundation that is trustworthlfREMARK: not explicitly defineaid secure. In 2014,
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the need for urgent action. loddoption will increase in both speed and scope, and [will] impac
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loT is adopted in a way that maximizes security and minimizes risk. If the country fails to do s
will be coping with the consequences for generations.

The principles set forth below are designed to improve security of 0T across thenfidl o&
design, manufacturing, and deployment activities. Widespread adoption of these strategic
principles and the associated suggested practices would dramatically improve the security pq
of 1oT. There is, however, no os&efits-all solution for nitigating 10T security risks. Not all of th
practices listed below will be equally relevant across the diversity of 10T devices. These pring
are intended to be adapted and applied through a-tislsed approach that takes into account
relevant busines contexts, as well as the particular threats and consequences that may resul
incidents involving a networkonnected device, system, or service.

Incorporate Security at the Design Phase

Promote Security Updates and Vulnerability Management

Conside ways in which to secure the device over network connections or through automated
means. Ideally, patches would be applied automatically and leverage cryptographic integrity
authenticity protections to more quickly address vulnerabilities.




Consider oordinating software updates among thighrty vendors to address vulnerabilities ang
security improvements to ensure consumer devices have the complete set of current protecti
Develop automated mechanisms for addressing vulnerabilities. In the sefteragineering space,
for example, there are mechanisms for ingesting information from critical vulnerability reports
sourced from the research and hacker communities in real time. This allows developers to aq
those vulnerabilities in the software digs, and respond when appropriate.

Develop a policy regarding the coordinated disclosure of vulnerabilities, including associated
security practices to address identified vulnerabilities. A coordinated disclosure policy shoulg
involve developers, manufaurers, and service providers, and include information regarding ar
vulnerabilities reported to a computer security incident response team (CSIRT). The US Con
Emergency Readiness Team-CERT), Industrial Control Systems (CERT, and other CS4RT
provide regular technical alerts, including after major incidents, which provide information a
vulnerabilities and mitigation.

Develop an endf-life strategy for 10T products. Not all IoT devices will be indefinitely patchab
and updateable. Bvelopers should consider product sunset issues ahead of time and
communicate to manufacturers and consumers expectations regarding the device and the rig
using a device beyond its usability date.

Build on Recognized Security Practices, e.g. NHT#®As€gurity Best Practices for Modern
Vehicles that address some of the unique risks posed by autonomous or semiautonomous Ve
Similarly, the Food and Drug Administration released draft guidance on Postmarket Manager
of Cybersecurity in Medical Diges.

Practise Defense in Depth, gldtps:/ics-cert.us

cert.gov/sites/default/files/recommended practices/NCCIC-ICS

CER Defense in_Depth 2016 S508C|pdf

Participate in information sharing platforms to report vulnerabilities and receive timely and cri
information about current cyber threats and vulnerabilities from public and private partners.
Information sharing is critical tool in ensuring stakeholders are aware of threats as they arise
dz % E&Su vs }( ,Juov ~ HUE]SC[s ~ ,~« E §]}vo C E- |
Integration Center (NCCIC), as well as nstitie and sectospecific information sharingral
analysis centers (ISACs) and information sharing and analysis organizations (ISAOs), are ex

Prioritize Security Measures According to Potential Impact

Promote Transparency across loT

Consider creating a publicly disclosed mechanism for usiimgrability reports. Bug Bounty
% E}YPE ueU (}JE /£ u%o0 U E oC }v E}A «}uE JvP u 37} « §]
own internal security teams may not catch,

Connect Carefully and Deliberately

Build in controls to allow manufacturers, seeigroviders, and consumers to disable network
connections or specific ports when needed or desired to enable selective connectivity. Depe
on the purpose of the IoT device, providing the consumers with guidance and control over th
implementation @n be a sound practice.

Area of Application

Strategic Security Principles

Free Access (Y/N)

Y

Reference / Source

US Department of Homeland Security: Strategic Principles for Securing the Internet of Thing

Relevance H

(Lowimpact,

Moderate-impact,

High-impact)

Sources https://www.dhs.gov/sites/default/files/publications/Strategic _Principles for Seéwgrthe Inter

net of Thing0161115FINAL vigll.pd
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Stakeholder

Online Trust Alliance




Abstract

The IoT Trust Framework® includes a set of strategic principles necessary to helpecure IOT
devices and their data when shipped and throughout the@ntire life-cycle.

Core to addressing the inherent security risks and privacy issues is the application of the prin
to the entire device solution or ecosystem. These include #hnéak or sensor, the supporting
applications, and the backend / cloud services. As many products coming to market rely en t
party or open source components and software, it is incumbent on developers to apply these
principles and conduct supply chaiacurity and privacy risk assessments. Serving as a risk
assessment guide for developers, purchasers and retailers, the Framework is the foundation
future IoT certification programs.

The Framework is broken down into 4 key areas:

Security Principle€l-12) t Applicable to any device or sensor and all applications and-dadk
cloud services. These range from the application of a rigorous software development security
process to adhering to data security principles for data stored and transmittedebgidbice, to
supply chain management, penetration testing and vulnerability reporting programs. Further
principles outline the requirement for lifeycle security patching.

User Access & Credentials {13) t Requirement of encryption of all passwords argkr names,
shipment of devices with unique passwords, implementation of generally accepted password
% E} e+ ¢ v Jvd PE 5]}v }(u Z v]eue 3} Z 0% % E A vs ~ E
Privacy, Disclosures & Transparency-3B88 t Requirements caosistent with generally accepted
privacy principles, including prominent disclosures on packaging, point of sale and/or posted
online, capability for users to have the ability to reset devices to factory settings, and complia
with applicable regulatory& <p]E& u v8e Jv op JvP 8Z h 'WZ v Z]o d
Also addresses disclosures on the impact to product features or functionality if connectivity ig
disabled.

Notifications & Related Best Practices{83) - Key to maintaining device serity is having
mechanisms and processes to promptly notify a user of threats and action(s) required. Princi
include requiring email authentication for security notifications and that messages must be
communicated clearly for users of all reading levén addition, tampeproof packaging and
accessibility requirements are highlighted.

Area of Application

Security Guideline

Free Access (Y/N)

Y

Reference / Source

IoT Security & Privacy Trust Framework (v2.5 in 2017)

Relevance M

(Lowimpact,

Moderate-impact,

Highimpact)

Sources [https://otalliance.org/system/files/files/initiative/documents/iot_trust framework82.pdf
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Category iR ksiSecurity and Privacy
Stakeholder Microsoft
Abstract Securing an Internet of Things (loT) infrastructure requires a rigorous secudgpth strategy.

This strategy requires you to secure data in the cloud, protect datagiityewhile in transit over
the public internet, and securely provision devices. Each layer builds greater security assurai
the overall infrastructure.

This securityin-depth strategy can be developed and executed with active participation of vari
players involved with the manufacturing, development, and deployment of loT devices and
infrastructure.

Further to other sources the requirements on an IoT operator (e.g. aRlafform) shall be
considered:

Keep the system ufp-date: Ensure that devicgperating systems and all device drivers are
upgraded to the latest versions. If you turn on automatic updates in Windows 10 (loT or othe
SKUs), Microsoft keeps it #p-date, providing a secure operating system for loT devices. Keey




other operating gstems (such as Linux)-tp-date helps ensure that they are also protected
against malicious attacks.

Protect against malicious activity: If the operating system permits, install the latest antivirus a
antimalware capabilities on each device operatiggtem. This practice can help mitigate most
external threats. You can protect most modern operating systems against threats by taking
appropriate steps.

Audit frequently:

Auditing 10T infrastructure for securitglated issues is key when responding towgdy incidents.
Most operating systems provide buitt event logging that should be reviewed frequently to ma
sure no security breach has occurred. Audit information can be sent as a separate telemetry
stream to the cloud service where it can be azely.

Physically protect the 10T infrastructure:

The worst security attacks against loT infrastructure are launched using physical access to d
One important safety practice is to protect against malicious use of USB ports and other phys
accessOne key to uncovering breaches that might have occurred is logging of physical acceg
such as USB port use. Again, Windows 10 (loT and other SKUs) enables detailed logging of
events.

Protect cloud credentials: Cloud authentication credentials used@dnfiguring and operating an
IoT deployment are possibly the easiest way to gain access and compromise an loT system.
the credentials by changing the password frequently, and refrain from using these credentials
public machines.

Area of Appication

Security 0T Security Best Practices

Free Access (Y/N) Y

Reference / Source | Best Practices

Relevance M

(Low-impact,

Moderate-impact,

Hightimpact)

Sources [https://docs.microsoft.com/erus/azure/iotsuite/iot-securitybestpracticeg
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Category iB2BRe|Security and Privacy
Stakeholder IoTSFtIoT Security Foundations
Abstract This primemuides the reader to important questis that shoulde considered when designing g

loT device, system or network.
Thecommon theme throughout is that considerisgcurity at the design phase can not only sayv
time and effort later, but potential embarrassment and financial loss in the &utur

Main results:
x Offer appropriate protection for all potential attack surfaces (e.g. device, network, se
cloud etc.)
X Ensure identifiers are removed or anonymised where necessary
X Integrity of software is verified (e.g. secure boot)
X The device or systn uses a hardwarmoted trust chain
X Authentication and integrity protection are applied to data
x Compromised or malfunctioning devices can be identified and revoked
x Device metadata is trusted and verifiable
x Data is accurately timestamped
x Devices should &htify themselves to a network using a secure identifier
X  Service management occurs over an authenticated channel
X Only authenticated sources are able to provide security updates or
X patches
X he Es« v uv P E E *]JoC o &} e staths [* %o § Z]
x Policy controls to disable unwanted features

Area of Application

Recommendations

Free Access (Y/N)

Y




Reference / Source

Establishing Principles for Internet of Things Security

Relevance
(Low-impact,
Moderate-impact,
High-impact)

M

Sources

rinciplesfor-

loT-SecurityDownload.pd
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Category A4 Trust
Stakeholder NIST
Abstract With the continuing frequency, intensity, and adverse consequences of -@ftaaks, disruptions,

hazards, and other threats to federal, state, and local governments, thiam,j businesses, and
the critical infrastructure, the need for trustworthy secure systems has never been more impc
to the longterm economic and national security interests of the United States. Engineesisep
solutions are essential to managitige growing complexity, dynamicity, and interconnectedness
}( S} C[e *CeS usU « /£ uphysiddl syst€ms@nd @ stemssystems, including the
Internet of Things. This publication addresses the engineatiivgn perspective and actions
necessary to develop more defensible and survivable systems, inclusive of the machine, phy
and human components that compose the systems and the capabilities and services deliverg
those systems. It starts with and builds upon a set of wstablistked International Standards for
systems and software engineering published by the International Organization for Standardiz
(ISO), the International Electrotechnical Commission (IEC), and the Institute of Electrical and
Electronics Engineers (IEEE) arfdses systems security engineering methods, practices, and
techniques into those systems and software engineering activities. The objective is to addres
security issues from a stakeholder protection needs, concerns, and requirements perspective
to use established engineering processes to ensure that such needs, concerns, and requiren
are addressed with appropriate fidelity and rigor, early and in a sustainable manner througho
the life cycle of the system.

D v P]JvP §8Z }u% o0 A]Stems(asdbelpdabieto claim that those systems are

trustworthy and secure means that first and foremost, there must be a level of confidence in
feasibility and correctnessi-concept, philosophy, and design, regarding the ability of a system
function securely as intended. That basis provides the foundation to address any of the addit
security concerns that provide confidence for the expectation that the system functions only &
intended across the spectrum of disruptions, hazards, and threats to realistically bound those
expectations with respect to constraints, limitations, and uncertainty. The level of trustworthin
§Z2 8§ v Z] A Jv 8} C[* }u%o0 /& +Ce3 us ] (pv S1}v }(
security across evegspect of every activity, and in our ability to execute with commensurate
fidelity and rigor to produce results that provide the confidence in the basis for those claims g
trustworthiness.

Trustworthiness, in this context, means simply worthy of beingted to fulfill whatever critical
requirements may be needed for a particular component, subsystem, system, network,
application, mission, enterprise, or other entity [Neumann04]. Trustworthiness requirements
include, for example, attributes of safetyecurity, reliability, dependability, performance,
resilience, and survivability under a wide range of potential adversity in the form of disruption
hazards, and threats. Effective measures of trustworthiness are meaningful only to the exten
the requirements are sufficiently complete and wdkfined, and can be accurately assessed.

From a security perspective, a trustworthy system is a system that meets specific security
requirements in addition to meeting other critical requirements. Systenesisy engineering,
when properly integrated into systems engineering, provides the needed complementary
engineering capability that extends the notion of trustworthiness to deliver trustworthy secure
systems. Trustworthy secure systems are less suscephbbt not impervious to, the effects of
modern adversity that includes attacks orchestrated by an intelligent adversary.
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achieving trustworthy, secure systeniather, the security design principles are selectively app
as appropriate to the various components within the system and to the composite system.

Area of Application

NIST Special Publication NIST SP1800
Systems Security Engineering
Consideratins for a Multidisciplinary Approach in the Engineering of Trustworthy Secure Sysi

Free Access (Y/N)

Y

Reference / Source

Security Design Principles

Relevance M

(Low-impact,

Moderate-impact,

High-impact)

Sources [https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST. SR B8 pd

Chapter / Page

Appendix F, pp20219

Category i AiSecurity and Privacy
Stakeholder CSAt Cloud Security Alliance
Abstract The Cloud Security Alliance (CSA) loT Working Group provided systeirsecurity guidance in
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system is only as secure as its weakest link. This dadumeur attempt at providing actionable

and useful guidance for securing the individual products that make up an loT systerise the

overall security posture of 10T products.

This document is intended to those organizations that have begun trangigrtheir existing

products into loTenabled devices. That is, manufacturers that do not have the background an

experience to be aware of the myriad ways that bad guys may try to misuse their newly conn

equipment. These manufacturers are often tdlfcht there are shortcomings in their security

strategy, but have not yet had a good reference guide to help them understand exactly what

shortcomings are and how to fix them.

loT product developers should start with the following security enginegriagtices:

1. Design and implement a secure firmware/software update process

2. Secure product interfaces with authentication, integrity protection and encryption

3. Obtain an independent security assessment of your 0T products

4. Secure the companiomobile applications and/or gateways that connect with your 10T prodd

(e.g., encryption/ privileges/authentication)

5. Implement a secure root of trust for root chains and private keys on the device

ITUT Y.2060 defines a device in the context ofUoTe " %o ] }( <u]%u vs A]sz

capabilities of communication and the optional capabilities of sensing, actuation, data capture
S S}E P v S % @&} ee]JvPX_ dZ }v %S }( < pE /}d

defined. For purpas of this document, we define a secure 10T device as a device that implen

sufficient security measures such that an attacker will move on to another target. Nothing tha

connected is completely secure, however it is possible to make it sufficesatiyrceexpensive to

compromise, that an attacker will deem it illogical to continue down that path.

This secure design and development guidance provides:

. A discussion on loT device security challenges.

. Results from an 10T security survey condddiy the CSA loT WG.

. A discussion on security options available for 10T development platforms.

. A categorization of 0T device types and a review of a few threats.

. Recommendations for secure device design and development processes.

. A detaiéd checklist for security engineers to follow during the development process.

7. A set of appendices that provide examples of 10T products mapped to their relevant threat

Y *Ju }(3Z ZIPZ o Aov <« (JE/}d %E} psde+ pE]SCX dz

{The need to protect consumer privacy and limit exposure of PIl and PHI
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into the network
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1)

2)

3)

4)

5)

6)

7

8)

Privacy

1. Encrypt alaccountregistration using Transport Layer Security (TLS)

2. Implement software assurance techniques within your developrtesm
3. Thoroughly review protocol specifications for security/privacy updates

DDoS Attacks

Making things more interesting is the ability to quickly find loT products that may not
% E}% E PSZ vE] 3]}v ]v %0 X A radsAhe jmErnet & A |
random looking for IP addresses with open ports. If the port lacks authentication, the
script takes a snapshot and moves on. This data is searchable publicly.

1. Implement software assurance techniques within your development team

2. Never ship loT products without password protections

3. Do not share default passwordsrossa class of devices without requiring immediate|
password updates on first use

Medical Devices an Medical Standard Protocols are Vulnerable to Attack

1. Implemen software assurance techniques within your development team

2. Authenticate access to all ports

3. Encrypt keys that are stored on devices

4. Provide an ability for customers to easily keep software components (e.g., web se
on the device patched)

5. Do not share default passwordsrossa class of devices without requiring immediate
password updates on first use

Drones
1. Carefully evaluate the chosen loT communication protocols for your product and
configure in modes that limit the amount of orimation shared

Critical National Infrastructuré Smart Cities, Smart Industries

1. Begin a move toward upgrading legacy protocols to more secure choices within C
Physical Systems (CPS)

2. Incorporate Safety Engineering into 0T/ CPS product design

3. Implement secure interface connectivity within your 10T products

Critical National Infrastructuré Connected Vehicles

1. Implement software assurance techniques within your development team

2. Do not share default passwords across device classiesutrequiring immediate
updates to the passwords

3. Implement secure interfaceonnectivitywithin your 10T products

4. IncorporateSafetyEngineering into 10T/CPS product designs

5. Implement secure interface connectivity within your 10T products

0T products may be deployed in insecure or physically exposed environments

1. Appl y policy based security to force loT products to update latest security critical
fw/sw

2. ldentify flexible sel§ervice identity management capabilities for loT products

3. Encrypt indentify key material within mobile applications when used to establish ti
relationships with IoT products

Security is new to many manufacturers and there is limited security planning in
development methodologies

1. Create an loT securitsaining program for the development team

2.Identify and participate in threat sharing (e.g., ISAC) initiatives and establish a
framework for threatmodellingthe product

3. Obtain buyin from senior management on the need to incorporate security th&
product




Guidance for Secure 0T Development

9)

10) There is a lack of defined standards and reference architecture for secure loT

11) The low price point increases the potential adversary pool

1)
2)
3)
4)

5)
6)

7)
8)
9)

10) Implement Authentication, Adttorization and Access Control Features
11) Establish a Secure Key Management Capability

12) Provide Logging Mechanisms

13) Perform SecuritReviews (Internal and External)

loT product developers should consider the concepts of secure by design and privac
design.
1. Review and update your development processes to incorporate security at all stag
2. Incorporate privacy by design principles into all l1oT pobvdgvelopments

Security is not a business driver and there is limited security sponsorship and
management support in development of 10T products

1. Begin each product development with a threat model

2. Derive security requirements from the output of ttheeat model and track those
requirements through to closure

development

1. Carefully evaluate the environment in which devices are deployed, and choose
technologies accordifg to the required security level

2. Evaluate the performance vs secutityde-off, exploiting the best matching protocol
stack in order to reduce security risks and breaches

3. Evaluate the security features offered by the IoT components (e.g., TRIWdray; etc)
and use whenever possible

As discussed in other parts of this paper, the low cost of typical 0T products, especi
consumer devices, makes it simple for both researchers and maieictors to acquire
and spend time finding security issues arlysinghe security protections built into
each device. This allows for the systematic discovery of security vulnerabilities relate
both the hardware and software, knowledge of whi@ndhen be used to exploit
weaknesses in operational environments

1. Consider physical safeguards such as tamper detection to guard against physical
to sensitive internals

2. Lockdown physical ports (including test ports) on the product using\passs

Start with a Secure Development Methodology

Implement a Secure Development and Integration Environment

Identify Framework and Platform Security Features

Establish Privacy Protections

Design IoT devices, serviaasl systems to collect only the minimum amount of data
necessary

Analysedevice use cases to support compliance mandates as necessary
Design opiin requirements for 10T device, service and system features
Implement Technical Privacy Protections

Designm Hardwarebased Security Controls

Protect Data

Security Considerations for Selecting loT Communication Protocols
Secure Associated Applications and Services

Protect Logical Interfaces/APIs

Provide a Secure Update Capability

Area of Application

Security Guidance

Free Access (Y/N)

Y

Reference / Source

Futureproofingthe Connected World: 13 Steps to Developing Secure 10T Products (2016)

Relevance
(Lowimpact,
Moderate-impact,
High-impact)

M




Sources

htth://downIoads.cloudsecurityalIiance.org/assets/research/intermétthings/future—groofing; |
the-connectedworld.pdf

Chapter / Page

Whole Document

Category il-A¥¥iSecurity and Privacy
Stakeholder ENISA
Abstract Analysis of the maigaps in relation to cyber security in I0T. A critical part to address cyber

security in 10T is the identification and definition of gajie space between the present state an
the desired stateso as to determine what steps need to be taken in ordecltse those gaps,
namely, to move from the current immature state to the future and more mature state.

Gap 1: Fragmentation in existing security approaches and regulations

Currently, there is no common Bklde approach to cyber security in 0T, or a conmnmaulti-
stakeholder model on cyber security. In the interviews carried out throughout the study, the
majority of experts considered the lack of mature security frameworks, and the breadth of se
considerations to take into account, big barriers foe improvement of security. Therefore, mosi
companies and manufacturers are taking their own approach when implementing security int|
resulting in a lack or slow embracement of standards to guide the adoption of 10T security
measures and good practices

Gap 2: Lack of awareness and knowledge

There is a gap in relation to the increasing move towards connected and interdependent syst
and devices as far as knowledge is concerned. In the interviews with 10T experts, differences
fundamental terminologyvere encountered, such as the difference between the concepts of

e (SC v ¢ PE]SCX » UE]SC A% ESe E u}E }uulvoC (
not with 10T security.

There is an overall lack of awareness regarding the need of serul@y devices. Even more
worrisome is the lack of knowledge regarding the threats they are exposedust 10T
consumers do not have a basic understanding of their 0T devices and the impact on their
environment. This may result in the devices not baipgated, with a subsequent breach of
security.

Gap 3: Insecure design and/or development

There have been several studies on design and development concerns related to loT securit
During the interviews engaged within the context of this report we védidahe findings of these
studies and in this respect the following issues seem particularly significant in the context of |
design and development:

X No defencein-depth strategy during the design of the system, such as a secure boot
process, isolation od Trusted Computing Base, limitation of the number of open ports
selfprotection, etc.

X No securityby-design or privacpy-design. In some cases, information is exchanged w
a third-party, and it should be ensured that not more information than styictkeded is
exported outside of the 0T environment.

x Lack of communication protection, on internal as well as external interfaces.

x Lack of strong authentication and authorisation:

o No validation or signing of firmware updates,
o0 Software updates without serveuthentication and file trust verification,
o No secure boot mechanisms.

x Lack of hardening:

o No data execution prevention or attack mitigation technologies used on the
firmware,

0 Wp o] Apov E ]Jo]8] * ~ E®» % E}ACU ,ddW « EA]

0 Some servicesra exposed through different entry points, with unnecessary
communication portsleft opert services such as Telnet or ssh are sometimes
bound to all network interfaces,

0 Weak passwords policies or default passwords left unchanged,

o Configuration flaws.

X Lackof diagnosis / response capabilities.
Gap 4: Lack of interoperability across different 10T devices, platforms and frameworks




The great majority of IoT ecosystems include I0T devices connected with legacy systems, es
in the case of Critical Informiah Infrastructures. Moreover, as previously mentioned, due to th
lack of a common regulation, most companies and manufacturers are taking their own appro
when designing loT devices, causing interoperability issues between devices from different
manufecturers as well as the emergence of different security models, incompatible concepts
taxonomies, etc. Therefore, it is very important to develop measures that ensure a correct an
secure interconnection and interoperability between the loT environrmaant legacy systems, an
the other 10T devices manufactured by thipdrties.

Most 10T devices use proprietary protocols designed by their manufacturers in order to
interconnect devices. While this is not an issue for devices from the same manufacturer, it
becomes a problem when interconnecting devices from different manufacturers. This require
development and use of standard protocols that need to be supported by all manufacturers t
ensure a good level of interoperability with the least efficiency aeclrity loss. A good practice i
this regard is to avoid the use of cleseurce and proprietary protocols, as their security cannot
verified, and many incidents have already proven that security through obscurity does not
necessarily equate proper serity coverage.

In the same spirit, apart from protocols, the use of common frameworks can also help to imp
the efficiency and security of the devices when interconnecting several ones from different
manufacturers.

Gap 5: Lack of economic incentives

The main loT manufacturers and vendors usually consider functionality and usability much m
important than implementing secure design and programming. Their economic interests are |
aligned with spending much money on security, and in some cases thegtdonsider security at
all. The main reason for these companies no to dedicate much of their budget to security is tk
general perception that there is no direct retuom-investment for security, which can be
attributed to the economic cost and the @idulty to assess the financial impact of hypothetical
security weaknesses.

In general, the 10T experts interviewed agree that the different risks, threats and hazards are
usually underestimated and left out because of budgetary issitbere is a tendeng to handle
security concerns a posteriori of incidents.

Gap 6: Lack of proper product lifecycle management

In general, safety measures are found lacking from the design phase to its later development
demonstrates the need for a proper product lifme management of the different assets that
compose a given loT environment, since the devices and networks are interconnected and, i
cases, exposed to the Internet, where they can be targeted by many and diverse threats.
loT comprises such a vaeof products that, if left unattended, it makes the entire surface of th
traditional supply chain vulnerable. 10T expands the global attack surface and it is everyone's
responsibility to manage the risks. The different devices and products will haxetee in a
secure way to consistently provide, through their whole lifecycle, the solution for which they v
created.

List ofhigh-level recommendationgor developers, operators and security experts that will help
them to improve the security level 66T devices and communications among them. The
recommendations discussed here concern stakeholders that span the entire 0T spectrum ar
to address the gaps defined.

ID DESCRIPTION

1 Promote harmonization of 0T security initiatives and regulation

2 Raise awareness for the need for 10T cybersecurity

3 Define secure software/hardware development lifecycle guidelines fi
loT
Achieve consensus for interoperability across the 10T ecosystem
Foster economic and administrative incentifesloT security
Establishment of secure 10T product/service lifecycle management
Clarify liability among loT stakeholders

~No o b~

Area of Application

Recommendations

Free Access (Y/N)

Y

Reference / Source

Baseline Security Recommendations foriloihe context of Critical Information Infrastructures




Relevance H

(Low-impact,

Moderate-impact,

High-impact)

Sources https://www.enisa.europa.eu/publications/baselirgecurityrecommendationsor-

iot/at_download/fullRepor{

Chapter / Page

Chapter 5: Gap Analysis

Chapter 6: Recommendations

Annex A: Detailed Security measures / Good practices
Annex B: Security meaes and threats mapping 82
Annex C: Security standards and references reviewed
Annex D: Description of indicative |oT security incidents 100

53
57
63

88




Specific Requirements and Controeléndustrie 4.0 / Manufacturing

Requirements

Category Security / Networked Systems
Stakeholder Plattform Industrie 4.0
Abstract The WG "Security of networked systems" has developed a common position with regard ta

security challenges, basic requirements and approaches for secure communications in Ind
4.0 environments, which specifically addresses the needsasiscompany value networks
The publication also derives recommendations for government and business to establish s
networks. Fundamental to secure cresgsiness cooperation is the issuevdfiether the
senders and recipients of the data are actually who they purport to be and whether they ar
authorized to send or receive the particular data.

Area of Application

Secure communications in Industrie 40 echnical Overview

Free Access (Y/N)

Y

Reference / Source

Plattform Industrie 4.0 Work Group paper on secure cra@spany communication

Relevance H

(Low-impact,

Moderate-impact,

Hightimpact)

Sources https://www.plattform-i40.de/I40/Redaktion/EN/Downloads/Publikation/securenss

companycommunication.ht

Chapter / Page

Communication pages B, Objectives and benefits of secure communication page 8, Secur
communi@tion channels pages®5, Communication partners pages-18, Selected legal
consideration page 19, Recommended actions page 20

Category raISecurity/ IT Security in Industrie 4.0
Stakeholder Plattform Industrie 4.0
Abstract Companies can participain future value creation networks if they fulfil the basic requiremer

for secure and trustworthy communication: it must be possible to exchange order, producti
and process data between the companies in the network without any possibility of acgcess
unauthorizedthird parties.

Area of Application

IT Security in Industrie 4.0 scenarios

Free Access (Y/IN) | Y

Reference / Source | Plattform Industrie 4.0 Guideline on-8ecurity

Relevance H

(Low-impact,

Moderate-impact,

Highimpact)

Sources https://www.plattform -i40.de/I40/Redaktion/EN/Downloads/Publikationfecurityin-

i40.pdf?  blob=publicationFile&v¥7

Chapter / Pag

Whole Document

Category Security/ Secure Communications Sichere Kommunikation fur Industrie 4.0
Stakeholder Plattform Industrie 4.0
Abstract Discussing an industry 4d@mpliant communicationthat is the aim of this discussion paper. 1

clearly on the technical aspects of secure communication.

Industrie 4.0 creates completely new possibilities in cooperation with innovative concepts 4
especially on a technical level. Systems, machines and products interact, exatsagnd corrg
all times. It makes no difference whether communication takes place with a machine in the
building or with a system in a plant on the other side of the world. But this only works if tech
communication mechanismaeure thatindustrie4.0 components (assets) can communicate
interoperably.




Discussing such dndustrie4.0-compliant communication that is the aim of this discussion pa
focus is clearly on the technical aspects of secure commtioicaRequirements to the organizg
considered as far as possible. The document is aimed at decig&prs and users in thadustrig
context. In addition to general conditions and guiding principles, they are presented exemp
Industrie4.0 communication that take into account the requirements of a secure IT infrastry

Area of Communication compliant to Plattform Industrie 4.0 (RAMI 4.0)
Application

Free Access Y

(Y/N)

Reference / Sichere Kommunikation fir dinistrie 4.0
Source

Relevance H

(Lowimpact,

Moderate-impact,

High-impact)

Sources https://www.

lattform -i40.de/I40/Redaktion/DE/Downloads/Publikation/sichekemmunikatior|
i40.pdf;jsessionid=CB267654D83AA2CEF1AASFFE30535C67? blob=publicationFile&v=

Chapter / Page

KommunikationsbeziehungdPaget6-11, Verwendbarkeit verschieden@rotokoll p1213,
Sicherheitsanforderungen undhechanismen auf den Schichten der Kommunikationsstacks
Anwendungsbeispiel: Auftragsgesteuerte Produktion-p27

Category

PEWASecurity/ RAMI 4.0/ Security in RAMI4.0

Stakeholder

Plattform Industrie 4.0

Germany

IEC

Technical Management Board (TMB) of the International Standard Organization (ISO)
International Electrotechnical Commission (IEC)

International Telecommunication Union (ITU)

Abstract

RAMI

Reference Architecture Model IndustdyO0 (RAMI 4.0) is referencing three standards:

{ IEC 6289 Life-cycle management for systems and products used in indugtradess

measurement, control and automation. Note: Under development since 2013 and not

available to the public until its releasscheduled for September 2016.

IEC 62264 Enterprisecontrol system integration.

IEC 61512 Batch control.

Vertical integration, i.e. along the automation pyramid as defined by IEC 62264/IEC 615

This includes factorinternal integration fromsensors and actuators within machines up to

ERP systems.

{ Horizontal integration, i.e. along the value chain and throughout production networks. T
includes the integration of production networks on the business level as achieved-by EL
based supply cha integration, but might include more in the future, when clegserealtime
and product or processspecific information is exchanged to increase the level of detail al
quality in distributed manufacturing optimization.

{ Integration towards engineeringnd product/production life cycle applications (e.g. IEC
62890) in order to enable lowffort knowledge sharing and synchronization between
product and service development and manufacturing environments.

Latn Natn Wt

Area of Application

Reference Architecture

Free Acess (Y/N) Y

Reference / Source | Referenzarchitekturmodell Industrie 4.0 (RAMI4.0)

Relevance H

(Low-impact,

Moderate-impact,

Highimpact)

Sources https://www.plattform -i40.de/I40/Redaktion/EN/Downloads/Publikation/rami40-

introduction.pdf? plob:publicationFiIe&viﬂ




htth://WWW.EIattform -i40.ge/I40/Redaktion/EN/Downloads/Publikation/secur'rtami40 |

en.pdf? blob=publicationFile&v¥7
DIN SPEC 91345

Chapter / Rage Pages 24

Category Security

Stakeholder ZVEI

Abstract Every 14.0 component has a minimum infrastructure to ensure the security functions. As sect

only ensured when the production processes concerned are directly involved in the gecurit
considerations, the security infrastructure of an 14.0 component provides necessary, but by n
means sufficient functionality. If functional and machine safety have to be ensured, this has &
impact on the characteristics of the individual 14.0 compose#dditional characteristics have to
be recorded, assessed and passed on to higher level systems in this context.

Area of Application

Status Report

Free Access (Y/N) Y

Reference / Source | Reference Architecture Model Industrie 4.0 (RAMI4.0)

Relevance H

(Low-impact,

Moderate-impact,

Highimpact)

Sources https://www.zvei.org/fileadmin/user_upload/Presse _und_Medien/Publikationen/2016/januar/(

MA_Status Report Reference Archtitecture Model Industrie 4.0 RAMI 4.0 -Gidds
ReportRAMI40-July2015.pdf

Chapter / Page Page 23

Category Security

Stakeholder ZVEI

Abstract Security standards such as IEC 62443 have already been established for the industrial secto

field of consumer goods, initiatives have already been triggered, for instarecthe German
Institute for Standardisation (DIN): "Security by Design Requirements falehides in the Small
Business/Home environment”. Now it is imperative to further advance the security standards
the sectors in accordance with the specificapp $]}vX /v $Z]« A] AU §Z A}op
for Certification and Labelling" must be established primarily on the basis of European and
international security standards. For those areas where standards are not yet in place, this p
paper outlnes proposals for basic requirements and a definition for connected devices via the
interface. These criteria ensure users and manufacturers can meet the requirements, reduce|
complexity of the Internet of Things (I0T) and provide international catibpity. Our common
goal is to strengthen the European digital single market. Without common requirements, bott
digitisation and digital single market cannot be accomplished

Area of Application

Position Paper

Free Access (Y/N)

Y

Reference / Source

EUFramework for Certification and Labelling Limits and Possibilities for loT Security

Relevance H

(Lowimpact,

Moderate-impact,

High-impact)

Sources https://www.zvei.org/fileadmin/user upload/Presse und Medien/Publikationen/2017/Septem

r/EU_Framework forCertification _and Labelling Limits_and PossibilitiesHEaimeworkfor-
Certificationand-LabellingLimitsPossibilitiesZVER2017.pdf

Chapter / Page Page 3

Category Security

Stakeholder ZVEI

Abstract Security is one of the central topics for Iratiie 4.0 and must be ensured throughout the entire

lifecycle in all architectural layers and hierarchy levels. In a similar manner to a building that i
reinforced with steel, security thus ensures the stability of RAMI 4.0 and provides protection




agains possible attacks. Initial security capabilities should already be in place today. A threat
analysis should typically reveal which capabilities these are, and this should already be clear
documented. Furthermore, an appropriately secure identity shaltdady be available, at least
for the product instance. In the future, the partial security model will describe the necessary
capabilities (authentication of 9 the identifiers, user and role management, secure communic
logging of security related ewts) and optional capabilities of an Industrie 4.0 component that
need to be taken into account for Industrie 4.0 products. It will be possible to look up the inh
security capabilities online. IEC 62443 will play a key role here.

Area of Applicatia Guideline

Free Access (Y/N) Y

Reference / Source | What Criteria do Industrie 4.0 Products Need to Fulfil?

Relevance H

(Lowimpact,

Moderate-impact,

High-impact)

Sources https://iwww.zvei.org/fileadmin/user_upload/Presse_und Medien/Publikationen/2017/April/K
rien 14.0/ZVEl BR LF Kriterien 1.4.0 ENGLISCH Download 03.04.17.pdf

Chapter / Page Page 8-9

Category Security

Stakeholder DIN

Abstract IT security represents what is surely the most critical success factor in Industry 4.0. Informg

technology networking must not lead to a situation in which sensitive productiia fall into
the wrong hands (industrial espionage) or in which data are manipulated and production
processes sabotaged. The application of existing standards and solutions for IT security al
not be sufficient, as the field of manufacturing textogy presents special challenges for the
implementation of IT security measures. Those worthy of mention here are the requiremen
real time capability, direct communication between machines without the opportunity for
operators to intervene, securitguring transmission of sensitive manufacturing data and, last
not least, aspects of data protection. With the declared aim of Industry 4.0 to make a batch
of 1 equivalent in cost to mass production, production data will in future also be lirkked t
customer data, and therefore the requirements of national data protection laws and in futur
the EU data protection regulations will have to be complied with in production areas. Secur
information systems will thus not only be in the interests of #mgerprise itself, but will also be
required by legislation. This complex environment requires a systéemted procedure which
must be supported by standards so that the implementation of Industry 4.0 concepts can b
successfully mastered by means ofratardized interfaces and best practice procedures.

Area of Application | Recommendations

Free Access (Y/N) | Y

Reference / Source | German Standardization Roadmap Industrie 4.0

Relevance H

(Lowimpact,

Moderate-impact,

Highimpact)

Sources https://www.din.de/blob/65354/f5252239daa596d8c4d1f24b40e4486d/roadrdg-e-

data.pd

Chapter / Page

Recommendation®age B

Category Security,Privacy,Trust
Stakeholder Industrial Data Space
Abstract Data sovereignty is a central aspect of the Industrial Data Space. It can be defined as a natur|

%o Eelv[e JE }E%}IE S VvS]|SC[*e %o-ddterhdifizd}with regdtd tu &3 Gata C
The Industial Data Space proposes a Reference Architecture Model for this particular capabil
and related aspects, including requirements for secure data exchange in business ecosystem




Connector

Participants should be able to run the Connector softwarédgirtown IT environment
Alternatively, they may run a Connector on mehir embedded device§ he operator of the
Connector must be able to define the data workflowgide the ConnectorUsers of the Connector
must be identiiable and manageabld®asswais and key stage must be protectedevery action,
data access, data transmissiongident, etc. should be loggetsing this logging data, it should b
possible to draw up statistical evaluaitis on data usage etdlotifications about incidents should
be sent automatically

Trust and Security
Although requirements related to trust and security are usually-horctional, they are addressed
by the Functional Layer, since they represent fundamental features of the Industrial Data Spa
The Trust & Secuyitentity can be split into three main aspects:

Security, Certification, and Governance, representing the three estional perspectives of the
Reference Architecture Model.

Identity Management

Every Connector participating in the Industrial Data $paast hae a unique identifierEach
Industrial Data Space Connector mustéawalid certificateEach Connector must be able to
verify the identity of other Connectors (with special conditions being applied here; e.g., securi
profiles)

Area of Appication

Secure Data exchange in Industrie 4.0 scenarios

Free Access (Y/N) Y

Reference / Source | Reference Architecture ModglFunctional Layer
Relevance H

(Low-impact,

Moderate-impact,
Highimpact)




Sources

httQ://Www.industrialdatasgace.org/Qublications/industriajata-sgacereferencearchitecture |
model2017/

Chapter / Page 3.2. Funcional Layer3.2.1 Trust and Securityages19/20, 3.2.5 Identity Management, page 21

Category el Security
Stakeholder OPC Foundation
Abstract The OPC UA security model has been designed to meet the requirements of many di

systems while using the same infrastructure. In order to accomnedifferent security and
administrative requirements the OPC UA security model offers four tiers for applic
authentication and two tiers for certificate management. It is up to the administrator to de
which tiers best match their needs.

Applicatins should support all tiers. Applications must allow administrators to configure the
of security enforced by their application just like web browsers allow administrators to conf
the security level enforced by the browser.

In OPC UA, each indtdlon of an application must have an application instance certificate
uniquely identifies the application and the machine that it is running on. These certificates
with private keys that allow applications to create secure communication chatimeicannot
be viewed by 3rd parties or modified while in transit. These certificates also allow OR
applications to be identified by peers and to block communication from a peer if it is
authorized.

Area of Application

General Standard for Indust

Free Access (Y/N)

Y

Reference / Source

Practical Security Recommendations for Building OPC UA applications

Relevance H

(Lowimpact,

Moderate-impact,

Highimpact)

Sources https://opcfoundation.org/wp-content/uploads/2017/11/OP@JA-SecurityAdviseEN.pd

https://opcfoundation.org/security

Chapter / Page

Security page-13, Use cases page 14, Custonti@igate Distribution and Operation for a
Condition Monitoring System, pad®-17, Automatic Certificate Distribution using a GDS, pag
1821

Category PRiNISecurity / OPAJA
Stakeholder Plattform Industrie 4.0
Abstract This document is still undepnstruction.

From the perspective of the Industry 4.0 platform, the theoretical prerequisites for security
OPGUA are known, but the prerequisites for practical use under real conditions are not
sufficiently implemented. This paper is intended to yide industry 4.0 with standardized,
practical solutions.

Area of Application

Secure communication witdPC UA

Free Access (Y/N)

Y

Reference / Source

Relevance
(Lowimpact,
Moderate-impact,
Highimpact)

H

Sources

Chapter / Page

Whole Document

Gontrols

Category

| Security/ Networked Systems




Stakeholder

Plattform Industrie 4.0

Abstract

Certain recommendations can be made on integrating secure communication processes in
Industrie 4.0 vision, as it is introduced.

1. Reliable communicé&n channels

The agile construction of value networks and implementation of services using private and
public cloud infrastructures are essential elements of Industrie 4.0. Companies must have
to reliable Internet connections if they are to partiaie. The necessary bandwidth must be
availablenot only on paper but on guaranteeth practice Availability commitments ost be
feasible.

2. Secure identities
The basis of all secure communication processes is the secure identification of communicg
partners and the secure negotiation of seity profiles; The TechnideOverview Secure
Identitiesdiscusses requirements and technical concepts.

3. Negotiation of security profiles

Ensuring information security is a key factor in information exchangan@mication partners
must be able to exchange their security profiles for this purpose while the communication |
established. This factor must be taken into account in the commupicgiiotocols;The
security profile will be an essential featureaf Industrie 4.0 component.

4. Technical support for information classification

Information that is exchanged between communication partners mustdiegorizedaccording
to a classitation system|n automated information exchange within the Industfi®
environment, the classification system must be technically supported: it must not only be
represented in the information itself (a document, for example), but also in the related
administrative shell. Digital rights management (DRM) plays a rolesitetthnical
implementation of tke protection;

Area of Application

Cross company communication

Free Access (Y/N) | Y

Reference / Source | Recommended actionChapter7

Relevance H

(Lowimpact,

Moderate-impact,

Hightimpact)

Sources https://www.plattform -i40.de/I40/Redaktion/EN/Downloads/Publikation/secuceoss |

companycommunication.htm|

Chapter / Page

Communication pagesB, Objetives and benefits of secure communication page 8, Secure
communication channels pagesl®, Communication partners pages-18, Selected legal
consideration page 19, Recommended actions page 20




Category Security /IT Security in Industrie 4.0
Sakeholder Plattform Industrie 4.0
Abstract In the opinion of the working group, the following topics should usually be given priority in

order to meet the requirements for Industrie 4.0:

1. The persons responsible for security in an informati@musty management system (ISMS)
must be designated and trained.

2. Measures must be established and implemented to heighten the awareness of the
production personnel for IT security risks.

3. Security concepts for network access points (remote maartea, WiFi, cloud, etc.) must bg
developed and implemented.
4. Provisions must be defined for the use of removable data storage media (USB sticks ef
external hardware (programming devices, diagnostic systems etc.).

5. Awareness must be created fiasks in the use of smartphone and tablet systems in
production.

6. Security precautions to protect from malicious software in production must be demande
when purchasing new machines and equipment.
7. Upto-date operating systems, production softwaaad security updates must be demande
from manufacturers.

CONCLUSION: Industrie 4.6Haracterizedy cooperation with many partners in a spirit of
trust. To ensure that Industrie 4.0 can be successful and achieve its potential for German §
your canpany must now be brought up to date so that it is in a condition in which the future
security requirements can be fulfilled

Area of Application

IT Security in Industrie 4.0

Free Access (Y/N)

Y

Reference / Source

IT security in Industrie 4.0 First sgefpwards secure production

Relevance
(Lowimpact,
Moderate-impact,
Hightimpact)

H

Sources

lattform -i40.de/140/Redaktion/EN/Downloads/Publikation/gecurityin-

i40.pdf?

blob=publicationFile&v¥7

Chapter / Page

Pages 5%

Category Security /Secure Communications
Stakeholder Plattform Industrie 4.0
Abstract Ideally, platform services are a diregimponent of secure communication and can in future

effectively protect production data against unwanted access or modification or enforce-know
and IP protection on the basis of trustworthy digital rights management technologies (DRM).
Embedding trustequirements in electronic contracts between machindisis will play a decisive
role in M2M communication in the future 1.

Furthermore, it is becoming increasingly important to technically recognize during and after a
communication whether the entitieswolved behave in a trustworthy manneand not only
before or during the establishment of the communication. Particularly for the protection of
communication partners, the continuous, automated monitoring of semantics is becoming
increasingly importantit describes the purpose of the respective communication. Global trust &
platform services must ensure that vendors, systems and components are technically evaluat
(scoring) in order to ensure that they are available before, during, butimited to, their

performance.
Area of Application | Secure Communication
Free Access (Y/N) Y
Reference / Source | Secure communication for Industrie 4.0
Relevance H
(Low-impact,

Moderate-impact,
High-impact)




Sources

.plattform -i40.de/140/Redaktion/DE/Downloads/Publikation/sichekemmunikation

i40.pdf? __blob=publicationFile&v¥6
Chapter / Page Page 5
Category Security, Privacy, Trust
Stakeholder Industrial Data Space
Abstract Security

Connectors, App Stores, and Brokers can check if the Connector of the connecting party is
running a trusted (certified) softare stack Any communication between (extern&pnnectors
can be encrypted ahintegrity protected Each Data Provider must be able to ensure that its
data is handled by the Connector of the Data Consumer according to the usage policies
specified, or thadata will not be sentTo reduce the impact obepromised applications,
appropriate technical measures must be applied to isolate Data Apps from each athé&oan
the Connector Data Providers and Data Consumers can decide about the level of security
their respective Connectors by deploying Cortnessupporting the selged security profile

Certification

The core components of the Industrial Data Space, and especially the Connector, require
certification from theCertification Bodylong with the organizations participating in the
IndustrialData Space, in order to establish trust among all participants.

Governance

So far, no general requirements related to governance could be identified. However, since
governance is an important topic for the Industrial Data Space, such requirenrertkedy to
occur in the future.

Area of Application | Secure Data exchange in Industrie 4.0 scenarios

Free Access (Y/N) Y

Reference / Source | Reference Architecture Model, Functional Layer

Relevance H

(Lowimpact,

Moderate-impact,

Highimpact)

Sources http://www.industrialdataspace.org/publications/industrialata-spacereferencearchitecture |
model2017/

Chapter / Page 3.2.1 Trusend Security, pages 19/20

3.2.5 ldentity Management, page 21

Category Security /OPGUA
Stakeholder OPC Foundation / BSI
Abstract SUMMARY O&TUDWBY BSI

OPC Unified Architecture (OPC UA) is the central standard when implementing the Idd@ist
future strategy and has already been used more and more often for the networking of exis
industrial plants. From the very beginning, security was one of the core objectives of OPC
a protocol of the future: It offers the opportunity of connéag networks via different levels
from the control through to the corporate level in a manufacturetdependent manner.
Moreover, OPC UA, in contrast to many other industrial protocols, is equipped with integra
security functionality to secure the commigation.

Objective and procedure
The objective of the current study was to carry out an inventory of the IT security of OPC |
this purpose, basically two analyses were performed: In the first part of the project, the
specification of the versioh.02 OPC UA protocol wasalyzedwith regard to systematic errors
This analysis was divided into the following substepSnalysis of existing studies of the IT




security of OPC UA which have already been carried dtireat analysis (analysis of security
objectives and threats, analigsof threats and measures)Detailed analysis of the OPC UA
Specificationfocusingon the Parts 2, 4, 6, 7 and 12 For the analysis of the specification, no
formal or semiformal methods were used. The OPC UA communicatioanahzed
systematically witlregard to the Secur€hannel, Session and Discovery services (compone
of the communication stack of the OPC Foundation) according to the specification, howevsg
except for the parameter level. Based on this specification analysis, the reference
implementation offered by the OPC Foundation in ANSI C of the version 1.02.344.5 OPC |
communication stack was subjected to the following security tests in the second part of the
project:

Certificate tests

Static code analysis

Fuzzing

Dynamic code analysis

Main results
The specification analysis performed has shown that OPC UA, in contrast to many other
industrial protocols, provides a high level of security.
No systematic eors could be detected.
Whenanalyzinghe reference implementation, basically the following problems were identif

An important mechanism to protect against replay attacks is missing, since the
sequenceNumber is not evaluated.

Memory leaks caibe used for deniabf-service attacks.

Errors during certificate tests which might be exploited, depending on the framework
application used

No comprehensive documentation on the implemented (security) functionalities in the OR
UA communication st&cNevertheless, the stack ran in a very stable manner during all testg
since no crashes were observed.

Recommended measures
When securing the communication with the OPC UA protocol, the following three settings
central importance:

securityMode The securityMode should be 'Sign' (signing messages) or 'SignAndEncrypt
(signing and encrypting messages). Among other things, authentication at the application |
is forced. securityMode 'None' does not provide any protection. securityMode 'Sigm&ngiE
must be used if not only integrity, but also confidential data is to be protected.

Selection of cryptographic algorithms: The most secure sedadligy '‘Basic256Sha256'
should be chosen provided that this is technically possible. The weak@stity Policies
sometimes use obsolete algorithms and should not be used.

User authentication: The possibility of logging in with the identifier 'anonymous' should bg
prevented, since it does not provide any protection. On the one hand, it is notig@$si
comprehend who has changed, for example, the data or configuration on the server side W
this generic identifier is used. On the other, an attacker could misuse this identifier to read
write data in arunauthorizedmanner if no adequate restriion of the rights of the identifier
‘anonymous' was configured.

In addition to the immediate secure configuration of the communication itself, other, additiq
measures are required to protect the infrastructure. In this study, it is assumed that the
operator of OPC UA communications has implemented, operates and continuously improv
bestpractice approaches, as described in the ICS Security Compendium [1], in automatior]
control systems.

This study addressed different aspects of the IT secufitheoOPC UA protocol in detail: The
specification was not only tested for systematic errors, but the reference implementation o
communication stack was also examined with different tools. This led to a more precise pi
of which points in the spéfication and reference implementation have to be improved and
which aspects have to be taken into consideration in order to achieve a high level of IT seq




when using OPC UA. Furthermore, an outlook on other topics is given, which could be exg
in more detail in further examinations.

Area of Application

OPC UA Security Analysis

Free Access (Y/N)

Y

Reference / Source

|https://opcfoundation.org/security]

Relevance H

(Lowimpact,

Moderate-impact,

Highimpact)

Sources https://opcfoundation.org/wp-content/uploads/2017/04/OPC UA security analyQiBC~

Response017 04 21.pdf

Chapter / Page

Pages &, Complete document

Category AP Security / RAMI 4.0 / Security in RAMI4.0
Stakeholder Plattform Industrie 4.0
Abstract Security

Security plays a role at all points of intersection between the various levels. This thaans
requirements are derived for every point of intersection by a specific analysis. A solution mu
then be found for each of these requirements based on the relevant capabilities tridistrie
4.0components involved in the specific application iregtion. Manufacturers, integrators, and
asset owners are all called upon to implement a holistic security concept that brings technic
organizationameasures together. Using RAMI4.0 as a basis for designing security enables €
kind of security regirement to be implemented for any conceivable application.

As part of this process, RAMI4.0 enables existing security standards to be integrated, espec
VDI/VDE 2182 and IEC 62443. The VDI/VDE 2182 standard addresses such issues as feed
the requirements from the various actors that are part of the process. This standard describe
communication between the manufacturer, integrator, and asset owner as a key element wit
security, thus enabling the relevant requirements to be passed on and ingpited. IEC 62443
outlines a reference model for industrial communication networks and sets out how this can
used to raise security requirements and identify security technologies. Both VDI/VDE 2182 ¢
62443 provide support for a holistic securitgncept

Area of Application

Security in Industrie 4.0

Free Access (Y/N)

Y

Reference / Source

Security in RAMI4.0

Relevance
(Low-impact,
Moderate-impact,
Hightimpact)

H

Sources

.plattform -i40.de/I40/Redaktion/EN/Downloads/Publikation/secuci
blob=publicationFile&v¥7

en.pdf?

Chapter / Page

Page 4

Category Secu rity
Stakeholder DIN
Abstract

3.1-1 Propertybased systems (1), as used in IEC Common Data Dictionaries (61P8Fand
ecl@ss, need to be developed further in two directions [3, 4]. Firstly, the term used to denote
property must be expanded, both in terms of parameters andaldes, as well as in terms of
functions. This is due to the necessity to include in the vocabulary parameters, variables and
function activations, such as those used during operational activities, in addition to the proper
master data of assets. It algncludes the identification and annotation (time stamp, version
statements) of instances of the properties, as the same property may exist several times withi




single system. This will require additions and amendments to be made &1880/ISQL358442.
Secondly, the available vocabulary must be considerably expanded, and its use by libraries a
oneline accessibility facilitated and extended.

3.1-2 System models, such as AutomationML @EZ54), component models, such as the device
description techntogies (IE®18043 to -6, IE®G2769, IEG2453) and interface standards such a
OPQUJA (IE®2541) must include properties as description tools. (2). That way, the context of |
individual properties, parameters and functions can be identified in easé . This step is the
next one to be carried out.

3.1-3 The notification formats (3) must be capable of providing a high degree of flexibility. In
contrast to the communication protocols in accordance with the OSlI reference model, in whic|
structures of the protocol data units (often referred to as telegrams or datagrams) are fully prt
determined, it must also be possible for the structure to be formed on a generic basis, in orde
provide the necessary flexibility and reflect the wide divertlit exists within the application
scenarios. Standards still need to be developed in this area. Work has already begun by the
Plattform [2] and VDI/VDE Gesellschaft fur Messl Automatisierungstechnik [VDI/VDE Society|
Measurement and Automatic Contrd(EMA) [GMA7.20].

3.1-4 The scope, variance and inclusion of errors and unwelcome system states when fulfilling
tasks that form part of a valuadded chain mean that a variety of procedures need to be
deployed. It is to be expected that patterns veitherge, each of which can be used for a particul;
category of tasks. Standards still need to be developed in this area. Work has already begun
Plattform and the GMA [4]; an initial approach is given in IEC 6@2f example

3.1:5 To achieve scess, it is absolutely essential to increase the degree of formalization of
standards and specifications. Provision must therefore be made for both formal andcrenai
means of specification to be used within an industrial software development progessal and
semiformal description tools (e.g. state machines, sequential diagrams) are particularly esser
a means of describing the mode of behaviour that occurs within interactions (4), as they form
integral part of semantics. Description tesduch as UML generally form a good starting point.

Area of Application

Recommendations

Free Access (Y/N) Y

Reference / Source | GERMAN STANDARDIZATION ROADMAP Industrie 4.0

Relevance H

(Low-impact,

Moderate-impact,

Hightimpact)

Sources [https://www.din.de/blob/65354/f5252239daa596d8c4d1f24b40e4486d/roadmidm-e-data.pdi

Chapter / Page

Recommendations Page 26




Category Security and privacy

Stakeholder | DIN

Abstract

Area of Family of controls

Application

Free Access | Y

(Y/N)

Reference / National Institute of Standards and technology Special Publicatiorb8®evision 5
Source Natl.Inst.Stand.Technol.Spec Publication-880Rev 5 494 pagéaugust 2017)
Relevance

(Lowimpact,

Moderate-

impact,

Highimpact)

Sources https://csrc.nist.gov/publications/detail/sp/80&b3/rev-5/draft

Chapter / Whole Document

Page

Specific Requirements and ControelsAutonomous Systems Connected
Cars andAutonomous Vehicles

Requirements

Category Privacy and Security
Stakeholder European Union
Abstract This directive refers completely to the more general EU legislation, i.e. GDPR and ePrivacy

as DIRECTIVE 2003/98/EC on these of pilic sector information.

This directive contains no specific requirements.

Area of Application | Privacy and security measures for intelligent transport systems
Free Access (Y/N) Y

Reference / Source | DIRECTIVE 2010/40/EU on the framework for the deploymwielntelligent Transport Systems in
the field of road transport and for interfaces with other modes of transport
Relevance L

(Lowimpact,

Moderate-impact,

High-impact)

Sources [https://eur -lex.europa.eu/legatontent/DE/TXT/?2uri=CELEX:32010L(040
Chapter / Page Art. 10

Category EEWsecurity

Stakeholder NIST




Abstract

Smart Objects (i.e., connected and autonomous vehicles ) may limit the ability to modify or

updatefirmware

Area of Application | Best Practice

Free Access (Y/N) Y

Reference / Source | Cybersecurity Best Practices for Modern Vehicles

Relevance H

(Lowimpact,

Moderate-impact,

Highimpact)

Sources https://www.nhtsa.gov/sites/nhtsa.dot.gov/files/documents/812333 cybersecurityformodern
hicles.pd

Chapter / Page 6.7.5 (p18)

Category EERElSecurity

Stakeholder NIST

Abstract Au ES K extdrnpl interfaces must be under the control of isolation techniques, i.e., whit

list-based filtering of message flows between different segments

Area of Application

Best Practice

Free Access (Y/N) Y

Reference / Source | Cybersecurity Best Practices fdodern Vehicles

Relevance H

(Low-impact,

Moderate-impact,

Highimpact)

Sources https://www.nhtsa.gov/sites/nhtsa.dot.gov/files/document812333 cybersecurityformodernvg

hicles.pdf

Chapter / Page

6.7.7 and 6.7.11 (pages 19 and 20)

Category Security
Stakeholder NIST
ENISA
Abstract Inmutable logs must be generated by all the components of the I0T platform. This will allow

detectingthreats, their origin and nature. Also to implement preventive actions. The data
collection shall not be limited to attacks or incidents but also extended to positive outcomes
identified by the vehicle.

Area of Application

Best Practice

Free Access (Y/N)

Y

Reference / Source

Cybersecurity Best Practices for Modern Vehicles
Cyber Security and Resilience of smart cars

Relevance
(Lowimpact,
Moderate-impact,
Highimpact)

H

Sources

htth://www.nhtsa.gov/sites/nhtsa.dot.gov/fiIes/documents/812333 cybersecurityformoder[l
hicles.pd

https://www.enisa.europa.eu/publications/cybesecurityandresilienceof-smart |

cars/at_download/fullRepolit

Chapter / Page

6.7.9 (page 20)

Page 53
Category Security
Stakeholder NIST
ENISA
Abstract Communications between all componentktbe 10T platform (including Smart Objects) must b

encrypted with valid certificates (mutual authentication)

Area of Application

Best Practice




Free Access (Y/N)

Y

Reference / Source

Cybersecurity Best Practices for Modern Vehicles
Cyber Security anResilience of smart cars

Relevance
(Lowimpact,
Moderate-impact,
High-impact)

H

Sources

htth://www.nhtsa.gov/sites/nhtsa.dot.gov/files/daaments/812333 cybersecurityformodern\_/le
hicles.pd

https://www.enisa.europa.eu/publications/cybesecurityand-resilienceof-smart |
cars/at download/fullReport

Chapter / Page

6.7.10 (page 20)

Page 55
Category Security
Stakeholder NIST
Abstract Smart objects must implement reime intrusion detection measures and response methods

VeuE % E » EA]JVP 3Z co@rpithévehicle]o]3C 3§}
Area of Application | Best Practice
Free Access (Y/N) Y
Reference / Source | NHTSA and Vehicle Cybersecurity
Relevance H
(Lowimpact,
Moderate-impact,
Hightimpact)
Sources [https://www.nhtsa.gov/sites/nhtsa.dot.gov/files/documents/nhtsavehiclecybersecurity2016.p

Chapter / Page

Page 3

Category Security
Stakeholder NIST
Abstract Highly Automated Vehicles (HAVs) shaplement fall back mechanisms that transitions the

vehicle to a minimal risk condition when a problem is encountered

Area of Application

Best Practice

Free Access (Y/N) Y

Reference / Source | Federal Automated Vehicles Policy

Relevance M

(Low-impact,

Moderate-impact,

Hightimpact)

Sources [https://www.nhtsa.gov/sites/nhtsa.dot.gov/files/federal automated vehicles policy|pdf

Chapter / Page

Page 19

Categry Security
Stakeholder ENISA
Abstract Protect remote monitoring and administration interfaces

Area of Application

Best Practice

Free Access (Y/N) Y

Reference / Source | Cyber Security and Resilience of smart cars

Relevance H

(Low-impact,

Moderate-impact,

High-impact)

Sources https://www.enisa.europa.eu/publications/cybesecurityandresilienceof-smart

cars/at download/fuIReporj

Chapter / Page

Page 44




Category Security
Stakeholder ZVEI
Abstract The objective of this paper is to increase management awareness about the nature of the

challenges which the automotive industry faces as it moves towards-lacgéedeployment of
automated and eventually autonomous, networked vehicles.

Area of Application

Position Paper

Free Access (Y/N) Y

Reference / Source | Cyber Security Challenges in Automotive

Relevance H

(Lowimpact,

Moderate-impact,

High-impact)

Sources https://www.zvei.org/fleadmin/user upload/Presse und Medien/Publikationen/2016/August

ber Security Challenges in a Changing Automotive Industry/cSaarrityChallenges
ChangingAutomotiveIndustry-PositionPaper.pdf

Chapter / Page Page 24

Category RO Privacy

Stakeholder NIST

Abstract Generally, vehicle data shared with third parties should bédeatified (i.e., stripped of element

that make the data directly or reasonably linkable to a specific HAV owner or user)

Area of Application

Best Practice

Free Acces (Y/N) Y

Reference / Source | Federal Automated Vehicles Policy

Relevance L

(Low-impact,

Moderate-impact,

Highimpact)

Sources [https://www.nhtsa.gov/sites/nhtsa.dot.gov/files/federal _automated vehicles policy.pdf

Chapter / Page

Page20

Category P rivacy
Stakeholder NIST
Abstract Data sharing and exchange must be in accordance with privacy and security agreements ar

notices applicable to theehicle or with owner/user consent.

Area of Application

Best Practice

Free Access (Y/N) Y

Reference / Source | Federal Automated Vehicles Policy

Relevance H

(Low-impact,

Moderate-impact,

High-impact)

Sources [https://www.nhtsa.gov/sites/nhtsa.dot.gov/files/federal automated vehicles policy|pdf

Chapter / Page

Page 20

Category Privacy

Stakeholder NIST

Abstract Choice: vehicle owners must be atib customize aspects regarding how their data are collect
%0 (E } e Y

Area of Application | Best Practice

Free Access (Y/N) Y

Reference / Source

Federal Automated Vehicles Policy




Relevance L

(Low-impact,

Moderate-impact,

High-impact)

Sources [https://www.nhtsa.gov/sites/nhtsa.dot.gov/files/federal automated vehicles policy|pdf

Chapter / Page

Page 21

Category e Privacy
Stakeholder NIST
Abstract Minimization and retention: data must be collected and retain only for as long as necessary

Area of Application

Best Practice

Free Access (Y/N) Y

Reference / Source | Federal Automated Vehicles Policy

Relevance H

(Low-impact,

Moderate-impact,

Hightimpact)

Sources [https://www.nhtsa.gov/sites/nhtsa.dot.gov/files/federal automated vehicles policy|pdf

Chapter / Page

Page 21

Category R Privacy
Sakeholder NIST
Abstract Integrity: the 10T platform must implement measures to maintain the accuracy of personal d

Area of Application

Best Practice

Free Access (Y/N) Y

Reference / Source | Federal Automated Vehicles Policy

Relevance H

(Low-impact,

Moderate-impact,

Hightimpact)

Sources [https://www.nhtsa.gov/sites/nhtsa.dot.gov/files/federal automated vehicles policy|pdf

Chapter / Page

Page 21

Category Privacy
Stakeholder NIST
European Commission
Abstract Transparency: explain how any entity of the 10T platform collects, uses, shares, secures , al

and destroys data generated by vehicles.

Area of Application

Best Practice

Free Accss (Y/N)

Y

Reference / Source

Federal Automated Vehicles Policy
The revolution of driving: from Connected Vehicles to Coordinated Automated Road Transp

(GART)
Relevance L
(Lowimpact,
Moderate-impact,
Highimpact)
Sources https://www.nhtsa.gov/sites/nhtsa.dot.gov/files/federal automated vehicles

http://publications.jrc.ec.europa.eu/repository/bitstream/JRC106565/art_science for polic
ort 1-soa final tobepublished online.pdf

Chapter / Page Page 21
Page 59

Category R Privacy

Staleholder NIST




European Commission

Abstract

Respect for Context: data processing must be limited to the purposes for which they were
collected

Area of Application

Best Practice

Free Access (Y/N)

Y

Reference / Source

Federal Automated Vehicles Policy
Ther-evolution of driving: from Connected Vehicles to Coordinated Automated Road Transp

(GART)
Relevance H
(Low-impact,
Moderate-impact,
Highimpact)
Sources https://www.nhtsa.gov/sites/nhtsa.dot.gov/files/federal automated vehicles policy|pdf

http://public ations.jrc.ec.europa.eu/repository/bitstream/JRC106565/art science for polic

ort 1-soa final tobepublished online.

Chapter / Page Page 21
Page 61
Category eV Privacy
Stakeholder ISO
Abstract Unlinkability. a vehicle owner or driver musbt be linked if he uses different vehicles

Ensures that a user may make multiple uses of resources or services without others being &
link these uses together

Area of Application

Standard

Free Access (Y/N)

Y

Reference / Source

ISO/IEC CD 27550

Relevance
(Lowimpact,
Moderate-impact,
Highimpact)

H

Sources

Chapter / Page

Whole Document

Category 3. 1. 1SS
Stakeholder NIST
Abstract Vehicle to Vehicle (V2V) and Vehicle to Infrastructure (V2I) communications must implemer

public key infrasucture-based systems that provides certificates to enforce authentication.

Area of Application

Best Practice

Free Access (Y/N) Y

Reference / Source | NHTSA and Vehicle Cybersecurity

Relevance H

(Lowimpact,

Moderate-impact,

Highimpact)

Sources [https://www.nhtsa.gov/sites/nhtsa.dot.gov/files/documents/nhtsavehiclecybersecurity2016.p

Chapter / Page

Page 3

Controls
Category Security
Stakeholder NIST
Abstract Smart Objects (i.e., connected and autonomous vehicles ) may limit the ability to modify or

update firmware

Area of Application

Best Practice




Free Access (Y/N)

Y

Reference / Source

Cybersecurity Best Practices for Modern Vidsic

Relevance
(Lowimpact,
Moderate-impact,
High-impact)

H

Sources

httgs://www.nhtsa.gov/sites/nhtsa.dot.gov/fiIes/documents/812333 cybeweityformodernve|
hicles.pd

Chapter / Page 6.7.5 (p18)

Category EP¥security

Stakeholder NIST

Abstract Au S Ki 8¢[ A3 Ev o Jvs E( = upes pv & $Z }vSE1}C

list-based filtering of message flows betwedifferent segments

Area of Application

Best Practice

Free Access (Y/N)

Y

Reference / Source

Cybersecurity Best Practices for Modern Vehicles

Relevance
(Lowimpact,
Moderate-impact,
Highimpact)

H

Sources

htth://WWW.nhtsa.gov/sites/nhtsa.dot.gov/fiIes/documents/812333 cybersecurityformoderd
hicles.pd

Chapter / Page

6.7.7 and 6.7.11 (pages 19 and 20)

Category Security
Stakehotler NIST
ENISA
Abstract Immutablelogs must be generated by all the components of the 10T platform. This will allow

detecting threats, their origin and nature. Also to implement preventive actions. The data
collection shall not be limited to attacks oridents but also extended to positive outcomes
identified by the vehicle.

Area of Application

Best Practice

Free Access (Y/N)

Y

Reference / Source

Cybersecurity Best Practices for Modern Vehicles
Cyber Security and Resilience of smart cars

Relevance
(Low-impact,
Moderate-impact,
Hightimpact)

H

Sources

httgs://www.nhtsa.gov/sites/nhtsa.dot.gov/fiIes/documents/812333 cybersecurityformoderd
hicles.pd

https://www.enisa.europa.eu/publications/cybesecurityand-resilienceof-smart |

cars/at download/fullRepoft

Chapter / Rage

6.7.9 (page 20)

Page 53
Category Security
Stakeholder NIST
ENISA
Abstract Communications between all components of the 10T platform (including Smart Objects) mug

encrypted with valid certificates (mutual authentication)

Area of Applicéion

Best Practice

Free Access (Y/N)

Y

Reference / Source

Cybersecurity Best Practices for Modern Vehicles
Cyber Security and Resilience of smart cars




Relevance
(Low-impact,
Moderate-impact,
High-impact)

Sources

httgs://www.nhtsa.gov/sites/nhtsa.dot.gov/fiIes/documents/812333 cybersecurityformoderd
hicles.pd

https://www.enisa.europa.eu/publications/cybesecurityandresilienceof-smart- |
cars/at_download/fullRepoit

Chapter / Page

6.7.10 (page 20)

Page 55
Category B Security
Stakeholder NIST
Abstract Smartobjects must implement regime intrusion detection measures and response methods

VeUE % E » EAJvP 3Z EJA E[+ ]0]8C 8} }v3E}o §Z A Z
Area of Application Best Practice
Free Access (Y/N) Y
Reference / Source | NHTSA and Vehicle Cybersecurity
Relevance H
(Low-impact,
Moderate-impact,
Highimpact)
Sources [https://www.nhtsa.gov/sites/nhtsa.dot.gov/files/documents/nhtsavehiclecybersecur@ty@.pdi

Chapter / Page

Page 3

Category Security
Stakeholder NIST
Abstract Highly Automated Vehicles (HAVs) shall implement fall back mechanisms that transitions th

vehicle to a minimal risk condition when a problem is encountered

Area of Amplication

Best Practice

Free Access (Y/N) Y

Reference / Source | Federal Automated Vehicles Policy

Relevance M

(Low-impact,

Moderate-impact,

Highimpact)

Sources [https://www.nhtsa.gov/sites/nhtsa.dot.gov/files/federal automated vehicles policy|pdf

Chapter / Page

Page 19

Category Trust
Stakeholder NIST
Abstract Vehicle to Vehicle (V2V) and Vehicle to Infrastructure (V2I) communicationsmplement

public key infrastructurdased systems that provides certificates to enforce authentication.

Area of Application

Best Practice

Free Access (Y/N) Y

Reference / Source | NHTSA and Vehicle Cybersecurity

Relevance H

(Lowimpact,

Moderate-impact,

High-impact)

Sources [https://www.nhtsa.gov/sites/nhtsa.dot.gov/files/documents/nhtsavehiclecybersecurity2016.p

Chapter / Page

Page 3

Category

| EPXJPrivacy |




Stakeholder

NIST

Abstract

Generally, vehicle data shared with third parties should bédeatified (i.e., stripped of element
that make the data directly or reasonably linkable to a specific HAV owner or user)

Area of Application

Best Pactice

Free Access (Y/N) Y

Reference / Source | Federal Automated Vehicles Policy

Relevance L

(Lowimpact,

Moderate-impact,

Highimpact)

Sources [https://www.nhtsa.gov/sites/nhtsa.dot.gov/files/federal automated vehicles policylpdf

Chapter / Page

Page 20




Specific Requirements and ContrelsAutonomous Systems / Asstive

Robots

Requirements

Category Security / Access Control / Integrity $ystem and Communications Protection
Stakeholder Robot Developers, OEM, ODM
Abstract Future robotic systems will be situated in highly networked environments where they

communicate with industrial control systems, cloud services or other systems at@emot
locations. In this trend of strong digitization of industrial systems (also sometimes referred
Industry 4.0)cyberattacksare an increasing threat to the integrity of the robotic systems at
core of this new development. It is expected, thihetRobot Operating System (ROS) will play
important role in robotics outside of pure researohiented scenarios. ROS however has
significant security issues which need to be addressed before such products should reach
markets. In this paper we psent the most common vulnerabilities of ROS, attack vectors to
exploit those and several approaches to secure ROS and similar systems. We show how t
secure ROS on an application level and describe a solution which is integrated directly intg
ROS coreldur proposed solution has been implemented and tested with recent versions of
and adds security to all communication channels without being invasive to the system kerr
itself. Evaluation of ROS security and detailed description of possible attaghkt\/Veight
precautions to harden ROS at applicatiemel. Minimally invasive changes towards hardening
the ROS cord?enetration testing tool support for RO3sable security and keyjanagement in
ROS.

Area of Application | Robot CybefSecurity

FreeAccess (Y/N) N

Reference / Source | Security for the Robot Operating System
Relevance H

(Low-impact,

Moderate-impact,

Hightimpact)

Sources [https://dl.acm.org/citation.cfm?id=3165549

Chapter / Pge

Whole Document

Category Security/ Integrity / Audit Controls / Planning and Contingency
Stakeholder ISO
Abstract The purpose of ISO/TS 21547:2010 is to define the basic principles needed to securely pré

health records in any format fahe long term. It concentrates on previously documented
healthcare specific archiving problems. It also gives a brief introduction to the general arch
principles. Unlike the traditional approach to standardization work, where the perspective i
that of modelling, code sets and messages, this Technical Specification looks at archiving
the angle of document management and related privacy protection.

In ISO/TS 21547:2010 archiving is understood to be a wider process than just the perman
preservaton of selected records.

ISO/TS 21547:2010 defines architecture and technelodgpendent security requirements for
longterm preservation of EHRs having fixed content.

ISO/TS 21547:2010 and a complementary Technical Report, ISO 21548, concentrate on tl
security requirements (integrity, confidentiality, availability and accountability) necessary fq
ensuring adequate protection of health information in letggm digital preservation. This
Technical Specification will also address privacy protectionirespents for both the EHR and
eArchiving systems used in the healthcare environment.




ISO/TS 21547:2010 defines functional security requirements for long term archiving of EH
the practical archiving models and technology required are outside theeguirof this Technica
Specification.

Area of Application

Electronic Healthcare Records (EHRgcure preservation

Free Access (Y/N)

N

Reference / Source

ISO/TS 21547:2010
Health informatics- Security requirements for archiving of electronic heakhbords--

Principles
Relevance H
(Low-impact,
Moderate-
impact,
High-impact)
Sources [https://www.iso.org/standard/44479.htm]l

Chapter / Page

Chap. 8t Policies and Resposibilities
Chap. 9t Secury and Privacy Architecture.
Chap. 10t Security and Privacy Protection Requirements.

Category Security / Integrity / Audit Controls / Planning and Contingency
Stakeholder ISO
Abstract ISO/TR 21548:2010 is an implementation guide for ISO/TS 2I5@/TR 21548:2010 will

provide a methodology that will facilitate the implementation of ISO/TS 21547 in all
organizations that have the responsibility to securely archive electronic health records for {
long term. ISO/TR 21548:2010 gives an overviepracesses and factors to consider in
organizations wishing to fulfil requirements set by ISO/TS 21547.

Area of Application

Electronic Healthcare Records (EHRgcure preservation (long term)
IT applications in health care technology

Free Access (Y/N)

N

SOReference / ISO/TR 21548:201ealth informatics- Security requirements for archiving of electronic hed
Source records t Guidelines

Relevance H

(Low-impact,

Moderate-impact,

Hightimpact)

Sources [https://www.iso.org/standard/44480.html

Chapter / Page

Chap. 6t Responsibilities and Policies.

Chap. 7t Design and Implementation.

Chap. 8t Implementation of Security Requirements.

Chap. 9t Security and Privacy Protection Controls and Insgots

Category Security/ Integrity / Confidentiality / Transmission Security / Information Access
Management

Stakeholder ISO

Abstract ISO 27799:2016 gives guidelines for organizational information security standards and

information security managment practices including the selection, implementation and
management of controls taking into consideration the organization's information security ri
environment(s).

It defines guidelines to support the interpretation and implementation in health mfaics of
ISO/IEC 27002 and is a companion to that International Standard.

ISO 27799:2016 provides implementation guidance for the controls described in ISO/IEC
27002 and supplements them where necessasp that they can be effectively used for
managing kalth information security. By implementing ISO 27799:2016, healthcare
organizations and other custodians of health information will be able to ensure a minimum
requisite level of security that is appropriate to their organization's circumstances anihat
maintain the confidentiality, integrity and availability of personal health information in their
care.



















































































































