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Executive Summary 
This deliverable contains the final iteration of the legal analysis of the policy and strategic 
decisions of the project, in particular the SECaaS services and use cases. This legal analysis will 
evaluate the general principles and policies of the project for their legal viability. Therefore, this 
legal analysis focusses on those legal aspects that may threaten that legal viability of the project 
or specific parts thereof. This includes a description of the legal requirements applicable to this 
project. This deliverable does not include any final assessment of the compliance of the project, 
which will follow in the later deliverables of T5.6 and T7.5. 

This Deliverable looks at the areas of law that are most likely to hold requirements relevant to 
the project. The main areas of law with relevance to the project are data protection law, 
telecommunications law, IT-security law and the entire area of intellectual property law. Other 
areas of law, such as employment law or contract law, may play a more dominant role in later 
Deliverables, when the contractual structure with third parties will become clearer. 

For the main areas of law looked at in this Deliverable, the most relevant and important issues 
have been identified for the project and its use cases. The specific aspects of the project were 
analysed separately to allow for the possibility that specific legal aspects are only relevant to 
specific parts of the project. 

Overall, in the area of data protection law, the most pressing concern for the project is to 
determine the scope of application, which is in turn determined by whether and where 
‘personal data’ is processed. Therefore, the first and most important task in this regard will be 
the classification of the data categories processed in the project in accordance with the legal 
classifications. This task would need to include the possibility that a legal classification changes 
if data categories are viewed as a combination of otherwise inconspicuous data categories. 
Similarly, at the boundaries between data protection and telecommunications law, the 
ePrivacy legislation will require a careful classification of additional data categories and 
adherence to the respective legal bases. 

In the area of telecommunications law, a high degree of uncertainty in jurisprudence and court 
decisions currently makes a legal analysis of the project difficult. However, there is little 
indication that any of the services currently envisaged by SecureIoT would have significant 
telecommunications law impact. Nonetheless, regulation in this area will change again before 
the end of the project, which may require a review of the legal assessment based on the 
transpositions into Member State law at the end of the project. 

The area of IT-security law is an important aspect of the legal compliance of this project. The 
requirements may, however, not be contained solely in the IT-security specific statutes, 
because this area of law has significant overlap with data protection law, in particular the 
technical and organisational measures. The applicable requirements are also formulated 
completely technology agnostically, thus the appropriateness of measures to mitigate the risks 
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specified by law can only be assessed in the later Deliverables, once the technical framework 
is set and the concrete risks have been identified. 

Finally, the protection of intellectual property (IP) will play a very important role in the project 
as well. The compliance with licencing and terms of use for existing rights, in particular the 
background used for the project, will be an important part in the project. Furthermore, for all 
IPs both background and foreground, it will be essential to document the chain of rights back 
to the respective author, rights holder or registered owner. This will influence any later 
potential commercial use of the project outcomes, and should therefore be done with the 
necessary diligence. At this point, the information on the applicable licence restrictions and 
chain of rights is, however, insufficient to make a final legal assessment with regard to the 
protection of intellectual property. 

In summary, this Deliverable intends to give the project partners an overview of the applicable 
legal requirements, with the knowledge that some refinement will be required once the 
technical details of this project are defined further. 

Based on the available information on the functionalities, general concepts and policies, this 
Deliverable 2.7 does not include any findings to draw the project’s general viability or 
lawfulness into question. That being said, many of the compliance requirements can only be 
determined in more detail in later Deliverables based on the progress made in the project, but 
it is currently not expected that any compliance requirements would have the potential to 
bring the entire project to a halt. 
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1. Introduction 
This Deliverable shall provide the project consortium with an updated assessment of the legal 
framework and the requirements that may be applicable to the SecureIoT project.  

As an update (“Second Version”) of D2.6, this Deliverable D2.7 will be presented as a joint and 
consolidated document combining the content of D2.6 that is still relevant at this point with the 
new and updated content added for this Second Version. This form of having one (long) 
document was chosen over the alternative of including D2.6 content only by reference for several 
reasons. Most importantly, one consolidated document that includes all relevant content will 
– despite its length – be easier to read and understand than having to switch between documents 
for each reference. Nonetheless, the progress of the project and the updates made in this D2.7 
will be made clearly visible by using a different format for unrevised D2.6 content.  

An example of this different format used for D2.6 content is given in the next paragraph below.  

This Deliverable follows a specific structure starting with some general remarks on the context 
of this Deliverable in the project (sect. 0), a brief description of the methodology and scope 
(sect. 0) and a summary of the facts of the project (sect. 0), before the legal analysis (sect. 5 to 
0) assesses the legal situation for each relevant aspect of the project, again starting with the 
overarching and general aspects, and ending with the specific use cases. 
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2. Project context 
This deliverable should be viewed in its context within the SecureIoT project. There are several 
deliverables that deal with the legal aspects of the project, as well as other deliverables dealing 
with general requirements pertaining to the project.  

2.1. General Considerations on “product development compliance” in 
an H2020 RIA Project 

Before going into the details of the context of this Deliverable vis-à-vis the others, it seems 
appropriate to provide a few more details on the recent development of including a legal work 
stream that is connected to several WPs in the project. 

The concept of including a legal work stream beyond a simple assessment of the “ethical 
requirements” is apparently regarded more and more as a necessity in projects that revolve 
around the creation of an IT-platform or services that processes data on a large scale, 
regardless of whether these data can be classified as ‘personal data’ or any other type of data 
afforded specific protection under applicable EU law. This development coincides with the 
development in legislative initiatives and recently passed legislation to consider the legal 
implications of a product or service already in the earliest concept and design stages. The 
addition of the principle of “privacy by design” in Art. 25 GDPR is merely one of many 
incarnations of the idea of “product development compliance.” This idea is based on the simple 
assumption that it is generally cheaper and more effective to design new products and services 
with full knowledge of the legal compliance requirements for the finished product than to 
design a functionally working product and then “adapt” the product to be compliant with legal 
requirements. This idea and the truth of the underlying assumption were also adapted by some 
large players like Microsoft1 and led to the “security by design” approach even before IT 
security was at the focus of legislators regulating security requirements. 

This idea can, of course, be transposed to encompass the compliance with other legal 
requirements. The approach taken in this project by having DWF as an international law firm 
as a member of the project consortium reflects that very idea of a continuous review of the 
product development from a legal point of view, with the goal of avoiding pitfalls along the 
way that would be costly and require great effort, if identified only at a late stage of 
development. This idea applies the same to scientific research projects such as H2020 RIA 
projects. Even though the primary focus of such projects may be on laying the scientific 
groundwork for later commercial exploitation, there is already a legal framework in place that 
applies to the research work itself (which is often more liberal than for commercial 
undertakings), and research aiming to be used for later exploitation in commercial products 
and services should be conducted in full knowledge of the legal framework of the later 

                                                      
1 See: https://www.heise.de/developer/artikel/Sichere-Softwareentwicklung-nach-dem-Security-by-Design-Prinzip-
403663.html (German Language only). 
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commercial products. This way, research can be directed to find solutions that not only work, 
but would also be legally compliant in later commercial exploitation. 

2.2. Relation to Deliverable D2.2 
Deliverables D2.6 and D2.7 are loosely based on D2.2, whereas D2.2 encompasses all 
requirements that may be applicable to the project, and not only the legal requirements. Most 
of the legal requirements detailed in this D2.7 were already identified and listed in D2.2. In 
contrast to D2.2, this D2.7 deals only with legal requirements, without regard to the multitude 
of technical standards, best practice models and recommendations by industry associations. 
Notwithstanding the demand among the consortium partners to match the various technical 
standards, best practices and recommendations with the legal requirements, such an 
endeavour is not part of the scope of the Deliverables D2.6 and D2.7. This is mostly due to the 
neutrality of the law towards technology and technical standards, accepting any technology or 
standard that fulfils the requirements established by the law. Moreover, this would require a 
level of technical expertise and knowledge of the technical standards found only with the 
technical partners in the consortium. 

2.3. Evolution of D2.6 in this Deliverable D2.7 
This Deliverable D2.7 is the second iteration of the legal audit of the general policies of the 
project. Since the publication of D2.6, which was based mostly on the DoA and the Deliverables 
that had already been submitted, the project made significant progress on the concept and 
design of the SECaaS services and integration of the use-cases. This progress enables us to base 
this Deliverable D2.7 on a set of facts (see below sect. 0) that is now complete for the most part 
and does not rely on as many assumptions and include as many contingencies as D2.6 still needed 
to. This refinement of the structure and architecture of the project allows a more detailed legal 
assessment. This additional detail of the legal assessment will be visible in this Deliverable D2.7 
especially in the assessment of the SECaaS services and the use-cases. Nonetheless, the general 
legal remarks made in D2.6 remain valid and relevant for the most part, and will therefore remain 
in this document as context and general explanation before going into the details gathered from 
the Deliverables published since and updating the legal assessment. 

2.4. Relation to later Deliverables D5.13 and D5.14, as well as D7.5 and 
D7.6 

This Deliverable D2.7 already includes a significant proportion of the preliminary work necessary 
for the later Deliverables D5.13 and D5.14, as well as D7.5 and D7.6. In particular, those later 
Deliverables will build on the legal requirements identified in this D2.7. The later Deliverables will 
each focus on specific aspects of the project and assess the legal compliance of those specific 
aspects against the requirements outlined in this D2.7. That is not to say that all legal 
requirements needed for the later Deliverables are already included here. On the contrary, the 
later Deliverables will require a more finely grained approach both in terms of the legal 
requirements and the factual basis of the project. A part of the concrete legal requirements will 
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only become apparent after certain policy and design decisions, upon which this Deliverable is 
based, have been implemented. These legal requirements will be introduced in the later 
Deliverables based on the then current state of the implementation.   
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3. Description of Scope of Legal Analysis 
Given the relative novelty of performing a legal analysis in the context of an H2020 RIA project, 
this section will briefly introduce the methodology, scope and goals of this document. This 
approach will hopefully also be welcomed by the technical partners in the project who will be 
tasked with implementing the SECaaS prototypes in accordance with the regulatory 
requirements. The intention is to give these partners a better understanding of the relevance 
and methods of this legal assessment for their work in the project. 

3.1. Methodology used for this task 
The methodology used in legal analysis may differ to some extent from that used by technical 
partners. Therefore, this section will briefly elaborate on the legal analysis technique and other 
methodical questions. 

3.1.1. Legal analysis technique 
The basis of any legal assessment is first of all a careful investigation and analysis of the 
underlying facts. If the facts of the case cannot be sufficiently established, it is at least 
problematic to make a reliable statement about relevant legal requirements and/or 
consequences. 

This is mainly related to the fact that legal norms must be formulated as concretely as possible, 
but at the same time as generally as necessary, in order to include all conceivable 
circumstances which the legislator would like to cover with a legal norm. However, this also 
means that the wording of a law does not contain the explicit solution to a concrete case, but 
abstract requirements and consequences to which the actual facts have to be applied and 
adapted (so called “subsumption”).  

Once the facts of the case have been established as concretely as possible, the next step is to 
determine which areas of law and thus which legal norms may be affected and relevant to the 
case. In particular, it must be taken into account which cross-border connections are involved 
in the case and which international regulations apply in this respect. 

Legal norms also follow their own hierarchy. International regulations and supranational 
regulations such as European law may take precedence over national regulations.  

With regard to European legal standards, a further distinction must be made between 
directives and regulations. Regulations also apply directly in the individual countries from their 
introduction, so that citizens can refer to these regulations, whereas directives as a rule initially 
require national implementation and do not apply directly to citizens. 

Once the applicable legal norms are identified (as per any relevant hierarchy), the facts are 
subsumed under these legal norm(s) taking into account any existing case law or applicable 
legal literature to aid any necessary interpretation. 
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3.1.2. Recommendations for actions by project partners 
In some cases, the analysis of the legal requirements may lead to a direct need to take action 
in the project consortium. The main aspects that are identified in this analysis, which 
potentially have the most impact on the project are emphasised by highlighting. 

Recommendation 1 - Sample recommendation 

This is the format, in which recommendations for actions by project partners or the entire 
consortium are highlighted in this Deliverable. 

This highlighting should give project partners an easier access to the requirements that are 
essential and require timely action. 

3.1.3. Questionnaire/checklist in Annex 1 
A checklist in Annex 1 intends to provide the SecureIoT consortium with an overview of the 
main legal items to be considered. The references to the legal analysis should help to obtain 
further information on the specifics of each list item. 

3.2. Hierarchy of requirements and depth of analysis 
This legal analysis will start by looking at the general and particular legal requirements for the 
project as a whole, and then look at the more specific aspects of the entire project and its use 
cases. Therefore, much of the legal analysis will be concentrated on the general aspect of the 
project, whereas the assessment of the specific parts and use cases will be limited to the 
application of the general legal requirements to the specific situation. In some of the more 
specific aspects of the project, it may be that there are no specific legal requirements to be 
addressed. In such cases, the legal assessment applicable to the more general aspects of the 
project or the entire project should be fulfilled also for the specific aspects of the project or 
use cases. 

Furthermore, the scope of this legal assessment is strictly limited to the project itself and the 
outcomes that are to be produced by the project. Therefore, the legal assessment too deals 
only with the SECaaS services and their implementation to the respective use cases. The 
assessment of the use cases themselves is, however, not within the scope of this project. There 
will thus not be any assessment of the legal requirements pertaining to the use cases 
themselves, such as the requirements for bringing medical technology to market, or the 
requirements for allowing autonomous cars to drive on public roads. Similarly, this legal 
assessment will not consider the aspects of the law that would need to be observed by the 
operators of IoT-deployments or cloud-services in their capacity as such operators, employers 
or medical staff.  

3.3. Geographical Scope 
This legal analysis will be done mostly based on European law. A large part of the areas of law 
considered in this analysis are already harmonised to some degree by European directives or 
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regulations. Some areas of the law, however, are not yet fully harmonised or harmonised at all 
at European level, which is why there is a need in some cases to look at the relevant regulatory 
framework in the European Member States. The analysis of the law in the member states will 
– at this point – be limited to selective aspects and jurisdictions, which will serve as examples. 
Should the need arise to perform an in depth legal analysis of a specific problem in a specific 
jurisdiction, this would be done in a later Deliverable, such as, D7.5 or D7.6. 

The scope of this Deliverable – as well as the scope of the project – does not include any 
jurisdictions outside the EU. Therefore, the regulatory framework in other jurisdictions like the 
United States of America, Japan or any other countries will not be considered, even though 
some of the technical standards and recommendations originate in those countries. On the 
contrary, the use of the technical standards and recommendations issued by organisations 
outside the EU, such as the American NIST, will need to be analysed with great care by the 
technical partners for the alignment and compliance of such third-party standards with the 
applicable European law as outlined in this Deliverable and the Deliverables that are to follow. 

3.4. Areas of law considered in this analysis 
This legal analysis covers several areas of law that may hold legal issues with regard to the 
SecureIoT project. This section will briefly give an overview of the areas of law that were 
considered in this legal assessment, and the main potential legal issues arising from the 
respective areas of law. 

3.4.1. Data Protection Law 
Data protection law will be one of the focus areas of this assessment. Because of the data 
driven approach of the SecureIoT project and the SECaaS services, there is a possibility that 
some of the data that will be processed in the project will be classified as ‘personal data’ within 
the meaning of the GDPR. Insofar as this may be the case, a great number of legal requirements 
will need to be observed.  

However, the first step towards compliance with applicable data protection law is the 
classification of the data categories processed in the various parts of the project and the use 
cases. Therefore, this deliverable will emphasise the process and the criteria for classifying data 
in accordance with the respective legal classifications. All other legal requirements that are 
also detailed in this deliverable will depend largely on the classification of the data categories 
used in the project. The various specific legal requirements that follow from the classification 
of data as ‘personal data’ will be more detailed in the following Deliverables as more 
information about the data that are processed in the project and the specific processing 
activities becomes available. 

3.4.2. Telecommunications Law 
As the main objective of the SecureIoT Project is to develop a platform, which offers SECaaS 
services for IoT-Devices, it is evident that data will be transferred between different devices. 
Whenever data-transfers through networks take place, telecommunications laws apply. 
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The scope of legal obligations arising from telecommunications laws strongly depends on the 
question, whether the infrastructure used for the transfer of data falls under the definition of 
a “telecommunications network” or of a “telecommunications service”. Additional 
requirements apply, once a telecommunications network or telecommunications service is 
publicly available. However, as many aspects regarding the technical set-up of SECaaS Services 
and the other parts of this project are yet to be defined, the elaborations in this deliverable 
will point out the general requirements, which the Project must fulfil, depending on the 
technical options. Once the technical aspects of the project take further shape in the following 
deliverables, the corresponding iterations of the legal assessment will provide an in depth-
assessment of the legal implications of different technical solutions under telecommunications 
laws. 

3.4.3. Information Technology Security Law 
The European law on security of information technology will form one of the smaller parts of 
this legal assessment. However, this is less a representation of the importance of IT security in 
this project than it is due to the high degree of abstraction of the applicable regulatory 
framework. 

The aspect of IT security will be very prominent in the implementation of the entire project. 
Furthermore, numerous technical standards hold concrete recommendations on the technical 
and organisational measures to safeguard IT systems and the data stored in them. Finally, 
different areas of law, e.g. data protections law, telecommunications law, IT security law, law 
on trust services or even contract law, may require the mitigation of different IT security 
related risks. This complexity of the law, as well as the technical standards, will in the end 
require a mapping of the entirety of technical and organisational measures taken to the 
specific risks identified by the law applicable to each respective part or aspect of the project. 
Following the approach detailed in section 0, this mapping could only be done in WP7, together 
with the technical partners. 

3.4.4. Law on Trust Services, Identification, Authentication 
The impact of European law on trust services, identification and authentication, especially the 
eIDAS Directive, was somewhat overestimated at the beginning of the project. Nonetheless, 
the eIDAS directive will be considered in this legal assessment as well. The approach on trust 
and trustworthiness followed in this project is, however, at the moment largely outside the 
scope of the eIDAS directive. If this should change during the course of the project, the impact 
of this area of law could still be revisited in one of the later deliverables. 

3.4.5. Copyright and other intellectual property law 
Although copyright and other IP law do not form the legal core of the project, their 
requirements must nevertheless be an integral part of the necessary preparations of the 
project. 
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On the basis of the current situation, it can be assumed that the project will not only use 
existing products with third-party IP rights, but will also create new products to which a large 
number of people may have rights. Against this background, it is essential for the successful 
implementation of the project to break down the affected rights of third parties and one's own 
partners in advance and to obtain any necessary licenses in good time before the start of the 
project. 

Due to the obligations towards the European Commission within the framework of the Grant 
Agreement as well as due to the self-interest of the project partners, a clean processing of 
emerging IP rights to the developed products is also important in order to be able to use them 
commercially after their development.  

3.4.6. Employment Law 
The foreseeable impact of employment law on this project is negligible. The consortium as 
such does currently not plan to employ any own staff. All contributors in the project are 
employed by one of the consortium partners, a subcontractor or an operator of an IoT-
deployment or cloud-service. Therefore, there is no foreseeable employment relationship, in 
which the project consortium would be an employer or take on any similar obligations. 

3.4.7. Contract Law 
The legal area of contract law may come into play during the course of the project, once the 
co-operation with external partners increases to a point where the exchange of goods and/or 
services can no longer be based on an earlier commitment to the project (such as the 
consortium agreement). Therefore, the area of contract law is at this point considered only as 
an item to be considered later when the need for a specific contract arises. 
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4. Factual basis for the legal analysis 
The following chapter of this deliverable will provide a description of the facts of the project 
that are considered to provide the legal analysis and legal opinion in this deliverable. The fact 
set described in this chapter may diverge from descriptions of the project used in other 
deliverables slightly, because the following description will focus on the facts that are relevant 
to the legal aspects of the project. 

For this reason, the description of the project will, for example, include information on the 
data categories and purposes of processing rather than the specific technical details. Also, the 
information compiled in this deliverable will emphasize the organisational structures of the 
collaboration on software or other work results in the project and the relationships with 
external entities or groups of individuals rather than detailing the technical intricacies of the 
functionality of a software or other work result, unless such details are relevant for the legal 
assessment of the respective aspect of the project. 

As already outlined above in sect.  2.4, this deliverable is based mainly on the principles and 
policies that are intended to govern the project, and based on which the implementation shall 
proceed. Therefore, the following factual description will be amended based on the progress 
of the project for the later deliverables. 

For the factual description in this deliverable, the following documents were analysed: 

 The DoA (Dissemination Level: CO) 

 The Grant Agreement (GA) (Dissemination Level: CO) 

 SecureIoT Consortium Agreement (v0.2 dated 20/11/2017) (Dissemination Level: 
Project internal without Commission Services) 

 All Deliverables with contractual submission date of M18 or earlier 

While the former Deliverable D2.6 relied largely on information contained in the CA, DoA and 
GA, none of which are classified PU, D2.6 needed to be classified the same as the most restricted 
source document, i.e. CO (Confidential). Fortunately, the information taken from restricted 
sources have since been included in Deliverables that are classified PU (Public), thus this 
Deliverable D2.7 is also classified PU. It will give a publicly available and comprehensive legal 
assessment of the project and, in particular, an overview of the legal requirements applicable to 
a later commercial use of the project’s SECaaS Services in general and for the specific use cases. 

Such information and legal aspects that are still not included in any source document classified 
PU, such as information contained only in the CA, is removed from this Deliverable D2.7. Thus, 
for this Deliverable D2.7, the aspect of dissemination with PU classification was given precedence 
over the aspect of completeness and addressing every single potential legal issue. 
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The Deliverable D2.6 was also characterized by a lack of specific information on some of the 
details of the project, because the details of the architecture, services and use cases had not been 
fixed yet. For the preparation of this Deliverable D2.7, this section 0 was rewritten for the most 
part, and includes many of the details that were marked as missing in D2.6. Nonetheless, there 
may still be aspects that may need additional detail for a final legal assessment. 

The aspects of the project that require a greater level of detail for a final legal assessment have 
this format. 

4.1. Description of overarching elements of the project 
The description of the factual basis for the legal analysis will be split between the overarching 
elements, such as the overall architecture and general policies and technologies that are 
relevant to or used in all or at least several of the scenarios and use cases. This description of 
the facts will focus less on the vision of the result of the project, but will rather emphasise a 
detailed description of the intermediary steps and architectural decisions insofar as they are 
already outlined in the documents listed in sect. 0 or otherwise intended to be used in the 
project with reasonable certainty. 

The different overarching elements that have been identified for the purpose of this legal 
analysis will be described hereinafter separately, even though it should be understood that all 
the different aspects will be working together in the project to provide the overall results. 

4.1.1. Project organisation 
The first relevant element applicable to the entire project is its organisational structure and 
the manner, in which the different project partners work together and come to decisions 
regarding the implementation of the strategic decisions, especially regarding the means and 
technical details.  

However, the internal project organisation with the main functions described in D1.12 has proven 
less significant for the legal analysis than anticipated in D2.6. That is mainly due to the 
confirmation by the project partners in various meetings that the current organisational structure 
will only be used for the research project, but not for the eventual commercial exploitation. Thus, 
the organisational structure described in D1.1 will only be referred to in this Deliverable D2.7, if 
and insofar as it is relevant for a legal requirement that is already applicable during the research 
phase of the project. 

Those requirements pertaining to the commercial exploitation only will instead be assessed 
based on the assumption that the organisational structure is not fixed and can be modelled to 
fulfil all applicable requirements. 

                                                      
2 Deliverable D1.1 p. 22. 
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4.1.2. Overall project and security architecture 
This section will describe the overall project outcome and its security architecture, and the 
strategic policies and architectural decisions, insofar as they may have relevance for the legal 
assessment. 

The following Figure 1 contains a high-level overview of the project structure. It outlines on the 
right hand side the technical tools and computational “backend” operations performed in 
SecureIoT and in the middle column the “customer facing” services that directly interact with the 
outside world on a machine2machine-level, i.e. the use-cases shown on the left hand side. 

 

Figure 1 – SecureIoT Services Overview (= Figure 3 of Deliverable D2.5) 

This Figure 1 illustrates the interaction and information flows from the use cases to SecureIoT, 
and the flow of data processing within SecureIoT. It also shows the use of the results of the 
various data processing activities in other SecureIoT components, and that all the SecureIoT 
backend tools are connected and interact internally. This Figure incorporates a different view of 
the entire project architecture than those view included in 4+1 views of D2.4 and other 
Deliverables, which may prove beneficial for the understanding of the overall project approach. 

The most important aspect of this Figure 1 may be the highlighting of the central importance of 
the “customer facing” services that are offered to the outside world or interact with the outside 
world on a machine-to-machine-level, i.e. the data collection and the SECaaS Services consisting 
of the Risk Assessment Service (RAS), the Compliance Auditing Service (CAS) and the Developer 
Support Service (DSS). The three latter Services form what was called the “Distributed 
Middleware Services” which will be described in more detail in the following sections 4.1.3-4.1.8.  
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The next Figure 2 shows a more detailed view of the interaction between the components of 
SecureIoT, in this case an example of the Compliance Auditing Service of SecureIoT. This Figure 
should – at this point – only provide a first overview, as the services of SecureIoT will be explained 
in greater detail further down in this section 0. 

 

Figure 2 - View of SecureIoT Components (CAS Example) 

One overarching element of the SecureIoT project is not contained in the above Figures, but may 
nonetheless have impact on the legal assessment. This aspect in particular stands out and shall 
be addressed separately, namely the planned interoperation with several existing platforms. 

4.1.2.1. Multi-Platform Interoperability 
The SecureIoT services will be interoperable with multiple existing IoT-platforms available on 
the market.3 Within the scope of the project, the interoperability will be demonstrated using 
the following existing platforms: FIWARE, as well as globally available commercial IoT platforms 
of the project partners (i.e. MindSphere, FUJITSU’s IoT platform, iSPRINT’s CloudCare2U).4 
Furthermore, the SecureIoT services are meant to operate across different security and 
administrative domains. 

This interoperability of SecureIoT with multiple IoT platforms will be achieved by the project on 
several levels, starting with the probes collecting data,5 and going on to the models and semantics 
for representing security policies.6 

                                                      
3 Deliverable D1.1 p. 10. 
4 Deliverable D3.3, Sect. 2-4. 
5 Deliverable D3.3, Sect. 2-4. 
6 Deliverable D4.6, Sect. 1.1. 
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The data collection probes that will be described in detail in sect. 4.1.4 should be deployable at 
any level from cloud-level down to device-level for every supported IoT platform. The level of 
“interoperability” on the data collection aspect with each platform will largely depend on the 
level of access granted by the operator of the IoT platform or the edge- and field-level devices to 
the SecureIoT consortium. 

Without going into much detail at this point, the important aspects with regard to the platform 
interoperability are the voluntary nature of the platform integration and the option of using the 
APIs of the IoT platform instead of deploying SecureIoT probes cloud-level. Both aspects have 
been discussed and confirmed by the relevant project partners to accommodate the specific 
IoT platforms’ restrictions on interaction with external devices or probes. For example, the 
MindSphere platform does currently not allow placing probes anywhere inside its ecosystem, so 
any interaction of SecureIoT and MindSphere will be strictly API-based using only the data 
collected by the MindSphere platform and applications themselves. The use of the MindSphere 
APIs is permitted by project partner Siemens for the purpose of this research project pursuant to 
the GA and CA.  

However, there is no information available at this time on whether the necessary MindSphere 
APIs will be free to use for the commercial exploitation of the project, or whether there are any 
relevant license restrictions that may prevent or impede the API use for the commercial 
exploitation. 

Other commercially available platforms have also been considered, but those external 
platforms should not be used as demonstrators for interoperability within the scope of the 
project. 

It stands to reason that a potential later use of other external IoT platforms such as the 
aforementioned would create similar issues with restrictions on placing (software) probes within 
the respective platform ecosystem. Therefore, it will be assumed for this Deliverable that the 
project will continue to use probes only on a voluntary or negotiation basis and alternatively use 
already existing APIs provided by the IoT platforms to collect data. 

In either case, it should also be specified whether there are any agreements in place with the 
operators of the platforms and the devices, as well as the holders of the respective rights in the 
platform software. It should also be specified what limitations these agreements may hold in 
terms of the use for research purposes in the project as well as for a later commercial exploitation 
using the platform. 

Therefore, the project partners that hold the rights to one of the platforms used as 
demonstrators should make available the licence texts that will be used for the project and the 
later commercial exploitation, including all their restrictions and limitations that were hinted 
at in the CA. 
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The second aspect of the IoT platform interoperability concerns the semantic interoperability on 
policy level. The aim of this interoperability is to bridge the different systems of naming security 
relevant items of the various platforms, and to enable “translations” of the syntax and semantics 
of the different security policy models used on the respective platforms. The consensus among 
the project partners is that there are two options to reach this goal, which should both be 
pursued in the project. The first option would be to publish the complete documentation of the 
naming conventions and policy model used in SecureIoT to enable IoT platform operators to 
create a translation/matching matrix for their respective platform. In the second option, the 
SecureIoT consortium would create such a translation/matching matrix, if access to the complete 
documentation of the IoT platforms naming scheme and policy model were granted. 

Again, the project partners should make available any agreements for the use of the 
documentations of external IoT platform APIs, naming schemes and policy models, because such 
agreements with the platform operators may contain restrictions regarding the use or 
dissemination of documented information, and possibly derivative software or information, such 
as the translation/matching matrix itself. Also, the agreements should be assessed prior to 
commercial exploitation for possible restrictions of commercial use.  

4.1.3. Distributed middleware services (SECaaS) 
In earlier Deliverables such as D1.1,7 the term “distributed middleware” – taken from the DoA – 
was used to describe the collection of services to be offered by SecureIoT. However, that 
terminology was not used after D1.1 to describe a combination of services. Thus, and as shown 
above in Figure 1, the description in this Deliverable will instead focus on the individual services 
and components developed in SecureIoT. These include the Risk Assessment Service, the 
Compliance Auditing Service and the Development Support as use case or customer-facing 
services, and the data collection, data analysis tools, the global data storage and IoT Security 
Knowledge Base as components not directly facing the use cases or customers.  

Most of these services and components will be described hereinafter, but as not all services and 
components would necessarily invoke legal requirements, we decided to shorten the 
descriptions in some instances to avoid unnecessary description without legal impact. 

4.1.4. Data Collection 
The SecureIoT security services will be data-driven8 for their analysis functions and for their 
predictions. Therefore, the data collection is at the heart of the SecureIoT project.  

This section will briefly describe the data collection architecture of the project without going into 
the details of the data categories that will be collected in the various use cases. The data 
collection in SecureIoT is done by probes polling data from the accessible sensors directly or from 

                                                      
7 Deliverable D1.1, sect. 1.1. 
8 Deliverable D1.1 p. 10. 
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data aggregators on the respective platform via some interface.9 This data collection is done by 
so-called “Elastic Beats”, which are the “data shippers”10 for the Elasticsearch and Logstash 
systems used for further data processing. These Beats were chosen because they are 
“lightweight” (i.e. using little system resources), open source and “can be installed at different 
nodes of a distributed system, including devices of an IoT System.”11 Furthermore, the “Sematext 
Logagent”12 software will also be used to collect and transfer data from the sensors of the IoT 
devices to the SecureIoT storage servers. 

The data transfer to the SecureIoT storage will be initiated by the probes in all cases, i.e. the 
elastic beats, and data will be pushed to the SecureIoT storage rather than pulled by the 
SecureIoT servers.13 

So far, Deliverable D3.3 only specifies in sect. 3.2 that the Sematext Logagent supports SSL 
“authentication”, but nothing is said with regard to the Elastic Beats. It should thus be further 
specified whether this SSL authentication includes both encryption of the data stream and secure 
identification of the sending and receiving end-points, and whether the same level of security is 
also supported by, and may be implemented for Elastic Beats. 

Furthermore, it should be specified whether access to the data streams of could be restricted 
only to receiving end-point that have been securely authenticated, and have the right to access 
the data streams. 

Another aspect that was stressed in the DoA and in D3.314 is the “intelligent”, “adaptive” and 
“context-aware” implementation of the data collection. However, while no further information 
on this specific aspect is contained in the published deliverables, D3.3 gives some further insight 
into the concept of configurability of the probes.15 It is an especially interesting feature16 of the 
SecureIoT data collection infrastructure that the probes can be reconfigured even after their 
deployment based on policies and rules enforced by the SecureIoT services. The example that is 
used in D3.3, i.e. the reconfiguration of a probe based on the “fulfilment of rules or classification 
of information”, suggests that the probes can be configured on short notice to start or stop 
collecting data from particular sources, particular data categories, or to change the frequency of 
data polling and transmission. 

It should be specified in later Deliverables whether it is also possible – and intended in 
SecureIoT – to configure the probes to perform some pre-processing of the data-stream before 

                                                      
9 Deliverable D3.1, Figure 3. 
10 See https://www.elastic.co.  
11 Deliverable D3.1, sect. 3.2. 
12 Deliverable D3.1, sect. 3.2. 
13 Deliverable D3.1, sect. 3.2. 
14 Deliverable D3.3, sect. 1. 
15 Deliverable D3.3, sect. 2.2. 
16 Deliverable D3.3, “Step 4” at the end of sect. 2.2. 
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transmission to the SecureIoT storage. This might entail replacing certain identifiers (e.g. user-ID 
or other personal data) with dynamic pseudonyms (e.g. session- or time-specific numeric strings 
that cannot be traced back to the original identifier and that change for every session or time 
unit). This might also be an aggregation of data where feasible, such as data from several devices 
or aggregating sensor data from a single device over a specific period. In Deliverable D3.1, it is 
mentioned in Sect. 4.1.1 that “edge analytics components” would have the aforementioned pre-
processing capabilities. However, it remains unclear whether such edge analytics components 
could be deployed in any use case where such pre-processing might be necessary, e.g. for 
compliance with data protection requirements. 

4.1.4.1. Data set properties 
Each data set that will be collected in the course of the monitoring and data collection efforts 
of the SecureIoT project will have its own properties.17 These properties will differ dependent 
on the context of the data collection, its source, the data categories and other properties. 
These properties attached to a specific data set may usually have large impact on the legal 
classification of data and the assessment of the specific usability of the data set. The data 
management plan outlined in Deliverable D1.3 already holds the specific categories of 
properties that may be attached to the data used in the SecureIoT project.18 

This concept of assigning specific properties (or “attributes”) to the collected data sets was 
specified largely in Deliverable D4.1 and the SecureIoT data model in its sect. 2.3.4.2 and Annex B. 
While many of the attributes that can be attached to a data stream or data set are purely 
technical in nature, some attributes are very relevant for the further legal assessment and shall 
be briefly described here. For an assessment of the legal requirements and possible 
consequences of the processing of specific data, it will be necessary to know the nature, or 
category, of data that is being collected and processed. Also, as lawyers often think in different 
categories than engineers, it will be necessary to attach an attribute containing not only a human 
readable description of the data type, but one that can be understood by lawyers. In the 
SecureIoT data model, each data set or stream may either have an attribute called “DataKind”19 
or “quantityKind”,20 which is an abstract classifier of kind of quantity of the values collected in 
that respective data set or stream. Either of these attribute could be used to add a description of 
the data that may be interpreted in legal terms. 

The use of this description of data will become very important for the legal assessment, because 
most other Deliverables, e.g. D3.1, focus more on the technical aspects of the data and its 
processing. The examples given in the first column of Tables 1-3 of D4.1 concerning the “data 
understanding” already come very close to the descriptions needed for a legal assessment. 

                                                      
17 Deliverable D1.3 p. 8-10. 
18 Deliverable D1.3 p. 9-10. 
19 Deliverable D4.1, sect. 2.3.4.2. 
20 Deliverable D4.1, Annex B, Table 6. 
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For the concrete descriptions of the collected data categories, the use of combined category 
descriptions (e.g. “network data”, “system information”) should be avoided. Instead, the actual 
informational content of the data should be described (e.g. CPU load, logged-in user IDs, log-
in/log-out time, executed user commands). Thus, the level of detail of the data category 
descriptions used in the “data understanding” tables should be maintained or even surpassed. 

In Deliverable D3.1, Sect. 3.1.1 and especially in Figure 6, another attribute is described that 
should be of great importance for the legal assessment. In relation to IoT Assets, there is a 
“company” attribute available that could also be enhanced by a description of the relationship 
between the IoT Asset and the company. In Figure 6, the example of the relationship “owns” is 
given. Such relationship information could be included in the SecureIoT asset databases and 
would most likely need to be filled in by the use case or customer of SecureIoT. This information 
could prove very helpful or even necessary to perform a legal analysis of the compliance of 
specific aspects of the project. 

It should be further specified in later Deliverables how this information about the “company” and 
its relationship with the IoT Asset could be used to integrate the concept of the use of attributes 
for assets and data with the legal concepts introduced later in D5.4.21 There is of course a 
distinction in the terminology, whereas “owns” in a legal context would usually refer to property 
rights while the same word used in a technical context may refer to someone having 
administrative access to something or having started a process. Thus, the project partners should 
be aware of the context-sensitive meaning of such relationship descriptions and attributes. The 
relationship between a legal or natural person and an IoT Asset should be described in more 
specific terms than it is foreseen at the moment (in Deliverable D3.1). For example, the possible 
relationships could be extended to “is the property of”, “operates”, “is responsible for”, “may 
use”, “has access to” or other categories that could be easier translated into legal categories. 

4.1.4.2. Collection levels: Cloud/Core-Level vs. Edge/Fog-Level vs. Device/Field-Level 
The data used for the security analysis in the SecureIoT services could be collected at all levels 
(cloud/core, edge/fog and device/field level) of an IoT installation using the deployed elastic 
beats. 

From our understanding, the probes mentioned above may be used to monitor and record all 
network traffic, both meta-data and content, on whichever network they are deployed, including 
any public telecommunications network they have access to. It should therefore be elaborated 
in due course of the project exactly what network data is monitored and recorded in each specific 
situation. 

4.1.5. Data Storage 
Another major and important component of the project is the storage of data. The data storage 
infrastructure and policies are described in Deliverable D3.1 in sect. 3.4. The first policy stated in 

                                                      
21 Deliverable D5.4, p. 16ff. 
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that section is that the data collected from connected IoT systems should be stored 
“permanently.” The published Deliverables, especially D3.1, currently do not consider any 
specific data retention periods or means to implement any data retention control instrument. 

The technical infrastructure of the SecureIoT data storage will be based mainly on MongoDB and 
Elastic Search.22 From the discussions with the project partners, we learned that this data storage 
infrastructure could be deployed on most hosted servers or IaaS providers using hosting packages 
that are readily available in the market. Therefore, the physical location of the data storage and 
the security measures could be adapted in conjunction with the choice of an appropriate hosting 
service provider. 

As for the MongoDB and Elasticsearch storage infrastructure itself, a list of relevant security 
features is also included in D3.1. Elasticsearch as the “frontend” for access to the MongoDB 
databases allows the setup as a “multi-tenancy” infrastructure.23 This – we assume – includes a 
clean and technically secure separation of the data collected from different use-cases – or later: 
customers – and a clean separation of the access rights. Thus, it should not be technically possible 
for one use-case or customer to gain access to data collected from another use-case or customer 
without being specifically granted access. 

The storage infrastructure further supports role-based access controls, “down to the field level”.24 
This could be used in SecureIoT to ensure access to such data that requires protection is restricted 
to the specific legal and natural persons that need such access. From our understanding of the 
above quote, the granularity of the access controls would even allow restrictions on the level of 
a single data stream for each single device. That could allow implementation of access restrictions 
based on the policy sets developed in T5.2, the compliance auditing service.  

In addition, the storage infrastructure supports encryption for data in transit.25 While nothing is 
said about encryption of the data at rest, it would be reasonable to assume that such encryption 
could nonetheless be implemented at least on the level of the file system or the storage hardware 
of the underlying server, achieving at least some degree of protection against unauthorized 
access. 

The feature of using “Logstash fingerprint filters” to replace identifiers or sensitive data with 
other values be it random or systematic values (like the hash values given as example in the 
Deliverable). We assume that this feature would, if necessary, also be controllable by the policy 
engine implemented by the Compliance Auditing Service. It is also our understanding that this 
replacing of values could be set to permanently delete the original values, and that this could be 

                                                      
22 Deliverable D3.1, sect. 3.4. 
23 Deliverable D3.1, sect. 3.4. 
24 Deliverable D3.1, sect. 3.4. 
25 Deliverable D3.1, sect. 3.4. 
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done as the first step of processing before storing the data in the database or processing that 
data further, including its transmission to third parties. 

4.1.6. Data Analysis 
The data analysis in SecureIoT is intended to follow the CRISP-DM reference model as described 
in Deliverable D4.1.26 This model focusses on bringing together the technical methods of data 
analysis with the knowledge and understanding of the business and its requirements. Some of 
the steps described in sect. 2.2.2 of D4.1, such as the description of data and its properties, would 
already have been done as part of the data collection process using the SecureIoT data model.27 
The use of this CRISP-DM reference model should allow and require a documentation of the data 
and its processing that contains information on the data categories, the purposes of processing 
and the necessity of the specific data categories for the purpose. This information could be used 
for a legal assessment of the lawfulness of the data processing. 

As it is pointed out in D4.1 sect. 2.3.2.1, WP3 and WP4 have jointly developed a template to be 
used for data collection and specifically to document the data understanding and descriptions of 
the data. This template should be used by the use cases to provide initial description of the 
collected data, giving an indication of the data use to allow a classification of the data in 
accordance with legally relevant categories. It is somewhat unclear at this point in the project 
whether the filled-out templates have been completed by the use cases and stored somewhere 
in the redmine project document repository. In the meantime, the legal assessment will be done 
based on the Tables 1-3 contained in D4.1, which have already been introduced in sect. 4.1.4.1 

The data analysis itself will both rely on statistical analysis algorithms, such as linear/non-linear 
regression, classification and clustering, and on supervised and unsupervised machine 
learning.28We understood from the above description that all data analysis for the SecureIoT 
services will be based on the specific context they were collected in and processed accordingly.  

4.1.6.1. Use of Artificial Intelligence  
For the analysis of data required for the predictive automated security risk assessment and 
mitigation service of the SECaaS Middleware supervised and unsupervised machine learning 
will be used.29 The machine learning forms an integral part of the predictive data analysis 
capabilities of the SecureIoT Framework. It shall enable the SecureIoT middleware to 
dynamically predict and anticipate the security behaviour of IoT systems and devices based on 
their past behaviour in similar contexts.30 

It should be further differentiated in due course of the project, in which areas of application 
unsupervised machine learning will be used. It may also be legally significant to elaborate on how 

                                                      
26 Deliverable D4.1, sect. 2. 
27 Deliverable D4.1, sect. 2.3.4.2. 
28 Deliverable D2.1, p. 55. 
29 Deliverable D4.1, sect. 2.3.2.1. 
30 Deliverable D1.1 p. 10-11. 
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the results from such unsupervised machine learning will be validated. Will there be automated 
measures used to test and validate the results of analysis done based on unsupervised machine 
learning, for example?  

4.1.6.2. Use of Big Data Analysis Algorithms 
Parallel to the artificial-intelligence backed data analysis, the SECaaS middleware will also 
make use of big data analysis algorithms to dynamically predict and anticipate the security 
behaviour of IoT systems and devices based on their past behaviour in similar contexts.31 

In our understanding, this use of big data analysis can be applied – in theory – to combined data 
sets from all scenarios and all different IoT deployments, thereby leveraging the entire data pool 
as a source for the analysis and improving the prediction accuracy. 

With such a use of big data analysis, it may be relevant for a legal analysis to elaborate further 
on how the data set properties (see sect. 4.1.4.1) will be used to govern the big data analysis and 
possibly prevent some aspects of data processing that may be in violation of the law, or may lead 
to an out of context use of data that may in turn diminish the accuracy of predictions. 

4.1.6.3. Data analysis at device- or edge-level 
The data, which will be used within the above analysis processes will be gathered on field level, 
e.g. from smart objects and CPS systems, on fog-/edge-level, on enterprise level and on the 
systemic level, i.e. the SecureIoT platform itself.32 The analysis of data can also be performed 
as a distributed analysis between different entities within the SecureIoT framework and 
analyses on different of the above levels may be combined to form a hybrid analysis.  

The possibilities and limitations of data pre-processing at device-level were already described in 
sect. 4.1.4 of this Deliverable. As is already mentioned there, the specifics on what pre-processing 
of data could be done and will be done at device- or edge-level should be described in later 
Deliverables in more detail. 

4.1.7. Risk Assessment and Mitigation Service 
This section will briefly describe the Risk Assessment and Mitigation Service (RAS) that will be 
part of the SecureIoT SECaaS service offering. The description will, however, focus on the aspects 
that may be relevant for the legal assessment and not repeat the technical description of the 
service contained in Deliverable D5.1. 

The architectural view of the Risk Assessment Service in Figure 2 in sect. 3.1.1 of D5.1 let us 
conclude that all of the data processing necessary for the risk assessment is done on servers 
owned or controlled by the SecureIoT consortium, and not by the use cases or future clients. 

Two aspects of the Risk Assessment Service should be briefly described in more detail. 

                                                      
31 Deliverable D1.1 p. 10-11. 
32 Deliverable D2.1 p. 55. 
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4.1.7.1. Business impact calculation 
The RAS intends to offer a functionality to include business impact view besides the technical 
vulnerability view for IoT devices or entire systems that should help management to make 
decisions on improving security of the employed devices or systems. This functionality is 
described on a high-level in sect. 4.1.2-4.1.3 of D5.1. It allows – via a detailed questionnaire – 
businesses to classify devices based on their criticality for businesses processes. This classification 
includes the possibility to define financial values of potential loss, if any one of the IT-security 
goals (availability, confidentiality, and integrity) is compromised. 

While this functionality could give a tangible added benefit for the use cases or later customers, 
it is – at this point – mostly reliant on financial figures provided by the use case or customer. This 
may negate the value of this functionality, if businesses do not have any knowledge of the 
potential loss in case of interruptions of their business processes. Nonetheless, such financial 
impact figures may also be very useful for other services that perform a protection requirements 
assessment, such as prescribed by ISO27002 or BSI-IT-Grundschutz 200-2. 

It should be specified in later Deliverables whether this functionality shall be implemented as a 
standard feature of SecureIoT SECaaS. Also, it should be discussed whether a lack of knowledge 
of the customers about their own business processes and potential losses could be compensated 
in the functionality of the software by establishing averages or best guess values from the 
previous experiences gained from offering the software in the market. Furthermore, it should be 
specified whether these financial impact figures could be used also for other SecureIoT SECaaS 
services, particularly for the creation and adaptation of policies in the Compliance Auditing 
Service. 

4.1.7.2. Enumeration of handled threats 
One of the properties of the SECaaS service that is already mentioned in the available 
documents is the concept of defining the threats that will be handled by SECaaS as an 
exhaustive positive list.33 By this approach, the threats against IoT deployments will be divided 
in two groups, the handled threats, and – apparently – unhandled ones. 

From our understanding, this approach is taken to ensure the project will be able to focus more 
on the quality of the predictions made from the available data, rather than attempting to cover 
a greater multitude of threats at the expense of the prediction quality. 

Furthermore, a classification as an unhandled threat may – as we understand it – also be 
derived from an economic assessment of the threat, its risk and the cost of protecting against 
it. Thus, any single threat may remain unhandled by SECaaS, if and as long as the potential gain 
in security is outweighed by the specific costs of implantation of the necessary security 
measures. 

                                                      
33 Deliverable D2.1 p. 12. 
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4.1.8. Compliance Auditing Service 
Furthermore, the SecureIoT framework will entail a security compliance auditing service, which 
will provide operators with information about the compliance of an IoT device or system with 
given security policies. The SecureIoT Compliance Auditing Service (CAS) is described in detail in 
Deliverable D5.4. As described in sect. 2.2 of D5.4, the CAS will allow the creation and 
management of policies and rules intended to control data flow and data usage, as well as the 
use of security controls in case of attacks or breaches. According to the description and Figure 5 
of D5.4, the CAS will allow policy creation based on multiple sources. The User interface would 
allow use cases or customers to define policies on what data should be collected, how specific 
data may be used and SecureIoT-based controls should be implemented for a specific IoT-
deployment. At the current stage of development, both the definition of the policies and the 
modelling of (machine-readable) rule sets based on these policies will require human effort, 
because – due to the complexity of this task – there is currently no automated solution that would 
be able to perform this rule modelling.34 One major objective of the CAS is therefore currently to 
find and describe a method of simplifying the modelling of legal requirements (such as from GDPR 
or NIS) first into policies and then into rule sets, maybe even to a point where some measure of 
automation would become possible, even if only theoretically, based on the design of the service. 
It is our understanding that the entire endeavour towards a measure of automation would 
require several stages of “translation” or modelling, from the legal requirements contained in 
laws and regulations to the legal policy implementing them at company-level, then to the 
technical policies transposing the legal policies, and finally modelling machine-readable rule sets 
from the technical policies to allow automation and auditing. The technical policies and rule sets 
could then also be used as input for other aspects of the SecureIoT SECaaS, controlling data 
collection, processing (including pre-processing, such as anonymization), or the use of attack 
mitigation measures. 

It is further our understanding of Deliverable D5.4 that the relevant policy decisions in this 
context would be made by the legal entities legally responsible, e.g. the use cases or customers, 
via the policy management user-interface. The rules modelled after these policies could then be 
checked by the nodes defined in the CAS model as “policy decision points.”  

The technical details of the implementation of the CAS are elaborated in the further sections of 
D5.4. One aspect that may be noteworthy for the legal assessment is the fact that one of the 
main components of the CAS, the PaaSword tool, is written in Java.35 It is, however, unclear 
whether the tool specifically requires any Oracle Java components or whether open-source 
alternatives could be used as well. 

                                                      
34 Deliverable D5.4, sect. 1.1, p. 15f. 
35 Deliverable D5.4, sect. 4.1.4. 
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4.1.9. IoT Security Knowledge Base 
An IoT security knowledge base will be another integral part of the SecureIoT project. It is 
intended to offer support for security audits, risk assessments and support for programmers 
of different IoT entities, such as IoT devices, smart or virtual IoT objects, IoT platforms, or IoT 
services. The knowledge base is intended to offer support on all applicable levels, ranging from 
device-level, over edge/fog-level to cloud-level.36  

The Secure IoT Security Knowledge Base is a set of databases storing and providing structured 
security information. Its main goal is to combine assets used in IoT deployments of the use cases 
with relevant security information from publicly available sources, such as CVE, Mitre, CPE, 
CAPEC and others.37 The security information would be downloaded from these sources by an 
automated application, the “CTI-Crawler” (CTI = Cyber Threat Intelligence).38 It is, however, 
unclear whether the information is crawled from a database in such form that substantial parts 
of the database are duplicated on SecureIoT servers or whether hyperlinks to the original content 
are used instead. This automatically acquired information would then be enriched with further 
information created in the SecureIoT project. The combined information would then be made 
available to users for configuration and visualization, and to the Risk Assessment Service and the 
Security analytics mechanisms in SecureIoT itself.39  

4.1.10. Multi Sided Market Platform 
A multi-sided market platform (MSP), offering access to IoT security services and policies for 
different IoT use cases and applications, will be established.40 This is to ensure a widespread 
use of the project’s results in the scope of decentralised applications, which involve 
decentralised applications. Also, the MSP will enable its participants to contribute additional 
algorithms and building blocks to the project’s architecture. 

The project will ensure the sustainability of the MSP, as well as its use by relevant stakeholders 
to cater for SecureIoT’s exploitation strategy. In this context, the project’s security services will 
be offered to existing communities and ecosystems.41 This offering will start from communities 
where SecureIoT project-partners are actively involved, such as FIWARE, IoT-EPI and AIOTI. It 
will then be expanded to the IoT ecosystems of the SecureIoT project-partners’ commercial 
platforms. Eventually, the MSP will enable third party security experts to offer new security 
services and techniques, as soon as they are aligned to the SecureIoT security architecture. 

                                                      
36 Deliverable D1.1 p. 10-11. 
37 Deliverable D5.10, sect. 1.1. 
38 Deliverable D5.10, sect. 3.2.3. 
39 Deliverable D5.10, sect. 3.2.1 and Figure 1. 
40 Deliverable D7.1, sect. 1. 
41 Deliverable D7.1, sect. 3.3. 
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4.2. Description of Multi-Vendor Industrie 4.0 
There are three Usage Scenarios that will be addressed in SecureIoT, one of which is the Multi-
Vendor Industrie 4.0 Scenario. This Usage Scenario is established in the industrial IoT setting of a 
factory, in which a machine an injection moulding machine42 is equipped with multiple sensors 
collecting data of the moulding process (first use case). This machine is controlled by a worker 
wearing a head mounted display (second use case).The details of the use cases shall be briefly 
described in the following sub-sections. 

4.2.1. Injection moulding machine 
In this use case, the SecureIoT services should be used to recognize errors in the machine setting 
that could result from unintentional misconfiguration or intentional attack. The use case is 
described in Deliverable D6.3 in sect. 1.2.2. There is currently no final and comprehensive listing 
of the data categories collected and processed for the aforementioned error recognition, but we 
gathered from the Figures 1.2.3 and 2.1.2 in D6.3 that (at least) the following data categories are 
collected and processed: 

 Piston movement, filler outlet valve position, temperature and level of filler unit, 
temperature, pressure and level of the heated chamber, mould inlet valve position, 
temperature of moulding unit, position of mould outlet valve, external temperature 
and vibration. 

It should be further specified whether additional data categories are collected and processed for 
the purposes of SecureIoT, for example data collected from the probe agent used to collect the 
machine data. Also, it should be specified whether any identifiers of the (human) machine 
operator, or data and time of the measurements of the machine data are collected and processed 
for SecureIoT purposes. 

For the purpose of the SecureIoT project itself, all data will be simulated and not collected from 
actual physical machines or human operators.43 In a later commercial exploitation of the project 
results, data would be collected from actual physical machines and human operators. For this 
purpose, SecureIoT probes would be placed within the corporate network of the use case 
operator.44 These probes would transfer the sensor data directly to the SecureIoT storage 
infrastructure. 

4.2.2. Head-mounted device 
It can be assumed that more and more workers in a plant will use a head-mounted device in 
the future. Workers, when equipped with head-mounted devices, receive constant feedback 
in all aspects of individual task execution. With the assistance of embedded cameras and object 
recognition, the devices are acting as ubiquitous context-aware information centres, 

                                                      
42 A description is included in Deliverable D6.3, sect. 1.2. 
43 Deliverable D9.1, p. 7; Deliverable D6.3, sect. 2. 
44 Deliverable D6.3, sect. 3.1. 
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instructing workers in tasks such as product assembly and in-plant navigation. Furthermore, 
the IoT devices can provide invaluable information about the manufacturing process to 
Manufacturing Execution Systems (MES), further automating the production pipeline and 
achieving better overall performance.45  

The use case involving the head-mounted display device is described in Deliverables D6.1 and 
D6.3 in more detail. The description in sect. 5.1.1, Figure 3 of D6.1 is of particular interest in terms 
of the data categories that would be used in a later commercial exploitation of the SecureIoT 
results. The data categories that may be used include also speech data collected from the 
microphone of the device.46 This voice/speech data should then be transferred to a third-party 
speech recognition service.47 Other than this, no data categories are specified so far for use in 
SecureIoT. 

It should be specified whether any voice/speech data is actually collected by SecureIoT probes 
and stored or otherwise processed on SecureIoT Servers. The data categories that are would be 
collected and processed in this use case should also be listed for a legal classification and 
assessment. 

4.3. Description of Connected Vehicles and Autonomous Driving 
Scenarios 

The second Usage Scenario in SecureIoT revolves around connected vehicles. The Usage Scenario 
and its use cases are described in Deliverable D6.1, sect. 5.2. The main source of data in this 
Usage Scenario would be the IDIADA IDAPT Onboard unit (OBU)48 that is connected to the vehicle 
and its various data busses and sensors. This architecture is further described in D6.9, sect. 1, 
detailing the use-cases of this usage scenario. 

The specific abuse cases that will be handled by SecureIoT are described in D6.1, sect. 5.2.2 and 
D6.9, sect. 1.1.1. Based on the general description of the use case, the information that is 
interesting for the legal analysis is contained rather in the abuse cases that are handled by 
SecureIoT, and for which data will eventually be processed on SecureIoT servers. As for the 
industrial IoT usage scenario above, no real data of actual persons outside the project will be 
used, but rather such data that was produced by the SecureIoT project members for this specific 
purpose.  

The data collected and processed are specified in D6.9, sect. 1.1.1 for the abuse cases starting 
with UC3.8. The use cases UC3.1-UC3.7 describe only the intermediary steps necessary to make 
the scenario work and the normal operations of the scenario, and therefore would not be subject 

                                                      
45 Deliverable D2.1 p. 13. 
46 Deliverable D6.3, sect. 2.1.1, p. 19. 
47 Deliverable D6.1 sect. 5.1.1. 
48 Deliverable D6.1, sect. 5.2.1.1. 
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to the legal compliance requirements of SecureIoT, but rather to the compliance requirements 
of the scenario itself. Therefore, they would not be in scope of this legal analysis. 

For the abuse cases starting with UC3.8, D6.9 describes the intended data use in sect. 1.1.1 on a 
rudimentary level. It should be assumed from the description that CAN bus data, GPS data and 
most other data collected from the OBU will somehow be relevant and used in SecureIoT. Taking 
further the “data understanding” in Table 2 of D4.1 into account, at least the following data 
categories will be used (also) for SecureIoT: engine rpm, distance travelled, steering wheel angle, 
GPS coordinates, vehicle speed, braking, throttle, vehicle heading, vehicle altitude, vehicle 
length, vehicle width, vehicle type, service provided, station type, status seat belts, status doors, 
status light, user profile. In addition, D6.1 mentions in Tables 11-16 that also performance data 
(“such as CPU usage”) of the OBU and a complete traffic dump of the network are collected. 

While most of these data categories are self-explanatory, the categories “service provided” and 
“user profile” stand out as not having a fixed meaning, and should therefore be explained in 
detail, especially the “user profile” category. It should also be explained further whether the 
“network data” is also used for SecureIoT or merely for the underlying scenario itself. If used for 
SecureIoT, it should be detailed what network interfaces are probed when collecting the 
“network data,” what other devices would be connected to the same network and may send 
unencrypted data on that network. Also, it should be detailed what kinds of data could be 
intercepted from the network about the driver and passengers of the car, e.g. whether such data 
may include information on the use of onboard entertainment, or even internet traffic generated 
by the passengers. 

Furthermore, it will be assumed for the legal assessment that all data would be transferred to 
the SecureIoT servers using the existing internet connection in the OBU or connected to it (e.g. 
smartphone connected to the car), and that all connections use secure transport layer 
encryption. It will further be assumed based on Figure 3 of D6.9 that the interface to the V2X 
connection of the vehicle is used (in SecureIoT) only for information collection and not for data 
transmission. 

4.4. Description of Socially Assistive Robots Scenarios 
This scenario will focus mainly on the integration of LUXAI’s QT robot in the iSPRINT 
CloudCare2U (CC2U) platform, which could then be used as a template for other socially 
assistive robots use cases. In this scenario, QT will be used to deliver personalized rehabilitation 
and coaching exercises, as part of wider (rehabilitation or coaching) programs, managed and 
delivered through CC2U. The integration between QT and CC2U can be directly realized, as 
CC2U is already a virtual robot interface for interaction with end-users, which will be replaced 
by QT. CC2U also already integrates a wide range of sensors and wearable devices (e.g., fitbit, 
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motion trackers) in order to accurately detect the users’ context and provide relevant 
personalized services.49 

The scenarios and use cases are described in more detail in Deliverable D6.1, sect. 5.3.2, and in 
D6.6, sect. 1 and 2. While not specifically mentioned in these Deliverables, it was nonetheless 
confirmed that one of the uses of the robots is the treatment of autistic children. The potential 
age of those children was not specified, therefore is will be assumed that children of all ages 
could be treated. 

The 
description of 
the abuse 
cases that 
would be 
handled by 
SecureIoT has 
taken a more 
generic 
approach for 
this usage 
scenario. The 
abuse cases 
intends to 
recognize 
abnormal data 
in the data sets 
collected for 
the normal use 
in the usage 
scenario. 
Therefore, it is 
assumed that 
SecureIoT 
collects and 
processes all 
data 
categories for 
the abuse case 
detection that 

recorded position of 8 motors over time 

                                                      
49 Deliverable D2.1 p. 42. 
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are also 
collected for 
the use cases 
themselves. It 
will therefore 
be assumed 
that only the 
data 
categories 
listed in in 
Table 6 of D6.6 
will be 
collected and 
processed for 
SecureIoT 
purposes. That 
means:QT’s 
Motor 
movements 

Games’ results ElapsedTimeSec, Completed, NoOfMoves & NoOfLevel 

Gestures and 
corresponding 
robot’s 
commands 

Name of the gesture, 

File of the gesture including the recorded position of 8 motors over time 

Environmental 
sensing 

movement: The boolean value from the PIR sensor 

illuminance: The double value of light intensity in lux 

temperature: The double value of the temperature in degrees Celsius 

humidity: The double value of the relative humidity as a percentage 

NG, LPG, CO: An integer value between 0 to 10 indicating the level of the three 
gases. The levels 1-10 are approximately logarithmic in terms of gas 
concentration. Level 0 indicates a value below the lower measurable 
concentration for every sensor. 

door_open: The boolean value from the door dry contact. True corresponds to 
the door being open 
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timestamp: The string with the time the message is sent, including time zone 
information  

Wearable 
sensing 

activity: Grouping elements 

IMA, ISA: The double values of the integral modulus of acceleration and 
integral sum of acceleration, both computed over a 10 seconds interval 

steps: The integer (long actually) number of steps since the installation of the 
system 

physicalActivity: The string describing the activity type (RESTING, WALKING, 
RUNNING, EXERCISING, NODATA) 

fall: The boolean result of analysing the accelerometer data for possible fall. 

timestamp: The string with the time the message is sent, including time zone 
information 

Visual sensing people: An array element holding the metadata from each face 

trackID: An integer uniquely identifying each face track 

x, y, width, height: The pixel, i.e. integer, values for the centre point (x,y) and 
the width, height of the face 

gender: The string representing the gender of the person (MALE, FEMALE) 

age: The integer value of the age of the person 

emotion: The string representing the emotion of the person (NEUTRAL, 
ANGER, CONTEMPT, DISGUST, FEAR, HAPPINESS, SADNESS, SURPRISE and 
UNKNOWN). The emotion status UNKNOWN is used in the case when the 
expression recognition algorithm is uncertain about the expression. This 
happens during the expression recognition of newly introduced face when the 
algorithm needs a few frames in order to take stable decision. This status can 
also happen when there are very bad lightning conditions or very high pose 
variation. 

positionConf, genderConf, ageConf, emotionConf: Doubles between 0 and 1 
representing the confidence of the face position and size, gender, age and 
emotion estimates. If the respective algorithms do not return confidence, use 
unity. 
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timestamp: The string with the time the message is sent, including time zone 
information 

Resting 
furniture 
sensing 

pressure: The boolean value indicating if someone is sitting or lying on the 
furniture 

IMA: The double value of the integral modulus of acceleration, computed over 
a 10 seconds interval 

timestamp: The string with the time the message is sent, including time zone 
information 

Vitals sensing SPO2: The integer percentage of the SPO2 value, provided by the Nonin pulse 
oximeter 

HR: The heart rate (integer number of heart beats per minute), provided by 
the Nonin pulse oximeter and the ThinkLabs One stethoscope 

HRV: The heart rate variation (reporting SDNN, which is the standard deviation 
of normal S1S1 interval) in ms, provided by the ThinkLabs One stethoscope 

systolicBP: The systolic blood pressure, provided by the Omron blood pressure 
monitor and the ThinkLabs One stethoscope 

diastolicBP: The diastolic blood pressure, provided by the Omron blood 
pressure monitor and the ThinkLabs One stethoscope 

meanABP: mean arterial blood pressure, provided by the Omron blood 
pressure monitor 

noninvBPPR: non-invasive blood pressure pulse rate, provided by the Omron 
blood pressure monitor 

timestamp: The string with the time the message is sent, including time zone 
information 

 

We assume again for the purpose of the legal assessment that all data transfers in this usage 
scenario between the different physical units (QT-Robot, Tablet, CC2U) as well as with the 
SecureIoT servers will use the already available internet connection at the patient’s home and all 
data transfer will use secure transport layer encryption. We further assume that no network 
traffic will be collected, as no such data collection intention is documented for this usage 
scenario. 
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Legal Analysis 

5. Compliance of overall project 
5.1. General Compliance relevant to the entire project 

5.1.1. Data Protection Law 
Data protection law is likely to be one of the main aspects of compliance in this project and for 
the later possible commercial exploitation. Data protection law, most notably the General Data 
Protection Regulation (Regulation 2016/679/EU) aims to protect natural persons from the 
processing of their personal data, if such processing would have detrimental effect on the 
natural person’s fundamental rights and freedoms. 

The protection afforded by data protection law is comprehensive and covers all situations, in 
which the rights and freedoms of natural persons may be infringed by data processing by 
another (legal) person. This results in a comprehensive catalogue of requirements and 
obligations that must be fulfilled by the data controller, i.e. the legal person processing data of 
another natural person. To make this catalogue of requirements and obligations better 
digestible, this Deliverable and the legal assessment will look at the different requirements of 
data protection law in the context of the various aspects of the SecureIoT project. 

This section will begin by looking at the general scope and applicability of data protection law, 
whereas sect. 5.2.1 will look at some overarching organisational aspects and analyse the 
possibilities of organising the project and its relations to third parties. The most important – 
and incidentally the most detailed – part of the data protection analysis will be done in 
sect. 5.3.1 where the data collection planned for SECaaS will be looked at, including the 
classification of data, the legal basis for processing and the resulting obligations. These three 
sections will contain the majority of the data protection analysis; the subsequent sections in 
contrast will only focus on very specific legal topics pertaining to that particular aspect of the 
project. 

5.1.1.1. Scope of data protection law and assessment of applicability 
The General Data protection Regulation (GDPR) is limited by both its territorial and its material 
scope. The territorial scope as determined by Art. 3 GDPR includes not only data processing 
within the European Union and data processing by data controllers or processors established 
in the EU, but also data processing by data controllers or processors established outside the 
EU, if the processing activities are related to ‘the offering of goods or services, irrespective of 
whether a payment of the data subject is required, to such data subjects in the Union’ or ‘the 
monitoring of their behaviour as far as their behaviour takes place within the Union.’  

The material scope as stated in Art. 2 GDPR is defined for the most part by the reach of 
‘personal data’. The GDPR applies wherever personal data is processed, regardless of the 
amount of personal data, the means of processing or intensity and risk for the rights and 
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freedoms of the data subjects. The few exceptions made by the GDPR are not worth 
mentioning in this context. 

Regarding the material scope of the GDPR, the assessment of the SecureIoT project, the project 
partners and the SECaaS services must take into account the two different situations of the 
research project; itself and the later commercial exploitation of the project results. 

5.1.1.1.1. Research phase of project 
As stated in Deliverable D9.1 and confirmed for the three different usage scenarios, all data used 
during the research stage of the project will be dummy data generated by digital twins of the 
actual set-up of the usage scenarios, or will be specifically produced for use in the project. Such 
dummy data that were not created by a person, but by software mimicking the behaviour of a 
person, are by definition not attributable to a natural person, and therefore not in the material 
scope of the GDPR. Therefore, the material legal requirements of the GDPR would generally not 
apply to the processing of such dummy data. 

Insofar as data are not generated by software used in a digital twin, but rather by a person 
(usually a member of the SecureIoT team) performing either scripted actions to generate a 
specific desired set of data, or performing random actions to generate random data sets, the 
situation is not as clear. 

On the one hand, it can reasonably be assumed for random or scripted actions performed by a 
person to generate data that the individual person is not identifiable. Instead, it may be 
reasonably assumed that any person would perform scripted actions in an identical manner, and 
that random actions (e.g. “drive around this area for one hour and take whatever route you like”) 
would not by itself lead to the identification of a person either. 

On the other hand, however, the GDPR requires (recital 26) to take into account all additional 
information that is reasonably available. In this case, this would include the knowledge of the 
team members involved in each usage scenario, and the respective entries in the project time 
sheets. In connection with this additional information, it would most likely be possible to identify 
the person who generated the data. 

Recommendation 2 - Preserving the anonymity of test data 

If test data for research purposes is generated by people instead of software, the project partners 
should take measures to ensure such test data remain anonymous. Such measures may be as 
simple as not documenting who (out of no less than five possible people) actually generated the 
data. This may also include allowing the use of (undocumented) external persons for such data 
generation, or combining human generated data with software generated data to such a degree 
that it becomes indistinguishable how the data were generated. 
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5.1.1.1.2. Commercial exploitation of project results 
In a later commercial exploitation of the project results, or even from the moment testing and 
validation switches from dummy data to an environment with real data, the legal situation 
changes completely with regard to data protection law. At least some of the data collected will 
be attributable to an individual person and would very likely make that person identifiable. Of 
course, the possibility of identifying an individual will be different for each usage scenario. Thus, 
the three usage scenarios in SecureIoT will be assessed separately in the later sections of this 
Deliverable D2.7. 

As a general remark for the entire project, however, the initial assessment stands that the 
SecureIoT services will fall within the material and territorial scope of the GDPR once real data of 
actual humans is involved. 

Recommendation 3 - Material scope of GDPR and application to SecureIoT 

The SecureIoT project, the project partners and the SECaaS services all fall within the material 
scope of the GDPR as soon as data collected from actual persons are processed in the project, 
especially data collected in the usage scenarios. 

Project partners should therefore prepare to comply with GDPR requirements before beginning 
to process such “real” data. 

GDPR also applies irrespective of the amount of personal data or the number of concerned data 
subjects. Therefore, if not in relation to the SECaaS services or the usage scenarios, the SecureIoT 
project and the project partners will invariably collect and process other personal data, be it that 
of suppliers and other contract partners or their employees, and will thus be subject to the GDPR 
in that regard as well. 

Recommendation 4 - Observe territorial scope (beyond EU) of data protection law 

The SecureIoT project, the project partners and the SECaaS services all fall within the territorial 
scope. The latter would even fall within the scope if operated from somewhere outside the EU, 
as long as the natural persons whose behaviour is observed are in EU territory. The project 
partners and the SecureIoT project also fall within the material scope of the GDPR, regardless of 
the result of the assessment for the data collection for the SECaaS services.  

5.1.1.2. Applicability of Member State national data protection laws 
The GDPR does not intend to regulate all aspects of data protection law, but allows within its 
scope some areas to be regulated by the Member States. Several so-called opening clauses in 
the GDPR specify the topics for which the Member States may pass specific rules. The specific 
rules must in turn be fully compliant with the GDPR and its principles, but may lay down more 
detailed rules than those in the GDPR. Such opening clauses include the areas of employment, 
the publication of depictions of a natural person, the organisation of the national data 
protection authorities and the rules on the appointment of a data protection officer. 
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Recommendation 5 - Possible application of national data protection law 

There may be some situations in the SecureIoT project, in which such national data protection 
law would apply. For example, national rules on employee data protection may apply. However, 
due to the specificity of such situations, the national legal requirements will be presented in the 
context of the respective processing situation. 

5.1.1.3. Appointment of Data Protection Officer (for the entire project or specific 
aspects) 

One of the questions of a general nature in the GDPR is the possible requirement to appoint a 
data protection officer (DPO) for the project. Pursuant to Art. 37 (1) GDPR a DPO must be 
appointed e.g., if the core processing activities of the controller or processor ‘require regular 
and systematic monitoring of data subjects on a large scale’ or if ‘special categories of data 
pursuant to Article 9’ are processed on a large scale. 

Member State law may hold additional cases, in which a DPO must be appointed. In Germany, 
for example, a DPO must be appointed as soon as ten or more people are regularly involved in 
processing personal data for the controller or processor. Other Member States are far less 
rigorous on the necessity to appoint a DPO. 

Recommendation 6 - Assess necessity of data protection officer 

The SecureIoT project and/or the project partners would need to appoint a DPO, if the further 
analysis of the intended data collection and processing for SECaaS will involve ‘regular and 
systematic monitoring of data subjects’ or the processing of special categories of data. However, 
as stated in Deliverable D9.1 and confirmed for the usage scenarios, the data processed during 
the scientific studies within the project will be dummy data or data specifically produced for this 
purpose. Therefore, as long as the data processing of SecureIoT does not (yet) fall within the 
scope of the GDPR, appointment of a DPO is not necessary. 

The requirement of appointing a DPO should be reassessed once the plans to use actual data 
instead of dummy data take a more concrete shape.  

5.1.1.4. Existing certifications of the project partners, e.g. under an applicable ISMS 
standard (such as ISO27001), or general technical and organisational measures 

The GDPR requires the implementation of adequate technical and organisational measures to 
safeguard the processing of personal data. These requirements can be fulfilled to a substantial 
extent by an Information Security Management System (ISMS), such as pursuant to the 
ISO27001 family of standards. 

Recommendation 7 - Assess existing certifications (ISO27001, etc.) 

If one or more project partners were already certified in accordance with ISO27001, this would 
simplify the analysis of compliance with the data protection requirements in regard greatly. We 
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may therefore urge the project partners to report any such certification to the consortium, 
including the specific scope of that certification. 

So far, there were no notifications of existing certifications. Nonetheless, the further assessment 
of information security management in the project will continue based on the ISO27001 family 
or its derivatives, such as the German BSI IT-Grundschutz standards. 

5.1.1.5. General awareness of the project partners and their employees of the legal 
requirements under data protection law 

As another general aspect of compliance with the GDPR, it will be a very important task to 
create awareness of the applicable legal requirements both on the level of the project partners 
and with all employees of the project partners working on the SecureIoT project. This may be 
not a specific aspect in the SecureIoT project, and most project partners would collect and 
process personal data outside their involvement in SecureIoT and therefore already have some 
awareness among their employees. It is, however, a sensible measure to address this aspect 
early in the project with all project partners. 

With regard to the requirement pursuant to Art. 29 GDPR to ensure that any person acting 
under the authority of one of the project partners complies with data protection law, it would 
be highly recommended to collect and analyse the measures taken by the individual project 
partners to create awareness for data protection law in general and the requirements 
pertaining to the SecureIoT project in particular. This may even help to generate a common 
understanding and common set of measures that may be used by all project partners to 
establish a project-wide standardized approach. 

Over the first half of the project, we have seen a steady increase in the general awareness of the 
project partners. The issues that might possibly raise data protection questions were generally 
discussed with DWF. Some of the issues – or perceived issues – were solved in the discussions 
with the respective project partners. This modus should be maintained to solve possible issues 
at the earliest possible time. 

5.1.2. Telecommunication specific requirements 
Another major aspect of this project lies within the communication between the devices, the 
services and the SECaaS-platform. As data will be exchanged digitally the question raises, 
whether telecommunication laws apply and if so, to which extent? In particular, it is to be 
assessed if and when project participants can be classified as provider of electronic 
communication networks or electronic communication services and which requirements, risks 
and restrictions will apply in such case. It is of importance to raise awareness of the general 
legal requirements and their respective implications in the individual cases. 

In order to avoid redundancies through the course of this document, the elaborations within 
this chapter will be of general nature and concern the applicable rules and regulations and 
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their respective requirements. The individual components of the project will be analysed – to 
the extent possible – in the subsequent chapters. 

5.1.2.1. Classification as provider of electronic communication networks 

5.1.2.1.1. Communication Network 
In order to assess if a project member is to be classified as provider of electronic 
communication networks as regards their contributions to the SECaaS Platform or the 
SecureIoT Project in general, the meaning of the term “electronic communications network” 
is to be defined. It is then to be assessed, which parts of the project will fall under this definition 
and by which participants these will be operated. 

Point (a) of Article 2 of Directive 2002/21/EC defines Electronic communications networks as 

“transmission systems and, where applicable, switching or routing equipment 
and other resources which permit the conveyance of signals by wire, by radio, 
by optical or by other electromagnetic means, including satellite networks, fixed 
(circuit- and packet-switched, including Internet) and mobile terrestrial 
networks, electricity cable systems, to the extent that they are used for the 
purpose of transmitting signals, networks used for radio and television 
broadcasting, and cable television networks, irrespective of the type of 
information conveyed”. 

This definition was also adopted by Directive (EU) 2016/1148. 

There is no doubt that within the SECaaS-Platform systems capable of transmitting data will be 
employed. However, it is to be asked whether these systems are transmission systems within 
the meaning of said directives. Both directives do not contain a definition of the term 
transmission system. 

A definition of the term “transmission system” can be drawn from the distinction between 
electronic communications networks and electronic communication services, as used in the 
same said directives, and in particular from the definition of the term “telecommunications 
infrastructure” as used by point a) of Art. 2 para. 2 of Regulation EU 283/2014, though. 

An “electronic communication service” is defined as 

“service normally provided for remuneration which consists wholly or mainly in 
the conveyance of signals on electronic communications networks, including 
telecommunications services and transmission services in networks used for 
broadcasting, but exclude services providing, or exercising editorial control 
over, content transmitted using electronic communications networks and 
services; it does not include information society services, as defined in Article 1 
of Directive 98/34/EC, which do not consist wholly or mainly in the conveyance 
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of signals on electronic communications networks” 
(Art. 2 point (c) of Directive 2002/21/EC). 

Thus, electronic communication services are services, which are provided within a technical 
infrastructure that is utilised for the conveyance of signals. A transmission system therefore 
must be construed as any technical infrastructure that is used for the conveyance of signals. 
This construction of the terms “electronic communication infrastructure” and “electronic 
communication services” is in line with the general principles of Directive 2002/21/EC, which 
aims at distinguishing between a regulation of transmission – and therefore a regulation of 
infrastructure – and the regulation of the (transmitted) content. 

“It is necessary to separate the regulation of transmission from the regulation 
of content.” 
(Recital (5) of Directive 2002/21/EC) 

This legal classification has not been changed or superseded by Regulation EU 283/2014. This 
regulation introduced the term “telecommunication infrastructure”, which is defined as 

“broadband networks and digital service infrastructures” 
(Art. 2 para. 2 point (a) of Regulation EU 283/2014). 

Insofar broadband networks are defined as 

"wired and wireless access networks, ancillary infrastructure and core networks 
capable of delivering very high speed connectivity” 
(Art. 2 para. 2 point (f) of Regulation EU 283/2014), 

in Regulation EU 283/2014, whereas digital service infrastructures are defined as 

"infrastructures which enable networked services to be delivered electronically, 
typically over the internet, providing trans-European interoperable services of 
common interest for citizens, businesses and/or public authorities, and which 
are composed of core service platforms and generic services” 
(Art. 2 para. 2 point (b) of Regulation EU 283/2014) 

by said Regulation, the term “telecommunication infrastructure” does not aim at introducing 
a new category of telecommunication hardware, subject to a specific regulation. Much more, 
“telecommunication infrastructure” is to be construed as a generic term, which encompasses 
the hardware used for conveyance of signals, as well as telecommunication services using the 
hardware infrastructure. 

As, under these definitions, a telecommunication network is any infrastructure, which is 
suitable for conveying data, by either wire or wireless, and is used for this purpose, it can be 
concluded that the term has an extensive scope. However, the definition shall only encompass 
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such networks, which are, at least, also used for conveyance of data that does not stem from 
the provider of the infrastructure. 

This conclusion can be drawn from the regulatory distinction between an “electronic 
communications network” and a “public communication network”. The latter is defined as 

“an electronic communications network used wholly or mainly for the provision 
of publicly available electronic communications services” 
(Art. 2 para. 2 point (d) of Regulation 2002/21/EC). 

Thus, a public communication network is any electronic communication network that is used 
for the conveyance of data of any third party. Provider of such network is, whoever establishes, 
operates or controls the network or makes it available. 

“’provision of an electronic communications network’ means the establishment, 
operation, control or making available of such a network.” 
(Art. 2 para. 2 point (m) of Regulation 2002/21/EC) 

The above distinction is relevant to the extent that in most cases additional regulatory 
requirements, such as security requirements, are solely applicable to providers of public 
communication networks. 

5.1.2.1.2. Public Communication Network 
Therefore, it is to be assessed whether SECaaS or other parts of the project can be classified as 
‘public’ communications network in the context of any of the given scenarios. Elaborations on 
these particular requirements will be made in the following sections. 

However, it is to be noted that none of the regulations and directives cited above provides a 
precise definition of the term “public”. In fact, as regards telecommunications-related 
regulations, the term “public” has been discussed only in connection with the Directive 
90/388/EEC on competition in the markets for telecommunications services. This Directive 
preceded the abovementioned Directives dated as of 2002 and has been repealed by 
Commission Directive 2002/77/EC50. Concerning Directive 90/388/EC, the European 
Commission filed a Communication to the European Parliament and the European Council on 
the status and implementation of said directive on October 20th 199551. 

The Commission pointed out that the term “public”, which also was not defined within 
Directive 90/388/EC, is to 

“be understood in its common sense: a service for the public is a service 
available to all members of the public on the same basis. 

                                                      
50 https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32002L0077&qid=1537783138384&from=EN 
51 Document available in the Official Journal of the European Communities, File-No. 95/C 275/02; https://eur-
lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:C1995/275/02&qid=1537272358111&from=DE .  
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Particular examples of services which should not be considered ‘for the public’ 
and thus should not be made subject to special or exclusive rights, are those 
provided over corporate networks and/or to closed user groups. Corporate 
networks and closed user groups (CUGs) cover a number of telecommunications 
services, both voice and data.” 
(File-No. 95/C 275/02) 

The Commission also elaborated on the definition of a closed user group. It stated that closed 
user groups are 

“those entities, not necessarily bound by economic links, but which can be 
identified as being part of a group on the basis of a lasting professional 
relationship among themselves, or with another entity of the group, and whose 
internal communications needs result from the common interest underlying this 
relationship. In general, the link between the members of the group is a 
common business activity.” 
(File-No. 95/C 275/02) 

Albeit any of the regulations cited and analysed above expressly implemented this definition, 
it can still serve as a guideline for the assessment whether an electronic communications 
network is public or not. This applies in particular to the extent that none of the regulations 
and directives, which entered into force after Directive 90/388/EC, contains provisions, which 
expressly contradict the aforementioned interpretation of the term “public”. Much more, all 
telecommunications-related rules and regulations, which entered into force after 
Directive 90/388/EC, make use of the same definitions of the term “public electronic 
communications network” as Directive 90/388/EC. 

5.1.2.2. Classification as provider of electronic communications service 
It is also to be assessed whether SECaaS can be classified as an electronic communications 
service. If so, according regulations may apply to the respective providers of SECaaS. 

An “electronic communication service” is defined as a 

“service normally provided for remuneration which consists wholly or mainly in 
the conveyance of signals on electronic communications networks, including 
telecommunications services and transmission services in networks used for 
broadcasting, but exclude services providing, or exercising editorial control 
over, content transmitted using electronic communications networks and 
services; it does not include information society services, as defined in Article 1 
of Directive 98/34/EC, which do not consist wholly or mainly in the conveyance 
of signals on electronic communications networks” 
(Art. 2 point (c) of Directive 2002/21/EC). 
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For the purpose of the legal assessment performed within this project-deliverable, two further 
questions concerning this definition need clarification. The first question is, what exactly 
“communication” means. The other question is, whether it must be distinguished between 
public and other communication services, as it is the case with electronic communication 
networks, or not. The other question is, what exactly “communication” means. 

5.1.2.2.1. Definition of the term “Communication” 
Under the definition of “electronic communication services” in Directive 2002/21/EG, virtually 
any service that enables the transfer of information on electronic communication networks, 
but does not provide editorial control over the transmitted information, falls under the scope 
of said directive and all directives referring to it. Therefore, an extensive applicability of this 
definition is conceivable. To avoid an excessive scope of the constituent element, it must be 
determined what exactly falls under the definition of “communication”. Only transfers of 
information that fall under the category of communication can be categorised as parts of 
“electronic communication services”. 

Albeit being used extensively in Directive 2002/21/EG, the term “Communication” is not 
defined by this directive. The same applies for the Directives 2002/19/EG, 2002/20/EG and 
2002/22/EG, which were enacted accompanying Directive 2002/22/EG. 

The so-called ePrivacy Directive, Directive 2002/58/EG, provides a definition of the term 
“Communication”. Its Art. 2 para. 2 lit. (d) defines “Communication” as 

“any information exchanged or conveyed between a finite number of parties by 
means of a publicly available electronic communications service. This does not 
include any information conveyed as part of a broadcasting service to the public 
over an electronic communications network except to the extent that the 
information can be related to the identifiable subscriber or user receiving the 
information” 
(Art. 2 para. 2 lit. (d) of Directive 2002/58/EG). 

Further definitions of “communication”, which are applicable to the legal aspects of the project 
that are assessed and discussed here, were not found. 

However, it should be noted that proposals for an ePrivacy Regulation, which shall replace the 
ePrivacy Directive, are being discussed. The current draft of the ePrivacy Regulation, dated as 
of May 4th 2018, Interinstitutional File: 2017/0003 (COD) (“ePrivacy Regulation Draft”), does 
not provide a definition for electronic communication services by itself. Rather, it makes 
reference to the Proposal for a Directive of the European Parliament and of the Council 
establishing the European Electronic Communications Code (“EECC Directive Draft”), currently 
dated as of June 29th 2018, Interinstitutional File: 2016/0288 (COD); Art. 4 para 1 lit. (b) 
ePrivacy Regulation Draft. 

Art. 2 para. 4 of the EECC Directive Draft defines “electronic communications service” as 
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“a service normally provided for remuneration via electronic communications 
networks, which encompasses 'internet access service' as defined in Article 2(2) 
of Regulation (EU) 2015/2120; and/or 'interpersonal communications service'; 
and/or services consisting wholly or mainly in the conveyance of signals such as 
transmission services used for the provision of machine-to-machine services 
and for broadcasting, but excludes services providing, or exercising editorial 
control over, content transmitted using electronic communications networks 
and services.” 

Apart from this exclusion of editorial content of linear broadcasts, the definition of the 
exchanged information or content is not limited to any specific type of content. The list in the 
draft Regulation serves only as examples and is not exhaustive. Most notably, the transmission 
of ‘data’ is not expressly included in the list, but is nonetheless included in the definition. 

With this broad approach, that does not exclude any type or format of information, the main 
limitation of this legal classification will be the context of the transmission. Whereas the 
current definition is limited to communication by means of a publicly available electronic 
communications service, the definition in the EECC Directive Daft refers to the definition of an 
electronic communications service that is defined as a service normally provided for 
remuneration via electronic communications networks.52 Further acknowledging the broad 
definition of electronic communication networks in the draft Directive, the only limiting factor 
remains that a service is normally provided for remuneration. This definition therefore pays no 
regard to the single situation of whether the specific party to a communication pays 
remuneration for the service, in the course of which the information is transmitted or received, 
but a general market view on the type of service is sufficient. Furthermore, the definition 
includes a list of examples of services that shall be included in the definition, including ‘internet 
access services’ and other ‘services consisting wholly or mainly in the conveyance of signals 
such as transmission services used for the provision of machine-to-machine services’. 

5.1.2.2.2. Distinction between “Public-” and “Private electronic communications 
services”? 

As regards electronic communication networks the currently applicable regulations and 
directives, but also the draft-versions for future regulations and directives, differentiate 
between public and private communication networks. In contrast to this, neither the currently 
applicable Directive 2002/21/EU, nor the current drafts of the ePrivacy Regulation or of the 
EECC Directive respectively provide definitions for private and public telecommunication 
services. Both are the only regulations applicable found to contain definitions of the term 
“electronic communication service”. 

                                                      
52 Art. 2 (4) of the draft Directive establishing the European Electronic Communications Code. See https://eur-
lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CONSIL:ST_10692_2018_INIT&from=EN. 
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Likewise, Article 13a para. 1 and 3 of Directive 2002/21/EG establish special requirements 
applicable solely to providers of publicly available electronic communications services. 

“1. Member States shall ensure that undertakings providing public 
communications networks or publicly available electronic communications 
services take appropriate technical and organisational measures to 
appropriately manage the risks posed to security of networks and services. 
Having regard to the state of the art, these measures shall ensure a level of 
security appropriate to the risk presented. In particular, measures shall be taken 
to prevent and minimise the impact of security incidents on users and 
interconnected networks. 

3. Member States shall ensure that undertakings providing public 
communications networks or publicly available electronic communications 
services notify the competent national regulatory authority of a breach of 
security or loss of integrity that has had a significant impact on the operation 
of networks or services.” 
(Article 13a para. 1 and 3 of Directive 2002/21/EG) 

In Art. 4 and 5 of Directive 2002/58/EG (‘ePrivacy Directive’) contain further requirements, 
solely applicable to providers of publicly available electronic communications services. 

Whereas Art. 4 of the ePrivacy Directive sets forth security requirements for publicly available 
telecommunications services, 

“1. The provider of a publicly available electronic communications service must 
take appropriate technical and organisational measures to safeguard security 
of its services, if necessary in conjunction with the provider of the public 
communications network with respect to network security. Having regard to 
the state of the art and the cost of their implementation, these measures shall 
ensure a level of security appropriate to the risk presented. 
 
2. In case of a particular risk of a breach of the security of the network, the 
provider of a publicly available electronic communications service must inform 
the subscribers concerning such risk and, where the risk lies outside the scope 
of the measures to be taken by the service provider, of any possible remedies, 
including an indication of the likely costs involved.” 
(Article 4 of Directive 2002/58/EG), 

Paragraphs 1 and 3 of Art. 5 of the ePrivacy Directive provide general descriptions of 
confidentiality requirements within publicly available telecommunications services. 

“1. Member States shall ensure the confidentiality of communications and the 
related traffic data by means of a public communications network and publicly 
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available electronic communications services, through national legislation. In 
particular, they shall prohibit listening, tapping, storage or other kinds of 
interception or surveillance of communications and the related traffic data by 
persons other than users, without the consent of the users concerned, except 
when legally authorised to do so in accordance with Article 15(1). This 
paragraph shall not prevent technical storage which is necessary for the 
conveyance of a communication without prejudice to the principle of 
confidentiality. 

3. Member States shall ensure that the use of electronic communications 
networks to store information or to gain access to information stored in the 
terminal equipment of a subscriber or user is only allowed on condition that the 
subscriber or user concerned is provided with clear and comprehensive 
information in accordance with Directive 95/ 46/EC, inter alia about the 
purposes of the processing, and is offered the right to refuse such processing by 
the data controller. This shall not prevent any technical storage or access for 
the sole purpose of carrying out or facilitating the transmission of a 
communication over an electronic communications network, or as strictly 
necessary in order to provide an information society service explicitly requested 
by the subscriber or user.” 
(Art. 5 Para. 1 and 3 of Directive 2002/58/EG) 

Hence, special rules, which only concern providers of publically available electronic 
communications networks, are in place. This, in turn, means that even though no explicit 
distinction between public and private electronic communications services were found in the 
currently applicable regulation, special regulations are in force, which stipulate rules that are 
solely applicable to providers of publically available electronic communications services. 

As the term ‘public’ itself is not defined within the cited directives, the definition provided by 
the European Commission regarding Directive 90/388/EC is to be used in this context, also (see 
chapter 5.1.2.1.2). 

Thus, it needs to be assessed, to which extent the SECaaS-Platform can be classified as public 
communications service, as in this case, further regulations will apply.  

This, in return, means that even though the currently applicable regulation does not provide 
explicit definitions for a distinction between public and private electronic communications 
services, special regulations are in force, which stipulate rules that are solely applicable to 
providers of publically available electronic communications services.  
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5.1.2.2.3. Distinction between Electronic Communications Services and Information 
Society Services 

With regard to the definition of the term “Electronic Communications Network” provided in 
point (a) of Article 2 of Directive 2002/21/EC, the SECaaS Services and other parts of this 
project must also be assessed in the light of the definition for “Information Society Services”. 
Initially, Directive 98/34/EC provided a definition of the term “Information Society Services”. 
However, Article 10 para. 1 of Directive (EU) 2015/1535 repealed Directive 98/34/EC. Thus, 
the definition of “Information Society Services” provided therein is no longer applicable. 

Art. 1 No. 1 lit. b of Directive (EU) 2015/1535 has adopted the definition of “Information 
Society Services” from Directive 98/34/EC, within its definition for the term “Services”. 
Directive (EU) 2015/1535 defines “Service” as 

“(…) any Information Society Service, that is to say, any service normally 
provided for remuneration, at a distance, by electronic means and at the 
individual request of a recipient of services. 
 
For the Purposes of this definition: 
(i) ’at a distance’ means that the service is provided without the parties being 
simultaneously present; 
(ii) ’by electronic means” means that the service is sent initially and received at 
its destination by means of electronic equipment for the processing (including 
digital compression) and storage of data, and entirely transmitted, conveyed 
and received by wire, by radio, by optical means or by other electromagnetic 
means; 
(iii) ’at the individual request of a recipient of services’ means that the service is 
provided through the transmission of data on individual request.” 
(Art. 1 No. 1 lit. (b) of Directive (EU) 2015/1535, omissions by the author.) 

Directive (EU) 2015/1535 provides an indicative list of services, which are not covered by the 
above-mentioned definition, in its Annex 1. For the purposes of this Deliverable 2.6, the 
catalogue of “Services not supplied ‘at the individual request of a recipient of services’” in 
Annex 1 No. 3 to Directive (EU) 2015/1535 must be considered in particular. This part of the 
before-mentioned Annex 1 excludes all “Services provided by transmitting data without 
individual demand for simultaneous reception by an unlimited number of individual receivers 
(point to multipoint transmission)”. 

Therefore, all aspects and individual processes of SECaaS Services and other parts of the 
project will also be analysed regarding the modalities and structures of all potential 
transmissions of data. 
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5.1.2.3. Telecommunication secrecy requirements 

5.1.2.3.1. Current legal requirements and regulatory situation 
Telecommunication secrecy requirements are, at their heart, subject to Member State-law. 
The legal requirements are addressing providers of electronic communications networks and 
of electronic communications services alike. All measures only apply as long as the electronic 
communications network or service is publicly available.  
Art. 5 of Directive 2002/58/EC stipulates 

“1. Member States shall ensure the confidentiality of communications and the 
related traffic data by means of a public communications network and publicly 
available electronic communications services, through national legislation. In 
particular, they shall prohibit listening, tapping, storage or other kinds of 
interception or surveillance of communications and the related traffic data by 
persons other than users, without the consent of the users concerned, except 
when legally authorised to do so in accordance with Article 15(1). This 
paragraph shall not prevent technical storage which is necessary for the 
conveyance of a communication without prejudice to the principle of 
confidentiality.” 

As traffic data, which Directive 2002/58/EC defines as 

“any data processed for the purpose of the conveyance of a communication on 
an electronic communications network”, 
(Art. 2 para. 2 lit. (b) of Directive 2002/58/EC) 

falls under the scope of the telecommunication secrecy requirements, also , it must be 
considered that all data which is generated and transported through an electronic 
communications network is subject to telecommunication secrecy requirements. 

In this context, it also is crucial to note that Directive 2002/58/EC does not provide any specific 
requirements regarding the distinct technical measures that need to be taken in order to 
achieve the communications secrecy requirements. The same is very likely to apply for the 
national regulations, which are applicable in each respective Member State. Consequently, 
each technical measure whose application can ensure the fulfilment of telecommunications 
secrecy requirements may be implemented into the SECaaS Platform. In this regard Directive 
2002/58/EC and in general all laws basing on this Directive are technology agnostic.  
Therefore, also the choice between multiple technical measures that are equally suitable for 
achieving the aforementioned goals remains in the sole discretion of the respective 
communications network or communications service providers. 

Another result of the circumstance that no specific technical measures are dictated in order to 
meet telecommunications secrecy requirements is that the respective measures taken to 
ensure telecommunication secrecy need to be adapted, should they no longer fulfil the 
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abstract legal requirements. Hence, under current regulation, telecommunications secrecy is 
to be construed as a dynamic and constantly evolving legal requirement. 

5.1.2.3.2. An outlook on the future regulatory situation 
In its current state, the draft for a future ePrivacy Regulation contains provisions for electronic 
communications secrecy requirements. 

“Electronic communications data shall be confidential. Any interference with 
electronic communications data, including listening, tapping, storing, 
monitoring, scanning or other kinds of interception, surveillance or processing 
of electronic communications data, anyone other than the end-users 
concerned, shall be prohibited, except when permitted by this Regulation.” 
(Article 5 of the ePrivacy Regulation Draft) 

As regards the material scope of communication secrecy requirements stipulated in the 
drafted regulation, the general communications secrecy aims remain the same as under the 
currently applicable laws. In its current state also the Draft of the ePrivacy Regulation is 
technology agnostic, as the currently applicable laws already are. Thereby, it ensures that 
communication secrecy is achievable regardless of technological development. However, the 
draft of the ePrivacy Regulation does not solely refer to public electronic communications 
networks or services; hence, its overall scope will be wider than the current regulation’s scope. 

5.1.2.4. Specific requirements for technical and organisational measures 

5.1.2.4.1. Current legal requirements and regulatory situation 
Art. 13a of Directive 2002/21/EC and Art. 4 of Directive 2002/58/EC contain specific 
requirements regarding the application of technical and organisational measures. 

Art. 13a para. 1 of Directive 2002/21/EC addresses undertakings, which provide public 
communications networks or publicly available communications services. The regulation 
requires that each Member State ensure that 

“appropriate technical and organisational measures to appropriately manage 
the risks posed to security of networks and services” 

are taken by the respective undertakings. However, 

“Having regard to the state of the art, these measures shall ensure a level of 
security appropriate to the risk presented. In particular, measures shall be taken 
to prevent and minimise the impact of security incidents on users and 
interconnected networks.” 
(Art. 13a para. 1 of Directive 2002/21/EC) 
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In addition to the previously mentioned, Art. 13a para. 2 of Directive 2002/21/EC holds further 
requirements concerning undertakings which provide public communications networks. The 
Directive stipulates that Member states shall ensure that these undertakings 

“take all appropriate steps to guarantee the integrity of their networks, and 
thus ensure the continuity of supply of services provided over those networks.” 
(Art. 13a para. 2 of Directive 2002/21/EC) 

Again, the legal requirements are technology agnostic. Hence, the law prescribes no specific 
measures and the addressees of the regulation are free to choose in which way they will fulfil 
the legal requirements. 

Art. 13a para. 4 of Directive 2002/21/EC provides the possibility for the Commision to 
harmonise certain measures which must be applied by the undertakings referred to in para. 1 
and 2. The assessment did not reveal applicable harmonisations of measures. 

In addition to the provisions of Directive 2002/21/EC, Directive 2002/58/EC defines 
requirements for providers of publicly available electronic communications services. Pursuant 
to Art. 4 para 1 of Directive 2002/58/EC the aforementioned providers 

“must take appropriate technical and organisational measures to safeguard 
security of its services, if necessary in conjunction with the provider of the public 
communications network with respect to network security. Having regard to 
the state of the art and the cost of their implementation, these measures shall 
ensure a level of security appropriate to the risk presented.” 

The legal requirements set forth in Directive 2002/58/EC are technology agnostic. Hence, the 
Directive prescribes no specific measures and its addressees are free to choose in which way 
they will fulfil the legal requirements.  

However, unlike in Directive 2002/21/EC, Directive 2002/58/EC only demands the application 
of the measures described therein in cases where they appear appropriate in relation to the 
respective risk they are supposed to mitigate, the state of the art and the cost of their 
implementation. This requires an assessment on an individual basis if a certain measure is to 
be taken to mitigate a given threat to electronic communications services or electronic 
communications networks. 

5.1.2.4.2. Regulatory situation including the European Electronic Communications 
Code 

Art. 40 of the Directive of 11 December 2018 establishing the European Electronic 
Communications Code (“EECC-Directive Draft”)53 stipulates that Member States 

                                                      
53 https://eur-lex.europa.eu/legal-content/en/TXT/?uri=CELEX:32018L1972 
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“ensure that providers of public communications networks or publicly available 
electronic communications services take appropriate and proportionate 
technical and organisational measures to appropriately manage the risks posed 
to security of networks and services. Having regard to the state of the art, these 
measures shall ensure a level of security appropriate to the risk presented. In 
particular, measures, including encryption where appropriate, shall be taken to 
prevent and minimise the impact of security incidents on users and on other 
networks and services.  
ENISA shall facilitate in accordance with Regulation (EU) No 526/2013 […] the 
coordination of Member States to avoid diverging national requirements that 
may create security risks and barriers to the internal market.” 
(Art. 40 para 1 of the EECC-Directive Draft.) 

Unlike the legal provision of Directive 2002/21/EC, the EECC-Directive allows for a balancing of 
a given risk against the costs and efforts of the measures, which are technically required to 
mitigate the aforementioned risk. Thus, the EECC-Directive Draft provides a more flexible legal 
framework while still remaining technology agnostic. 

5.1.2.5. Specific requirements for software applications 
The requirements described in the preceding chapter 5.1.2.4 also apply for the creation of 
software, since the necessary technical measures can be taken on a hardware- or on a software 
basis as the case lies. 

During the assessment no additional solely telecommunication-law specific requirements for 
software applications addressing the provider of such software were found applicable. It is to 
be noted that Art. 14 para. 1 of Directive 2002/58/EG requires that Member states shall ensure 
that  

“no mandatory requirements for specific technical features are imposed on 
terminal or other electronic communication equipment which could impede the 
placing of equipment on the market and the free circulation of such equipment 
in and between Member States“.  

5.1.2.6. Unsolicited communication restrictions 
Project Members must be aware that unsolicited communication for the purpose of direct 
marketing is prohibited as long as the addressee of the unsolicited communication has not 
given consent to being contacted (Art. 13 para. 1 of Directive 2002/58/EG). This restriction 
applies to all forms of use of automated calling systems without human intervention 
(automatic calling machines), facsimile machines (fax) or electronic mail. 

However,  

“where a natural or legal person obtains from its customers their electronic 
contact details for electronic mail, in the context of the sale of a product or a 



 

Page | 63 

Project Title: SecureIoT 
Contract No. 779899 
Project Coordinator: INTRASOFT International S.A. 

D2.7 - Legal and Regulatory Audit ing of SecureIoT Architecture and 
Services_Final version, 

Version: v1.0-Final, Date 25/07/2019 

service, in accordance with Directive 95/46/EC, the same natural or legal person 
may use these electronic contact details for direct marketing of its own similar 
products or services provided that customers clearly and distinctly are given the 
opportunity to object, free of charge and in an easy manner, to such use of 
electronic contact details when they are collected and on the occasion of each 
message in case the customer has not initially refused such use”   
(Art. 13 para. 1 of Directive 2002/58/EG). 

Unsolicited communication for marketing purposes will be restricted under the future ePrivacy 
Regulation, provided that no changes to its current Art. 16e will be made. 

5.1.2.7. User notification in case of specific security risks 
Notification requirements were only found to be applicable in cases where public electronic 
communications networks or public electronic communications services are provided. The 
notification requirements in case of specific security risks, which are set forth in Directive 
2002/58/EC as well as the EECC-Directive, only require an information from the provider of the 
aforementioned service or network to the respective national regulatory authority. It lies in 
the discretion of the regulatory authority to inform the public, which encompasses the 
individual users affected by the respective security risk, or to require the provider to do so 
(Art. 13a para.3 subs. 2 of Directive 2002/21/EC. 

Furthermore, in case of a particular risk of a breach of the security of the network, the provider 
of a publicly available electronic communications service must inform the subscribers 
concerning such risk. This information must contain details stating if the risk lies outside the 
scope of the measures to be taken by the service provider. The information must provide 
elaborations on possible remedies, including an indication of the likely costs involved (Art. 4 
para. 2 of Directive 2002/58/EC). 

It is to be noted, however, that the aforementioned notification obligations do not govern 
notifications on security risks, which were identified by the SECaaS-Platform. Much more, they 
govern notification obligations in cases where the SECaaS Platform or other parts of the project 
can be classified as public electronic communications network or –service and a security risk is 
immanent to this network or service. 

5.1.3. Information Technology Security Law 
This section will address the legal requirements provided by specific IT security related 
legislation. The relevant legislation for IT security is mainly based on the NIS-Directive 
(Directive 1148/2016/EU), which aims to improve the IT security of IT systems and networks 
throughout the EU, in particular those of critical infrastructure. 

In this first step, the requirements pertinent to the project as a whole will be addressed, giving 
a broad overview on the requirements. If and insofar as specific aspects of the SecureIoT 



 

Page | 64 

Project Title: SecureIoT 
Contract No. 779899 
Project Coordinator: INTRASOFT International S.A. 

D2.7 - Legal and Regulatory Audit ing of SecureIoT Architecture and 
Services_Final version, 

Version: v1.0-Final, Date 25/07/2019 

project give rise to specific IT security related issues, they will be addressed in subsequent 
sections. 

In addition to the NIS-Directive, there may be national legislation transposing the directive as 
well as sector specific legislation on both EU and Member State level. Insofar as this sector 
specific legislation is based on the protection of personal data and thereby in scope of 
Regulation 679/2016, the provision of common location services as a network operator or 
communications service provider, or the provision of trust services in the scope of the eIDAS 
Regulation (910/2014/EU), the IT security requirements will be addressed in the context of the 
respective other legal requirements for that sector. 

The IT security related requirements under the NIS-Directive are regulated based on the legal 
entity offering products and/or services having a large enough market impact to qualify as an 
operator of an essential service. Beyond this, the NIS-Directive also provides specific 
requirements for legal entities operating certain digital services (in addition to the provision of 
telecommunications services). Therefore, the following assessment will first evaluate the 
likelihood of the SecureIoT consortium qualifying as either a provider of central services or a 
provider of digital services within the meaning of the NIS-Directive. 

5.1.3.1. Classification as operator of an essential service 
The first relevant classification is that of a provider of finance essential service. The criteria are 
set out in article 5 of the NIS-Directive. For the SecureIoT consortium to qualify, either a single 
or all of the SECaaS services would need to be ‘essential for the maintenance of critical societal 
and/or economic activities.’ The criticality of the activities is furthermore defined based on a 
list of the sectors and subsectors, as well as type of entities that would fall into the scope of 
the Directive. Sifting through the list in annex 2 of the NIS-Directive, there are only very few 
entries that require a closer look. 

With regard to the use case of autonomous driving, the term of operator of intelligent 
transport systems as defined in point (1) of article 4 of Directive 2010/40/EU comes to mind. 
And concerning the socially assistive robot case, the possible classification as a healthcare 
provider as defined in point (g) of article 3 of directive 2011/24/EU should be regarded. 
However, such classifications would not be applicable to the SecureIoT project or the SECaaS 
service as such, but rather to the operators of IoT deployments that are protected by SECaaS 
services. As for the SecureIoT project and SECaaS, there appears to be no possible classification 
that would fit and thus make the project consortium an operator of an essential service within 
the meaning of article 5 of the NIS-Directive. 

5.1.3.2. Classification as digital service provider 
In addition to the provision of legal requirements with regard to operators of central services, 
the NIS-Directive also covers providers of digital services and regulates the minimum IT security 
required for those services. Therefore, the SecureIoT project and SECaaS would fall within the 
scope of the NIS-Directive, if the service could be classified as a digital service pursuant to Art. 
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4 (5) of the Directive. This provision refers in turn to Directive 1535/2015/EU, in which Art. 1 
determines that a service means  

‘any information Society service, that is to say, any service normally provided 
for remuneration, at a distance, by electronic means and at the individual 
request of a recipient of services.’ 

In addition, the Annex I to the Directive 5035/2015/EU holds a list of negative examples that 
would not fall under the definition of information Society service. From the combination of the 
definition and the negative list in Annex I, it should be assumed that the SECaaS services fall 
into the definition of an information Society service.  

Recommendation 8 - NIS-directive applicable 

The SECaaS services, and thereby the SecureIoT consortium, will be subject to the requirements 
with regard to IT security stated in the NIS directive, because the SecureIoT consortium can be 
classified as a digital service provider under Art. 4 (5) of the NIS-Directive. This would apply at the 
latest when the SECaaS services are offered to the market, because that would under normal 
circumstances be subject to remuneration. With regard to the term of the SecureIoT project, one 
might of course argue that a scientific project and the scientific results would not generally be 
offered to anyone for remuneration. However, the regulatory requirements upon which this legal 
analysis is based, should be those of the final product of the SecureIoT project, namely the 
finished and marketable SECaaS services. Therefore, this legal analysis will assume that the 
SECaaS services will be marketed or otherwise commercially exploited. The consortium partners 
should thus undertake to have implemented the necessary IT security standards pursuant to the 
NIS directive no later than at the commencement of commercial exploitation of the project 
results. 

5.1.3.3. Required level of technical and organisational measures (for each regulated 
area of business, IT system or risk) 

The required level of security for providers of digital services can be found in Art. 16 of the NIS-
Directive. The requirements set forth by Art. 16 of the NIS-Directive are very generic and in 
need of transposition by the member states. The transposition by the member states shall first 
of all ensure that digital service providers identify the applicable risks to the security of their 
network and information systems. Digital service providers are then required to ‘identify and 
take appropriate and proportionate technical and organisational measures’ to manage these 
risks, whereas the technical and organisational measures shall have ‘regard to the state of the 
art’ and ‘shall take into account’ the elements of 

 the security of systems and facilities; 
 incident handling; 
 business continuity management; 
 monitoring, auditing and testing; and 
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 compliance with international standards. 

From the above wording of the provision, it becomes evident even to readers without legal 
background that the directive does not intend to set a requirement to adhere to a specific set 
of technical and organisational measures. Independent of the transposition by the member 
states, the first step towards compliance with the NIS directive and any transposition by the 
member states is to identify the risks that may be applicable to the security of the provider’s 
network and information systems. 

In the case of the SecureIoT consortium and the SECaaS services, the requirements imposed 
by the NIS-Directive should not be regarded as an unsurmountable obstacle. Due to the nature 
of the SECaaS services as an improvement to security of the IoT-deployments connected to it, 
the SECaaS services would be regarded more as a solution to the problem than a problem itself. 
That is not to say, however, that the SECaaS services would not need to be securely 
implemented themselves. The SECaaS services need to be run from a secure IT and network 
structure, and the communications between the services and the nodes would need to be 
secured as well. The technical and organisational measures would have to take into account 
the five bullet points listed above, and their adequacy would need to be assessed based on a 
risk analysis. All of this can be done with the help of various well-accepted standards, such as 
an ISMS based on ISO27001 and related standards. Of course, other accepted standards can 
also be used as a basis, as long as they address and handle risks to the aforementioned bullet 
points.  

ISO27001 and similar standards propose technical and organisational measures for different 
levels of security, as well as with various degrees of complexity and implementation costs. As 
shown above, the earnest directive only requires ‘adequate’ technical and organisational 
measures. This criterion of adequacy applies also to the complexity and cost of 
implementation. Therefore, and in accordance with Recital 51 of the directive, the SecureIoT 
consortium would not be required to implement all of the exact measures proposed by a 
specific standard, but only those adequate to the risk, and keeping in mind the commercial 
cost-benefit ratio. 

The further requirements in Art. 16 (3) of the directive (notification obligation to the 
competent authority or the CSIRT) would not apply to the SecureIoT consortium and SECaaS, 
because its application is limited to the services listed in Annex III to the Directive. According 
to our current understanding, SECaaS would not be classified as a ‘cloud service’ under Art. 4 
(19), because the interpretation of that term in accordance with Recital 17 of the directive 
points to the conclusion that only the cloud platform or cloud infrastructure itself would be 
subject to the regulation and not any service that uses a cloud platform. Thus, the provisions 
would apply to platforms like AWS or Microsoft Azure, but not to every service that is run on 
top of these platforms.  
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The aforementioned requirements in terms of IT security pertain to the entire project, based 
on the provision of the SECaaS service as an information society service. Therefore, no 
additional remarks for the respective parts and use cases of the project will be necessary. 

5.1.4. Law on Trust Services, Identification, Authentication 
The SecureIoT project and in particular the SECaaS services are based on the concept of trust 
or trustworthiness of the IOT components involved, and will base certain decisions on the 
respective level of trust involved between the components. The details on the trustworthiness 
metrics have already been compiled in Deliverable D3.6 and proposed in the Deliverable D2.1 
(p. 26-27) to utilise certificate-based (PKI) identification in certain processing situations. This 
raises the question on the legal side whether there are any specific issues regarding the 
European laws on trust services, identification and authentication that are applicable to the 
project. On the European level, the applicable law is mostly contained in the eIDAS Regulation 
(910/2014/EU) and the corresponding Commission Regulation 1502/2015/EU on the minimum 
technical specifications pursuant to Art. 8 (3) of eIDAS.  

5.1.4.1. General assessment of the trust levels proposed in the project 
Based on Deliverables D3.6 and D3.7, and the proposal to utilise PKI-based identification in 
specific use cases, the first and most important question in this context is whether the SECaaS 
services or any specific use case in the project would potentially fall into the scope of the eIDAS 
Regulation. 

The scope of the eIDAS Regulation is, however, limited to the provision of minimum standards 
and technical specifications for any services that would offer a specific measure of public trust 
in the verification of a specific information, such as the validated link between a cryptographic 
certificate and the identity of a person, or the link between an advanced or qualified electronic 
signature and the signed document. Beyond these provisions regulating only the providers of 
such services, the eIDAS Regulation holds only very few provisions that apply to the general 
public. Most noteworthy, article 25 of the regulation states that the legal systems in all 
member states must recognise electronic signatures, and must afford qualified electronic 
signatures the same legal significance as a handwritten signature. This, in turn, would make 
the SecureIoT consortium and the SECaaS services beneficiaries of these provisions, the same 
as any other user of electronic signatures afforded a specific legal significance and by the eIDAS 
regulation. Thus, where the project merely uses pre-existing PKI structures for identification 
and/or authentication purposes, there is no need to elaborate on any requirements that are 
solely applicable to providers of such trust services. 

With regard to the trustworthiness metrics outlined in Deliverables D3.6 and D3.7, the 
intention of the project is very different from the regulatory scope of the eIDAS regulation. The 
concept of trustworthiness and the intention of quantifying trustworthiness using the metrics 
proposed in Deliverables D3.6 and D3.7 is aimed at specifying a trust level where no established 
infrastructure or regulated indicators of trust (such as advanced or qualified certificates) are 
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present. The eIDAS regulation, on the other hand, assumes the presence of such regulated 
trust indicators and makes them a key element for the scope of its application. This decisive 
difference between the eIDAS regulation and the trustworthiness metrics structure proposed 
in Deliverables D3.6 and D3.7 leads to the conclusion that the entire scope of the deliverable 
falls outside the scope of the regulation, rendering eIDAS and all derivative regulations and 
national law of the member states not applicable to the project. 

Below the threshold of the qualification as a qualified electronic signature, qualified electronic 
seal, qualified electronic time stamp or qualified electronic certificate, the eIDAS regulation 
does not hold any legal consequences that would be either necessary or useful for the 
execution of the project and implementation of the SECaaS services.  

5.1.4.2. Correlation of specific proposed trust levels with the regulatory framework 
Upon reading the Deliverables D3.6 and D3.7, it becomes clear that the concepts of trust and 
trustworthiness in the SecureIoT project are very much different from the concepts and ideas 
upon which the eIDAS regulation is based. Therefore, the impact of the eIDAS regulation and 
its requirements and limitations on the SecureIoT project is minimal. This assessment is based 
on the following considerations. 

The eIDAS regulation is based on the concept of securing the trust of the public in very specific 
information, such as the identity of a natural person or – in case of a seal – a legal entity, and 
the link between a statement and a person, resulting in that statement being attributed to that 
person by law. However, the scope of the eIDAS regulation is limited to that identity and the 
link between that identity and a statement. The eIDAS regulation does not give any indication 
regarding the truth of the information that is linked to an identity. This means that any false 
statement may still be linked to a verified identity and invoke the same consequences under 
the law as a true statement. 

The SecureIoT project, on the other hand, in particular Deliverables D3.6 and D3.7 follows a 
different approach to trust and trustworthiness. The aim of the project is to validate the 
statements of devices (e.g. sensor data) as true or at least plausible and to assess the behaviour 
of (IoT) devices. The identity of a device does not have the same significance in the SecureIoT 
project as it does for the eIDAS regulation. While the SecureIoT project and the SECaaS services 
require authentication of IoT devices for certain specific actions, this authentication does not 
necessarily need to rely on (a proven) identity. Alternatively, authentication can be based on 
knowledge of a pre-shared secret (e.g. a secret pass phrase that is not individualised) or simply 
on a specific location within a network (i.e. being linked to a predefined segment of the 
network or a specific gateway server). None of these alternative methods for authentication 
or validation of identity are covered by the eIDAS regulation, which is solely based on PKI 
certificates. 

Due to the limited scope of the eIDAS regulation, setting technical standards only for qualified 
electronic certificates and qualified electronic signatures signed with qualified electronic 
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certificates, the eIDAS regulation is neither applicable nor useful to the SecureIoT project and 
the design of the SECaaS services, because the SECaaS services will rely more on identification 
and authentication mechanisms below the threshold of a qualified electronic certificate. It is 
not even certain at this point whether any of the authentication and identification mechanisms 
used with the SECaaS services will be certificate-based or rather based on alternative methods, 
such as those outlined above. This reduces the scope of application of the eIDAS regulation to 
the SecureIoT project down to just one basic statement, e.g. contained in Art. 25 (1): ‘An 
electronic signature shall not be denied legal effect and admissibility as evidence in legal 
proceedings solely on the grounds that it is in an electronic form or that it does not meet the 
requirements for qualified electronic signatures.’ Unfortunately though, European law does not 
regulate any concrete technical minimum standards for an electronic signature to achieve any 
specific desired legal effect or admissibility as evidence. In many jurisdictions in the member 
states, the national rules on admissibility of electronic evidence below the threshold of 
qualified certificates and signatures, as well as their legal effects, have been developed largely 
by the courts and not the legislators. Therefore, there are no uniform rules on the legal effects 
and admissibility as evidence of such electronic data, and in many cases the legal effects and 
admissibility would be determined on a case-by-case basis by the judges. 

5.1.5. Copyright and other intellectual property law 
In any software centred collaborative project intellectual property rights (“IP Rights”), 
consisting especially of software as well as data and information protected by copyright (in the 
form of literary works) and as trade secrets, but also potentially as patents or databases, have 
two distinct roles: 

1. as internal assets of the project party to be contributed to (“Background”) or created 
by the project (“Results”), and  

2. as external assets of third parties to be identified and excluded to prevent infringement 
and/or to be licensed if necessary for the project. 

The relevant legal framework in this context constitutes not only statutory provisions 
(discussed below), but also specific contractual obligations between the project parties as 
agreed in the Grant Agreement (“GA”) with the EU and their further specifications in the 
Consortium Agreement (“CA”) between the project parties themselves. In overview, the 
following contractual framework conditions have to be taken into account: 

 Any university or public research organisation involved in the project must implement 
principles of the Commission Recommendation on the management of intellectual 
property in knowledge transfer activities, C (2008) 1329 of 10.4.2008, cf. Art. 23a.1 GA.  

 All project parties have specified their individual Background (and any applicable legal 
restrictions or limits, which will have to be detailed and then reviewed further though). 
They will contribute this Background by providing access for implementation and 



 

Page | 70 

Project Title: SecureIoT 
Contract No. 779899 
Project Coordinator: INTRASOFT International S.A. 

D2.7 - Legal and Regulatory Audit ing of SecureIoT Architecture and 
Services_Final version, 

Version: v1.0-Final, Date 25/07/2019 

exploitation to the other project parties and their affiliated entities in accordance with 
the GA and the further specifications (and as the case may be limitations) of the CA.  

 Concerning Results, the project parties have agreed on rules regarding (joint/EU) 
ownership, protection, exploitation, dissemination, transfer, licensing and access to the 
Results of the project according to –the GA and CA. Especially noteworthy in this 
context are the following (cf. further details in sec. 5.1.5.2.5 and 5.1.5.5.2): 

 If two or more project parties jointly generate Results and their respective 
contribution cannot be established or separated for the purpose of their protection, 
they must enter into a written joint ownership agreement on the allocation and 
terms of exercise of their joint ownership. 

 Each project party must examine the possibility of protecting its Results and 
furthermore adequately (regarding time and territorial coverage) protect them, if (i) 
they can be reasonably expected to be exploitable, and (ii) this is possible, 
reasonable and justified under the circumstances. 

 If a project party intends to disseminate its Results without protecting them within 
four years after the end of the project, the EU may – under certain conditions – 
assume ownership of the Results to protect them. 

 In case of transfer and licensing of Results the relevant project party has to make 
sure that the receiving party is bound by similar obligations as itself, unless 
exceptions are agreed between the project parties. 

 The project parties must furthermore ensure compliance with these rules, in case 
any third party (including personnel of the respective project partner) claims rights 
to any of the Results.  

 Likewise, a project party must obtain all necessary rights to fulfil the rules in case a 
third party generates Results for said project partner. If this is impossible, the project 
party must refrain from using the third party for the generation of Results. 

In view of the contractual obligations of the project parties regarding Background and Results 
of the project, the statutory provisions regarding the generation and protection of the involved 
IP Rights become a key issue in meeting those obligations. 

5.1.5.1. Areas of protection (especially software) 
As the focus of the project will be software, which is primarily protected by copyright, this will 
play a central role in the analysis. In addition, patent protection may additionally be available 
for software as well as for certain methods of a technical nature, while information and data 
itself can - apart from being embodied in a copyrighted literary work - be subject to trade 
secrets or – in its collection - database protection. 
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Although the European Union is seeking harmonisation regarding the protection and handling 
of IP Rights and regularly issues directives in this context, details can still vary greatly between 
the member states. Therefore, it is important to observe the different national 
implementations of these directives in applicable national law and analyse the effects on the 
generation, exercise and scope of protection of these rights. 

How and to what extent intellectual property rights are/can be protected, especially IP Rights 
with regard to software, not only depends on the specific construction of the software and 
already existing components used to build the software but also on the relevant law and 
countries in which the software is generated or used later on.  

5.1.5.1.1. Copyright 
Software, unless trivial, respectively parts of a software are generally (and automatically upon 
creation) protected by copyright law in the EU. According to Art. 1 of the Directive 91/250/EEC 
(later consolidated in directive 2009/24/EC), which harmonized the national law of the 
member states in this regard, computer programs including their preparatory design materials 
are protected as literary works within the meaning of the Berne Convention for the Protection 
of Literary and Artistic Works. Ideas and principles that underlie any element of a computer 
program, including those which underlie its interfaces, are not protected by copyright.  

Generally, the copyright holder has the exclusive right to reproduce, alter, distribute, 
communicate, display or perform the copyrighted work (e.g. literary, musical or photographic 
works). Concerning software Art. 4 of Directive 2009/24/EC details the exclusive rights as 
follows: 

 the permanent or temporary reproduction of a computer program by any means and in 
any form, in part or in whole; in so far as loading, displaying, running, transmission or 
storage of the computer program necessitate such reproduction, such acts shall be 
subject to authorisation by the right holder; 

 the translation, adaptation, arrangement and any other alteration of a computer 
program and the reproduction of the Results thereof, without prejudice to the rights of 
the person who alters the program; 

 any form of distribution to the public, including the rental, of the original computer 
program or of copies thereof. 

Therefore, most uses of a copyrighted work and in particular software require a licence of the 
copyright holder or a statutory exception.  

As a directive only provides the framework for a European harmonization, the specifics of 
copyright law have been left to the individual member states. So in order to make concrete 
statements on the legal scope of protection and handling of computer programs or other 
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applicable (in this context primarily literary) works in the individual member states, their 
national legislation must be reviewed.  

This becomes especially relevant in connection with the generation of software and its 
authorship, as the directive permits member states in Art. 2 to pass legislation to determine 
whether only a natural person or also a legal person may be the author of a computer program 
(cf. further details in sec. 5.1.5.3). Likewise, the contractual obligations of the GA and CA (e.g. 
joint ownerships agreements or the dissemination of Results) will be subject to applicable 
national law and may thus require different approaches depending on which member state(s) 
are involved.  

Thus, the use and authorship of copyrighted materials and software, in particular Background 
or Results, especially in connection with any third party software, will require careful review of 
any relevant licenses and applicable national law. 

Concerning copyright law, in particular the following directives and agreements have shaped 
and will shape in the future the relevant national law: 

- Directive 96/9/EC of the European Parliament and of the Council of 11 March 1996 on 
the legal protection of databases 

- Directive 2001/29/EC of the European Parliament and of the Council of 22 May 2001 
on the harmonization of certain aspects of copyright and related rights in the 
information society 

- Directive 2004/48/EC of the European Parliament and  of the Council of 29 April 2004 
on the enforcement of intellectual property rights (Enforcement Directive) 

- Directive 2009/24/EC of the European Parliament and of the Council of 23 April 2009 
on the legal protection of computer programs (Codified version) 

- Proposal for a directive of the European Parliament and of the Council on copyright in 
the Digital Single Market COM/2016/0593 final - 2016/0280 (COD) 

- Universal Copyright Convention of 6 September 1952 (UCC) 

- Agreement on Trade-Related Aspects of Intellectual Property Rights of 15 April 1994 
(TRIPS). 

5.1.5.1.2. Databases 
As the protection of databases was not secured in all member states, the European Directive 
96/9/EC created a new exclusive “sui generis” right for database producers, valid for 15 years, 
to protect their investment of time, money and effort, irrespective of whether the database is 
in itself innovative (“non-original” databases). The Directive harmonised also copyright law 
applicable to the structure and arrangement of the contents of databases (“original” 
databases).  
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Databases are defined in Art. 1 no. 1 the directive as 

“(…) a collection of independent works, data or other materials arranged in a 
systematic or methodical way and individually accessible by electronic or other 
means.” 

The Directive protects databases upon creation as copyrights as long as they constitute the 
author's own intellectual creation because of the selection or arrangement of their content. 
The directive’s provisions apply to both analogue and digital databases, but database 
protection does not apply to computer programs used in the making or operation of databases 
accessible by electronic means, Art. 1 no. 3 Directive 96/9/EC. The copyright protection of 
databases does also not extend to their content and any rights to that content itself remain, 
Art. 3 no. 2 Directive 96/9/EC.  

The author of a database has the exclusive right of reproduction, alteration, distribution, 
communication, display or performance of the database or the result of its alteration to the 
public. Most uses of a database therefore require a licence of the database right holder or a 
statutory exception. 

As a directive only provides the framework for a European harmonization, the specifics of 
database rights have been left to the individual member states. So in order to make concrete 
statements on the legal scope of protection and handling of databases in the relevant 
individual member states, their national legislation must be reviewed. 

This becomes especially relevant in connection with the generation of databases and their 
authorship, as the directive permits member states in Art. 4 to pass legislation to determine 
whether only a natural person or also a legal person may be the author of a computer program 
(cf. further details in sec. 5.1.5.3). Likewise, the contractual obligations of the GA and CA (e.g. 
joint ownerships agreements or the dissemination of Results) will be subject to applicable 
national law and may thus require different approaches depending on which member state(s) 
are involved. 

Thus, the use and authorship of databases, in particular in Background or Results, especially in 
connection with any third party databases, will require careful review of any relevant licenses 
and applicable national law. 

5.1.5.1.3. Patents 
There is no harmonising directive concerning patents in the EU. However, apart from also 
possible national patents, there is a multilateral treaty, the European Patent Convention 
(“EPC”) of 5 October 1973 (last revised on 29 November 2000), which instituted the European 
Patent Organisation and its main body the European Patent Office (“EPO”). This provides an 
autonomous, single legal system for application and grant of European patents. Such a 
European patent is not a unitary right (in contrast to the not yet ratified European patent with 
unitary effect), but a bundle of essentially independent nationally enforceable, nationally 
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revocable patents. Thus, the application for and grant of a European Patent may be unified, 
but its enforcement and continued existence largely depends on the applicable national law 
(as chosen by the right holder, who designates the countries he wants to have patent 
protection in). All EU Member States are party to the EPC, as are several non-EU states to which 
EPC patent protection can be extended or validated. 

Concerning patentability, Art. 52 para. 1 EPC sets the standard by stating: 

“European patents shall be granted for any inventions, in all fields of 
technology, provided that they are new, involve an inventive step and are 
susceptible of industrial application.” 

Concerning software, Art. 52 para. 2 EPC on the other hand states: 

“The following in particular shall not be regarded as inventions within the 
meaning of paragraph 1: 

[…] 

(c) schemes, rules and methods for performing mental acts, playing games or 
doing business, and programs for computers; 

[…]” 

While computer programs (and business methods) are thereby ostensibly not patentable, the 
EPO has granted more than 30,000 software-related and business methods patents over the 
last 15 years. According to the two-part test applied by the EPO (with possible deviations by 
national patent offices), software and business method patents are patentable if:  

1. the invention, considered as a whole, has a technical character, and 

2. the aspect of the claimed invention that distinguishes it from the prior art involves the 
solution of an objective technical problem. 

For software, the patent claim(s) must therefore describe a technical effect, which is more than 
the mere interaction of hardware and software. A frequently used example for a patentable 
computer program that includes technical features is the ABS (anti-lock braking system) for 
cars, which controls the interaction between sensors and actuator components by means of a 
computer program. Likewise, a computer program which improves the functioning of existing 
hardware systems (e.g. by freeing up processing power), may be patentable. 

A patent holder may prohibit any person from the industrial production of the protected 
products or the industrial use of the protected process. Most (commercial) uses of a patented 
invention (i.e. software as the case may be) thus requires a license or a statutory exception.  
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The EPC only provides a unified system for application and granting of patents and thus further 
specifics (including only national patent protection) are left to the member states. So in order 
to make concrete statements on the legal scope of protection, authorship and handling of 
patents in the relevant individual member states, their national legislation – and all applicable 
licenses – must be reviewed. 

Whether the Security IoT services software will be patentable and whether already existing 
patents might pose problems needs to be explored in more detail once the main structure of 
the software is clearer. In the context of the patentability of the Secure IoT the use cases will 
also have to be reviewed in detail.  

Although the introduction of the European patent with unitary effect is imminent, not all the 
necessary ratifications have been carried out yet. In addition to the financial savings, the 
European unitary patent would have the advantage that it would no longer be broken down 
into individual national patents, but would be a uniform European patent with equivalent 
effect in all European member states, with the associated advantages of a uniform European 
patent jurisdiction. Depending on how quickly the software development progresses and if the 
unitary patent is actually ratified in a timely manner, this could also become interesting for 
possible patent protection of applicable Secure IoT software. 

5.1.5.1.4. Trade secrets 
Apart from the above mentioned IP Rights, also the protection of trade secrets invested in the 
Security IoT project and software should be considered.  

Due to inconsistent regulations in the member states of the EU and thus fragmentation of the 
internal market, the EU has issued the Directive (EU) 2016/943 of the European Parliament 
and of the Council of 8 June 2016 on the protection of undisclosed know-how and business 
information (trade secrets) against their unlawful acquisition, use and disclosure. The member 
states had to bring into force national laws and regulations to comply with the directive by 9 
June 2018, cf. Art. 19 directive. Since the deadline has passed, national courts have to interpret 
national law directive-conform, even if it has not been amended yet. 

Art. 2 of the directive specifies trade secrets as follows: 

 “(1) ‘trade secret’ means information which meets all of the following 
requirements: 

(a) it is secret in the sense that it is not, as a body or in the precise 
configuration and assembly of its components, generally known 
among or readily accessible to persons within the circles that normally 
deal with the kind of information in question; 

(b) it has commercial value because it is secret; 
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(c) it has been subject to reasonable steps under the circumstances, by 
the person lawfully in control of the information, to keep it secret; 

(2) ‘trade secret holder’ means any natural or legal person lawfully 
controlling a trade secret;” 

Recital 14 of said directive elaborates on this as follows: 

“It is important to establish a homogenous definition of a trade secret without 
restricting the subject matter to be protected against misappropriation. 

 Such definition should therefore be constructed so as to cover know-
how, business information and technological information where there is 
both a legitimate interest in keeping them confidential and a legitimate 
expectation that such confidentiality will be preserved. 

 Furthermore, such know-how or information should have a commercial 
value, whether actual or potential. Such know-how or information 
should be considered to have a commercial value, for example, where 
its unlawful acquisition, use or disclosure is likely to harm the interests 
of the person lawfully controlling it, in that it undermines that person's 
scientific and technical potential, business or financial interests, 
strategic positions or ability to compete. 

 The definition of trade secret excludes trivial information and the 
experience and skills gained by employees in the normal course of their 
employment, and also excludes information which is generally known 
among, or is readily accessible to, persons within the circles that 
normally deal with the kind of information in question.” 

Know-how on the other hand, was defined in Art. 1 lit. (g) of the Commission Regulation (EU) 
No 330/2010 of 20 April 2010 (vertical agreements) as follows: 

“‘know-how’ means a package of non-patented practical information, resulting 
from experience and testing by the supplier, which is secret, substantial and 
identified:  

 in this context, ‘secret’ means that the know-how is not generally known 
or easily accessible;  

 ‘substantial’ means that the know-how is significant and useful to the 
buyer for the use, sale or resale of the contract goods or services;  
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 ‘identified’ means that the know-how is described in a sufficiently 
comprehensive manner so as to make it possible to verify that it fulfils 
the criteria of secrecy and substantiality;” 

Therefore, a wide range of possible information (know-how, business and/or technical) can be 
trade secrets, if they are secret, therefore valuable and especially subject to reasonable steps 
to keep them secret. The latter is a new and binding prerequisite, requiring the active use of 
sufficient measures (in relation to the value of the trade secret) by the trade secret holder to 
retain trade secret protection, e.g. personnel, spatial and technical access restrictions, the 
agreement of confidentiality obligations under employment contracts and/or the conclusion 
of confidentiality agreements.  

Barring statutory exceptions, the trade secret holder can prohibit the (unlawful) acquisition, 
disclosure or use of a trade secret, cf. sec. 5.3.2 for further details. Of note in this context is, 
that a trade secret can be lawfully acquired by reverse engineering a product which was made 
publicly available or is lawfully in possession of the acquirer of the information, unless the 
acquirer entered into a valid agreement limiting this option (e.g. provision of a prototype under 
a non-disclosure agreement in this regard).  

Member states may, in compliance with the provisions of the Treaty on the Functioning of the 
EU, provide for more far-reaching protection against the unlawful acquisition, use or disclosure 
of trade secrets than that required by the directive (barring several binding articles of the 
directive, cf. Art. 3). Thus, additional review of national law in applicable cases may be 
required. 

Thus, for the avoidance of doubt, the (lawful) provision of Background between the parties 
may benefit from the specific requirements regarding the observance of reasonable steps for 
secrecy and the limitation of reverse engineering, to secure relevant trade secrets in view of 
the current directive and already amended national law. 

5.1.5.2. Use and inclusion of available protected works in the project, including “open 
source” software and other works 

Any of the above-mentioned IP Rights may become part of (or infringed by) the project. In 
particular, a project party may provide IP Rights-protected works as Background, cf. sec. 5.1.5. 
Subsequently the applicable project party has to secure all relevant (license) rights to prevent 
infringements and to be able to meet the obligations detailed in the GA and CA (i.a. 
exploitation, dissemination, access). This is especially the case if a project party commissions a 
third party to generate IP Rights-protected works for the project. 

5.1.5.2.1. Software 
In the context of software development, “open source” software plays an important role, as it 
is often readily available, well documented and (apparently) free. Copyrights for “open source” 
software remain with the author(s) of the software though, so that any use of “open source” 
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software is subject to the granted license. While “open source” software is generally 
characterized by the fact that it can be used and further developed by anyone free of charge, 
the specific conditions of the respective licence have to be reviewed in detail. For example, 
there may be restrictions concerning the commercial use of any software incorporating the 
“open source” software or the condition that any such software has to be offered under the 
same terms as the incorporated “open source” software (so called copyleft license). 

Apart from “open source” software, also other software components might be used for the 
Security IoT software, not in the least in the form of Background provided by the project 
parties, their lawful use also dependent on the applicable license agreement and potential 
statutory exceptions. 

Therefore, it is essential to review all software components used for and/or incorporated in 
the project and their licence agreements in order to determine if there are limits which have 
to be observed when using the Secure IoT software. In the same vein, it has to be ascertained 
if such limits in any way prevent the contractual obligations of the project parties concerning 
the Results pursuant to the GA and CA (i.a. exploitation, dissemination, access). 

Recommendation 9 - Documentation of Open-Source content 

We therefore recommend generating and keeping up to date corresponding lists of applicable 
software (“open source” and other) and their components used or incorporated and their 
applicable licences. 

5.1.5.2.2. Copyright 
Additionally, other works of third parties might be protected by copyright as well. Typical works 
that are protected by copyright can be written works, photographs, scientific or technical 
presentations or (as detailed in sec. 5.1.5.1.2) databases. Whether something is protected by 
copyright generally depends on whether it is a personal intellectual creation. This has to be 
examined for each work individually. In connection with the project, this means that all such 
materials of third parties used for the project, whether for the development of the software 
itself or for brochures, a corresponding website, marketing materials, etc., must be checked 
for possible third-party copyrights. 

5.1.5.2.3. Patents 
(Software) patent rights can be concerned as well. Therefore, depending on the specific design 
of the Secure IoT software, it can be necessary and recommendable to do a patent search with 
regard to prior rights in advance to avoid subsequent claims for damages and injunctive relief 
by third parties. 

5.1.5.2.4. Trade secrets 
As detailed above (cf. sec. 5.1.5.1.4), trade secret protection is available to secret information 
of commercial value, which is subject to reasonable steps under the circumstances to keep it 
secret. In this context, such secret information (know-how, business or technical information) 
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may especially be exchanged between project parties in the course of the project. To retain 
statutory trade secret protection in such circumstances, it is necessary to maintain reasonable 
steps to keep such information secret.  

Generally, non-disclosure agreements may constitute such steps. While the CA contains 
provisions for non-disclosure and no use of information marked as “confidential” between the 
project parties for a period of 4 years after the end of the project, trade secrets that are more 
valuable may require additional steps to protect their secrecy (“reasonable steps under the 
circumstances”). Thus, the parties should consider agreeing on additional security measures 
on a case-by-case basis to secure trade secret protection for especially valuable trade secrets. 

As the case may be, the parties may further clarify that the exchange of any object or product 
to another project party in the course of the project does not include the right of the receiving 
party to reverse engineer any trade secret embodied in it, cf. Art. 3 no. 1 lit. (b) trade secret 
directive (EU) 2016/943, which should be admissible pursuant to the CA. 

5.1.5.2.5. Background and Results of other project parties 
Notwithstanding individual licenses between the project parties, GA and the CA have detailed 
provisions regarding access rights of project parties to assets of other project parties for 
exploitation and implementation in the course of the project. As mentioned in sec. 5.1.5, these 
project party assets can take the form of Background contributed to or Results created for the 
project. 

There are provisions in place in the GA and CA to ensure adequate access to and use of 
Background and Results by all project partners during the project for the purposes of the project. 
Any later commercial exploitation would, however, not be covered by the provisions of the GA 
and CA, but would require a new contractual basis between the project partners. 

5.1.5.3. Use of work results produced by employees of the project parties, including 
international aspects 

It is the obligation of the developing project party under the GA and CA to ensure that they 
have all necessary rights for the later use and distribution of the Results and that their actions 
during the project do not infringe third party rights. It is therefore essential to be aware of the 
persons and their rights involved in the creation of the Results. This not only applies to rights 
of third parties, such as subcontractors, but also to rights of employees of the project parties. 

5.1.5.3.1. In particular software 
Concerning employees’ rights regarding software (cf. sec. 5.1.5.1.1) Art. 2 of the directive 
2009/24/EC determines: 

“1. The author of a computer program shall be the natural person or group of 
natural persons who has created the program or, where the legislation of the 
Member State permits, the legal person designated as the rightholder by that 
legislation. 
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Where collective works are recognised by the legislation of a Member State, the 
person considered by the legislation of the Member State to have created the 
work shall be deemed to be its author. 

2. In respect of a computer program created by a group of natural persons 
jointly, the exclusive rights shall be owned jointly. 

3. Where a computer program is created by an employee in the execution of his 
duties or following the instructions given by his employer, the employer 
exclusively shall be entitled to exercise all economic rights in the program so 
created, unless otherwise provided by contract.” 

Depending on the applicable national law of the relevant EU member state, the employing 
project party may already (by law or by contract) be the designated author/rightholder 
pursuant to no. 1, thus retaining all (copy) rights to the computer program. Even if this is not 
possible according to national law (e.g. in Germany only a natural person can be an author), 
pursuant to no. 2 all economic rights to a computer program created by an employee in the 
course of his employment will vest in the employer (unless contractually agreed otherwise). 
The latter also entitles the employing project party to exploit (comprehensively and 
exclusively) the computer program.  

In both cases, the employer retains all relevant (economic) rights to the software created by 
his employee, unless contractually agreed otherwise. Therefore, it is vitally important to 
identify any employees contributing to the development of relevant software and ascertain 
that there are no deviating contractual provisions. If such an exception exists or the 
employment relationship is not subject to national law harmonized by the directive, the 
necessary rights to fulfil the obligations of the employing project party under the CA and GA 
have to be secured contractually. 

For the avoidance of doubt, the above said is only applicable regarding employment 
relationships governed by EU member states law, as only such law is harmonised by the 
directive. If other international employees of the project parties provide IP relevant 
development efforts to the project, applicable national law and employment contracts have to 
be reviewed to ensure that the corresponding project party becomes the owner of the 
necessary rights of use and exploitation. 

5.1.5.3.2. Other IP Rights 
For the other IP Rights in this context (i.e. copyrights in general, patents, databases or trade 
secrets) similar provisions of EU directives or regulations directly assigning the rights to an 
employee’s work to the employer do not exist. National law of the member states may have 
similar effects (e.g. for copyrights: work-made-for-hire doctrine in the UK or an implied transfer 
of exploitation rights without the moral rights in Germany), but the specific requirements and 
effects may vary in the different jurisdictions. E.g., there are explicit and non-negotiable 
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statutory provisions in Germany regulating the transfer of rights to any invention of an 
employee to the employer, which have to be taken into account if the employer seeks patent 
protection for such an invention. 

Recommendation 10 - Documentation of employee contributions and clearing of IP rights 

For the avoidance of doubt, a list of all employees of the respective project party, who are 
involved in the project, should be compiled, the applicable law should be determined and the 
relevant (employment) agreements should be checked regarding IP Rights provisions, to ensure 
that the corresponding project party becomes the owner of the necessary rights of use and 
exploitation. 

5.1.5.4. Documentation in preparation for further use and distribution of works 
From our explanations above, it is clear that several factual circumstances will be important 
for the formation and scope of IP Rights with regard to the project. These IP Rights will be 
crucial in determining who may use and exploit the Secure IoT services later and how he may 
do so.  

In order to be able to trace the origin and scope of IP Rights later, it is therefore important to 
retain all documents/information from the very beginning of the development of the Secure 
IoT Services regarding the following details: 

 Who of the project parties is responsible for the development of which specific 
component of the Secure IoT services; 

 A detailed and comprehensive version of all specific limitations and/or conditions for 
implementation and exploitation of Background of the project parties; 

 An ongoing record of the scope of the implementation and/or exploitation of any 
Background provided; 

 In case of joint ownership of Results, the mandatory joint ownership agreements; 

 Who exactly is developing which specific component of the Secure IoT services for the 
project parties (i.e. employees, subcontractors, freelancers); 

 The agreements (employment, subcontracting, etc.) governing these relationships, in 
particular their details regarding IP Rights and applicable law; 

 Documentation of the development and the contributions of the individual persons; 

 Documentation of any (external) intellectual property used for development or 
generated during the project. In particular concerning any  

o “open source” software and their applicable licenses;  
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o know-how, including a detailed description of it and the reasonable steps to keep 
it secret; 

 Documentation on the transfer and granting of any rights to other project parties, 
affiliates or third parties (either according to the GA/CA or as “regular” license). 

5.1.5.5. Distribution restrictions and requirements 
The distribution requirements and corresponding restrictions depend on the rights that the 
individual project party holds and the restrictions imposed on him by contractual or statutory 
provisions. 

5.1.5.5.1. Requirements 
Following from the above said, only the author/owner of the IP Rights respectively the Results 
or the holder of a corresponding licence may use them. If two or more project parties jointly 
generate Results, they may only be used by one of the joint owners within the restrictions set 
by the joint ownership agreement pursuant to the GA and CA. 

5.1.5.5.2. Restrictions 
The limits of the use of the Results can result on the one hand from statutory restrictions and 
on the other hand from contractually imposed limits. 

Statutory restrictions may arise when for example the distribution would infringe rights of a 
third party. This can be the case if a third party has prior rights (e.g. a patent) for a comparable 
product in a specific country which would be infringed by the (commercial) use of the Results 
in that country. In this case, said use may give rise to claims for i.a. discontinuance, disclosure 
and damages. Relevant risks may be assessed by performing patent or – in case of names for 
the finished product – trademark searches and analyses for prior rights in the relevant 
territories. Concerning copyrights, national law may require naming the author in any 
workpiece due to his moral rights. 

Other restrictions may be imposed by contractual obligations.  

5.1.6. Employment Law 
Based on the current knowledge of the project, there are no foreseeable issues pertaining to 
employment law and the use of the SECaaS service. Insofar as the SecureIoT consortium is an 
employer, the national regulatory framework in employment law applies the same as outside 
of the use of SECaaS services. Moreover, insofar as operators of IOT deployments or cloud 
services were to use the SECaaS services, they would be required as employers to comply with 
the respective national employment law, but not the SecureIoT consortium. 

Therefore, it should not be necessary for the individual use cases and parts of the project to 
add any additional remarks pertaining to compliance with employment law. 
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5.2. Compliance of chosen project organisation 
5.2.1. Data Protection Law 

The organisation of the SecureIoT project influences some of the requirements in data 
protection law. Pursuant to the GDPR, there are only a limited number of organisation forms 
and corresponding distribution of responsibilities that are recognised by the GDPR. The 
SecureIoT project will therefore need to plan its organisational structure along the lines of the 
GDPR in order to avoid an unwanted allocation of responsibilities and – in consequence – 
liability. The following section will describe the allocation of the responsibilities and liability as 
prescribed by the GDPR. 

5.2.1.1. Allocation of responsibilities between partners, i.e. (joint) controllership 
Based on the system of the GDPR, there is always at least one ‘controller’ for every step of a 
data processing activity involving personal data. This controller will bear full responsibility and 
liability for the compliance of the data processing activity with the GDPR and other data 
protection law. 

The definition in Art. 4 (7) GDPR states that controllership is determined by the decision-
making power in regard to the ‘purposes and means of the processing of personal data’. 
Recognizing the complexity of processing situations and the resulting difficulties in determining 
the roles of the various involved parties, the Art. 29 Working Party issued an opinion54 in 2010 
on the allocation of roles of controller and processor. This opinion remains valid under the 
GDPR, as the wording has not changed compared to the EU Privacy Directive. 

The determination of the controller is based solely on the factual influence55 of one or more 
parties on the decision regarding the purposes and means. This approach is taken to ‘allocate 
responsibility [and liability] where the factual influence is’ and thus avoid making any party 
responsible and liable for something it does not have any influence in. However, this does not 
imply that there could not be any contractual allocation of decision-making power and 
therefore responsibility, as long as this contractual allocation involves a certain freedom of 
choice, and is not overridden by undue economic influence or superior knowledge. 

The aforementioned decision-making power of a ‘controller’ lies above the ‘purposes and 
means’ of processing, i.e. the determination of the intended or planned result of the processing 
and the steps to achieve that intended result. While both aspects play a role in the 
determination of the controller, the focus is clearly on the determination of those aspects of a 
processing activity that have legal implications and could thus affect the lawfulness of 
processing.56 In essence, a party is not a controller if it merely determines whether software A 

                                                      
54 See: http://ec.europa.eu/justice/article-29/documentation/opinion-recommendation/files/2010/wp169_en.pdf.  
55 See footnote 54, p. 9. 
56 See footnote 54, p. 14-15. 
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or B, or which algorithm is used, but a party would be a controller if it determines the retention 
period or whether personal data is combined with data from other sources. 

Recommendation 11 - Define responsibilities, purpose and means of data processing 

For the SecureIoT project and the consortium partners, this differentiation will become very 
important as soon as the testing phase using dummy data instead of real data is over. As soon as 
real (personal) data would be used in the project, the consortium will face a significant challenge, 
because the decision-making process will be very complex given the number of participants in 
each part of the project. In addition, the roles of the different groups of participants should be 
clearly defined. This includes clear and unambiguous assignments of (data related) tasks, data 
sets and its informational content (e.g. who collects and delivers what data, and what 
information is contained therein), and decision-making power (e.g. who decides what data is 
necessary for a particular processing step, who decides on the different processing steps). 

This particular issue of unclear responsibilities should be avoided especially between use case 
owners and implementers of the central service components. There is an evident risk of 
significant discrepancy in knowledge, as the use case owners are focussed on the material 
purpose of the use case instead of its security, and the implementers of the SECaaS services have 
the security knowledge but lack knowledge of the specifics of the use cases. Therefore, the 
determination of the goals and purposes of any data processing at first would have to be a joint 
effort of the use case owners and the implementers. Only once a good working knowledge of the 
security goals and the necessary data processing has been established between the parties, the 
next step may be taken to assign responsibilities that reflect the legal situation. 

In this context, the purposes of data processing will first need to be clearly separated between 
purposes of the use case and purposes of SecureIoT. The latter should then be defined more 
narrowly than merely ‘research’ or similarly vague descriptions. In this context of determining 
the role of the (single or joint) controller(s), the determination of ‘purpose and means’ should be 
as detailed as determining a single intended prediction for one or more vulnerabilities or threats. 
The decision to use specific data categories, the retention period, combination with other data, 
or whether and what measures to implement for privacy by design are all decisions that affect 
the lawfulness of the processing activities. Those decisions can therefore only be made by a 
controller. 

This, in turn, should be taken into account by each consortium partner involved in the decision-
making process. A joint decision on such matters would lead to joint controllership, whereas a 
complete deferral of those decisions to one of the partners, e.g. the Technical Manager, may lead 
to controllership of that partner. 

This leads to the recommendation of either assuming joint controllership of all the partners 
involved in the respective part of the project (i.e. usually the technical partners for the respective 
scenario or use case),or documenting all decisions clearly and unambiguously. If joint 
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controllership is assumed by the group of consortium partners, they are required to enter into a 
joint controllership agreement pursuant to Art. 26 GDPR. 

An agreement pursuant to Art. 26 GDPR is mandatory for joint controllers. It contains provisions 
to determine the respective responsibilities of each of the joint controllers with respect to 
compliance with GDPR, including information duties and handling of data subject rights. 

5.2.1.2. General use of external resources and sub-contractors (e.g. hosting or cloud-
services) 

In contrast to the aforementioned (joint) controllership of the consortium partners, the GDPR 
also recognises the concept of data processing carried out on behalf of a controller in Art. 28. 
In this situation, the controller is the only one making all decisions that affect the lawfulness 
of processing, whereas the processor acts only in accordance with the controller’s instructions, 
having no decision-making power beyond the mere technical implementation of the 
controller’s instructions (and even that only as long as this does not affect the adequacy of 
necessary technical and organisational measures). 

Recommendation 12 - Define contracutal structure with sub-contractors 

If an external service provider should be used in the SecureIoT project to provide some technical 
infrastructure or business logic, a data processing agreement pursuant to Art. 28 GDPR should 
be entered into before the processing of personal data by the service provider begins. This 
obligation pertains to all service providers that are established in a separate legal entity, even if 
this legal entity belongs to the same group as the consortium partner. This means that because 
of this lack of any intra-group privilege, any subsidiary, parent or sister company must be treated 
like any other third party in this regard. 

5.2.1.3. Involvement of legal entities from third countries (i.e. outside of EU) 
If personal data is to be transferred and processed outside the EU, the GDPR requires 
additional safeguards for a transfer of personal data to be lawful. The respective provisions in 
Art. 44-50 GDPR require a separate legal basis for the transfer to a particular third country. 
Thus, the requirements of this legal basis must be in addition to the requirements of a legal 
basis to transfer the personal data to another entity in the EU. 

The multitude of available legal bases for such transfer to a third country would go beyond the 
scope of this Deliverable. Thus, the consortium partners should just be generally aware of the 
existence of additional requirements and should flag any such case for further analysis. 

5.2.2. Copyright and other intellectual property law 
As stated above under 5.1.5, it is not only necessary to make sure that the developing project 
partners have all necessary rights for developing the software but the results also need to be 
protected according to the Grant Agreement.  
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For this reason, responsibilities should be clearly defined and the relevant rights for and 
protection of the results should be regularly monitored and coordinated. Due to the 
complexities of development, exploitation and potential protection in the context of the 
project, additional resources may be beneficial to review and supervise this complex. E.g., an 
additional coordinator solely responsible for this area, who has a sufficient overview of the 
necessary grants of rights and protection to coordinate between the individual parties and as 
necessary between the parties and third parties and reviews and supervises the protection of 
results if applicable.  

5.3. Compliance of data collection and data analysis model 
5.3.1. Data Protection Law 

Compliance with data protection law, first and foremost with European legislation including 
GDPR and ePrivacy (Draft) Regulations, will be at the heart of this analysis. Other aspects of 
the broader view of “information protection”, especially under the Trade Secrets Directive 
(2016/943), will be addressed in the context of intellectual property law in sec. 5.3.2, even 
though this Directive also largely relies on protection based on a classification of information. 
This section on the data protection compliance of the overall architecture will include the 
general policies and concepts on the data collection mechanisms described in sec. 4.1.4 and 
the analysis described in sec. 4.1.6. Thereby, this section of the analysis will contain one focal 
point of the entire project, the lawfulness and possible limitations and restrictions on the data 
collection and processing intended in the various scenarios and use cases. 

These following sections will therefore contain the definitions and classifications of data, as 
well as the general rules set by European law for each of the applicable class of data. These 
general classifications and their respective rules should act as general guidelines for the further 
development of the project objectives and may act as a point of reference for the further in 
depth legal analysis of the specific aspects of the project and its scenarios and use cases. 

5.3.1.1. Description of the proposed processing activity and the purpose(s) of 
processing 

The description of the data collection mechanisms in sec. 4.1.4 does not contain any concrete 
determination of the data categories that will be collected by the monitoring probes that are 
deployed at all levels, i.e. device-, edge- and core-level. Therefore, we will assume for the 
following classification that all data categories that can be collected will be collected.  

This analysis will begin with a more general assessment of some data categories that are likely 
candidates to be collected and processed at some point during or after the project. However, this 
is done in full knowledge of the description of the current plans for data collection referenced in 
sect. 4.1.4, 4.2, 4.3 and 4.4. Even though some of the following data categories will not be 
processed according to the current level of planning, the following data categories shall 
nonetheless be addressed in this legal assessment to demonstrate certain issues that may 
potentially arise, and how to mitigate the possible legal constraints. The data categories collected 
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specifically from the usage scenarios will be assessed separately in the corresponding sections of 
this Deliverable dealing with the respective usage scenario and use cases. 

At device-level: 

 Device identification data, such as serial number, IMEI number, or MAC address. 

 Device classification data, such as device type, model number, CPU-type, built-in 
components (e.g. storage, memory, network interfaces), peripherals (e.g. sensors, 
actors, connected machines or other devices), device context (e.g. deployment operator, 
intended use) and power supply status (e.g. mains or battery power, battery status). 

 Device operating system and software data, such as the type and source of the operating 
system (e.g. vendor firmware, standard linux distribution), active services (e.g. http, 
https, telnet, SSH, ftp) and open network ports (if applicable), release number and patch 
level of the operating system and active software, encryption level for each active 
service (e.g. SSL, TLS). 

 Connectivity data, such as active network connections and protocol information on 
network (e.g. IP-address, gateway address) and higher OSI layers. 

 Data sent and received via network or other interfaces. 

 In case of network probes: data sent and received by devices connected to the network 
interface of the probe. 

 Device sensor data, such as environmental (e.g. temperature, humidity, air quality), 
telematics data (e.g. location, acceleration, orientation), audio and video signals, 
equipment monitoring sensors (e.g. rpm, torque monitor, pressure, liquid flows, light 
barriers). 

At edge-level: 

 Identification data of edge-level unit, such as serial number, IMEI number, or MAC 
address. 

 Connectivity data, such as active network connections and protocol information on 
network (e.g. IP-address, gateway address) and higher OSI layers. 

 Data sent and received via network or other interfaces. 

 In case of network probes: data sent and received by devices connected to the network 
interface of the probe. 

 Device classification data, such as device type, model number, CPU-type, built-in 
components (e.g. storage, memory, network interfaces), peripherals (e.g. sensors, 
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actors), device context (e.g. deployment operator, intended use) and power supply 
status (e.g. mains or battery power, battery status). 

 Device operating system and software data, such as the type and source of the operating 
system (e.g. vendor firmware, standard linux distribution), active services (e.g. http, 
https, telnet, SSH, ftp) and open network ports (if applicable), release number and patch 
level of the operating system and active software, encryption level for each active 
service (e.g. SSL, TLS). 

 Connected IoT-devices, including their identification data. 

 Processing capabilities and intended edge-level processing operations. 

 Results of data processing and analysis. 

At core-/cloud-level: 

 Identification data of core-level unit, such as serial number, IMEI number, or MAC 
address. 

 Connectivity data, such as active network connections and protocol information on 
network (e.g. IP-address, gateway address) and higher OSI layers. 

 Data sent and received via network or other interfaces. 

 Device classification data, such as device type, model number, CPU-type, built-in 
components (e.g. storage, memory, network interfaces), peripherals (e.g. sensors, 
actors), device context (e.g. deployment operator, intended use) and power supply 
status (e.g. mains or battery power, battery status). 

 Device operating system and software data, such as the type and source of the operating 
system (e.g. vendor firmware, standard linux distribution), active services (e.g. http, 
https, telnet, SSH, ftp) and open network ports (if applicable), release number and patch 
level of the operating system and active software, encryption level for each active 
service (e.g. SSL, TLS). 

 Connected devices, both at device- and edge-level, including their identification data. 

 Processing capabilities and intended core-level processing operations. 

 Results of data processing and analysis. 

The aforementioned data categories are – at this point – still too generic for a legal analysis of 
a specific data processing activity. For example, the classification of video data will vary greatly 
dependent on the content of the pictures (depiction of a person vs. optical quality control of a 
product). Therefore, some of the classifications of the data will only be possible in the context 
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of the respective scenario or use case. Also, the classification of data categories may change 
for certain use cases in accordance with the specific context of the data processing. 

5.3.1.2. Classification of data categories and determination of applicability of the 
GDPR, ePrivacy Directive and Regulation, etc. 

As a first step to determine the compliance of the project with applicable law, it will be 
necessary to classify the data categories listed in sec. 5.3.1.1 in accordance with the legal 
classifications available in the various European Directives and Regulations. The legal 
classification will then be a vital part of the determination of how the respective data 
categories are protected by law, and what limitations and restrictions are attached to the 
processing of certain categories of data. 

Depending on the classification of the data that shall be collected and processed, the applicable 
EU law holds different requirements and obligations, which will be outlined in the following 
sections of this legal analysis. The possibly applicable definitions of data categories are 
contained mainly in the ePrivacy Directive (2002/58/EU), its proposed successor, the ePrivacy 
Regulation (currently using the Council Draft of 4 May 2018), and of course the GDPR 
(679/2016). Other EU legislation, such as the Communication Framework Directive 
(2002/21/EC) and the NIS Directive (2017/1148), was not found to hold any additional 
definitions for data categories that entail specific obligations based on classification of data. 
Therefore, the specific obligations from such EU legislation that are dependent on the 
classification of a specific service will be analysed further down in this analysis. 

The first set of legal classifications can be found in the ePrivacy Directive (2002/58/EU), which 
is currently still in force and waiting to be succeeded by the ePrivacy Regulation, most likely 
during the term of the SecureIoT project. Therefore, this analysis will take into account the 
classifications of data of both the current Directive and the prospective Regulation, currently 
using the Council Draft of 4 May 2018. 

Looking at the different definitions of data categories across different European laws, it should 
always be kept in mind that the definitions are not exclusive in relation to each other. 
Therefore, it is likely that some categories of data described in sec. 5.3.1.1 will fall within more 
than one of the following legal definitions. In such cases, the legal requirements of all relevant 
legislation would need to be observed, unless any provisions supersede others based on the 
rules of lex specialis or subsidiarity. Such relations among European legislation will be analysed 
in the next sec. 5.3.1.3 on the legal bases of data collection and processing. 

Any data that does not fall within one of the following legal classifications would most likely 
not be protected under European data protection law. However, this does not automatically 
mean that any processing of such data would be permitted by law without restriction. Rather, 
any data, regardless of its classification under data protection law, may still be protected under 
European or Member State law in other areas of law, for example as ‘know how´ or a ‘business 
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or trade secret’. Most of the other possibly applicable areas of law will be analysed following 
the legal analysis of data protection law compliance. 

5.3.1.2.1. Communication/electronic communications content 
The ePrivacy Directive defines in Art. 2 (d) 

“‘communication’ means any information exchanged or conveyed between a 
finite number of parties by means of a publicly available electronic 
communications service. This does not include any information conveyed as 
part of a broadcasting service to the public over an electronic communications 
network except to the extent that the information can be related to the 
identifiable subscriber or user receiving the information;” 

and the draft ePrivacy Regulation defines in Art. 4 (3) (b) 

“‘electronic communications content’ means the content exchanged by means 
of electronic communications services, such as text, voice, videos, images, and 
sound;” 

These definitions include largely the same categories of data, namely any information 
regardless of form or format that is exchanged as content in a communication. Both definitions 
exclude broadcast signals in networks, in which the recipients of the signal cannot be identified 
(in the directive, e.g. DVB or DAB signals), or broadcast services with editorial control over the 
transmitted content (draft Regulation).57 

Apart from this exclusion of editorial content of linear broadcasts, the definition of the 
exchanged information or content is not limited to any specific type of content. The list in the 
draft Regulation serves only as examples and is not exhaustive. Most notably, ‘data’ is not 
expressly included in the list, but is nonetheless included in the definition. Therefore, most of 
the data categories listed above in sec. 5.3.1.1 would fall within the definition of 
communication or electronic communications content respectively, if such data are 
transmitted from one point to another. In fact, all listed data categories except device 
identification data and connectivity data that are strictly necessary to establish the 
connection for the communication fall within the definition. 

With this broad approach that does not exclude any type or format of information, the main 
limitation of this legal classification will be the context of the transmission. Whereas the 
current definition is limited to communication by means of a publicly available electronic 
communications service, the definition in the draft Regulation refers to the definition of an 

                                                      
57 Art. 4 (1) (b) of the draft Regulation references for the definition of ‘electronic communication services” Art. 2 (4) 
of the draft Directive establishing the European Electronic Communications Code. See https://eur-lex.europa.eu/legal-
content/EN/TXT/HTML/?uri=CELEX:52016PC0590&from=EN.  

 



 

Page | 91 

Project Title: SecureIoT 
Contract No. 779899 
Project Coordinator: INTRASOFT International S.A. 

D2.7 - Legal and Regulatory Audit ing of SecureIoT Architecture and 
Services_Final version, 

Version: v1.0-Final, Date 25/07/2019 

electronic communications service that is defined as a service normally provided for 
remuneration via electronic communications networks.58 Furthermore, the proposed 
Regulation is limited in scope in Art. 2 (2) (c), excluding ‘electronic communications services 
which are not publicly available’.  

Acknowledging the broad definition of electronic communication networks in the draft 
Directive, the limiting factor remains that a service is publically available and normally provided 
for remuneration. This definition pays no regard to the individual situation of whether the 
specific party to a communication pays remuneration for the service, in the course of which 
the information is transmitted or received, but a general market view on the type of service is 
sufficient. Furthermore, the definition includes a list of examples of services that shall be 
included in the definition, including ‘internet access services’ and other ‘services consisting 
wholly or mainly in the conveyance of signals such as transmission services used for the 
provision of machine-to-machine services’.  

The aforementioned definitions lead to the situation that under the current ePrivacy Directive, 
data is only protected as ‘communication’ while being transmitted over or stored in a public 
telecommunications network such as the public internet (or rather the network segments 
between the border gateways of the company having installed the IoT-/edge-devices and the 
data centre hosting the cloud-service processing the information from those devices. 

Under the proposed ePrivacy Regulation in its draft of 4 May 2018, this protection of data as 
‘electronic communications content’ includes transit through and storage in services that are 
available to the public and generally provided for remuneration. This would rule out some 
additional network segments that would have been included under the current definition, such 
as vehicle-to-vehicle short-range mesh networks and similar networks that are public, but 
usually offered free of charge. 

5.3.1.2.2. Traffic data/communication metadata 
The ePrivacy Directive defines in Art. 2 (b) 

“‘traffic data’ means any data processed for the purpose of the conveyance of 
a communication on an electronic communications network or for the billing 
thereof;” 

and the draft ePrivacy Regulation defines in Art. 4 (3) (c) 

“‘electronic communications metadata’ means data processed by means of 
electronic communications services for the purposes of transmitting, 
distributing or exchanging electronic communications content; including data 

                                                      
58 Art. 4 (1) (b) of the draft Regulation references for the definition of ‘electronic communication services” Art. 2 (4) 
of the draft Directive establishing the European Electronic Communications Code. See https://eur-lex.europa.eu/legal-
content/EN/TXT/HTML/?uri=CELEX:52016PC0590&from=EN. 
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used to trace and identify the source and destination of a communication, data 
on the location of the device generated in the context of providing electronic 
communications services, and the date, time, duration and the type of 
communication;”. 

These definitions are linked closely to the previous definitions of ‘communication’ and 
‘electronic communications content’ in that the metadata are generated by the involved IT-
systems in any instance of communication – even if there is no communication content in cases 
of failed connection attempts. The metadata encompass all information about the parties to a 
communication, as well as the technical parameters and other data that is used for the 
transmission of the communication content. 

Recommendation 13 - Relevant data classification: Traffic Data 

In the SecureIoT project, the most relevant data categories that would fall into this classification 
would be (including the corresponding date and time-stamps) IP-addresses, IMEI or telephone 
numbers, domain names or (SIP-)account identifiers, or cryptographic authentication tokens 
(e.g. certificates), if used for the transmission of the communication. 

The proposed ePrivacy Regulation now expressly includes location data, such as network 
locations of the parties to a communication collected by cell tower or WiFi-network proximity. It 
also expressly includes tracing information, such as information about the “hops” taken by a 
signal (or data packet) on its route through a network. This data classification may become 
relevant for those aspects of the SecureIoT project dealing with authentication of devices 
without identification, e.g. based merely on the network location of a device. Such data are 
protected as metadata in the same way as data used for the identification of a device or natural 
person. 

5.3.1.2.3. Computer data (protected by security measures) 
Another classification may hold great significance due to its potential criminal law implications. 
The Convention on Cybercrime59 concerns computer data that is protected by security 
measures. This classification does not classify the data itself, but rather the circumstances of 
its storage or transmission. Therefore, this classification covers all types of data that can be 
processed or stored in a computer system, regardless of the information content of the data. 
The definition covers any type of computer system, including IoT devices, and data is covered 
at rest and in transit over any wired or wireless data link, without regard to the underlying 
transmission technology. 

The only actual classifier in this case is the protection of the data by ‘security measures’. The 
meaning of ‘security measures’ is defined in the text of the Convention, but was left open to 
be interpreted by the national law of the countries that are party to the Convention. The 

                                                      
59 See: https://www.coe.int/en/web/conventions/full-list/-/conventions/rms/0900001680081561.  
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interpretation in German law60 defines these ‘security measures’ as any measures that are 
intended to protect the data against unauthorised access and are at least capable to delay or 
impede unauthorised access to a degree that is not insignificant. This means that such security 
measures do not need to provide full protection, but only need to be able to make 
unauthorised access to the data more difficult. 

Therefore, the definition would include security measures like password-based authentication, 
even if passwords with just two or three character were permitted, as well as any form of 
encryption, even if it is known to be compromised. For the data collection efforts in connection 
with the SECaaS services, this classification will very likely cover a large part of all data collected 
in those scenarios that use fairly recently developed IoT-devices and standards. Where 
encryption and/or password or even certificate-based authentication is used, the data should 
be classified as ‘protected by security measures’. This would only leave out older IoT standards 
that still use unencrypted communication and do not require any authentication to 
communicate with devices (both for data collection and controlling of actuators). One example 
of such an older protocol may be KNX.61 

Recommendation 14 - Relevant data classification: Protected Computer Data 

In the SecureIoT project, the use of any data that are protected by security measures at rest or 
in transit should be flagged, and a thorough assessment of the lawfulness of the collection of 
such data (see below sec. 5.3.1.3.10) should be carried out. This compliance requirement would 
need to be implemented especially in all such cases where a predictive analysis is based on an 
evaluation of encrypted network traffic, regardless of whether that traffic is decrypted by 
SecureIoT for analysis. The consortium partners should also be aware that this classifier of having 
security measures in place is optional, so there may be some jurisdictions that do not even 
require any security measures for certain unauthorised actions to be penalised under criminal 
law. 

5.3.1.2.4. Personal data 
The definition with possibly the farthest-reaching consequences is that of ‘personal data’. As a 
legal classification of data, ‘personal data’ are afforded exhaustive protection, not only under 
the GDPR, but also under ePrivacy and other EU law. Therefore, the classification of 
information collected and processed within the SecureIoT project as personal data will need 
to be considered particularly carefully. 

The GDPR defines in Art. 4 (1) 

“‘personal data’ means any information relating to an identified or identifiable 
natural person (‘data subject’); an identifiable natural person is one who can be 
identified, directly or indirectly, in particular by reference to an identifier such 

                                                      
60 Instead of many sources: BeckOK StGB/Weidemann, 39. Ed. 1.8.2018, StGB § 202a Rn. 11-14. 
61 See: https://www.knx.org/knx-en/for-professionals/index.php.  
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as a name, an identification number, location data, an online identifier or to 
one or more factors specific to the physical, physiological, genetic, mental, 
economic, cultural or social identity of that natural person;” 

The key elements of this definition are (i) the link of a piece of information to a natural person 
(‘relating to’), and (ii) the possibility of identifying (‘identifiable’) said natural person. Both of 
those criteria may be fulfilled either directly or indirectly. Furthermore, recital 26 of the GDPR 
states that for the classification of data as personal data, all additional data, which the 
controller is reasonably likely to have access to, must be included in this determination. 

This broad definition holds the following foreseeable consequences for the data categories 
identified in sec. 5.3.1.1. 

However, before going into the specific data categories, a clarification is in order with regard to 
the determination of the collection point of data. When talking about where data is collected, 
i.e. at device- or edge/cloud-level, it should be distinguished between the location of the actual 
event, from which the data is generated, and the location of the device triggering the data 
collection. For example, if a cloud-device remotely initiates a fleet of IoT-devices to record sensor 
data and forward that data to the cloud, then this Deliverable would regard this as a data 
collection at device-level. 

Project partners should note, however, that this distinction of the data collection points is merely 
a project-internal distinction, and not a distinction made by data protection law. Nonetheless, 
this Deliverable will continue to include this distinction of the various possibilities of data 
collection: 

At device-level, data would be the most susceptible to being classified as ‘personal data’. As 
soon as a particular IoT device is linked to a person, all data collected from this device could 
possibly be ‘personal data’. As the first step, a link to a natural person could be established at 
device-level in various ways. The easiest examples would be any form of picture or video taken 
with a device’s camera, voice recordings, fingerprints or any other biometric data. Another 
example would be, if device identification data is recorded and linked to a personal identifier, 
e.g. a name or a personnel number. The device identification data would then serve as the link 
possibly making all data collected from that device ‘personal data’. However, the possible 
combinations of data categories to establish a link to a natural person are numerous. It is also 
possible to establish a link to a natural person by way of elimination of all other possibilities, 
e.g. if an IoT-device is connected to a machine in a factory that is operated only by a specific 
worker during a defined time (e.g. shift), or if an IoT-device is taken to or installed in a 
residential home and collects location data. Another case of linking data to a natural person is 
the IP-address of a device, either the public IP-address of a residential home, or even a private 
IP-address (e.g. in the 192.168.0.0/16 range) in a company network, if that company’s firewall 
is set-up to store login or other authentication data, or other personal identifiers for such IP-
addresses. Yet another example are data generated by software running on the device, e.g. 
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stored in cookies, authentication data or session information. Finally, a look at the endless 
possibilities of communication content may very often reveal a link to a natural person if any 
identifiers are contained in the unstructured communication content, even in machine-to-
machine communication. 

Secondly, the possibility of identification of the natural person will in most cases follow the 
specific information that links a device to a natural person (see above, e.g. location data, IP-
addresses or login-data). At this stage, all other available sources of information must be taken 
into account. This may include publically available information like phonebooks or address 
registers that may make a natural person identifiable using location data, or a personnel 
register identifying natural persons based on their authentication or login credentials. Another 
possible source of information that needs to be taken into account is social media, which may 
make a natural person identifiable based on behaviour data recorded by an IoT-device. 

This possibility of identification of a natural person may also result from processing combined 
data from multiple IoT-devices or other sources, e.g. in a big-data analysis scenario. If any of 
the other sources contain data that creates a link to a natural person, the possibility of 
identification of that person increases with every data source or set of data categories that is 
added. Even beyond unique identifiers, any conclusion that may be drawn from a big data 
analysis may hold another piece of the puzzle towards a link to and subsequent identification 
of a natural person. Therefore, the more conclusions can be drawn from the data collected 
from IoT-devices about natural persons, e.g. groups of users, the more likely a natural person 
may be singled out and identified. 

Keeping in mind the above two steps, the distinction made in the GDPR between ‘personal 
data which have undergone pseudonymisation’ (Recital 26) and ‘anonymous information’ 
becomes more clear as well. Any pseudonym used to connect sets of data would act as a link 
relating data to a specific natural person (but without identifying that person). Therefore, the 
determination of the classification of pseudonym data as either personal data or anonymous 
information must be made in each case based on the possibility of identification of the natural 
person. That distinction can only be made based on the context of the data and additional data 
sources that are ‘reasonably likely’ to be used by the data controller, regardless of whether 
directly (e.g. other data silo in the company, or public information) or indirectly (e.g. through 
a sub-contractor). To summarize: use of pseudonyms does not automatically exclude data from 
a classification as ‘personal data‘, but that classification must be made on a case by case basis. 

At edge- and cloud-level, collected data is far less likely to fall within the classification of 
‘personal data‘, unless data collected at device-level, or data on the behaviour of IoT-devices 
is collected or processed at edge- or cloud-level. It remains unclear at the moment whether 
any significant data collection will take place at edge- or at cloud-level, but even if so, the data 
categories that may be collected (originally) at these levels would be unlikely to contain a link 
to a natural person. Of course, the same rules apply at edge- and cloud-level as at device level, 
so there may still be instances in which data collected at edge- or cloud-level may be linked to 
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a natural person. If, for example, the network traffic is analysed on the path between IoT-
devices and a cloud-server, or if network traffic from other devices (e.g. workstation 
computers) is analysed, this traffic may contain data that can be linked to natural person. In 
that case, the same test as described above regarding the possibility of identification of the 
natural person must be done. 

Furthermore, the question of how personal data that is collected at device-level and processed 
at edge- or cloud-level can be anonymised will be looked at in one of the subsequent sections 
dealing with the compliance with processing principles. 

5.3.1.2.5. Biometric data, data concerning health, and other relevant specific 
categories of data 

As a subset of ‘personal data’, the GDPR defines in Art. 4 (14) and (15) 

“‘biometric data’ means personal data resulting from specific technical 
processing relating to the physical, physiological or behavioural characteristics 
of a natural person, which allow or confirm the unique identification of that 
natural person, such as facial images or dactyloscopic data; 

‘data concerning health’ means personal data related to the physical or mental 
health of a natural person, including the provision of health care services, which 
reveal information about his or her health status;” 

and regulates in Art. 9 (1) 

“Processing of personal data revealing racial or ethnic origin, political opinions, 
religious or philosophical beliefs, or trade union membership, and the 
processing of genetic data, biometric data for the purpose of uniquely 
identifying a natural person, data concerning health or data concerning a 
natural person's sex life or sexual orientation shall be prohibited.” 

These definitions indicate those categories of personal data that are subject to specific 
requirements due to their sensitive nature and must therefore be identified separately from 
“ordinary” personal data. 

The definition of ‘biometric data’ encompasses any data relating to physical, physiological or 
behavioural characteristics of a natural person. The examples listed in the statutory definition 
are merely the tip of the iceberg. Further examples could be anything from records of the beat 
and rhythm of a heart, the pattern of a person walking, to the obvious biometric login data 
using facial recognition, iris scan or fingerprints (‘dactyloscopic data’). Most likely, biometric 
data would be collected at device-level. The data categories most likely to contain biometric 
data would be data captured from cameras, microphones, fitness trackers, smartwatches or 
similar sensors. This could even go as far as recognizing the operator of a single machine from 
the data patterns recorded by sensors connected to that machine, e.g. one operator using a 
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distinctly different sequence of steps, using the machine with a specific calibration, or a 
machine’s settings (even as profane as the height of a workstation reflecting the height of the 
person). 

In addition, location data or network traffic may – given sufficient aggregation of data over a 
longer period – make apparent behavioural patterns unique enough to single out and 
recognize a specific natural person. This would most likely become apparent from looking at 
aggregated data at edge- or cloud-level where data is processed in large quantities from a 
whole installation of IoT-devices. At this level, even connectivity data, such as the information 
on what (mobile) IoT-device was connected to a particular network access point at specific 
times, or the battery status of a device indicating more or less intense than average use of a 
device may lead to the appearance of a specific behavioural pattern that could be linked to a 
specific natural person. Likewise, the lack of specific data being collected in specific situations 
may also make behavioural patterns apparent. If such data collection takes place in a 
workplace environment and specific patterns of lack of recorded data could be used as an 
indication of efficiency of a worker or behavioural pattern pointing in the direction of too 
frequent breaks from work, such data may not only need to be classified as behavioural 
characteristics, but may also give rise to specific legal obligations under applicable employment 
law. 

The ‘data concerning health’ is also defined broadly to encompass – as described in Recital 35 
– all data pertaining to the health status of a natural person, including past, present or 
(predicted) future physical or mental health status. This could mean any test results, any 
information on disease or disability as well as the treatment thereof, but more relevant in this 
context, also any information pertaining to disease risk, including predictions on the 
progression of a disease. 

It is very likely that most ‘data concerning health’ would be collected at device-level, especially 
sensor data with direct contact to a natural person. This may be cameras, but also sensors 
measuring heart rhythm or respiration. Furthermore, any treatment data fall within this 
definition, such as the times, frequency and content (e.g. the type and number of exercises) of 
a treatment. 

At edge- or cloud-level, data, especially network traffic, may be recognisable as treatment data 
as well. This may be the case in connection with device information data (e.g. type and 
capabilities of the device). Moreover, given that devices used in medical or socially interactive 
use cases will generally be used by one and the same natural person, it may already be 
sufficient to analyse network traffic from such a device to draw any conclusions from the 
patterns in network traffic as to the exercises that are being performed with the device.  

Therefore, this data category – and the resulting strict legal obligations – should also be closely 
observed and may be more relevant than it would appear at first glance. 
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Finally, the special categories of data pursuant to Art. 9 include both the above data 
categories (biometric data and data concerning health) as well as the other categories included 
in Art. 9 (1). However, it is at this point doubtful whether any of the other data categories 
would play any significant role in SecureIoT. Whether any conclusions can be drawn from data 
collected at device-level or processed at edge- or cloud-level remains uncertain. Therefore, 
the assessment of the significance of this definition in Art. 9 (1) must be deferred to a time 
later in the project when the collected data and processing capabilities are more clearly 
defined. 

The same as for data pursuant to Art. 9 also applies to data relating to criminal convictions and 
offences pursuant to Art. 10, which is why this category of data is not listed and analysed 
separately at this time. 

5.3.1.3. Legal basis for data processing 
After making the determination of the legal classification of the data categories that are to be 
collected and processed, the next step towards legal compliance is the determination of an 
applicable legal basis for the collection and processing of the data. 

As a general rule set forth in Art. 6 (1) of the GDPR, all processing of ‘personal data’ is 
prohibited, unless such processing falls within the scope of one of the legal bases contained in 
the GDPR itself or other Union or Member State law. Similarly, the current ePrivacy Directive 
and the proposed ePrivacy Regulation prescribe generally the confidentiality of 
communications and allow the processing of ‘communication’ or ‘electronic communications 
content’ as well as ‘traffic data’ or ‘communication metadata’ only if the processing falls within 
the scope of a specific legal basis. 

The determination of the appropriate legal basis for collection and processing of data is 
dependent on several factors. First of all, the legal classification of the data according to the 
above sec. 5.3.1.2 is the most important factor to determine the applicable European law. 
However, as there are several provisions containing potentially applicable legal bases within 
each piece of legislation, the determination of the applicable provision depends on additional 
factors. The purpose of the data collection and processing and the relation between the data 
controller and the data subject are the most relevant factors, which will be described in detail 
below. 

5.3.1.3.1. Definition and significance of ‘purpose’ 
While there is no legal definition of ‘purpose’ in either the GDPR or ePrivacy 
Directive/Regulation, all these pieces of legislation require that any and all data collection and 
processing is done for a specific and predefined purpose. Contrary to the trend towards big 
data, all European law is based on the premise that there cannot be any data collection, 
retention and processing without purpose. This has led to a high degree of scepticism of 
lawyers and lawmakers against the concept of big data and its approach of defining a new 
purpose later when a new method of analysis becomes available. 
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The requirements concerning the chosen purpose may vary between different applicable laws. 
For GDPR, the purpose must be “specified, explicit and legitimate” (Art. 5 (1) (b)), as well as 
chosen prior to the beginning of data collection or processing (arg. e Art. 13 (1) (c)). Under the 
ePrivacy Directive, the purposes, for which data may be legitimately collected and processed, 
are enumerated. Therefore, all data processing within the scope of the ePrivacy 
Directive/Regulation must fall within the defined purposes of that law. 

Recommendation 15 - Definition of purposes of data processing 

For the SecureIoT project and the SECaaS services, the purpose is twofold. During the project 
phase, the purpose for the processing of personal data (if any personal data were collected, see 
Deliverable D9.1) would be scientific research in the area of IT and network security. In 
accordance with Recital 159, ‘scientific research‘ is meant to be interpreted in a broad manner 
and include ‘technological development and demonstration, fundamental research, applied 
research and privately funded research’. Thus, the SecureIoT project would be covered in all its 
facets, including the SECaaS prototypes and the research on the methods of analysing the 
collected data for possible insight in threat or attack patterns. However, this purpose would likely 
find its end at the end of the project term, or at least would no longer be the prevalent purpose. 

For the later commercial exploitation, the main purpose of data collection and processing should 
be “to maintain or restore the security of the covered IoT installations, services and network 
segments, including by detecting attacks on and/or security risks for those components.” This 
purpose would be sufficient to be able to establish the SECaaS services, but does not include any 
processing of data beyond that purpose, such as for advertising and marketing purposes, or for 
the purpose of improving the hardware or services covered by SECaaS services. These other 
purposes are for now outside of the scope of the SecureIoT project and would only be analysed 
in the context of a later commercial exploitation effort. 

It should be kept in mind that the two purposes should be regarded separately, especially if 
the scientific research efforts are continued after commencement of the commercial operation 
of the SECaaS services. Any privileges afforded by data protection law for scientific use of 
personal data would not legitimize the use of the data for the commercial operation. This may 
lead to a necessity to keep the research data completely separate from the data used in the 
commercial operation. 

5.3.1.3.2. Relation between data controller and data subject 
The second defining factor for the determination of a suitable legal basis is the relation 
between the data controller and the data subject (or other party). This differentiation is 
necessary, because some provisions containing a legal basis for specific data processing 
activities may depend on an agreement between the data controller and the data subject, or 
even a specific type of contract such as that between telecommunications service provider and 
customer. 
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For the SecureIoT project and the SECaaS services, several relations would need to be 
considered. Primarily, the SECaaS services will be provided to the operators of IoT-installations, 
who are not the data subjects, but are usually connected to data subjects by some form of 
contract (e.g. employment or service contract). This lack of a direct agreement between the 
SecureIoT project consortium as the operator of the SECaaS services and the data subjects 
whose data may be collected and processed may limit the available legal bases for data 
processing. Nonetheless, the following analysis of the available legal bases for data processing 
will include also the ones based on a contractual relation and thereby establish that entering 
into a contract with the data subjects can be regarded as a measure equally important to the 
option of obtaining consent from the data subjects. 

5.3.1.3.3. Separation of processing steps 
Due to the situation that the SecureIoT consortium as the operator of the SECaaS services 
would in most cases not be party to a contract with the data subject directly, there would be 
more than one ‘data controller’ making the determination of the purposes and means of the 
processing of personal data. Therefore, the processing activities in SECaaS services may involve 
several steps of processing that would – from a legal point of view – need to be viewed and 
analysed separately.  

For example, the operator of an IoT-deployment would be regarded as a ‘data controller’ for 
the collection and processing of ‘personal data’ through the IoT-devices, because of this 
operator’s legal power to determine the purposes of processing – as far as processing by the 
operator of the IoT-deployment is concerned. Any processing done in connection with the 
SECaaS services would, however, be determined by the SecureIoT consortium and therefore 
be regarded as a separate processing step, which requires a separate and valid legal basis for 
processing. 

Extending the aforementioned example, if the operator of the IoT-deployment previously 
collected personal data of its employees that should then be used to implement SECaaS, that 
change of purpose for the personal data already collected would also require a legal basis. In 
this extended example, there are three steps of processing that need to be covered by a 
sufficient legal basis: (i) the collection for the original purpose, (ii) the processing and 
transmission of data from the operator of the IoT-deployment to the SecureIoT consortium for 
the new purpose (see sec. 5.3.1.3.1) and (iii) the processing done by the SecureIoT consortium. 
Of course, multiple steps may be covered by the same legal basis, but they nonetheless need 
to be viewed separately. 

5.3.1.3.4. Collection and processing of ‘personal data’ 
As already outlined above, the processing of data categories that are classified as ‘personal 
data’ within the meaning of Art. 4 (1) GDPR is only lawful if covered by one of the following 
legal bases. The following assessment will only cover the potentially relevant legal bases and 
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leave out those legal bases that hold prerequisites which cannot be fulfilled within the scope 
of the SecureIoT project. 

5.3.1.3.4.1. Performance of a contract (Art. 6 (1) (b) GDPR) 
The collection and processing of ‘personal data’ that is “necessary for the performance of a 
contract to which the data subject is party or in order to take steps at the request of the data 
subject prior to entering into a contract” (Art. 6 (1) (b) GDPR) is most likely the most commonly 
used legal basis for the processing of personal data. 

This provision requires a contract, to which the data subject is party. A contract between the 
SecureIoT consortium and the operator of an IoT-deployment or cloud service is insufficient. 

Therefore, there are (at least) two separate cases in which this provision could be used as a 
legal basis. In the first case, the operator of an IoT-deployment or the operator of a cloud 
service has entered into a contract with the data subject. This could be a service contract for 
the operation of one or more IoT-devices, or a treatment contract in a medical scenario (please 
note that employment contracts may hold specific requirements under Member State law and 
should always be reviewed on a case-by-case and country-by-country basis). Such a contract 
would then need to include the use of SECaaS services as part of the service rendered to the 
data subject by the operator. Unless the SECaaS service is made part of the service offering of 
the operator of the cloud-service or IoT-deployment, the processing of ‘personal data’ would 
not be ‘necessary’ within the meaning of this provision, thus excluding it as a valid legal basis.  

In a second case, the SecureIoT consortium could enter into a contract with the data subject 
separately for the provision of the SECaaS service. This alternative could be implemented 
relatively easy in those scenarios and use cases where the data is collected at device-level and 
requires interaction with the user (i.e. the ‘data subject’), e.g. in form of the installation of 
software on the IoT-device itself, or if the main use of the device requires the user to interact 
with the screen of the device for inputs. This alternative would for example be a viable option 
for medical, automotive and factory scenarios, as long as the IoT-device includes a screen to 
display the contract terms and a sufficient mechanism to enable the user to declare his or her 
acceptance of the terms. 

In both alternatives, this legal basis requires an active or at least conclusive act of acceptance 
of a contract by the data subject. 

5.3.1.3.4.2. Compliance with legal obligations of the controller (Art. 6 (1) (c) 
GDPR) 

The second one of the possible legal bases for the processing of personal data is set forth in 
Art. 6 (1) (c) GDPR and allows processing of personal data that is “necessary for compliance 
with a legal obligation to which the controller is subject”. This would first require a legal 
obligation of at least one controller. Given that the purpose of processing by SECaaS is the 
provision of network and IoT-device security, such a necessary legal obligation would need to 
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be based in IT-security related legislation in Union law or Member State law to which the 
controller is subject (Art. 6 (3) GDPR). 

Such a provision in Union or Member State law would, however, need to specifically require 
the processing of personal data for the purpose determined by that provision.62 The NIS-
Directive (2016/1148/EU) contains only one hint in Recital 72 that processing of personal data 
may be required, but the reference includes only Art. 11 and 12 of the Directive, which in turn 
refer to the Cooperation Group, composed of representatives of the Member States, the 
Commission and ENISA, and the CSIRTs network, which is also operated by the Member States 
and CERT-EU. Thus, the NIS-Directive does not contain a legal obligation for private entities 
such as the SecureIoT consortium or an operator of a cloud-service or IoT-deployment to 
process personal data for the purpose of providing IT-security in their service or IoT-
deployment. The applicable obligations to “take appropriate and proportionate technical and 
organisational measures to manage the risks posed to the security of network and information 
systems” (Art. 14, 16) does neither require nor at least specifically allow the collection and 
processing of personal data. Without any reference to the processing of personal data 
whatsoever, one can only assume that those legal obligations refer to measures that do not 
require processing of personal data. Therefore, the NIS-Directive does not hold any provisions 
that may be construed as a legal basis for data processing within the meaning of Art. 6 (1) (c) 
GDPR. 

Further analysis of Union law did not yield any other possible legal obligation to provide IT-
security that would require the processing of personal data. 

Analysis of Member State law in Germany yielded no other results. The analysis of other 
Member State law will be deferred until the project planning and prospective commercial 
exploitation has reached a sufficient level of detail to focus such analysis only on relevant 
jurisdictions. 

In the meantime, Art. 6 (1) (c) GDPR should not be regarded as a valid legal basis for the 
collection and processing of personal data in the SecureIoT project. 

5.3.1.3.4.3. Pursuit of legitimate interests (Art. 6 (1) (f) GDPR) 
Another very relevant legal basis for processing of personal data in the SecureIoT project is set 
forth in Art. 6 (1) (f) GDPR, which permits processing of personal data that “is necessary for the 
purposes of the legitimate interests pursued by the controller or by a third party, except where 
such interests are overridden by the interests or fundamental rights and freedoms of the data 
subject which require protection of personal data, in particular where the data subject is a 
child.” 

This provision requires a legitimate interest that is pursued either by the controller or a third 
party. This inclusion of legitimate interests of a third party simplifies the use of this provision 

                                                      
62 Recital 45 of the GDPR. 
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as a legal basis significantly, especially in situations involving several parties like in the SECaaS 
environment involving the SecureIoT consortium, the operator of an IoT-deployment and 
operators of cloud-services. In such situations, the question of who is controller loses much of 
its significance, and that makes this legal basis more universally applicable than e.g. Art. 6 (1) 
(b) GDPR. In this project, the SecureIoT consortium operating SECaaS would be able to use this 
legal basis to pursue the legitimate interests of the operators of IoT-deployments and cloud-
services without need to enter into separate contracts with the data subjects, thus requiring 
no active or conclusive acceptance by the data subjects, but only mandatory information in 
accordance with Art. 13/14 GDPR. Therefore, use of Art. 6 (1) (f) GDPR as a legal basis would 
be advantageous from an organisational point of view. 

However, Art. 6 (1) (f) GDPR also requires the pursuit of a ‘legitimate interest’. Therefore, it 
must be analysed whether the purpose of SECaaS as outlined in sec. 5.3.1.3.1, i.e. the 
improvement of IT-security for the covered IoT-devices and networks, qualifies as a legitimate 
interest. The GDPR itself states in Recitals 47 and 49, that ‘fraud prevention’, ‘ensuring network 
and information security’ and strengthening the ‘ability of a network or an information system 
to resist, at a given level of confidence, accidental events or unlawful or malicious actions that 
compromise the availability, authenticity, integrity and confidentiality of stored or transmitted 
personal data’ all constitute legitimate interests of the involved controllers. The goal and 
purpose of SECaaS is – in our opinion – fully in line with all three of the purposes quoted from 
Recitals 47 and 49. By shielding and fortifying IoT-deployments, attached cloud-services and 
the SECaaS service itself against attacks and devising methods to mitigate existing 
vulnerabilities and threats, SECaaS plays a vital part in ‘ensuring network and information 
security’ and enhance resilience of the IoT-deployments and involved systems. Thereby, 
SECaaS may also help to prevent fraud, if such fraud would be based e.g. on the manipulation 
of IoT data-streams or identities. As a result, the purposes of SECaaS stated in sec. 5.3.1.3.1 
are – in our opinion – qualified as ‘legitimate interest’ within the meaning of this provision. 
Therefore, Art. 6 (1) (f) GDPR is – in general – a suitable legal basis for the collection and 
processing of personal data by the SECaaS services for the purposes stated in sec. 5.3.1.3.1. 

Recommendation 16 - Assess necessity of processing for each data category 

In addition, the provision requires that the processing of personal data is ‘necessary’ for the 
pursuit of the legitimate interest. This means that the specified categories of personal data and 
only the amount of data sets may be legally collected and processed only if the processing of that 
particular category or the amount of data contribute to improvement of the IT-security of the 
covered IoT-deployments and services. For the further work in the SecureIoT project, this means 
that for all data categories identified as (potentially) containing personal data there should be 
a validation before the end of the project on whether their collection and processing resulted 
in any gain in IT-security. If the processing of specific personal data helps to identify or predict 
particular threats or attacks, this should be remarked in the reports on the progress of the SECaaS 
services prototypes, and if no conclusions could be drawn from the processing of specific 
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personal data, this should also be remarked and the processing should not be used in the final 
SECaaS services version. 

Recommendation 17 - Documentation of purposes and underlying interests of data processing 

Furthermore, the general suitability of this provision as legal basis for data processing is limited 
to those situations, “where such interests are [not] overridden by the interests or fundamental 
rights and freedoms of the data subject which require protection of personal data, in particular 
where the data subject is a child.” This clause requires a balancing of interest between the 
legitimate interests pursued by the controller or the third party on the one side, and the (any) 
interests of the data subjects to prevent the respective collection and processing of their personal 
data. In accordance with Recital 47, the “reasonable expectations” of the data subject with regard 
to his or her relation to the controller, as well as the extent of the processing must be considered. 
The SecureIoT consortium must therefore take into consideration the concrete situation of data 
processing and should document the categories of personal data, the circumstances of their 
processing, and of course the information given to the data subjects. From this information, an 
assessment can be made on how to balance the interests and what particular form of processing 
should not be done without implementation of specific measures. However, this assessment can 
only be made on a case-by-case basis based on more detailed information than those available 
for this deliverable. 

Finally, processing of personal data based on Art. 6 (1) (f) GDPR will always result in the data 
subject having a right to object under Art. 21 (1) GDPR. Even though this right to object could 
only be exercised in very specific situations, the SECaaS services would still need to include 
some technical possibility of a data subject to raise his or her objection, so there needs to be 
some channel of communication between the user and the SecureIoT consortium that is 
communicated to the data subject. Also, if the data subject may object to processing, the 
SECaaS services should include a technical possibility to cease processing of the personal data 
of that data subject. 

Recommendation 18 - First choice for legal basis for processing of personal data 

Regardless of the possible pitfalls and requirements, this legal basis should be considered the 
first choice for the processing of personal data in SECaaS. 

5.3.1.3.4.4. Consent of the data subject (Art. 6 (1) (a) GDPR) 
The collection and processing of personal data in SECaaS could of course be based on consent 
of the data subject in accordance with Art. 6 (1) (a) GDPR. We have not found any provision in 
European data protection law that would prohibit a data subject from consenting to the 
envisaged data processing. 

However, the requirements of consent under Art. 7 GDPR make consent not a first choice in 
situations with limited possibility for interaction with possibly a great number of data subjects. 
The first difficulty in the SECaaS setting would be the communication with data subjects itself. 
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While the operators of IoT-deployments of cloud-services may have adequate communication 
channels at their disposal to interact with the data subjects, SECaaS would be designed to run 
mostly in the background without direct interaction with data subjects. The alternative of using 
the operators of IoT-deployments or cloud-services as mediators to collect and forward the 
consent of the data subjects to the SecureIoT consortium would involve risks, because the 
SecureIoT consortium as the controller (for SECaaS) would remain fully liable under Art. 7 (1) 
GDPR for the validity of the data subjects’ consent while having no direct control over the 
circumstances of obtaining consent. 

Furthermore, either the consent declaration of each individual data subject would need to be 
documented or SECaaS would need to be set up in such a manner where no processing of 
personal data of a particular data subject takes place without having obtained consent. 
Another issue then becomes the right of the data subject to withdraw consent at any time 
under Art. 7 (3) GDPR. This would make it necessary to implement a means of ceasing the 
collection and processing of personal data of that particular data subject immediately. 

Recommendation 19 - Second choice legal basis for processing of personal data 

Given the aforementioned drawbacks of consent as a legal basis for the collection and processing 
of personal data, we would recommend to consider this only as a secondary option in case some 
particular processing activity cannot be based on the above Art. 6 (1) (f) GDPR (pursuit of 
legitimate interests). 

5.3.1.3.5. Collection and processing of ‘biometric data’, ‘data concerning health’ and 
other special categories of personal data 

As already mentioned in the context of data classification, there are special sub-categories of 
personal data that are especially sensitive and therefore require additional safeguards. One of 
those additional safeguards is the necessity for a separate legal basis for the collection and 
processing of special categories of data, such as biometric data or data concerning health. 

5.3.1.3.5.1. Employment, social security and social protection law (Art. 9 (2) (b) 
GDPR) 

The provision in Art. 9 (2) (b) GDPR allows the collection and processing of special categories 
of data for the purposes of “carrying out the obligations and exercising specific rights of the 
controller or of the data subject in the field of employment and social security and social 
protection law”. This provision would therefore require that there is a right or even an 
obligation of the controller, in this case the operators of IoT-deployments, to use IT-security 
measures as provided by SECaaS. While such an obligation may also be provided for by 
Member State law, our search in German law did not yield any result that would allow or 
require the collection and processing of special categories of data for the advancement of IT-
security in an employment, social security or social protection context. 
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In the end, Art. 9 (2) (b) GDPR would be an unlikely candidate as a legal basis. Notwithstanding 
a remote possibility of its applicability in specific processing situations, this provision should 
not be considered as a general option. 

5.3.1.3.5.2. Protection of vital interest of the data subject (Art. 9 (2) (c) GDPR) 
The provision in Art. 9 (2) (c) GDPR allows the collection and processing of special categories 
of data for the purpose to “protect the vital interests of the data subject or of another natural 
person where the data subject is physically or legally incapable of giving consent”. This 
provision would thus only be applicable in very specific processing situations involving the risk 
of serious physical harm to a person. Currently, we do not see any processing situation in 
SECaaS that would involve protecting a person from bodily harm and a necessity to process 
special categories of data. 

If such a processing situation in SECaaS becomes apparent during the project, we may revisit 
this provision for another assessment of its applicability. 

5.3.1.3.5.3. Substantial public interest (Art. 9 (2) (g) GDPR 
The provision in Art. 9 (2) (g) GDPR allows the collection and processing of special categories 
of data for “reasons of substantial public interest, on the basis of Union or Member State law”. 

However, as before with regard to Art. 6 (1) (c) GDPR, this provision does not by itself give a 
sufficient legal basis, but requires a specific provision allowing the processing of special 
categories of data. Thus, the same caveats already stated above in sec. 5.3.1.3.4.2 apply, 
specifically that we have not found any sufficient provision that would make IT-security either 
a legal obligation or a substantial public interest, which would require the processing of special 
categories of personal data. Rather, the intention of Union and Member State law appears to 
be to promote IT-security without excessive processing of personal data, especially when it 
comes to the special categories of data. Member State law in Germany (§ 22 I 2. a) BDSG) even 
restricts the processing for substantial public interest to public bodies and authorities, thereby 
excluding all private law controllers from utilising this provision as a legal basis. 

5.3.1.3.5.4. Scientific or historical research or statistical purposes (Art. 9 (2) (j) 
GDPR) 

The provision in Art. 9 (2) (j) GDPR allows the collection and processing of special categories of 
data for “archiving purposes in the public interest, scientific or historical research purposes or 
statistical purposes”. 

While this provision would naturally not apply after the end of the project during the 
commercial exploitation of SECaaS, it is still relevant for the term of the SecureIoT project and 
its research and development endeavours. In accordance with Recital 159, ‘scientific research‘ 
is meant to be interpreted in a broad manner and include ‘technological development and 
demonstration, fundamental research, applied research and privately funded research’. Thus, 
the SecureIoT project would be covered in all its facets, including the SECaaS prototypes and 
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the research on the methods of analysing the collected data for possible insight in threat or 
attack patterns. 

Notwithstanding the requirement of ‘necessity‘ of the processing for the scientific purposes, 
which was already elaborated on above in sec. 5.3.1.3.4.3, this provision could be used in the 
project as a legal basis for the collection and processing of special categories of data. 

Recommendation 20 - Separation of special categories of personal data 

However, and in addition to the requirements imposed by Art. 89 GDPR, we would highly 
recommend even during the project to identify and flag the special categories of data. As the 
legal basis for their processing under this provision will end at the latest at the beginning of 
commercial exploitation, the SecureIoT consortium will need to be able to separate these 
categories of data and cease all processing, unless another legal basis for processing can be 
utilised. 

5.3.1.3.5.5. Consent (Art. 9 (2) (a) GDPR) 
Art. 9 (2) (a) GDPR allows the processing of special categories of personal data based on the 
consent of the data subject. This consent should refer specifically to the processing of special 
categories of personal data, and if given together with consent for “ordinary” personal data, it 
should be presented visually separated and clearly highlighted. 

Recommendation 21 - Second choice for legal basis for processing of special categories of personal data 

Apart from the above, the consent under Art. 9 (2) (a) GDPR faces the same organisational 
difficulties as outlined already in sec. 5.3.1.3.4.4. Therefore, consent remains a secondary option, 
and it should only be used as a legal basis after having explored and dismissed all other options. 

5.3.1.3.6. Collection and processing of ‘traffic data’ (de lege lata) 
As for the collection and processing of ‘traffic data’ as defined in sec. 5.3.1.2.2, there will be a 
necessity over the course of the project to view and assess the legitimacy of the processing 
both under the current ePrivacy Directive (de lege lata) and under the proposed ePrivacy 
Regulation, which will – in all likelihood – come into force at some time during the term of the 
project (de lege ferenda). This section will look at the current European legal framework. 
Although the current framework is based on a Directive which still needs transposition acts in 
the Member States, the focus remains on the European legislation, assuming the correct and 
full transposition into Member State law. 

In the following subsections, the focus will first be on communications, to which the SECaaS 
service and thus the SecureIoT consortium is not a party. This includes all network traffic that 
is not intentionally directed at the SECaaS service, but rather collected by any kind of man-in-
the-middle mechanism, wire-tapping, redirection or duplication. 
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The second part of this following analysis will then focus on the communication, to which the 
SECaaS service is a party. This part would then cover all network traffic that is intentionally 
directed at a SECaaS node, regardless of whether at device-, edge- or cloud-level. 

5.3.1.3.6.1. Enabling transmission of communication (Art. 6 (1) ePrivacy 
Directive) 

Under Art. 6 (1) of the Directive, the collection and processing of ‘traffic data’ is permitted for 
the purpose of transmitting a communication. However, this legal basis is limited to providers 
of public communications networks or services (see sec. 5.1.2.1 and 5.1.2.2). Furthermore, the 
purpose of enabling transmission of communication is not compatible with the purpose of 
SECaaS (see sec. 5.3.1.3.1). Therefore, this provision can currently not be used as a legal basis 
for the collection and processing of ‘traffic data’. 

5.3.1.3.6.2. Subscriber billing (Art. 6 (2) ePrivacy Directive) 
Art. 6 (2) of the Directive further allows processing of ‘traffic data’ for the purpose of subscriber 
billing and interconnection payments processing. While this provision might be applicable to 
some very small aspect of the commercial exploitation of the project, i.e. if and insofar as 
SECaaS would ever be offered billing based on data volume or time, but the provision does not 
cover the main aspect of data processing in SECaaS. 

Therefore, this provision also does not serve as a valid legal basis for the processing of ‘traffic 
data’ for the purpose of SECaaS (see sec. 5.3.1.3.1). 

5.3.1.3.6.3. Marketing of electronic communication services or value added 
services (Art. 6 (3) ePrivacy Directive) 

Art. 6 (3) of the Directive allows the processing of ‘traffic data’ for marketing of electronic 
communication services or value added services, if the subscriber or user has given his or her 
consent. 

This provision is based on pre-existing consent of the subscriber or user and it is limited to the 
purpose of marketing of services usually offered by telecommunications service providers. 
With these limitations, this provision also cannot serve as a valid legal basis for the processing 
of ‘traffic data’ for the purpose of SECaaS (see sec. 5.3.1.3.1). 

5.3.1.3.6.4. Recourse to legal bases in the GDPR 
As this analysis shows, there is currently no legal basis for the processing of ‘traffic data’ for 
the purpose of SECaaS (see sec. 5.3.1.3.1) in the ePrivacy Directive itself. Therefore, the next 
question to be analysed is whether the Directive allows a recourse to the GDPR and the legal 
bases contained therein. If such recourse should be possible, it might open up the legal bases, 
especially Art. 6 (1) (f) GDPR, for use with ‘traffic data’, which are – usually – also ‘personal 
data’. However, the Directive states in Recital 10 that general data protection law should only 
apply to matters not specifically covered by the provisions of the directive. Furthermore, the 
wording of Art. 15 (1) of the Directive states clearly that Member States may only diverge from 
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the general rule of confidentiality of telecommunications for very specific purposes. This very 
narrow opening clause clearly points at the primacy of the Directive over the legal bases of 
general data protection law as lex specialis. Therefore, data controllers that do not fall within 
the scope of the ePrivacy Directive or that want to process ‘traffic data’ for purposes not 
covered by the legal bases in the Directive, are barred from recurring to the legal bases of the 
GDPR. 

Therefore, the legal bases of the GDPR do not constitute sufficient legal grounds for the 
processing of ‘traffic data’ for the purpose of SECaaS by the SecureIoT consortium. 

5.3.1.3.6.5. Legal bases in Member State law 
As was already hinted at in the previous section, Art. 15 (1) of the ePrivacy Directive permits 
the Member States to pass legislation containing additional statutory permissions for the 
processing of ‘traffic data’ for the purposes outlined in Art. 15 (1). One of those purposes is 
the ‘prevention, investigation, detection and prosecution of criminal offenses or of 
unauthorised use of the electronic communication system.’ This purpose is interesting for 
SECaaS, because it would cover unauthorized use even if such use is not by itself a criminal 
offence. 

Germany has made use of this opening clause and allows in § 100 sect. 1 TKG (National 
Telecommunications Act) the processing of ‘traffic data’ and ‘communication’ for the purpose 
of detecting, pinpointing and resolving errors and incidents pertaining to communication 
equipment. However, this provision has several limitation that render it useless for the 
SecureIoT project. It is limited to providers of public telecommunication networks or services, 
allowing only this small group of data controllers the processing of data. In addition, the 
earliest stage of this purpose, the ‘detection’ of incidents, refers to incidents that are already 
in progress, whereas SECaaS will be trained in the prediction of potential incidents. Based on 
these two limitations alone, it becomes clear that this implementation under the opening 
clause in Art. 15 (1) of the ePrivacy Directive does not suffice as a legal basis for the processing 
of ‘traffic data’ for the purposes of SECaaS. 

Other Member States may have implemented other statutory permissions for the processing 
of ‘traffic data’ that allow a broader interpretation, but the analysis of such provisions would 
be deferred until it becomes clearer what data will be collected and processed in which 
Member States. 

5.3.1.3.6.6. Consent of the users concerned 
As almost any processing of data, the confidentiality of communications and related traffic 
data under Art. 5 of the Directive applies only where the users have not given their consent to 
the processing. Therefore, most purposes of data processing, including the processing of 
‘traffic data’ for the SECaaS purposes defined in sec. 5.3.1.3.1, would be allowed if covered by 
valid consent of the users concerned. 



 

Page | 110 

Project Title: SecureIoT 
Contract No. 779899 
Project Coordinator: INTRASOFT International S.A. 

D2.7 - Legal and Regulatory Audit ing of SecureIoT Architecture and 
Services_Final version, 

Version: v1.0-Final, Date 25/07/2019 

However, the limitations and drawbacks of consent as a legal basis are severe and have mostly 
been described already in sec. 5.3.1.3.4.4. In this case, however, Art. 5 (1) of the Directive 
mentions the “users concerned” and thereby clarifies that both users involved in a 
communication, i.e. the sender and the recipient of a communication, must both consent for 
the processing of the data to be covered by this legal basis. This makes it especially difficult 
from an organisational point of view and seems only feasible in environments with closed 
communications routes, such as within a factory or IoT-devices communicating only with one 
specific cloud-service. 

In other cases where only one party to a communication is known, consent would not be a 
viable option as a legal basis. Therefore, wherever IoT-deployments communicate with a 
multitude of communication partners, this could not legally be used as a valid legal basis. 

5.3.1.3.6.7. Traffic data of traffic intentionally directed at SECaaS 
The foregoing limitations for the collection of ‘traffic data’ apply only where SECaaS is not an 
intended party to the communication. The situation may however be different for 
communication that is intentionally directed at SECaaS.  

In this case where SECaaS is an intended party to the communication, or in the terms of Art. 5 
(1) of the Directive, one of the ‘users concerned’ by the communication, none of the 
aforementioned provisions of Art. 6 of the Directive would apply. On the contrary, it is not the 
intention of the ePrivacy Directive and the provision of confidentiality of telecommunication 
to protect the parties to a communication from each other. 

Therefore, Art. 5 (1) of the ePrivacy Directive does not prohibit – as such – the collection and 
processing of ‘traffic data’ or ‘communication’ that is intentionally sent to SECaaS. This does, 
of course, not mean that all such data may be processed for any purpose. Specific data may 
still be protected under other provisions, for example ‘traffic data’ will usually fall within the 
definition of ‘personal data’ (as might ‘communication’), and voice audio transmissions may be 
afforded special protection under criminal law (such as in Germany in § 201 StGB – Criminal 
Code Act). Similar rules may apply to video transmission, in which a natural person is depicted 
and recognizable. 

The comparable German provision on the confidentiality of communications states in § 88 TKG 
(German Telecommunications Act) similarly that only knowledge by “others” than the parties 
to the communication is regulated. It is likely that similar provisions in other Member States 
may hold equal or similar protection. Further legal analysis of this question is, however, 
deferred for the moment until such time that a concrete processing situation arises requiring 
a more detailed answer. 

Moreover, the SECaaS services might at some point allow the policy-based remote activation or 
deactivation of data collection. That means that the decision to initiate a communication (i.e. 
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data transfer) between a device under user control and the SECaaS cloud or edge may be made 
by the respective SECaaS service based on applicable policies. 

However, since the aforementioned exception to the application of the ePrivacy 
Directive/Regulation hinges on the communication being intentionally directed at SECaaS, it 
should be further discussed how this necessary user intention might be ensured in the context 
of policy-based initiation of communication. On the most basic level, the intention of the user 
requires both knowledge of the communication and the volition to allow that communication. 

Both aspects should be taken into account when designing the SECaaS services and the policy 
implementation components. The first example would be static policies that have been set by 
the user or someone with authority to make such policies (e.g. employer). In this case, it may 
suffice to inform about the type of policies in place, the identity of the policymaker and provide 
a broad description of the content of the policy – if possible with a link to the full policy or 
additional information. However, dynamic policies may pose a larger issue, if for example policies 
are changed in real-time based on results of a current risk assessment. Especially in such cases, 
it should be ensured that the user receives sufficient information on the functionalities and 
possible consequences of initiating said communication to be able to make an informed decision. 

Recommendation 22 - Include information on automated communication with SECaaS 

The project partners should include in their planning and design of the interface towards the use 
case participant or customer the possibility to display information about the functionalities of 
SECaaS insofar as the system would initiate communication with the SECaaS cloud. 

The interface should also have the ability to obtain and securely document the choices of the use 
case participant or customer in a highly granular manner on whether and what particular SECaaS 
services may initiate electronic communication, e.g. capturing audio/video data on SecureIoT 
servers. In cases of automatic remote activation of sensor data stream or similar communication, 
this would greatly improve the confidence, with which the consortium would be able to rely on 
this legal exception. 

5.3.1.3.7. Collection of ‘electronic communication metadata’ (de lege ferenda) 
Having analysed the legal bases for the processing of ‘traffic data’ under the current legal 
framework of the ePrivacy Directive with all the shortcomings of this ‘old’ legal framework, it 
is now time to analyse the changes that will come into force if and when the new proposed 
ePrivacy Regulation is passed by the EU. 

The proposed Regulation is based on the same distinction between the parties to a 
communication and third parties, and the prohibition in Art. 5 of the Draft Regulation against 
collecting and processing ‘electronic communication metadata’ and ‘electronic communication 
content’ is again directed at ‘anyone other than the end-users concerned’. Therefore, the same 
separation of the legal analysis as before is used. 
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5.3.1.3.7.1. Security of electronic communication networks and services (Art. 6 
(1) (b) Draft ePrivacy Regulation) 

Art. 6 (1) (b) of the draft ePrivacy Regulation allows ‘providers of electronic communication 
networks and services’ to process ‘electronic communications data’ (which under the definition 
in Art. 4 (3) (a) of the draft includes both ‘electronic communication content’ and ‘electronic 
communications metadata’), if ‘it is necessary to maintain or restore the security of electronic 
communications networks and services, or detect technical faults and/or errors and/or security 
risks and/or attacks in the transmission of electronic communications, for the duration 
necessary for that purpose.’  

This provision is unprecedented in the current Directive; therefore, there is no clear indication 
yet on the reach of this provision in terms of its coverage of the predictive analysis planned in 
SECaaS. The wording of the provision suggests that such predictive analysis will be covered, 
because the detection of security risks clearly includes the element of uncertainty (risks) 
instead of requiring a previous incident or ongoing attack (see German § 100 sec. 1 TKG, 
described above in sec. 5.3.1.3.6.5). Recital 16 of the Draft Regulation also suggests a broad 
interpretation of the permitted data processing for security purposes, referring to the standard 
goals of information security, ‘availability, authenticity, integrity [and] confidentiality’. This 
reference to security risks has been added only recently to the draft, so chances are that this 
was done with innovative security such as SECaaS in mind. 

While there may be some details on the interpretation of this provision that require additional 
clarification, it seems evident at this point that the intention of this new addition to Art. 6 (1) 
(b) of the Draft Regulation is to allow and promote security services that also process data to 
detect and assess security attacks, threats and risks. However, the Regulation is still in the Draft 
stage and may be revised in the course of the legislative process. Therefore, this initial 
assessment, that processing of ‘electronic communications data’ by SECaaS would be 
permissible even without SECaaS being a party to the communication, would need to be 
update once the final text of the Regulation is available. 

5.3.1.3.7.2. SECaaS is party to the communication 
Recommendation 23 - Scope of ePrivacy can be avoided by being party to the communication 

If SECaaS is party to the communication, i.e. if the data stream collected at device-, edge- or 
cloud-level is intentionally directed at a SECaaS data collection node, the confidentiality of 
communications provision in Art. 5 of the Draft ePrivacy Regulation would not be applicable. Like 
the ePrivacy Directive, the Draft Regulation does not intend to protect the ‘end-users concerned’ 
from each other, but only from anyone else.  

This concept is further elaborated in Recital 8 of the Draft Regulation and it is clarified that one 
party to the communication may, of course, use the services of a third party to have ‘electronic 
communications data’ processed and analysed without any breach of the confidentiality of 
communication. Thus, the operators of IoT-deployments or cloud-services who are usually a 
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party to all communication in their respective IoT-network, could of course use SECaaS to have 
the data processed on their behalf. 

Of course, the limitations described in sec. 5.3.1.3.6.7 and 5.3.1.3.8.4 would still apply, e.g. in 
case of policy based initiation of communication or if data fall into more than one category that 
is protected by law. 

5.3.1.3.8. Collection and processing of ‘communication’ (de lege lata) 
The collection and processing of ‘communication’ as defined in sec. 5.3.1.2.1 is covered by the 
strictest of rulesets, the ‘confidentiality of communication’ as prescribed by Art. 5 (1) of the 
ePrivacy Directive. 

There are only very few legal bases for the collection and processing of ‘communication’, and 
the existing ones may not be suitable for the SecureIoT project. The ePrivacy Directive itself 
does not contain any specific legal basis, but rather refers to some legal bases that already 
existed in Member State law. 

5.3.1.3.8.1. National security, defence, public security, detection of unauthorized 
use of electronic communication system (Art. 15 (1) ePrivacy Directive) 

Art. 15 (1) of the ePrivacy Directive allows the Member States to enact a legal basis for 
processing ‘communication’ for the purposes listed in this provision. As this provision covers 
both ‘communication’ and ‘traffic data’, this provision has already been analysed with regard 
to ‘traffic data’ in sec. 5.3.1.3.6.5. The same conclusions apply also to the processing of 
‘communication’, i.e. neither this Art. 15 (1) of the Directive nor any current provision in 
German law would allow such processing for the purpose of predictive analysis of possible 
security incidents. 

5.3.1.3.8.2. Legally authorized recording (Art. 5 (2) ePrivacy Directive) 
There is another provision in Art. 5 (2) of the ePrivacy Directive that may hold a suitable legal 
basis. This provision states that the confidentiality of communication shall ‘not affect any 
legally authorised recording of communications and the related traffic data when carried out 
in the course of lawful business practice for the purpose of providing evidence of a commercial 
transaction or of any other business communication.’ However, and as specified in Recital 23, 
this provision is intended as a narrow exception pertaining only to the purpose of giving 
evidence of a commercial transaction. While it could be argued that a commercial transaction 
could also be a fully automated transaction between machines (or in this case IoT-devices) 
using machine-to-machine communication, the issue of the limited purpose remains. The 
purpose of ‘providing evidence’ of a transaction would be limited to recording that a 
transaction took place and possibly the details that were discussed in the transaction, to be 
used in case of a dispute over that transaction. This would, however, not include the use for 
the purpose of SECaaS, improving IoT-security by predictive data analysis.  
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Therefore, this provision does not hold a viable legal basis that could be utilized in the 
SecureIoT project for the purpose of SECaaS. 

5.3.1.3.8.3. Consent of the users concerned 
As already stated in sec. 5.3.1.3.6.6, confidentiality of communications shall not apply in 
situations where the users concerned have given their consent to the recording of the 
communication. Therefore, the same as above applies here as well. Consent could be used as 
a valid legal basis for the processing of ‘communication’, but only subject to the same 
organisational difficulties of obtaining the consent from all parties involved in the 
communication. 

Consent would again need to be informed consent, especially in cases where communication is 
initiated by the SECaaS system and not expressly by the user. Therefore, the requirements stated 
in sect. 5.3.1.3.6.7 also apply when using consent as legal basis. 

5.3.1.3.8.4. Traffic intentionally directed at SECaaS 
The general legitimacy and some possible limitations were already discussed in sec. 5.3.1.3.6.7. 
The same findings apply here as well. 

5.3.1.3.9. Collection and processing of ‘electronic communication content’ (de lege 
ferenda) 

The collection and processing of ‘electronic communication content’ under the Draft ePrivacy 
Regulation follows – as far as relevant for the SecureIoT project – the same rules as the 
collection and processing of ‘electronic communication metadata’. Therefore, the descriptions 
in sec. 5.3.1.3.7 apply without change to ‘electronic communication content’. 

5.3.1.3.10. Collection and processing of ‘data protected by security measures’ 
The collection of any type of data that is protected by security measures (see above 
sec. 5.3.1.2.3) is penalised under criminal law of all countries that are member to the 
Convention on Cybercrime, which includes all members of the Council of Europe, as well as 
several non-members, such as Australia, Canada, Israel, Japan and the United States of 
America. 

The parties to the Convention are required to adopt criminal offences to prohibit (among 
others) the intentional unauthorised access to computer data (Art. 2 of the Convention), 
intentional unauthorised interception of computer data (Art. 3 of the Convention) and the 
intentional damaging, alteration or suppression of computer data (Art. 4 of the Convention). 
The concrete criminal offences may of course differ in the national law of the parties to the 
Convention. 

The Convention prescribes for each case that any of the aforementioned actions with regard 
to computer data is only prohibited, if it is done intentionally and ‘without right’. Thus, the 
lawfulness depends on whether there is a sufficient legal basis for the respective action. The 
Convention does not define the ‘rights’ that may be invoked as a legal basis, but there are some 
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common denominators that are very likely to be found in each jurisdiction of the parties to the 
Convention. 

Recommendation 24 - Most likely legal basis for processing of protected computer data 

The most likely legal basis is an informed decision of the person in control of the device or 
network segment the data is stored in or transmitted through. This informed decision may come 
in the form of a formal consent, a contract or by making the SECaaS services an intended 
recipient of the data, including by installing the necessary software to collecting the data. 

The other likely legal basis would be a statutory permission specifically allowing the respective 
action with regard to protected computer data. These statutory permissions may vary more 
greatly between the different jurisdictions. Therefore, a final legal assessment can only be carried 
out after the countries, in which such computer data are collected and/or processed, have been 
determined by the SecureIoT consortium. 

5.3.1.4. Summary of data categories and possible legal bases for collection and 
processing 

In summary, the above sections of this legal analysis can be displayed in just a few schematics 
and corresponding decision tree, which will help determining whether collection and 
processing of data would be lawful. 
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The following Figure 3 depicts a typical scenario for the use of SECaaS services with the legally 
significant separations along the lines of ownership and/or operational control: 

 

Figure 3 – Network schematic and probe locations 

In this scenario in Figure 3, an operator of an IoT-deployment uses both some devices that 
communicate directly with an IoT-cloud-platform and some devices that communicate with an 
edge-server, which in turn communicates with the IoT-cloud-platform over the public internet 
(or a similar public communications network). The SECaaS services are operated from a 
separate server that is connected to the public internet. There are data collection probes in 
various places, which may merely collect data and transfer them to the SECaaS servers or 
process the data prior to transmission. 

In the above Figure 3, probes 1, 4, 5 and 7 are implemented as software probes installed on 
the respective device at device-, edge- or cloud-level. Probes 2, 3 and 6 are implemented as 
separate network devices listening to the traffic of the network they are connected to and filter 
the relevant data from the network data stream directly. While Probes 3 and 6 are connected 
to a network that is operated entirely by one or several private companies (i.e. operator of the 
IoT-deployment) and invisible to the general public behind a border gateway (and usually 
firewalled), Probe 2 could be placed anywhere on the route on a segment of the network that 
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is part of the public internet. In practice, it is likely that such a probe would be very near a 
border gateway or similar connection point of one of the involved parties. 

This Figure 3 is important to understand that there may be different outcomes for the same 
class of data, depending on where the data are collected. These differences and the available 
legal grounds for each alternative are described in the following Figure 4: 

 

Figure 4 – Decision tree for legal bases for processing 

It should be taken into account for the use of Figure 4 that data categories may be classified as 
more than one class, e.g. data can be ‘communication‘ and ‘personal data’ at the same time. 
In such cases, all the requirements with regard to the available legal bases must be observed. 
In the example of communication data containing personal data, which shall be collected by 
Probe 5, a check would still be required under Art. 6 (1) (f) GDPR, even though the collection 
of the communication would not require a specific legal basis in this case. 

5.3.1.5. Compliance with processing principles (Art. 5 GDPR) 
In spite of the separate legal classifications of the data categories above and the different 
requirements pertaining to each of the classes of data, the compliance with data protection 
law in general is again mostly uniform, mostly due to the references in the ePrivacy Directive 
and the Draft ePrivacy Regulation to the GDPR. Therefore, the legal analysis of the general 
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processing principles will also be done uniformly, keeping in mind that the other classes of data 
(e.g. electronic communication data) may contain personal data, which in turn leads to the 
applicability of the GDPR. 

The main principles relating to processing of personal data are all listed in Art. 5 (1) GDPR, but 
are not fully elaborated there. Specific requirements pertaining to one or more of the 
principles are scattered across other provisions of the GDPR. However, knowledge of and 
compliance with the principles set forth in Art. 5 (1) GDPR is nonetheless a very important part 
of the overall data protection compliance, because most – if not all – specific requirements in 
the GDPR and other data protection laws across Europe can be traced back to these principles. 

5.3.1.5.1. Lawfulness 
The principle of lawful processing in Art. 5 (1) (a) GDPR relates mostly to the requirement more 
clearly stated in Art. 6 (1) GDPR that there shall be no processing of personal data, unless 
covered by an applicable and suitable legal basis. This was already examined in sec. 5.3.1.3, 
and the relevant legal bases that could be utilized in the SecureIoT project have been 
identified. 

Furthermore, the principle of lawfulness also includes fulfilling the requirements of the 
respective legal basis used for a specific processing activity. Without regard to some specific 
requirements of some legal bases, one commonly occurring requirement is the necessity of the 
processing for the purpose. This was already mentioned above in sec. 5.3.1.3.4.3, but really 
relates to all legal bases except consent. 

While the term ‘necessary’ is not defined in the GDPR, it is the same as it was already in the 
Directive 95/46/EC. This has led to some variance in the interpretation of the term between 
the Member States. Generally speaking, the term limits the processing of personal data to 
those that are strictly necessary, and without which the purpose cannot be fulfilled. Personal 
data that are useful for the purpose or may potentially prove useful for the purpose later are 
not included in the definition of ‘necessary’.  

Recommendation 25 - Assessment and documentation of all data categories, classifications and legal bases 

For the SecureIoT project, this means that partners should assess and document for each data 
category they would like to collect and process why this data category is strictly necessary for the 
purpose of the SECaaS services. For example, it should be stated in such documentation what 
possible gain in knowledge for the SECaaS services may come from collecting and processing a 
particular data category. In addition, there should be a follow-up at the end of the project to 
evaluate the data categories and their necessity for the purpose of the project. If the assessment 
shows that the no useful knowledge could be gained, or if the same knowledge could be gained 
without this personal data, then it should no longer be collected or processed as it is not 
‘necessary’ within the meaning of this principle of lawful processing. 
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5.3.1.5.2. Transparency 
The principle of transparency in Art. 5 (1) (a) GDPR is mainly detailed in the obligations to 
provide the data subjects with information about the processing of their personal data. While 
Art. 13, 14 GDPR hold many of the mandatory information requirements, it is really Art. 12 (1) 
GDPR that sets the requirements that are often overlooked. 

One major aspect of transparency is that data subjects must be able to understand the 
information provided, or in the words of Art. 12 (1) GDPR, the controller must give the 
mandatory information ‘in a concise, transparent, intelligible and easily accessible form, using 
clear and plain language’. The Article 29 Data Protection Working Party has issued additional 
guidelines63 on the interpretation of the transparency principle and its requirements. While 
these guidelines are not binding, they generally have high persuasiveness for the national data 
protection authorities and courts alike.  

The most relevant aspect of the guidelines (for the project) is the recommendation on what 
‘clear and plain language’ entails (p. 9 of the guidelines). This requires ‘concrete and definitive’ 
descriptions of the purposes of processing without any use of ‘abstract or ambivalent terms’ 
that are open to interpretation. In our opinion, such a description of the purpose could not 
possibly be achieved without a description of the concrete processing activities involved for 
that purpose. 

Recommendation 26 - Documentation of processing activities 

For the SecureIoT project, this will require a documentation of the processing activities (which 
will be necessary anyway under Art. 30 GDPR) that includes a description in plain and non-
technical language of how personal data are processed and what the potential risks of such 
processing are with regard to the privacy of the data subjects. Such documentation is best done 
by the partners making the decision to collect and process the particular data category, because 
they will not only be the best qualified to judge the necessity of the processing, but also to explain 
how the data is processed and how the purpose is fulfilled by this particular processing activity. 

5.3.1.5.3. Purpose limitation 
The principle of purpose limitation in Art. 5 (1) (b) GDPR is also important for the SecureIoT 
project. This principle requires that personal data may only be processed for the purpose(s) 
they were collected for (and of which the data subject was notified) and purposes that are ‘not 
incompatible’ with this purpose. 

Recommendation 27 - Documentation of purposes of processing and changes of those purposes 

For the SecureIoT project, this entails to document whether personal data is first collected by 
the project and the SECaaS service or whether the project processes data that was previously 

                                                      
63 See: https://ec.europa.eu/newsroom/just/document.cfm?doc_id=48850&usg=AOvVaw2SySjs4jCadL6B9MEm-
_Xv  
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collected by another controller for other purposes. This should be done by the project partners 
making the decision to use the particular personal data. 

Furthermore, the project partners should be aware that only the current scientific research 
purpose of the project is privileged under Art. 5 (1) (b) GDPR, but not the intended later 
commercial exploitation of the SECaaS services. The knowledge about the origin of the personal 
data that is used in SECaaS will be necessary to draft a sufficient privacy policy that will be needed 
at the latest for the commercial exploitation. 

5.3.1.5.4. Data minimisation 
The principle of data minimisation in Art. 5 (1) (c) GDPR is largely congruent with the ‘necessity’ 
that is a limitation of most legal bases (see above sec. 5.3.1.5.1). However, the principle of data 
minimisation applies universally and not only to the respective legal bases. Therefore, the 
same limitations of only processing personal data that are strictly necessary apply also to 
processing done based on consent, as well as all other processing situations. 

Recommendation 28 - Assessment for possibilities to minimise data 

Project partners making the decisions on the use of personal data should in all processing 
situations search for possibilities of fulfilling a purpose with as little personal data as possible, 
questioning the potential knowledge gain and evaluating the actual knowledge gained. Personal 
data that do not hold any knowledge gain should be erased and no longer collected, and personal 
data should be anonymised if the anonymous data would afford a similar knowledge gain. 

5.3.1.5.5. Accuracy 
The principle of accuracy in Art. 5 (1) (d) GDPR states that all controllers must take reasonable 
steps to ensure personal data is kept up-to-date and accurate. 

The SecureIoT project is unlikely to collect and process much data that would run the risk of 
being or becoming inaccurate or outdated, thus this requirement would not have an overly 
strong impact on the project in general.  

5.3.1.5.6. Storage limitation 
The storage limitation requirement in Art. 5 (1) (e) GDPR states that personal data must either 
be erased or anonymised as soon as it is no longer necessary for the purpose to identify the 
natural person. 

Recommendation 29 - Definition of necessary storage periods 

For the data processing in the SecureIoT project, this requirement will have limited application. 
It is not applicable at all while dummy data is used, but even afterwards, its application should 
be limited until the end of the research phase due to the privilege for scientific research, for 
which personal data may be retained. Nonetheless, one result of the research done in SecureIoT 
should also be to include recommendations for a suitable retention period for the specific data 
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categories until they are no longer necessary. The retention period should be recommended 
based on research results indicating how long the respective personal data is useful to gain 
knowledge for the purposes of SECaaS and after what time it is unlikely or impossible to gain any 
additional insights from the data. This should be documented for the specific categories of data 
in order to make it possible to draft a privacy policy for the SECaaS services for commercial 
exploitation. 

5.3.1.5.7. Integrity and confidentiality 
Art. 5 (1) (f) GDPR require data controllers to implement ‘appropriate technical and 
organisational measures’ to ‘ensure appropriate security of the personal data, including 
protection against unauthorised or unlawful processing and against accidental loss, 
destruction or damage’. This requirement is further specified in Art. 32 GDPR, which adds to 
the potential threats to personal data naming accidental or unlawful alteration, disclosure or 
access in its subsection 2. In addition, Art. 32 (1) GDPR requires measures to ensure ‘resilience 
of processing systems and services’ and ‘availability and access‘ to the personal data.  

The appropriateness of the implemented measures is to be determined in accordance with 
Art. 32 (1) GDPR by ‘taking into account the state of the art, the costs of implementation and 
the nature, scope, context and purposes of processing as well as the risk of varying likelihood 
and severity for the rights and freedoms of natural persons’. This risk-based approach is 
elaborated somewhat in Recitals 75 and 76, but mostly the existing methods remain valid 
approaches under the GDPR in establishing an Information Security Management System 
(ISMS). 

The GDPR and other data protection law does not specify any particular model or ruleset, or 
any particular technical standard to fulfil the above requirements. Rather, any method or 
technical standard that adequately covers the above criteria or a combination of methods or 
technical standards would be suitable for compliance with GDPR. It is very likely that a 
combination of complementary standards will be necessary to cover all aspects, because 
currently there appears to be no one single method or technical standard that covers all 
aspects. 

For example, the BSI IT-Grundschutzkompendium64 is an implementation of the ISO 27001-
27018 standards published and regularly updated by the German Federal Office for 
Information Security (BSI). This standard holds information on the methods to determine the 
risk levels, specific threats applicable to various information processing situations, and the 
appropriate safeguards to protect against particular threats at a particular level of protection 
requirement and risk. With such a standard it would be possible to determine appropriate 
measures to ensure protection against accidental loss, destruction or damage, accidental 
alteration, disclosure or access, as well as resilience and availability. However, a standard like 

                                                      
64 See: https://www.bsi.bund.de/EN/Topics/ITGrundschutz/itgrundschutz_node.html.  
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BSI IT-Grundschutz would not be able to help with the determination of appropriate measures 
to ensure protection against unauthorised or unlawful processing. That is simply because the 
standard was never designed to do so. As a technical and organisational standard, it would not 
have the necessary toolset to determine whether a processing activity that fulfils all the 
requirements of IT-security would be lawful, or whether a person who is duly authorized to 
perform a processing activity would also be authorised by law to do so. 

This gap in the standards that focus on technical and organisational measures was recognized 
by the data protection authorities across Europe. Several national data protection authorities 
have begun working on a standard to cover this aspect required by the GDPR. In Germany, 
some work has been done by the data protection authorities to establish the “Standard Data 
Protection Model (SDM).”65 This SDM has been developed over the last few years and should 
(once it is finished) include not only the methodology that is currently available, but also a 
catalogue of concrete measures that should be implemented. The release of this catalogue was 
announced for May 2018, but was to this date not yet published. The SDM was, however, 
already included in the most current version of BSI IT-Grundschutz, in the new module CON.266 
(only available in German so far). The integration of BSI IT-Grundschutz and SDM is ongoing, 
but without any fixed timetable. 

Recommendation 30 - Choice of appropriate technical standards for TOMs 

The SecureIoT consortium is of course free to implement any appropriate set of standards that 
is best suited to the specific scenario, e.g. standards dealing specifically with medical technology 
or industrial IoT. It is, however, important that all the aspects mentioned above are covered by 
the (combination of) standard(s) used, i.e.: 

 protection against unauthorised or unlawful processing, 

 protection against accidental loss, destruction or damage, 

 resilience of processing systems and services against attacks, as well as 

 availability of and continued access to the systems and data. 

And, of course, all aspects of the SECaaS services and related processing of personal data must 
be covered, so if specialised standards are used that do not cover all aspects, a complementary 
more general standard should be used to cover the remaining aspects. 

In any case, the core activity in this regard will be to determine the necessary level of protection 
required for each specific part of the data processing in SECaaS. This determination can be started 

                                                      
65 See: https://www.datenschutzzentrum.de/uploads/sdm/SDM-Methodology_V1.0.pdf.  
66 See: 
https://www.bsi.bund.de/DE/Themen/ITGrundschutz/ITGrundschutzKompendium/bausteine/CON/CON_2_Datensc
hutz.html.  
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as soon as the data categories, their intended processing and possibilities for merging with other 
data have been defined more clearly for each part of SECaaS. 

5.3.1.6. Implementation of Privacy by Design and Privacy by Default 
Art. 25 GDPR requires as ‘privacy by design’ that all controllers shall ‘implement technical and 
organisational measures, such as pseudonymisation, which are designed to implement data-
protection principles, such as data minimisation, in an effective manner’ ‘both at the time of 
the determination of the means for processing and at the time of the processing itself’. This 
means that the implementation of safeguards to enforce data protection shall begin already in 
the design stages of the data processing systems. Wherever possible, controllers should ensure 
that especially the data minimisation principle is implemented in the design phase already, 
making sure that personal data is only collected if strictly necessary in the first place. 

Recommendation 31 - Assessment of 'Privacy by Design' impact 

In the SecureIoT project, privacy by design will play a very important role. In several discussions 
with the project partners it has already been an issue to recognise data as personal data. 
Generally speaking, SECaaS will be designed to collect a multitude of different data categories 
from different sources in a big data environment, and in many cases it will not be clearly 
foreseeable whether such data may in some way or another be related to a natural person. Such 
realisation that in some way or combination even seemingly inconspicuous data categories may 
be related to a natural person or even used to identify that person might only come much later 
in the project. Therefore, the project partners should already discuss and evaluate measures that 
can be used at data collected level or as a first processing step to alter data in such way that they 
cannot be used to identify individual persons. 

The state of the art, which is to be taken into account in the implementation of privacy by 
design measures, has – despite the recent inclusion in the GDPR – not progressed significantly 
for several years. Therefore, the most detailed and instructional resources on the 
implementation of privacy by design appear to be still the ENISA publications on privacy by 
design in general67 and in big data68 as well as the works of Dr. Ann Cavoukian.69 The project 
partners should use these works as guidelines, follow the principles, and use the proposed 
measures described there. 

A final determination on the appropriateness of the measures to be implemented will depend 
on the concrete processing situation and the identified risks pertinent to that processing. For 
this, a documentation of the collected data categories and the intended processing steps and 
methods used until the data is erased would be necessary. 

                                                      
67 See: https://www.enisa.europa.eu/publications/privacy-and-data-protection-by-design.  
68 See: https://www.enisa.europa.eu/publications/big-data-protection.  
69 E.g. at https://www.ryerson.ca/pbdce/certification/seven-foundational-principles-of-privacy-by-design/.  
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The second requirement in Art. 25 GDPR, the implementation of ‘privacy by default’, means 
that all available options relating to processing of personal data must by default be set to the 
most privacy-friendly setting. 

Due to the lack of intended interaction between SECaaS and data subjects, the main 
application of privacy by default in the SecureIoT project would most likely be in the use case 
implementation projects. In this context, the available options of what data categories to 
collect and process should be evaluated depending on the respective operator of the 
monitored IoT-deployment. As much as possible and in addition to measures for data 
minimisation, collection of data should be made optional and modular to allow the respective 
operator to take into account possible (legal or factual) particularities of the individual 
processing scenario. 

5.3.1.7. Data Protection Impact Assessment 
Art. 35 GDPR requires carrying out a data protection impact assessment (DPIA), which is a 
formal process of evaluating the existing measures to ensure sufficient privacy, and if 
necessary add further measures. This DPIA must be carried out depending on the planned 
processing activities and the extent of the planned processing. According to Art. 35 (1) GDPR, 
a DPIA must be carried out if processing of personal data ‘is likely to result in a high risk to the 
rights and freedoms of natural persons’. This potential high risk is determined by ‘taking into 
account the nature, scope, context and purposes of the processing’, in particular where new 
technologies are used. 

As for the details of what constitutes ‘new technology’ and ‘a high risk’, the supervisory 
authorities across Europe are still consolidating their respective views. Several supervisory 
authorities, including in Germany70 have published lists containing processing activities 
pursuant to Art. 35 (4) GDPR that always require a DPIA. Those ‘blacklists’ have not yet 
undergone the consistency mechanism pursuant to Art. 63 GDPR and are thus not yet binding. 
Nonetheless, it is likely that many or most of the listed activities will remain on the 
consolidated and binding blacklist. 

Recommendation 32 - Assessment of necessity for Data Protection Impact Assessment 

The commercial exploitation of the SecureIoT project and SECaaS may fall in the scope of this 
obligation if it turns out that a large amount of personal data is processed on a large scale, or if 
the use of artificial intelligence or other new technologies used create high risks for the privacy 
of natural persons. However, such an assessment would only be possible after the concrete data 
processing activities have been decided on and documented.  

                                                      
70 See, for example:   
https://www.datenschutzzentrum.de/uploads/dsgvo/2018_10_17_DPIAList1_1_Germany_EN.pdf  
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5.3.1.8. Documentation requirements (Art. 5 (2) GDPR) 
The GDPR holds comprehensive documentation requirements for the data controller. The 
general principle is set forth in Art. 5 (2) GDPR, and some refinement is contained in Art. 24 (1) 
and Art. 30 GDPR. The general idea of these documentation requirements is that any data 
controller must be able to ‘demonstrate that processing is performed in accordance with’ the 
GDPR. This leaves the burden of proof for the lawfulness of all processing of personal data with 
the data controller.  

The form of the documentation is not specifically regulated by the GDPR, but its content must 
include not only the information required by Art. 30 GDPR (records of processing activities), 
but also the information on the technical and organisational measures implemented and how 
those measures work to ensure that all processing of personal data is done in a lawful manner. 

Recommendation 33 - Documentation of technical and organisational safeguards 

In the SecureIoT project, this documentation would need to be done by the project partners 
making the decision on, and implementing the processing activities that involve personal data. 
This documentation should follow one of the many approaches available for an ISMS, 
complemented by data protection specific models like SDM (for both, see sec. 5.3.1.5.7). While 
this process could be supported by legal staff in an advisory capacity, the vast majority of this 
documentation work will need to be done by the technical staff and the partners actually 
processing personal data. 

Project partners should also be aware that the determination of whether collected and processed 
data constitutes ‘personal data’ should also be documented using the same standards. The 
grounds on which determination is made that data cannot be related to a natural person should 
also be documented in the same manner, including the measures taken to anonymize or 
minimise data. 

5.3.1.9. Monitoring and reporting infrastructure 
The aforementioned Art. 24 (1) GDPR also requires that all measures taken to ensure 
compliance with data protection law ‘shall be reviewed and updated where necessary.’ This 
requires every data controller processing personal data to implement a suitable monitoring 
and reporting infrastructure. The aim of this infrastructure is to monitor any changes in the 
data processing activities, e.g. whether personal data is processed differently, especially more 
extensively or using different means after the initial assessment and documentation of the 
processing activity. Therefore, a suitable reporting chain should be established to notify the 
data protection officer, the data protection coordinator or a similarly responsible person in the 
organisation of the data controller. 

Recommendation 34 - Implementation of monitoring system for safeguards 

In the SecureIoT project, it should also be regularly reviewed whether the classification of data 
remains unchanged since the last assessment. It should be ruled out that – because of processing 
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being added during the project – data would then be classifiable as ‘personal data’ without this 
being recognised and subsequently without taking the necessary steps to ensure data protection 
compliance. 

In order to avoid this, every project partner working on the data processing aspects of SECaaS 
should establish a reporting line for the changes that may potentially change the assessment 
from a data protection point of view. To this end, the role of the data protection coordinator 
should be assigned and reporting lines should be established to that data protection coordinator, 
regardless of whether internally for each or jointly for all the involved project partners. 

5.3.1.10. Handling of data subject requests 
The GDPR affords data subjects a multitude of rights, from access to their personal data (Art. 
15 GDPR), rectification and erasure (Art. 16, 17 GDPR), data portability (Art. 20 GDPR), to 
objection to specific processing activities (Art. 21 GDPR). Every data controller must therefore 
be able to fulfil these requests. 

Recommendation 35 - Implementation of process for handling subject requests 

The SecureIoT consortium should therefore – before starting to process personal data – establish 
processes to handle data subject requests. This includes first to establish a role that acts as a 
single point of contact, including publishing the necessary contact information. This role should 
have the necessary knowledge and authority to assess the data subject request and coordinate 
the efforts of the partners to fulfil the request. Secondly, the partners should be prepared to 
contribute the necessary information to the established single point of contact within a short 
period, because data subject request must usually be answered within one month of receipt. 

In situations where the SecureIoT consortium has joint controllership with an operator of an IoT-
deployment or cloud-service, the handling of data subject requests may be centralised for all 
joint controllers and assigned to one of them who would then act as the coordinator of such 
requests and single point of contact for all joint controllers. Such assignment may only be done 
in a joint controllership agreement pursuant to Art. 26 GDPR, which is mandatory in case of joint 
controllership. 

5.3.2. Copyright and other intellectual property law 

5.3.2.1. Data Collection 
Via the Secure IoT services, data shall be collected and analysed at all levels (cloud/core, 
edge/fog, devices/field levels) of an IoT installation. With regard to IP Rights, this may be 
especially relevant in connection with trade secrets, as their unlawful acquisition, use and 
disclosure is prohibited (cf. also sec. 5.1.5.1.4 for further details). 

According to Article 2 and recital 14 of the trade secret Directive (EU) 2016/943, ‘trade secret’ 
can refer to any know-how, business or technical information which is secret, of commercial 
value and protected by reasonable steps to keep it secret. 
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Article 4 of the Directive defines an unlawful acquisition, use and disclosure of trade secrets as 
follows: 

“2. The acquisition of a trade secret without the consent of the trade secret 
holder shall be considered unlawful, whenever carried out by:  

(a)  unauthorised access to, appropriation of, or copying of any 
documents, objects, materials, substances or electronic files, lawfully 
under the control of the trade secret holder, containing the trade secret 
or from which the trade secret can be deduced;  

(b)  any other conduct which, under the circumstances, is considered 
contrary to honest commercial practices.  

3. The use or disclosure of a trade secret shall be considered unlawful whenever 
carried out, without the consent of the trade secret holder, by a person who is 
found to meet any of the following conditions:  

(a)  having acquired the trade secret unlawfully;  

(b)  being in breach of a confidentiality agreement or any other duty not 
to disclose the trade secret;  

(c)  being in breach of a contractual or any other duty to limit the use of 
the trade secret.  

4. The acquisition, use or disclosure of a trade secret shall also be considered 
unlawful whenever a person, at the time of the acquisition, use or disclosure, 
knew or ought, under the circumstances, to have known that the trade secret 
had been obtained directly or indirectly from another person who was using or 
disclosing the trade secret unlawfully within the meaning of paragraph 3.  

5. The production, offering or placing on the market of infringing goods, or the 
importation, export or storage of infringing goods for those purposes, shall also 
be considered an unlawful use of a trade secret where the person carrying out 
such activities knew, or ought, under the circumstances, to have known that the 
trade secret was used unlawfully within the meaning of paragraph 3.” 

Furthermore, since a European directive requires transposition into national law and the 
directive also allows the member states to provide for more far-reaching protection against 
the unlawful acquisition, use or disclosure of trade secrets, the relevant national law must also 
be taken into account in order to examine possible infringements or consequences in this 
context. 
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Before this legal background and depending on the scope and details of the collected and/or 
analysed data, it seems possible that trade secrets could be acquired, used or disclosed directly 
or indirectly via the Secure IoT services. Applicable risks should be assessed on a case-by-case 
basis, requiring further details on how and what data is collected or analysed. If a risk is 
present, appropriate measures should be taken either to prevent the acquisition, use or 
disclosure of sensitive data, to secure appropriate consent from the trade secret holder and/or 
to employ reasonable steps to maintain its secrecy. 

5.3.2.2. Data analysis 
With regard to the analysis of the collected data, it might be worthwhile to check the 
patentability of the analysis mechanism. Whether the mechanism meets the requirements for 
a successful patent registration cannot be determined at the moment as we are lacking the 
necessary details for an evaluation. It is unknown yet how the collected data sets interact with 
additional means, how the policies are handled and how the analysis takes place, especially 
how the machine learning happens. Once there is more info on these parameters, an analysis 
of the patentability of the mechanism can be made. 

Another aspect that might become relevant in this context is the machine learning itself and 
the rights in regard to the Results of the machine learning. Two main questions may arise in 
this context: 

 who owns the produced data and 

 who is responsible for the validation of the produced data? 

The question of ownership of data might become relevant in future. For now, there exists no 
ownership of data itself. Trade secrets are protected in connection to a natural or legal person, 
while copyright law protects the investment required for databases (cf. sec. 5.1.5.1). Still, the 
ownership of data is repeatedly discussed by the industry71 and the EU government72. It is 
currently not possible to assess whether a corresponding legislative project will actually 
become reality in the future and what effects this will have on the data produced. However, 
this is certainly an aspect that should be kept in mind during the project. 

The second question, whose responsibility the validation of the produced data is, may become 
relevant if the interests of a person affected by the data production are violated. This can for 
example be the owner or manufacturer of a device that is considered to be a security risk based 
on the analysis of the data. The answer will depend on the specific production of the data and 
the persons involved producing the data, including the ownership of the involved machines for 

                                                      
71 https://publications.europa.eu/en/publication-detail/-/publication/d0bec895-b603-11e6-9e3c-
01aa75ed71a1/language-en; 
https://www.bvdw.org/fileadmin/bvdw/upload/publikationen/connected_mobility/BVDW_Daten-im-Connected-
Car_final.pdf; https://www.ip.mpg.de/fileadmin/ipmpg/content/forschung/Argumentarium_Dateneigentum_de.pdf; 
https://www.deutscheranwaltspiegel.de/brauchen-wir-ein-recht-an-daten/;. 
72 https://ec.europa.eu/transparency/regdoc/rep/1/2017/DE/COM-2017-9-F1-DE-MAIN-PART-1.PDF. 
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the production of the data. As a precaution, the involved parties should make sure that they 
work in accordance with the state of the art in each case. 

5.4. Compliance of overall security architecture 
5.4.1. Data Protection Law 

From a data protection law compliance point of view, the design of the overall security 
architecture will have few, but very significant implications. The aspect of multi-platform 
interoperability will require a very diligent assessment of the relationships between the 
different parties. Furthermore, this interoperability may lead to the transferring of personal 
data between the parties that would in each case require a legal basis. 

The setup of the SECaaS platform used for the research in the project is simple. The entire 
infrastructure (i.e. servers) is provided by Atos. Pursuant to Atos’ own description, these servers 
have only minimal security measures and are therefore not sufficiently secured to hold or 
process the personal data that would be processed in the project (i.e. after the switchover from 
fake data to real data). Thus, this setup can only be used as long as only dummy data is used. As 
soon as real (personal) data is used, the infrastructure used for the project would need to be 
revised to comply with data protection requirements. The major requirements will be briefly 
outlined below: 

5.4.1.1. Description of the proposed processing activity and the purpose(s) of 
processing 

It remains unclear at this point how exactly the different platforms will interact with each other 
and whether and how any personal data will flow between platforms operated by different 
legal entities. However, it is apparent that two scenarios may become relevant in the SecureIoT 
project: the collection of personal data by of the connected platforms and the transfer of the 
personal data to the SECaaS services, and the transfer of personal data that was processed by 
the SECaaS services to one or more of the connected platforms. 

As long as the SECaaS platform is operated by one or more of the SecureIoT consortium partners, 
the internal data flow and description of data processing may rely largely on the description of 
the project itself. However, as soon as external third parties are involved, the description would 
also need to address possible additional purposes of processing and a description of the 
handover point of the data, which may in turn affect the separation of legal responsibility. 

5.4.1.2. Legal basis for data processing (Art. 6 GDPR) 
For the determination of a suitable legal basis, the two aforementioned situations should be 
regarded separately. In the case where SECaaS is collecting personal data by triggering the 
appropriate functions in the connected platform (i.e. pulling the data), the legal basis would 
remain the same as if the SECaaS services would collect the personal data itself. 

The collection and processing of traffic data, communication, as well as computer data 
(protected by security measures) would need to be addressed separately, especially to 
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determine whether SECaaS would still be party to the communication or whether there is still 
an informed decision by the persons concerned to include SECaaS as a recipient of the data. It 
should in any case be avoided for SECaaS to issue the commands to collect data without any 
knowledge of the persons concerned, i.e. the operator of the connected platform and the 
operator of the IoT-device. 

In this regard, the same concerns as stated in sect. 5.3.1.3.6.7 regarding the use of dynamic 
policy-based data collection would apply here as well. 

The situation where the connected platform initiates the data collection by itself and actively 
pushes the data to SECaaS is straightforward and would not require any additional legal basis; 
the general legal basis for the collection and processing as determined in sec. 5.3.1.3 would 
suffice. 

The situation where SECaaS would transfer personal data to another connected platform 
needs to be addressed separately. As any transfer of personal data to a third party (even within 
the same company group) is regarded as a separate processing step, it is also necessary to 
analyse separately whether this transfer is covered by a suitable legal basis. In this case, the 
same rules and criteria as above in sec. 5.3.1.3 apply. Therefore, to utilize e.g. the legal basis 
of Art. 6 (1) (f) GDPR (pursuit of legitimate interests), the transfer of the data to the connected 
platform would have to be strictly necessary to achieve the purpose, i.e. the specific prediction 
of an attack or threat. If the transfer is not strictly necessary, e.g. because the outbound 
transfer of personal data would not add to the prediction quality, the transfer would need to 
be covered by another legal basis. And again, as also mentioned for the overall data collection 
in SECaaS, the transfer of personal data should – if possible – be attempted to be covered by 
Art. 6 (1) (f) GDPR instead of Art. 6 (1) (a) GDPR (consent), for the same reasons of lack of 
practicability. 

5.4.1.3. (Joint) controllership 
The collaboration with third party operators of connected platforms may result either in joint 
controllership of the SecureIoT consortium and the third parties, or in either one being a data 
processor (Art. 28 GDPR) on behalf of the other. As already detailed in sec. 5.2.1, the specific 
relationship is determined by the decision-making power of the parties and will lead to a need 
to enter into a specific agreement. 

5.4.1.4. Compliance with processing principles (Art. 5 GDPR) 
The interaction of the SECaaS services with third party connected platforms raises some 
specific additional issues in terms of the compliance with the processing principles in Art. 5 
GDPR. In terms of transparency (Art. 5 (1) (a) GDPR), the SecureIoT consortium will need to 
include the possible receipt of personal data from and transfer to third party platforms in the 
privacy statement. 
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In terms of the principle of purpose limitation (Art. 5 (1) (b) GDPR), the interaction between 
SECaaS services and third party platforms would require additional legal assessment if personal 
data were transferred and then used for a different purpose from the one it was collected for. 
In this case, an assessment of the second purpose is necessary to determine whether it is 
compatible with the original purpose within the meaning of Art. 5 (1) (b) GDPR. 

The storage limitation (Art. 5 (1) (e) GDPR) will need to be complied with throughout all the 
connected platforms. The retention periods should be included in the respective contracts 
between the SecureIoT consortium and the third party operators of the platforms. 

A concrete legal assessment of the compliance with the processing principles will need to be 
deferred to a later time when the structure of the intended interaction between SECaaS and 
the third party platforms is outlined more clearly and the flow of personal data is described in 
sufficient detail. 

5.4.1.5. Implementation of Privacy by Design and Privacy by Default 
In the context of the intended interaction of the SECaaS services with third party platforms, 
the implementation of the privacy by design principle (Art. 25 GDPR) would involve some 
additional effort. The privacy by design requirement would most likely include some work on 
the design of the APIs to the third party platform. Beyond the mere technical considerations 
on the transfer protocols and structure of the data, the legal compliance aspect should be 
taken into consideration. In particular, the API or each respective platform should include the 
possibility to implement privacy friendly technology, such as the automatic stripping of 
identifiers before transmission, the replacement of identifiers by context-specific pseudonyms, 
the aggregation of data or the addition of flags or tags indicating processing restrictions that 
are automatically observed by the recipient. 

Furthermore, pursuant to the privacy by default principle in Art. 25 GDPR, all transfer of 
personal data between SECaaS and connected platforms should be designed with a no-transfer 
starting point to be able to assess the data protection implications of each additional 
transferred data category. This approach would be preferable from a data protection view to 
the approach of transferring all data at the start and then discovering the data protection 
implications. However, taking into consideration the research aspect of the project, the latter 
approach could still be applied at first for the scientific assessment of the relevance of the 
various categories of personal data for the prediction quality with regard to specific attacks or 
threats. 

5.4.1.6. Data Protection Impact Assessment 
The interaction of SECaaS with third party platforms may increase the likelihood of a data 
protection impact assessment pursuant to Art. 35 GDPR becoming necessary. This would 
mainly be due to the increase in scale that come with each additional third party platform. 
Therefore, the SecureIoT consortium should consider each time before adding a third party 
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platform to interact with SECaaS how this addition will affect the reach of the data collection, 
i.e. how the number of data subjects whose personal data is collected would grow. 

In addition to the quantitative aspect, the interaction with a third party platform may also add 
a qualitative aspect in the form of new data categories or new technologies used for data 
processing. 

Of course, this will not be an issue as long as the processed data are limited to dummy data. 
However, as soon as actual personal data are processed by SecureIoT, the question arises 
whether SecureIoT may be in the position e.g. of a gatekeeper or aggregator of data. 

As an example, SecureIoT might decide in the automotive usage scenario to collect and process 
GPS location data from users of several connected third party platforms. Even if each single third 
party platform would not be large enough to require a data protection impact assessment, 
SecureIoT would instead be assessed on the combined amount of data from all the attached third 
party platforms. 

Another example may be that SecureIoT would collect and process data from more sensors than 
are relevant for the third party platform. This would give SecureIoT greater potential to track and 
analyse the behaviour of individuals than intended for the third party platform. 

This similarly applies to the processing techniques used by SecureIoT. If the analytics components 
of SecureIoT allow processing of personal data that adds new possibilities to deduce behaviour 
or characteristics of individuals from the available data, a data protection impact assessment may 
be necessary for SecureIoT. 

5.4.1.7. Documentation requirements (Art. 5 para. 2 GDPR) 
The interaction with third party platforms will of course need to be documented, whereas this 
documentation should be integrated into the general documentation pursuant to Art. 5 (2) 
GDPR of the SecureIoT project. With regard to the third party platforms, it should at least be 
documented what personal data is transferred between the parties, the relevance to the data 
and the transfer for the objectives of SECaaS, and the contractual basis between the parties. 

5.4.1.8. Handling of data subject requests 
Depending on the nature of the collaboration between the SecureIoT consortium and the third 
party, the responsibilities for the handling of data subject requests must be addressed in the 
respective contract. 

This is largely dependent on the organizational setup of the collaboration with the third party 
platforms. If SecureIoT acts only as data processor for the third party platform (i.e. the third party 
retains full control over what data is processed, for what purposes and by what means), 
SecureIoT would only need to support the third party (the controller) with its obligations. If 
SecureIoT is itself a controller, it will also be responsible to handle data subject requests. 
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5.4.1.9. Principles of proposed technical and organisational measures 
The responsibility for the implementation of adequate technical and organisational measures 
is determined by the nature of the collaboration between the SecureIoT consortium and the 
third party. Regardless of whether nature of the collaboration is that of joint controllers or a 
data processing arrangement, the responsibilities in this regard should be addressed in the 
contract. 

In any case, a controller remains responsible for the adequacy of the technical and 
organisational measures, and needs to assess and continuously monitor the data processors’ 
implementation of adequate technical and organisational measures. 

Thus, SecureIoT will need to have implemented adequate technical and organisational measures 
for all processing of personal data by the SECaaS services on the SecureIoT platform. These 
technical and organisational measures should cover all the protection goals already mentioned 
in sect. 5.3.1.5.7 and should conform to a recognised ISMS (Information Security Management 
System) standard, such as ISO27001 or its derivative, the German BSI IT-Grundschutz. Of course, 
the law does not prescribe any specific ISMS standard, therefore other suitable standards may 
also be selected. 

5.4.2. Telecommunication specific requirements 
As regards the telecommunication specific requirements, the major question in need of 
clarification is whether SECaaS is subject to telecommunications regulation at all. Elaborations 
on the legal situation and the prerequisites, which must be fulfilled in order for 
telecommunications laws to apply, may be found in chapters 5.1.2.1, 5.1.2.2. These 
requirements raise the question as to whether services that do not provide internet-access by 
themselves but largely rely on the transmission of data over the internet qualify as 
telecommunications services.73 In the current concept-state of SECaaS it is unclear whether 
and to which extent SECaaS Services are subject to telecommunications law (see chapter 5.5.2) 
and must therefore possess a telecommunications-law compliant security infrastructure. In 
addition, the question whether in some use-cases an electronic communications network will 
be established needs clarification. This assessment will be performed once more technical 
details on the different use cases are available. 

To the extent telecommunications laws apply, the technical and organisational measures as 
set forth in Art. 13a of Directive 2002/21/EC and Art. 4 of Directive 2002/58/EC stipulate 
general security requirements. Chapter 5.1.2.4 lists the general telecommunications law 
specific requirements for security architectures. However, these general requirements need 
transferring into and further modelling by the Member States’ national laws. 

The telecommunications secrecy requirements set forth by Directive 2002/58/EC may 
indirectly impose further telecommunications-law specific security requirements on the design 

                                                      
73 This question is subject to a request for a preliminary ruling under Article 267 TFEU, filed by the Administrative 
High Court of Northrhine-Westphalia on February 26th 2018, File-No. 13 A 17/16. 



 

Page | 134 

Project Title: SecureIoT 
Contract No. 779899 
Project Coordinator: INTRASOFT International S.A. 

D2.7 - Legal and Regulatory Audit ing of SecureIoT Architecture and 
Services_Final version, 

Version: v1.0-Final, Date 25/07/2019 

of the overall project architecture. Chapter 5.1.2.3 contains a list of general requirements that 
need transposition into and further modelling by the Member States’ national laws. Hence, 
primary addressees of the legal requirements are the Member States, as they shall ensure the 
secrecy of communication. Secrecy of electronic communication can oftentimes only be 
achieved by implementation of certain technical measures to increase the confidentiality and 
hence the security of communication. These measures, again, can only be established through 
the provider of a given network or service. Thus, it is conceivable that Member States will 
impose further telecommunications-law specific security requirements on providers of 
electronic communications networks or –services. 

In Germany, for example, such measures are set forth within the ‘Telekommunikationsgesetz’ 
(“TKG”; German Telecommunications Act). Sec. 109 TKG requires providers of Electronic 
Communications Networks and Electronic Communications Services to implement the 
necessary state-of-the-art technical measures to ensure the security of their respective service 
or infrastructure.  

5.4.3. Copyright and other intellectual property law 
With regard to the conformity of the entire security architecture of the Secure IoT Services, 
the IP Rights already examined above (cf. sec. 5.1.5) play an important role. In particular, it 
should be ensured that all necessary licenses for the individual software components used are 
available in advance. 

This especially applies with regard to the intended Multi-Platform-Interoperability, as it is still 
uncertain how the interoperability with different IoT platforms shall be achieved. In the case 
that changes to the software that operates the individual IoT platform are necessary, it should 
be carefully examined whether all necessary licences are in place.  

Usually, there will be copyrights or other intellectual property rights involved in the platform 
software. Insofar it is necessary to identify the respective holder of these rights and to either 
review existing licenses or to agree to a respective license for using the platform and 
implementing the Secure IoT services. This aspect may also lead to limitations in terms of the 
use of these platforms for research purposes in the project as well as for a later commercial 
exploitation using the platform.  

Therefore, if a licence text is available for the platforms used as demonstrators, the project 
partners that hold the rights to one of these platforms should make available the licence texts 
that will be used for the project and the later commercial exploitation, including all their 
restrictions and limitations that were hinted at in the Consortium Agreement. 

Furthermore, we understand that the introduction of an Open standards-based-framework is 
planned. What this exactly means and which components of the software shall be part of this 
framework is not specified yet. Also in this context, it is essential to hold all relevant rights for 
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a publication of the included components and to do a research beforehand regarding possible 
infringement of rights of third parties. 

If new standards are successfully developed within the framework of the project, meaningful 
protection possibilities would have to be examined and the necessary applications etc. would 
have to be made. In particular, patent protection could be considered here. In order to give a 
more detailed overview of protection possibilities, we would need more information on what 
kind of information/product is supposed to be part of the Open standards-based-framework. 

5.5. Compliance of SECaaS services in general 
5.5.1. Data Protection Law 

There are no additional data protection aspects of the SECaaS services in general beyond the 
aspects already discussed in sec. 5.1.1 to 5.4.1 that would require a separate assessment.  

5.5.2. Telecommunication specific requirements 
The general legal compliance of SECaaS services primarily depends on the question whether 
SECaaS services can be categorised as Electronic Communications Service, as Service of the 
Information Society or as neither of both. 

In the current state of the Project, it has not been determined, whether the ‘distributed 
middleware’, which is the software-application that forms an integral part of SECaaS Services, 
will be executed on edge-level or in the cloud. However, SECaaS Services will depend on the 
transfer of data between multiple devices and the services, regardless whether the SECaaS 
Services operate at edge or on cloud-level. Therefore, this Deliverable assesses in a first step 
whether the transfer of data, which is necessary for the operation of SECaaS Services qualifies 
SECaaS Services as Electronic Communication Services generally, or not. If so, this Deliverable 
will subsequently assess whether SECaaS Services qualify as publicly available services, or not. 
Telecommunication specific requirements apply to the greatest extent in case SECaaS Services 
fall under the category of Publicly Available Electronic Communications Services.  

In the light of the functionalities of SECaaS depicted by the consortium members at this point74, 
SECaaS cannot be regarded and assessed as one ‘single’ service, but must be subdivided into 
different data-gathering processes and, thus, into multiple potential data transmission 
processes.  

5.5.2.1. Qualification of SECaaS Services as Information Society Service? 
SECaaS Services only qualify as Electronic Communications Services if they are no Information 
Society Service (see Art. 2 point (c) of Directive 2002/21/EC). As regards the applicable 
definition for ‘Information Society Services’ in Art. 1 No. 1 lit. (b) of Directive (EU) 2015/153575, 
the relevant aspect for the assessment of the legal qualities of SECaaS Services is whether the 

                                                      
74 See chapter 4.1.3. 
75 See chapter 5.1.2.2.3. 
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service is provided at the individual request of the recipients of the service. Individual requests 
are only such requests which are made on a generally random basis and are not recurrent by 
virtue of their nature. 

5.5.2.1.1. Data Transfers from IoT-devices to the machines performing the “core” 
data analysis 

In order to enable a data-analysis through SECaaS Services for potential threats, IoT-devices 
will transmit relevant data to machines running SECaaS’s core data-analysis programmes. 
Although the exact modalities concerning data pre-filtering or pre-analysis on device and/or 
edge-level are not defined yet, it can be surmised that data transfers from the IoT-devices to 
the SECaaS machines used for the core data-analysis will conduct permanent or regular 
transfers of data. The possibility of performing a distributed analysis indicates a fully 
automated transfer of data between the SECaaS Services and the devices. 

Hence, as regards the transmission of data from IoT-devices to the machines performing the 
“core” data analysis, the data transfer does not take place on individual request and this 
transfer of data will not qualify as service of the information society. Thus, the remaining legal 
aspects regarding the classification of a service as information society service do not need 
further assessment. 

5.5.2.1.2. Distribution of the results of the data analysis 
Another integral part of the SECaaS Services will be the distribution of results of the data 
analysis to the users of the SecureIoT-Platform. Albeit it is not yet depicted how exactly the 
results will be distributed to the platform users, the following general guidelines can be drawn: 

In case, the platform transmits the analysis results, or more specific: critical findings, to the 
users, the transmission of information does not take place on individual request. Hence, the 
platform will not qualify as Information Society Service. The remaining legal aspects regarding 
the classification of the platform as Information Society Service do not need further 
assessment. 

If, on the other hand, the analysis results are provided through a web-portal, e.g. a website or 
this case a dashboard, the results will be transmitted electronically to the respective recipients 
on their individual request. In this case, the web-portal qualifies as Information Society Service 
and cannot qualify as Electronic Communications Service (Art. 2 point (c) of 
Directive 2002/21/EC).  
It must be noted, however, that this qualification solely applies to the transmission of analysis-
results to the users of the (hypothetical) web-portal discussed here. The remaining aspects of 
the SECaaS Services may still well qualify as Electronic Communications Services.76 

                                                      
76 See also Recital 10 to Directive 2002/21/EC: „The same undertaking, for example an Internet service provider, can 
offer both an electronic communications service, such as access to the Internet, and services not covered under this 
Directive, such as the provision of web-based content.” 
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5.5.2.2. Qualification of SECaaS Services as Electronic Communications Services 
(Directive 2002/21/EC) 

Whether SECaaS Services fall under the category of Electronic Communications Services as 
defined in Art. 2 point (c) of Directive 2002/21/EC77 depends on whether they consist wholly 
or mainly in the conveyance of signals on electronic communications networks. 

In order to conduct such an assessment, the question under which circumstances and to which 
extent a service consists in the conveyance of signals on a public electronic communications 
network needs clarification. The underlying problem is that the wording of Art. 2 point (c) of 
Directive 2002/21/EC does not point out whether the conveyance of signals on a public 
electronic communications network, e.g. the internet, is limited to access-providing services. 
The wording also permits an extension to such services, which do not provide access to the 
electronic communications network by themselves, but make use of access provided by a third 
party in order to convey the signals on a public electronic communications network. 

5.5.2.2.1. Data Transfers from IoT-devices to the machines performing the “core” 
data analysis 

SECaaS Services rely on data transfer from the relevant IoT-devices to the SECaaS core data-
analysis services via internet. Therefore, they could be categorised as “service normally 
provided for remuneration which consists wholly or mainly in the conveyance of signals on 
electronic communications networks” within the meaning of Art. 2 point (c) of Directive 
2002/21/EC. However, even though the functionalities of SECaaS Services have not been 
specified in all details yet, it can be surmised that SECaaS will not provide the access for the 
relevant IoT-devices to the internet, i.e. the electronic communications network. Most likely, 
third parties will provide access to the internet, which technically enables the transfer of data. 

As mentioned, Art. 2 point (c) of Directive 2002/21/EC does not explicitly require that a service 
which consists in the conveyance of signals on electronic communications networks, is also the 
service which provides the access to the electronic communications network. The recitals of 
Directive 2002/21/EC do not provide further clarification, also. Although recital 10 of this 
Directive states that 

“Voice telephony and electronic mail conveyance services are covered by this 
Directive. The same undertaking, for example an Internet service provider, can 
offer both an electronic communications service, such as access to the Internet, 
and services not covered under this Directive, such as the provision of web-
based content”.  
(Recital 10 of Directive 2002/21/EC) 

It does not provide immediate guidelines for the classification of the SECaaS Services. 

                                                      
77 For details please see chapter 5.1.2.2. 
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In addition, rulings of the Court to elaborate directly on this question concerning the 
interpretation of Art. 2 of Directive 2002/21/EC were found in only two cases, whereas these 
decisions pertain to very specific situations, without giving a clear indication of whether they 
could be applied in general to all so-called OTT (over-the-top) services. 

First, the Court pointed out in the proceeding “UPC DTH”, C-475/12, that the aforementioned 
Directive does not require the conveyance of the signals to take place on an infrastructure, i.e. 
the electronic communications network, which is owned by the provider of the respective 
service.78 Much more, the Court pointed out in the same proceeding that a primary 
characteristic of providing services, which consist in the conveyance of signals on Electronic 
Communications Networks, is the vis-à-vis responsibility of the provider of such services 
towards subscribers for the successful transmission of the data. Such extensive interpretation 
of Directive 2002/21/EC shall ensure the effectiveness of its provisions79 and hence be in line 
with the ‘effet-utile’ principle. 

However, as regards the assessment of the SECaaS Services, the referenced elaborations of the 
Court fall short in one regard: the Court did not need to elaborate on the question from which 
basis this responsibility shall stem. In case, a responsibility is only assumed when it bases on 
contractual obligations, the provider of the relevant services would be able to avoid the 
discussed responsibility by drafting the underlying contract accordingly. Such procedure also 
has potential to undermine the effectiveness of the provisions of Directive 2002/21/EC and 
should be discarded. Instead, factual, or at least legal control over the transmission of data by 
the provider must suffice in order to establish a responsibility of the provider for the 
conveyance of signals.80 

From the current level of the description of the SECaaS services, it is reasonably clear that while 
the services will be rendered in a distributed manner at field (IoT-device), edge and cloud-level, 
the communication (i.e. conveyance of signals) between those instances will rely entirely on the 
existing transmission networks already in place. For example, the communication between field 
and edge-level would rely on the communication network that is already in place to connect the 
IoT-devices to the edge, such as the use-case owner’s or SECaaS client’s internal network. The 
communication between edge and cloud-level (or field and cloud-level directly) would rely on 
the public internet, and run through the existing internet access connection. 

Notwithstanding the importance of the conveyance of signals for the proper operation of SECaaS, 
we have not found any indication that SecureIoT would take on any responsibility for the 
conveyance of the signals, e.g. by providing (own or third party) infrastructure like LoRa or NB-
IoT.  

                                                      
78 Judgement of the Court, Case C-475/12 – „UPC DTH“, 30. April 2014, ECLI:EU:C:2014/285, para. 43. 
79 Judgement of the Court, Case C-475/12 – „UPC DTH“, 30. April 2014, ECLI:EU:C:2014/285, para. 43, 44. 
80 Accordingly: Oberverwaltungsgericht Nordrhein-Westfalen in its request to the Court for a preliminary ruling, from 
February 26th 2018, File-No. 13 A 17/16. 
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The more recent decision of the European Court of Justice is based on a case tried before the 
Oberverwaltungsgericht Nordrhein-Westfalen, Germany that filed a request to the Court for a 
preliminary ruling on the aspects and principles discussed above, as of February 26th 2018, File-
No. 13 A 17/16. 

The ECJ’s decision passed down on 13th June 201981 held that the interpretation of “electronic 
communications service” in Art. 2 of Directive 2002/21/EC does not include a service like Gmail 
that offers email communication through the public internet as an OTT (over-the-top) service. It 
is noteworthy that the court came to this decision in full knowledge of recital 10 of the Directive 
(quoted above) and classified the email service not to be an “electronic communications service” 
despite its expressed inclusion in recital 10. Instead, the court considered that the web-based 
email service of Google “does not consist wholly or mainly in the conveyance of signals on 
electronic communications networks.”82 This conclusion of the court is based on the 
understanding that only the internet access providers or interconnection providers convey the 
signals, and not the web-based email service.83 This in turn led the court to the conclusion that 
Google as the provider of the web-based email service is not responsible vis-à-vis the end-
customers for the conveyance of the signals containing the emails and therefore cannot be 
classified as a provider of an ‘electronic communications service’ within the meaning of 
Article 2 (c) of the Framework Directive.84 

It is noteworthy that the court stressed on several occasions in the decision that this case was 
only decided on the web-based email service, and not the use of the email service in conjunction 
with an email application (e.g. Outlook or Thunderbird). It remains entirely uncertain whether 
the court made this emphasis as a preparation to distinguish a later case on this factual difference 
(i.e. web-based vs. API- and application-based access to the email service). Indeed, recital 10 of 
the Directive uses the term “electronic mail conveyance services” without an indication of any 
possible difference in meaning to common email services. However, a factual distinction 
between different methods to access an email service (or any other OTT-service) would raise – 
in our opinion –significant issues with regard to an equal application of the law and would instead 
lead to unsolvable practical issues. Most email services (and other OTT-services) are accessible 
by both web-based interfaces and specialised applications, whereas the underlying function of 
the service remains the same. 

Therefore, it may be argued very convincingly that this decision would apply to all OTT-services, 
including all SECaaS services that rely for the conveyance of signals on infrastructure provided by 
the user case owner or SECaaS client. 

                                                      
81 Case C-193/18, see http://curia.europa.eu/juris/celex.jsf?celex=62018CJ0193&lang1=de&type=TXT&ancre=.  
82 Case C-193/18, para. 35. 
83 Case C-193/18, para. 36. 
84 Case C-193/18, para. 38. 
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As a result of the two quoted ECJ decisions, SECaaS services would currently (i.e. based on 
Directive 2002/21/EC) not fall into the scope of “electronic communications services” and would 
therefore not need to fulfil the specific telecommunications-related legal requirements. 

However, this assessment is likely to change after transposition of the new Directive (EU) 
2018/1972 establishing the European Electronic Communications Code into national law. 

5.5.2.2.2. Distribution of the results of the data analysis 
In case, the distribution of the results of the data analysis to the users does not qualify SECaaS 
Services as Information Society Service (see 5.5.2.1.2), all criteria explained in 5.5.2.1.1 need to 
be assessed accordingly. This assessment requires the same additional information as listed in 
chapter 5.5.2.2.1. 

5.5.2.3. Qualification of SECaaS Services as Electronic Communications Services 
(Directive 2018/1972 establishing the EECC) 

The Directive 2002/21/EC was repealed by Directive 2018/1972 with effect from 21 December 
2020. Directive 2018/1972 of 11 December 2018 establishing the European Electronic 
Communication Code (EECC) will need to be transposed into national law by 20 December 2020. 
Therefore, foreseeable entry into force of the respective national regulation will be before the 
end of the SecureIoT project, which requires an assessment of the legal framework under the 
new directive in addition to the assessment under the repealed Directive 2002/21/EC, which will 
still govern the legal requirements until 20 December 2020. 

The Directive 2018/1972 significantly extends the scope of the telecommunication-specific legal 
requirements in comparison to the Directive 2002/21/EC. Especially the definition of ‘electronic 
communications service’ that was already focus of the discussion in sect. 5.5.2.2 was significantly 
amended. Therefore, the SECaaS services must also be assessed in light of this amended scope 
of the new Directive. 

5.5.2.3.1. Data Transfers from IoT-devices to the machines performing the “core” 
data analysis 

Again, looking at the data transfers from the field- or edge-level to the cloud-level, or from field- 
to edge-level, the question arises whether this data transfer fits the new definition of ‘electronic 
communications service’. The Directive defines an ‘electronic communications service’ in 
Art. 2 (4) as follows: 

“‘electronic communications service’ means a service normally provided for 
remuneration via electronic communications networks, which encompasses, 
with the exception of services providing, or exercising editorial control over, 

content transmitted using electronic communications networks and services, 
the following types of services: 
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(a) ‘internet access service’ as defined in point (2) of the second paragraph 
of Article 2 of Regulation (EU) 2015/2120; 

(b) interpersonal communications service; and 

(c) services consisting wholly or mainly in the conveyance of signals such as 
transmission services used for the provision of machine-to-machine services 

and for broadcasting;” 

As this new definition includes three subcategories that each lead to a classification as an 
‘electronic communications service’, the SECaaS data transmissions needs to be assessed under 
each subcategory separately. 

The first subcategory of ‘internet access service’ may be ruled out without much further 
discussion. As already discussed in sect. 5.5.2.2.1, SECaaS services – pursuant to their current 
description – do not offer access to the internet, but rather rely on an existing internet access 
connection provided by the use-case owners or SECaaS client. 

The second subcategory of ‘interpersonal communications service’ is further defined in Art. 2 (5) 
as follows: 

“‘interpersonal communications service’ means a service normally provided 
for remuneration that enables direct interpersonal and interactive exchange 

of information via electronic communications networks between a finite 
number of persons, whereby the persons initiating or participating in the 

communication determine its recipient(s) and does not include services which 
enable interpersonal and interactive communication merely as a minor 

ancillary feature that is intrinsically linked to another service;” 

In connection with recital 17, it quickly becomes clear that the use of “person” in this context 
refers only to natural persons and – in some cases – legal persons, but does not include machine-
to-machine communication that is initiated without direct action by and interactivity between 
persons. 

Given the current description of the data transfers between devices, edge-nodes and the SECaaS 
cloud using automated data processing by the different ‘beats’, we would conclude that for lack 
of human interaction, data transfers between the SECaaS levels cannot be classified as 
‘interpersonal communications service’ within the meaning of this Directive. 

The third subcategory of ‘services consisting wholly or mainly in the conveyance of signals such 
as transmission services used for the provision of machine-to-machine services and for 
broadcasting’ should be assessed in more detail. At first glance, the wording is substantially 
identical to the definition in Directive 2002/21/EC, which may lead to the assumption that the 
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ECJ’s decision in the case C-193/1885 might also apply to the situation under the new 
Directive 2018/1972. If this were the case, OTT-services like the SECaaS data transmission would 
still not be subject to regulation under European telecommunications law. 

However, the ECJ’s decision in that case concerned an email service, which would – at least in 
the view of the European legislator – now be covered by the definition of interpersonal 
communications service. Therefore, a direct application of this ruling is not a given. Nonetheless, 
the decision also contained in para. 36 to 38 valuable and persuasive arguments for a separation 
of the different types of service. There is the access and interconnection services conveying the 
signal on the one hand. On the other hand there are (most) services that determine the 
informational content of the signal that is being conveyed. As long as this separation persists, and 
the regulation of the subcategory of interpersonal communications services under 
telecommunications law remain an exception, then the SECaaS data transfer would still be out 
of scope of regulation under Directive 2018/1972. 

While some legal risk remains, it is more than likely that SECaaS data transfers are not regulated 
by European telecommunications law under the new Directive 2018/1972. 

5.5.2.3.2. Distribution of the results of the data analysis 
The new Directive 2018/1972 did not implement any relevant changes with respect to the 
distinction between ‘electronic communications service’ and ‘Information Society Services’. 
Therefore, the assessment already given in sect. 5.5.2.1 should remain unchanged after 
December 2020. 

5.5.3. Copyright and other intellectual property law 

5.5.3.1. General problem areas 
To the Distributed middleware services (SECaaS) as the central component of the Security IoT 
services apply the same considerations that we have made with regard to the development of 
the Secure IoT services in general under 5.1.5 above. 

As said above, it is necessary to consider two fundamental legal problem areas in this respect. 

 It has to be ensured that the developers/distributors of the software have all necessary 
rights for developing the SECaaS. 

 It furthermore has to be ensured that the SECaaS as a whole or the relevant 
components are protected in compliance with the Grant Agreement. 

5.5.3.2. Different concepts of implementation of SECaaS 
Depending on where the SECaaS is implemented, either in an agentless infrastructure or on 
the device itself, the regulations of the trade secrets Directive (EU) 2016/943 may become 
relevant. As already explained under sec. 5.3.2, if the SECaaS as part of the Secure IoT services 

                                                      
85 See above fn. 81. 
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is being implemented on the device itself, it is possible that trade secrets of the operators of 
the devices will be collected. It therefore has to be reviewed whether specific security 
mechanisms need to be implemented. 

5.5.3.3. Enumeration of handled threats 
We understand that in the context of its application the SECaaS will generate a list of handled 
and unhandled threats. These lists may be protected as databases.  

The term "database" is broadly defined. The European Directive 96/9/EC of 11.3.1996 defines 
databases as “(…) a collection of independent works, data or other materials arranged in a 
systematic or methodical way and individually accessible by electronic or other means.” 
However, the elements of a database do not include computer programs which are used to 
create or operate electronic databases (Article 1(3) and recital 23 of the Directive).  

The list of handled and unhandled threats may in itself not be seen as a database. However, if 
the list is later implemented in a database for analysis purposes and this database is arranged 
in a systematic or methodical way, this will probably constitute a database in the sense of the 
Directive 96/9/EC.  

In this respect, no registration of the database is required in order to obtain protection. Rather, 
a corresponding protection mechanism already exists for the author of the database which 
prohibits third parties from copying or modifying the database.  

5.5.3.4. Handling of security and privacy policies 
Furthermore, the SECaaS includes a mechanism for handling different security and privacy 
policies. Based on the description available to us so far, it seems quite conceivable that this 
mechanism is accessible to patent protection. Whether the mechanism meets all requirements 
for a patent protection needs to be reviewed further, if and when such protection is intended. 

Furthermore, against the background of the description of the mechanism, it seems 
conceivable that a list of options, including assistance, could be given to the operator of the 
IoT deployment to enable appropriate handling of the collected data. If a corresponding 
database is created for these options and their assistance, where all options are stored in an 
ordered and systematic order, database protection can also be created for them. No 
registration is required in this respect either. Rather, the protection of the database already 
exists through its creation itself. 

5.6. Compliance of SECaaS compliance auditing service 
5.6.1. Data Protection Law 

The data protection law issues raised by the SECaaS compliance auditing service will be 
analysed in this section. However, this service is intended to provide a possible solution for 
some of the requirements of data protection law rather than performing any processing of 
personal data on its own. 



 

Page | 144 

Project Title: SecureIoT 
Contract No. 779899 
Project Coordinator: INTRASOFT International S.A. 

D2.7 - Legal and Regulatory Audit ing of SecureIoT Architecture and 
Services_Final version, 

Version: v1.0-Final, Date 25/07/2019 

5.6.1.1. Description of the proposed processing activity and the purpose(s) of 
processing 

In accordance with the current understanding of the SECaaS compliance auditing service, there 
will be little or no processing of personal data by SECaaS or the SecureIoT project involved. 
Rather, this service will be based on an abstract assessment of rules and policies, and their 
adequacy for specific processing situations. 

The SECaaS compliance auditing service is intended to address the implementation of technical 
and organisational measures as required by data protection law and other statutory provisions. 
The service will therefore include a methodology to identify the available technical and 
organisational measures to mitigate a specific risk, provide an approximate assessment of the 
adequacy of the measures, and monitor the effective use of the measures. Thus, the service 
would not create any further issues with regard to data protection law, but rather help solving 
some of the issues raised by other parts of SECaaS and the data processing done by the 
operators of IoT-deployments or cloud-services. 

5.6.1.2. Principles of proposed technical and organisational measures 
The SECaaS compliance and auditing service will be used as one of many technical and 
organisational measures to help ensure the compliance with the processing principles, in 
particular the integrity and confidentiality of personal data. To this end, the service will build 
on the policy engine used in SECaaS. 

The monitoring of the use of technical and organisational measures will play a part not only in 
the implementation of the processing principle stated in Art. 5 (1) (f) GDPR, but can also be 
used to implement privacy by design pursuant to Art. 25 GDPR and support a data protection 
impact assessment pursuant to Art. 35 GDPR, if this should become necessary. 

5.6.2. Telecommunication specific requirements 
Whether telecommunications-law specific requirements apply for the SECaaS compliance and 
auditing services depends on how exactly these services are provided and if they qualify as 
electronic communications services, in consequence. Thus, the general explanations from 
chapter 5.1.2 apply. As regards the applicability of specific requirements to the compliance and 
auditing services, the elaborations from chapter 5.5.2 apply accordingly. 

Recommendation 36 - Define the functionalities of SECaaS in greater detail 

Thus, further information on the functionalities of the SECaaS compliance and auditing services 
are required for the further assessment of the Project. 

5.6.3. Copyright and other intellectual property law 
With regard to the Compliance and Auditing Service, we refer to our comments above under 
sec. 5.1.5 and the rights of third parties described therein, which must be observed when 
developing this component. 
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In addition, with regard to this component, it should also be considered whether the planned 
mechanism is eligible for separate protection. Whether "only" copyrights or also patent rights 
have to be considered in this respect can only be examined once details of the individual 
technical implementation of this service are available. 

5.7. Compliance of SECaaS IoT Security Knowledge Base 
5.7.1. Data Protection Law 

This section will look at the possible data protection law implications of the SECaaS IoT security 
knowledge base.  

There is currently no indication that the SECaaS IoT security knowledge base is intended to 
process any personal data. The content of the database will rather consist of information on 
specific types of devices, without including any raw data processed by the devices. 

Therefore, data protection law would not apply to this service, unless the service were to 
include interactivity with the users, e.g. in the form of forums or feedback opportunities that 
involve the collection of personal data (login data, name, email-address). In that case, this 
assessment would need to be updated to address that new information. 

5.7.2. Telecommunication specific requirements 
Whether telecommunications-law specific requirements apply for the SECaaS Security 
knowledge base depends, on how exactly this service is provided and if it qualifies as electronic 
communications service, in consequence. Thus, the general explanations from chapter 5.1.2 
apply. As regards the applicability of specific requirements to the knowledge base, the 
elaborations from chapter 5.5.2 apply accordingly. 

In case the knowledge base is provided at individual request of each respective user, it will 
most likely qualify as Information Society Service and not be subject to telecommunications 
law. 

Recommendation 37 - Define the knowledge base in greater detail 

In order to finalise the assessment of the knowledge base’s legal qualities, further information 
on the functionalities of the SECaaS IoT Security Knowledge base is required for the further 
assessment of the Project. 

5.7.3. Copyright and other intellectual property law 
Depending on the specific construction of the IoT security knowledge base and the additional 
functions of it, some IP-relevant issues may arise in this regard. 

First of all, the database could be protected by copyright if it is a database in the sense of the 
European Directive 96/9/EC of 11.3.1996. At the moment, we do not know how the database 
is constructed, whether the data is sent by the operators or the manufacturer of the devices 
or whether they are automatically collected by the IoT security software. We further do not 
know how the data is arranged in the database and who may access the database. We also do 
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not have sufficient information with regard to the specific data that is being transferred into 
the database. As soon as there is more information on the specific construction and structuring 
of the database and the individual contributions of the persons involved, it could be evaluated 
if copyright law protects the database or its respective content.   

To the extent that the security properties contain recommendations as to which equipment 
should be used and which equipment may be at risk, competition law components may also 
play a role. Competitors may claim that this information is untrue and infringes their right to a 
fair competition on the market. We will need more details on the exchanged information and 
whether this information is based on automatically collected data in order to evaluate 
competition law risks in this regard.  

The same applies if the knowledge base shall have a function where opinions, either of the 
author of information on a device or other users, can be added to the facts on the IoT device 
and its vulnerabilities. This may also lead to claims for damages and injunctive reliefs of the 
respective operator or manufacturer of this device, based on competition law or on business 
disruption or reputational damage. If the database is provided and maintained by a particular 
project partner, it might be necessary that he ensures a regular monitoring of this comment 
function and deletes comments if there is an obvious violation of the law or if he is notified of 
such a violation of law. It can also make a difference if the commentary function would be 
limited to a specific group of people and who these people are respectively how large the group 
is, e.g. limited to the project partners or the operator of the IoT security knowledge base, or if 
the knowledge base is open to the public. 

5.8. Compliance of actions taken by SECaaS based on analysis results 
5.8.1. Data Protection Law 

At this point, there is no indication that this feature of the SECaaS services would raise any 
specific data protection law issues. From the information available at the moment, we surmise 
that all control will be directly on the device level and will not involve the processing of any 
personal data. Thus, data protection law would not apply to this part of the SECaaS services. 

5.8.2. Telecommunication specific requirements 
Depending on the fashion and the scope of measures taken, the actions taken by SECaaS can 
qualify as Information Society Service.  

Recommendation 38 - Define the actions taken by SECaaS in greater detail 

In order to conduct the necessary assessment, further information is required on what exactly 
the actions are which SECaaS can take based on possible results and whether SECaaS takes these 
actions on demand or by default. 

5.8.3. Copyright and other intellectual property law 
The conversion of the analysis results into concrete actions can be relevant for the patentability 
of Secure IoT Services. Depending on whether the analysis results are implemented directly by 
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the connected devices or machines via an instruction of the software or whether a real 
employee is to act for this purpose, this can have effects on the patentability of the software 
or its individual components. In this respect, further details will be required as to how the 
concrete implementation of the analysis results will take place. 

5.9. Compliance of Multi Sided Market Platform 
5.9.1. Data Protection Law 

At this point, there is no indication that this feature of the SECaaS services would raise any 
specific data protection law issues. Based on the information available at the moment, this 
platform may face the same data protection issues as any commercial web-shop application at 
some point, but it is too early in the project to make any assumptions on what the final 
platform will look like. Therefore, any assessment of the data protection compliance will need 
to be deferred to a later time.  

5.9.2. Telecommunication specific requirements 
Whether telecommunications-law specific requirements apply for the SECaaS Multi-sided 
Market Platform depends on how exactly this service is provided and if it qualifies as electronic 
communications service, in consequence. Thus, the general explanations from chapter 5.1.2 
apply. As regards the applicability of specific requirements to the Market Platform, the 
elaborations from chapter 5.5.2 apply accordingly. 

In case the SECaaS Multi-Sided Market Platform is provided at individual request of its 
respective user, e. g. by working roughly comparable to a web-shop, it will most likely qualify 
as Information Society Service and not be subject to telecommunications law. 

Recommendation 39 - Define the multi-sided market platform in greater detail 

In order to finalise the assessment of the SECaaS Multi-sided Market Platform’s legal qualities, 
further information on the functionalities of the platform is required for the further assessment 
of the Project. 

5.9.3. Copyright and other intellectual property law 
We understand that the MSP shall be used in order to offer the Secure IoT services and policies 
to users. The aim is to initially integrate the platform with the participating project partners 
and their partners in order to expand further from there. The aim is also to enable third-party 
security experts to offer new services and technologies via this platform. 

As far as the MSP has its own unique technical features, a separate protection of the platform 
by copyright law or even patent law seems possible. In order to do a more detailed review, we 
would need more information on the specific features of the platform and how they are 
technically implemented. With regard to the marketing of individual features and services of 
the platform to third parties, such as security experts, the granting of licences might be 
necessary.  
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Furthermore, we understand that it shall be possible for “participants” to contribute additional 
algorithms and building blocks to the project’s architecture. It is not clear so far, who the 
“participants” may be and how and to what extent they can contribute to the project’s 
architecture. In this context, it should be noted that IP Rights may exist on the platform. An 
"editing" of the platform by adding algorithms or building blocks is only possible if the affected 
developers of the platform agree to such an editing.  

Additionally, if the developers agree to an editing, the participant editing algorithms or building 
blocks can acquire own IP Rights to the platform. For this reason, it is advisable to examine in 
detail the possible editing functions of the participants and to examine to what extent third 
party rights may arise as a result. This could lead e.g. to a participant’s share in possible sales 
or in decisions regarding the use and marketing of the platform. 
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6. Compliance of Factory 4.0 Usage Scenario 
6.1. Compliance of Head-Mounted Device Use Case 

6.1.1. Data Protection Law 

6.1.1.1. Description of the proposed processing activity and the purpose(s) of 
processing 

As stated in the use case description, workers in a Factory 4.0 may be equipped with a Head-
Mounted Device (“HMD”). Such device will create the ability of employees and workers to carry 
out various tasks in a more efficient way. The reason for this is in particular that the employees 
and/or workers will receive a large amount of additional information through the HMD, which 
may be useful and advantageous for the performance of the task. A HMD is not only able to 
receive information that are considered useful for the actual working case of the worker, but 
will also transmit data to either the edge-server or the cloud. Depending on the probes of the 
HMD also data that allows an identification of the respective worker might be accessible to 
SECaaS. Without knowing exactly what types of data are to be transferred, it is not possible to 
legally access whether this data is personal data or technical data.  

It has become apparent (see sect. 4.2.2) that it would be a key component of this use case to 
collect and process voice/speech data from the built-in microphone of the HMD. As soon as 
actual voice/speech data is collected from a real wearer of the HMD, these data would be 
classified under data protection law as personal data according to Art. 4 (1) GDPR as well as 
biometric data according to Art. 4 (14) GDPR. 

As for the purpose(s) of the processing of voice/speech data in SecureIoT and the for the SECaaS 
services, we currently do not have any indication of what they might be. The abuse cases for this 
use case have not been specified in sufficient detail to allow an assessment of why such data are 
needed for SecureIoT, i.e. what possible advantage for IT-security there may be from processing 
the voice/speech data. 

Recommendation 40 - Describe purpose of processing of voice/speech data 

It should be clarified in the description of the corresponding abuse cases to this use case what 
the purpose of processing voice/speech data is. This clarification should contain the specific gain 
in security and describe why processing of voice/speech data is necessary to achieve this gain in 
security. 

6.1.1.2. Legal basis for data processing (Art. 6, 9 GDPR) 
Due to the classification of voice/speech data as personal data and biometric data, the possible 
legal bases for the processing of such data are limited to those listed in Art 9 (2) GDPR. These 
possible legal bases have already been discussed above in sect. 5.3.1.3.5. 
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Following the assessment in that above section, Art 9 (2) (b), (g) and (j) GDPR would not be 
suitable legal bases. As far as Art 9 (2) (c) GDPR is concerned, it would require a very specific type 
of abuse case where the vital interests of the wearer of the HMD are protected. Such an abuse 
case could for example include the recognition of a fall of the wearer to the ground, which may 
involve the wearer being unconscious and unable to respond to messages. In such a case, it may 
be necessary to collect and process data from the microphone for recognition of external alarms 
or other environmental noise to indicate the exact location and the situation of the wearer. 

In all other cases, the only remaining legal basis for the processing of biometric data such as 
voice/speech data of an actual person wearing the HMD would be to obtain that person’s 
informed and voluntary consent pursuant to Art. 9 (2) (a) GDPR. 

Recommendation 41 - Obtain consent for processing of voice/speech data 

As already outlined in sect. 5.3.1.3.5.5, consent for the processing of voice/speech data by 
SecureIoT should be visually separated and clearly highlighted if given together with other 
consent or similar declarations (e.g. by the use-case owner for the purposes of the use-case 
itself). It should also be ensured that consent was given by the same person that actually wears 
the HMD. Especially if the HMD is not personalised for each wearer and switched between 
multiple wearers, it should be ensured that voice/speech data is only processed by SecureIoT if 
consent of the respective current wearer is documented. 

If consent is obtained through an interactive process on the HMD itself, it should also be ensured 
that the wearer is notified of his right to withdraw consent and that consent may be withdrawn 
just as easily as it was given. 

6.1.1.3. Compliance with processing principles (Art. 5 GDPR) and information (Art. 13 
GDPR) 

If personal is to be processed, the data controller has the duty to comply with the processing 
principles. In case of the processing in connection with the HMD this means particularly that the 
wearer knows what personal data are processed for what purpose and that they are being 
transferred to a third party (SecureIoT). Not only with regard to the aforementioned principles, 
but also taking into account the information duty arising from Art. 13 GDPR, the controller, which 
may be the use case owner/SECaaS client and/or SecureIoT, has to inform the wearer in a 
comprehensive way about the processing of the respective personal data.  

6.1.1.4. Implementation of Privacy by Design and Privacy by Default 
It is crucial that the HMD is configured in such way that only data that is necessary for the 
prediction of or defending against risks and attacks are to be processed (please refer to our 
explanation regarding Privacy by Design, sect. 5.3.1.6).  

This is particularly relevant as so far, only the processing of voice/speech data is mentioned in 
the description of this use case. If other data categories (e.g. local tracking data of the device, 
accelerometer data or position information) are processed for SecureIoT, it should be ensured 
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that collection of any data category is not enabled by default, and that necessity of each data 
category for each processing situation is critically reviewed. 

If this use case would be connected to the SECaaS compliance auditing service (CAS), policies and 
rules should be devised to initiate collection of specific data categories only as needed and based 
on specific triggers indicating an abnormal situation. 

6.1.2. Telecommunication specific requirements 
From the current description of the use case, only one possible later addition to the SECaaS 
implementation could have effect on the legal assessment under telecommunications law. That 
is if SecureIoT were to implement a service in this use case establishing real-time bidirectional 
voice communication using the HMD.  

Such a voice-over-IP connection between the wearer of the HMD and a SecureIoT agent might 
be classified as an interpersonal communications service under Art. 2 (4) (b), 2 (5) of 
Directive 2018/1972. However, Art. 2 (5) of the Directive contains an exception from this 
classification, if the interpersonal and interaction communication is merely a minor ancillary 
feature that is intrinsically linked to another service. This exception was drafted with voice or 
text-chat capability of online computer games in mind,86 but may also cover the use of a VoIP 
channel in this SECaaS use case. Therefore, if SecureIoT intends to stay clear of the regulatory 
requirements of European telecommunications law after December 2020, it should be ensured 
that any bidirectional interpersonal communication is not a prominent or “core” feature of the 
service, but rather one that is only used in rare exceptions. 

6.1.3. Copyright and other intellectual property law 
If the Secure IoT software is to be used to make head-mounted devices more secure and in 
particular to detect, report or even remedy security gaps, the following IP-legal issues may 
arise in this context. 

6.1.3.1. Copyright/Patent law 
Depending on the integration of the Secure IoT software into the software of the head-
mounted devices, changes to the software of the devices might be necessary. As already 
explained above, third parties will probably have rights on the software of the device so that 
licences might be needed in advance before changes to the software can be made.  

In order to identify the necessary licensing issues, it is first necessary to determine the rights 
of third parties to the software of the devices and their owners. Therefore, copyrights and/or 
patent rights on the software on which the changes shall be made have to be identified. 

6.1.3.2. Trade secrets 
Sensitive information about a business may be communicated via head-mounted devices. If 
the Secure IoT software is able to collect this information or even has to collect part of the 

                                                      
86 See recital 17 of the Directive. 
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information in order to perform its services, it has to be ensured that this information is 
handled confidential.  

6.2. Compliance of Manufacturing facility Use Case 
6.2.1. Data Protection Law 

The data categories that would be processed in this use case are listed above in sect. 4.2.1. 
Currently, that list compiled from D6.3 does not contain any data categories or a combination 
thereof that would bear a significant risk of being classified as personal information. Thus far, we 
do not see any indication that any of the listed data categories would – even with an attached 
timestamp – would reflect the machine operator’s or another human’s behaviour. 

Currently the only case we could imagine would be detected anomalies that result not from 
attacks on the IT or IoT systems, but from faulty manual operation (e.g. settings, handling) of the 
machine. Such reported errors in combination with a timestamp and the duty roster of the 
machine operators would need to be considered personal data, as these data might lead to the 
specific operator erroneously handling the machine. However, as no such abuse case is included 
in D6.3, sect. 1.2.2, data protection law seems not to be applicable to this use case, based on the 
currently available description.  

6.2.2. Telecommunication specific requirements 
At this stage, no elaborations exceeding the scope of the general telecommunication specific 
requirements can be made. 

6.2.3. Copyright and other intellectual property law 
With respect to the use of the Secure IoT Services in connection with manufacturing facility 
and the development of the Secure IoT Services, we may refer again to our explanations above 
where we explain why copyrights, patent rights, employee rights, database rights and trade 
secrets may be involved and what needs to be considered in this context (cf. sec. 5.1.5). 

A very important point in the context of this scenario is the protection of trade secrets. Based on 
the list of data categories included in sect. 4.2.1, it seems at least possible that the specific 
combination of sensor data would be considered a trade secret of the company operating the 
machine. Especially the temperature and pressure used for particular moulding scenarios may be 
sensitive data, if that specific combination gives a competitive advantage, and is not generally 
known for a specific moulding situation in this industry. 

It should therefore be reviewed whether any information is collected by the Secure IoT services 
that may be considered trade secrets and whether there are any additional security measures 
that should be put into place in this context in order to protect the trade secrets of the businesses 
using the Secure IoT services.  
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7. Compliance of Connected Vehicles and 
Autonomous Driving usage scenario 

7.1. Data Protection Law 
7.1.1. Classification of data categories and determination of applicability of the 

GDPR 
First order of business is again the classification of the data categories processed in this usage 
scenario and the use case. Based on the description above in sect. 4.3, the situation of using 
dummy data will again need to be distinguished from the situation, in which data from real cars 
and actual drivers is processed. Whereas in the first situation (dummy data) data protection law 
is not applicable at all, the situation using real data is another matter. 

Given that it is intended for the abuse cases to collect and process GPS position data, a profile of 
distance travelled and steering wheel angle, as well as some nondescript “user profile” data, it 
should be assumed that such data would be personal data even without knowing the name of 
the driver. 

This assessment is based on the typical use of privately owned or used cars that includes using a 
parking spot at nights at or very near to the driver’s home, and in case of commuters using a 
parking spot during the day at or near the driver’s workplace. Knowing the GPS location of one 
or both of these locations would – in connection with publicly available information sources like 
phone books or address registers, and company websites or online business networks – allow 
simple cross-referencing to ascertain the identity of the driver. Furthermore, as was already 
scientifically shown,87 it is also possible to create unique profiles of movements without GPS data, 
using only distances travelled and steering vectors (in the case of this scientific analysis, a 
travelled distance of two kilometres and nine vector changes were sufficient to identify the 
unique location of the travelled route). Therefore, the classification as personal data is 
independent of the use of GPS location data. 

Furthermore, the other data categories also mentioned in sect. 4.3, such as engine rpm, vehicle 
speed, braking, throttle, status seat belt, etc. would directly allow conclusions on the behaviour 
of the driver, especially the driving style of that driver. 

Therefore, data protection law would apply to all mentioned data categories for this usage 
scenario, with only the possible exception of the performance data of the OBU.  

7.1.2. Legal basis for data processing (Art. 6 GDPR) 
Based on the applicability of data protection law in case of using real data sets instead of dummy 
data, the transfer of data to and processing by SecureIoT requires a legal basis. As already stated, 

                                                      
87 Waltereit M., Uphoff M., Weis T. (2019) Herleitung von Fahrtstrecken aus Distanz- und Kurvenbewegungsdaten. 
In: Proff H. (eds) Mobilität in Zeiten der Veränderung. Springer Gabler, Wiesbaden 
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this legal basis may be different from the legal basis used for the use cases themselves, but may 
also be combined with the data protection preparations already in place in the use cases, as long 
as legally possible and opportune from an organisational point of view. 

It was already discussed in sect. 5.3.1.3.4 that the pursuit of legitimate interests (Art. 6 (1) (f) 
GDPR) would be the most likely legal basis for the processing of personal data for the purpose of 
increasing the security of the IoT systems involved. For this legal basis to be applicable, the data 
categories and the specific data processing must of course be necessary to further the purpose 
of increasing IoT security. Therefore, there must be a clear correlation between the collected 
data categories and the abuse cases handled by SecureIoT, especially the risk assessment service 
(RAS). Only those data categories that are strictly necessary to distinguish normal from abnormal 
behaviour for a relevant abuse case should be collected and processed.  

As an example, UC3.8.1 would only require the number of CAN bus messages per time interval 
as a data category, but would not require processing of the CAN bus message contents. 

If this collection and processing for SecureIoT were handled on a different legal basis than the 
processing for the use case itself, then the processing for SecureIoT would remain independent 
from that. If, for example, the use case would base its data processing on consent and include 
the data transfer to SecureIoT in that consent, SecureIoT would lose its legal basis if that consent 
were withdrawn altogether. On the other hand, if there were a clear separation of the purposes 
of the data processing, then withdrawal of consent for the purpose of the use case would not 
affect the processing for SecureIoT. 

7.1.3. Compliance with processing principles (Art. 5 GDPR) and information 
duties (Art. 13 GDPR) 

The discussed legal basis in the previous subsection would already cover the processing principle 
of lawfulness, leaving only (some of) the other principles to be discussed here. 

As regards transparency, (see sect. 5.3.1.5.2) it should be made clear and unambiguous in the 
data protection notice given to the drivers and/or car owners that data processing in SecureIoT 
is separate from that of the use case. Thus, SecureIoT should effectively be regarded as a 
completely separate data processing activity, and should have its own full data protection notice, 
at least as a fall-back position in case it is not integrated into the notice of the use case. 

In terms of storage limitation, the data collected and processed for SecureIoT should be deleted 
immediately after the processing is done, e.g. immediately after the risk assessment has 
rendered a decision on whether the data represents an anomaly. The data should not be stored 
for future use unless they are completely anonymised. A mechanism should therefore be put in 
place (e.g. as a policy for the compliance auditing service) to either delete or anonymise data 
after SecureIoT processing has run its course. 

Furthermore, the global storage of SecureIoT holding the personal data for the use cases of this 
usage scenario would need to be technically secured to ensure integrity and confidentiality of 
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the data. This requirement was already discussed in sect. 5.3.1.5.7, which can be applied to this 
usage scenario as well. If the SecureIoT global storage would hold all the data sets needed to link 
a profile of user movement to an individual driver, then the technical and organisational 
measures to protect the SecureIoT global storage would need to be at least as strong as those 
taken for the storage used by the use case owner, e.g. the insurance company or respective cloud 
storage provider used by them. 

7.1.4. Implementation of Privacy by Design and Privacy by Default 
The implementation of privacy by design and privacy by default would become very important in 
this usage scenario once real data (personal data) are being processed. Privacy by design 
measures should be implemented to reduce as much as possible the data categories and data 
amounts processed by SecureIoT. Such measures may include selecting carefully whether data 
need to be processed at cloud level, or whether processing for SecureIoT purposes is possible at 
device-level. Wherever possible, data that can be used for tracking the car movement (e.g. GPS, 
distance and steering vectors) should not leave the car. Where possible, data should be 
aggregated to avoid traceability of the car and driver, e.g. by large time-brackets.  

For the implementation of privacy by default, the driver of the vehicle should be given a choice 
to enable or disable data processing for SecureIoT, whereas the default setting should be to 
disable any data processing that could potentially be used to track the car’s and driver’s 
movements. If possible, the choice to enable data processing should be given in a granular 
manner, giving the driver the opportunity to enable specific data processing activities instead of 
making just one global choice. 

7.1.5. Data Protection Impact Assessment 
There is a distinct possibility that a data protection impact assessment (DPIA) may become 
necessary for this usage scenario, independent of whether a DPIA is already necessary for the 
use case itself. There are several aspects of this usage scenario that may trigger the requirement 
of a DPIA. The collection of data from environmental sensors of a large number of vehicles and 
consolidating these data in one central storage location (SecureIoT) may in itself be enough to 
trigger the requirement of a DPIA.88 If such data are further transferred to the SecureIoT cloud 
through a V2V-mesh-network or peer-to-peer based network, this may also give rise – as a new 
technology used for processing – to a necessity for a DPIA. A large-scale collection of location 
data that may be used to create profiles of movement over a substantial period of time may also 
trigger the DPIA requirement. 

Therefore, a detailed analysis of the planned data processing should be performed before the 
actual switchover from dummy data processing to processing of real data.  

                                                      
88 See https://www.datenschutzzentrum.de/uploads/dsgvo/2018_10_17_DPIAList1_1_Germany_EN.pdf, No. 6. 
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7.1.6. Handling of data subject requests 
Given that SecureIoT or the respective SECaaS provider will be a controller of the data processing 
in this usage scenario, they would be required to handle data subject requests pursuant to the 
GDPR, once the processing of real data starts. Therefore, the involved partners will need to 
familiarize themselves with this requirement (see also sect. 5.3.1.10) and set up the appropriate 
internal business processes to be able to handle data subject requests. 

7.2. Telecommunication specific requirements 
At this stage, no elaborations exceeding the scope of the general telecommunication specific 
requirements can be made. It is, however, conceivable that the infrastructure for the 
announced communication between different vehicles qualifies as Electronic Communications 
network. 

Recommendation 42 - Define the functionalities and data processing in the Connected Vehicle Scenario in greater 
Detail 

Therefore, further information on the exact technical functionalities of vehicle-to-vehicle data-
transfer are required. 

7.3. Copyright and other intellectual property law 
As far as we understand, the Secure IoT services in this test scenario shall ensure the secure 
transfer of data from the vehicle via the cloud based services to the insurer.  

Therefore, we refer to our explanations above under sec. 5.1.5 where we have explained the 
IP related issues that might also be relevant here. In particular, it must be ensured that all 
necessary rights for the development of the Secure IoT software are granted, as well as the 
rights to third-party software, insofar as changes have to be made for implementation. 

According to current information, the Secure IoT software should be installed on the 
devices/vehicles themselves. In this context, it should be noted that software adjustments for 
compatibility seem likely. For this, it may be necessary to adapt the existing software 
accordingly, which requires the above-mentioned rights. 

  



 

Page | 157 

Project Title: SecureIoT 
Contract No. 779899 
Project Coordinator: INTRASOFT International S.A. 

D2.7 - Legal and Regulatory Audit ing of SecureIoT Architecture and 
Services_Final version, 

Version: v1.0-Final, Date 25/07/2019 

8. Compliance of Socially Assistive Robots 
Scenarios 

8.1. Data Protection Law 
8.1.1. Classification of data categories and determination of applicability of the 

GDPR 
For this usage scenario, the classification of the data categories will be based on the categories 
listed in sect. 4.4. As indicated in the table in that section, it is intended to use the robot’s camera 
to collect data on ‘people’ and ‘trackID’ and process this data for SecureIoT purposes. While the 
details of the collected information in these two categories remain somewhat unclear, we would 
assume that these data could be used to uniquely identify a person from the data collected from 
or about its face. 

Therefore, the data of these categories would most likely be classified as ‘personal data’ and also 
as ‘biometric data’. Furthermore, any data categories linked to these categories directly or 
indirectly in a distinct data set or data stream (e.g. via the device ID or a session identifier) would 
also be classified as ‘personal data’. 

In addition to being personal data, several data categories listed in sect. 4.4 would very likely also 
be classified as ‘special categories of personal data’ under Art. 9 GDPR. The combination of 
gender, age, emotion, physical activity, heart rate and blood pressure would allow very detailed 
insight into the user’s physical and emotional health and therefore be classified as ‘health data’. 

Therefore, data protection law would most likely apply to all mentioned data categories for this 
usage scenario. 

8.1.2. Legal basis for data processing (Art. 6 GDPR) 
Based on the applicability of data protection law in case of using real data sets instead of dummy 
data, the transfer of data to and processing by SecureIoT requires a legal basis. As already stated, 
this legal basis may be different from the legal basis used for the use cases themselves, but may 
also be combined with the data protection preparations already in place in the use cases, as long 
as legally possible and opportune from an organisational point of view. 

It was already discussed in sect. 5.3.1.3.4 that the pursuit of legitimate interests (Art. 6 (1) (f) 
GDPR) would be the most likely legal basis for the processing of personal data (that is not also 
classified as ‘biometric data’ or ‘health data’) for the purpose of increasing the security of the IoT 
systems involved. For this legal basis to be applicable, the data categories and the specific data 
processing must of course be necessary to further the purpose of increasing IoT security. 
Therefore, there must be a clear correlation between the collected data categories and the abuse 
cases handled by SecureIoT, especially the risk assessment service (RAS). Only those data 
categories that are strictly necessary to distinguish normal from abnormal behaviour for a 
relevant abuse case should be collected and processed. 
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Due to the classification of many of the listed data categories as health data or biometric data, 
the possible legal bases for the processing of such data are limited to those listed in Art 9 (2) 
GDPR. These possible legal bases have already been discussed above in sect. 5.3.1.3.5. 

Following the assessment in that above section, Art 9 (2) (b), (g) and (j) GDPR would not be 
suitable legal bases. As far as Art 9 (2) (c) GDPR is concerned, it would require a very specific type 
of abuse case where the vital interests of the user of the robot are protected. Such an abuse case 
could for example include the recognition of a fall of the user to the ground, which may involve 
the user being unconscious and unable to respond to messages. In such a case, it may be 
necessary to collect and process data from the camera for recognition and assessment of the 
situation of the user. 

In all other cases, the only remaining legal basis for the processing of biometric and health data 
of an actual person using the robot would be to obtain that person’s informed and voluntary 
consent pursuant to Art. 9 (2) (a) GDPR. 

Recommendation 43 - Obtain consent for processing of voice/speech data 

As already outlined in sect. 5.3.1.3.5.5, consent for the processing of health/biometric data by 
SecureIoT should be visually separated and clearly highlighted if given together with other 
consent or similar declarations (e.g. by the use-case owner for the purposes of the use-case 
itself). It should also be ensured that consent was given by the same person that actually uses 
the robot (i.e. not by the family admin or medical personnel). Especially if the robot is not 
personalised for each user and switched between multiple users, it should be ensured that 
health/biometric data is only processed by SecureIoT if consent of the respective current user is 
documented. 

If consent is obtained through an interactive process on the robot itself, it should also be ensured 
that the user is notified of his right to withdraw consent and that consent may be withdrawn just 
as easily as it was given. 

8.1.3. Specific processing situation: Legal basis processing autistic children’s’ 
personal data 

As outlined in sect. 4.4, the robots may be used to treat autistic children. This presents a very 
specific processing situation that must be viewed separately from the other uses in this usage 
scenario. The legal bases considered above would not be equally applicable in this specific 
situation. 

First of all, the processing of personal data in SecureIoT should not be based on the pursuit of 
legitimate interests (Art. 6 (1) (f) GDPR). The necessary balancing of interest for this legal basis 
would come the conclusion that the data subjects’ interests outweighed the interests of the 
controller. The age of the data subject is even the one example given by the GDPR itself for 
prevailing interests of the data subjects. But even more so, the interests of every data subject 
suffering from autism, regardless of age, should be considered. Whenever the autism would 
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preclude the data subject from comprehending the possible effects of the data processing for its 
personal development or behaviour, or its “interests or fundamental rights and freedoms”, then 
the protection of those data subjects prevails over the pursued interests of the controller. In 
those cases, Art. 6 (1) (f) GDPR would therefore not be a suitable legal basis. 

Where consent (Art. 6 (1) (a) GDPR or Art. 9 (2) (a) GDPR) is used as a legal basis (as provided 
above for biometric or health data), such consent may only be given by children over a specific 
age. The GDPR sets this age at 16 years (Art. 8 (1)), but allows the member states to provide for 
a lower age for the child’s consent to be valid. However, that age cannot be set lower than 
13 years. Children younger than that set age are considered legally unable to give valid consent 
to data processing. Instead, consent must be obtained in those cases from the holder of parental 
responsibility over the child. Furthermore, the controller is required under Art. 8 (2) GDPR to 
“make reasonable efforts to verify in such cases that consent is given or authorised by the holder 
of parental responsibility over the child, taking into consideration available technology.” That 
means that it would not be sufficient to include a procedure that obtains consent interactively 
from each respective user of the robot. Instead, measures must be taken to identify the 
respective current user whose data is processed. In case of children, additional reasonable 
measures must be taken to verify that the person from whom consent was obtained for the child 
actually holds parental responsibility over the child. However, as this would not only affect 
SecureIoT data processing, but also be an issue for the use case itself, the same measures already 
taken for the use case could also be applied to the data processing by SecureIoT. 

8.1.1. Compliance with processing principles (Art. 5 GDPR) and information 
duties (Art. 13 GDPR) 

The discussed legal basis in the previous subsection would already cover the processing principle 
of lawfulness, leaving only (some of) the other principles to be discussed here. 

As regards transparency, (see sect. 5.3.1.5.2) it should be made clear and unambiguous in the 
data protection notice given to the users that data processing in SecureIoT is separate from that 
of the use case. Thus, SecureIoT should effectively be regarded as a completely separate data 
processing activity, and should have its own full data protection notice, at least as a fall-back 
position in case it is not integrated into the notice of the use case. 

In terms of storage limitation, the data collected and processed for SecureIoT should be deleted 
immediately after the processing is done, e.g. immediately after the risk assessment has 
rendered a decision on whether the data represents an anomaly. The data should not be stored 
for future use unless it is completely anonymised. A mechanism should therefore be put in place 
(e.g. as a policy for the compliance auditing service) to either delete or anonymise data after 
SecureIoT processing has run its course. 

Furthermore, the global storage of SecureIoT holding the personal data for the use cases of this 
usage scenario would need to be technically secured to ensure integrity and confidentiality of 
the data. This requirement was already discussed in sect. 5.3.1.5.7, which can be applied to this 
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usage scenario as well. If the SecureIoT global storage would hold all the data sets needed to link 
a profile of a user to an individual person, then the technical and organisational measures to 
protect the SecureIoT global storage would need to be at least as strong as those taken for the 
storage used by the use case owner, e.g. the medical professional or respective cloud storage 
provider used by them. 

8.1.2. Implementation of Privacy by Design and Privacy by Default 
The implementation of privacy by design and privacy by default would become very important in 
this usage scenario once real data (personal data) is being processed. Privacy by design measures 
should be implemented to reduce as much as possible the data categories and data amounts 
processed by SecureIoT. Such measures may include selecting carefully whether data needs to 
be processed at cloud level, or whether processing for SecureIoT purposes is possible at device-
level. Wherever possible, data that can be used to identify the user and its health status should 
not leave the robot. Where possible, data should be aggregated.  

For the implementation of privacy by default, the user of the robot should be given a choice to 
enable or disable data processing for SecureIoT, whereas the default setting should be to disable 
any data processing that could potentially give insight into the health status of the user. If 
possible, the choice to enable data processing should be given in a granular manner, giving the 
user the opportunity to enable specific data processing activities instead of making just one 
global choice. 

8.1.3. Data Protection Impact Assessment 
There is a distinct possibility that a data protection impact assessment (DPIA) may become 
necessary for this usage scenario, independent of whether a DPIA is already necessary for the 
use case itself. There are several aspects of this usage scenario that may trigger the requirement 
of a DPIA. The collection of biometric data for identification purposes for access control is a strong 
indicator for the need of a DPIA. The processing of health data and data that could be used to 
evaluate the behaviour or mental capabilities may also lead to a necessity for a DPIA.89  

Therefore, a detailed analysis of the planned data processing should be performed before the 
actual switchover from dummy data processing to processing of real data.  

8.1.4. Handling of data subject requests 
Given that SecureIoT or the respective SECaaS provider will be a controller of the data processing 
in this usage scenario, they would be required to handle data subject requests pursuant to the 
GDPR, once the processing of real data starts. Therefore, the involved partners will need to 
familiarize themselves with this requirement (see also sect. 5.3.1.10) and set up the appropriate 
internal business processes to be able to handle data subject requests. 

                                                      
89 See https://www.datenschutzzentrum.de/uploads/dsgvo/2018_10_17_DPIAList1_1_Germany_EN.pdf, No. 6. 
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8.2. Telecommunication specific requirements 
As there is currently no indication that SecureIoT would provide telecommunications services in 
this use case, there are no specific telecommunications law requirements. If this usage scenario 
were to include a text, voice or video chat functionality between the users and SecureIoT 
personnel, the same requirements as described in sect. 6.1.2 may apply. 

8.3. Copyright and other intellectual property law 
We understand that the SECaaS shall be used in the scenario of the socially assistive robots to 
track the status of the QT which shall replace the CC2U platform. 

Subject to further information on the concrete design and implementation of SECaaS in this 
scenario, we can at the moment only refer to our general remarks above with regard to IP-
relevant topics (cf. sec. 5.1.5). With regard to the development of SECaaS, the affected rights 
of third parties (e.g. copyrights, database rights, patent rights, employee invention rights, 
know-how rights) in particular must be observed and, if necessary, appropriate licenses must 
be obtained. The same applies if third party rights are involved in the implementation of 
SECaaS into existing software.  

Whether further IP topics can become relevant and need to be examined separately depends 
on how the concrete implementation takes place and which parties are involved with which 
concrete contribution.  

As we understand that the results of the analysis of the status of the QT might lead to direct 
interactions of the connected robots, this seems to be a relevant point with regard to a possible 
patentability of the SECaaS or single components of the SECaaS.  
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9. Conclusion 
Drawing a short conclusion, there is still much work to be done with regard to the legal 
compliance of the project. However, there are foreseeably no compliance requirements that 
would bring the entire project or major aspects of the project to a halt. 

Much of the required work will consist in bringing the technical concepts and data categories 
into alignment with the legal concepts and classifications. This alignment and subsequent 
analysis from a legal perspective will require the documentation of the project and all its 
aspects in accordance with the classifications used by applicable law, such as the records of 
processing activities, the documentation of an ISMS, the documentation of authorship in 
developed software, or the documentation of the security measures taken to protect business 
secrets. 

Even if – as a result – only few aspects of the project invoke special legal protection or 
requirements, the documentation should still be done under the assumption that the 
respective legal requirements apply. It should be kept in mind that the claim (and 
determination) that specific legal requirements do not apply would generally be made based 
on the same information and level of documentation as if the requirements were applicable. 
For example, showing that data cannot be linked to an identifiable person would require a 
description of the processing activity resembling the records of processing activities 
nonetheless – even if merely to show the legal requirements do not apply. 
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Annex: Legal compliance questionnaire for 
project partners 

1. Data protection law 
Area of law Checklist item 

Corresponding 
D2.6 section 

Description OK? 

Data 
protection 

Data 
classification (for 
each data 
category 
separately) 

 
 

5.3.1.2.4 

5.3.1.2.5 
 

5.3.1.2.1 

5.3.1.2.2 

5.3.1.2.3 

Data category _____________ 
is classified as: 

☐ Personal data 

☐ Special categories of 
personal data 

☐ Communication (content) 

☐ Traffic data / metadata 

☐ Computer data 

☐ None of the above 

 

 Legal basis for 
processing (for 
each processing 
activity 
separately) 

 
 

5.3.1.3.4.3 
 

5.3.1.3.4.1 
 

5.3.1.3.4.4 
 
 

 

Legal basis used for personal 
data: 

☐ Art. 6 (1) (f) GDPR (pursuit 
of legitimate interests) 

☐ Art. 6 (1) (b) GDPR 
(performance of a contract) 

☐ Art. 6 (1) (a) GDPR 
(consent) 

 

 

 
 

Legal basis used for special 
categories of personal data: 
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5.3.1.3.5.4 
 
 

5.3.1.3.5.5 
 

☐ Art. 9 (2) (j) GDPR 
(scientific or research 
purposes) 

☐ Art. 9 (2) (a) GDPR 
(consent) 

 
 

5.3.1.3.6.7 or 
5.3.1.3.8.4 

5.3.1.3.6.6 or 
5.3.1.3.8.3 

Legal basis used for 
communication/traffic data: 

☐ SECaaS is party to the 
communication 

☐ Consent 

 

5.3.1.3.10 Legal basis used for computer 
data protected by security 
measures: 

☐ SECaaS is party to the 
communication 

☐ Consent or other informed 
decision 

 

 Compliance with 
processing 
principles 

5.3.1.5.2 Transparency: 

☐ Mandatory information 
provided to data subjects 

☐ Clear and plain language, 
concrete and definitive 
descriptions without vague or 
ambivalent terms 

 

5.3.1.5.3 Purpose limitation: 

☐ Documentation of all 
original purposes at the time 
of collection 

☐ No later addition of 
incompatible purpose 
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5.3.1.5.4 

 
 
 

 

5.3.1.5.6 

Data minimisation: 

☐ Necessity of processing 
confirmed for each category 
of personal data 

Storage limitation: 

☐ Retention period defined 
for each processing activity 
based on necessity 

 

5.3.1.5.7 Integrity and confidentiality: 

Adequate protection 
measures against: 

☐ Unauthorised processing 

☐ Unlawful processing 

☐ Accidental loss 

☐ Destruction or damage 

☐ Accidental alteration 

☐ Unlawful alteration 

☐ Accidental disclosure or 
access 

☐ Unlawful disclosure or 
access 

Adequate measures to 
ensure: 

☐ Resilience of processing 
systems and services 

☐ Availability of processing 
systems 

☐ Access to processing 
systems 
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 Implementation 
of “privacy by 
design” 

5.3.1.6 Assessment for each 
processing activity whether 
measures can be taken at 
design stage and processing 
stage to implement data 
protection principles 

 

 Data protection 
impact 
assessment 

5.3.1.7 DPIA necessary because of: 

☐ Blacklisted processing 
activity 

☐ New technology used 

☐ Extensive processing 

☐ Extensive profiling 

☐ Other high risk 

 

 Documentation 
requirements 

5.3.1.8 and 
5.3.1.9 

☐ Records of processing 
activities created 

☐ Technical and 
organisational measures 
documented 

☐ Monitoring and reporting 
processes implemented 

 

 Data subject 
requests 

5.3.1.10 ☐ Processes implemented for 
handling of data subject 
requests 

☐ Responsibilities allocated 
between joint controllers 

 

 

2. Intellectual property law 
2.1. Development of software 

2.1.1. Use of third party products for development 
 Determination of products involved in the development that are protected by patents/ 

industrial design/ copyrights. 
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 Obtaining a licence for the use of third party products if necessary. 
 Examination of the specific licensing conditions if open source software shall be used. 

2.1.2. Using own resources for development 
 Determining each single contribution of any individual person plus their place of work. 
 It should be determined whether in any of the use cases trade secrets of third parties 

will be processed. If that is the case, a permission of the processing has to be obtained. 
If the trade secrets will be passed on to third parties, a separate permission has to be 
obtained. 

2.1.3. Documentation  
 It is recommendable to obtain an up to date list with all open source software or other 

third party products used in the course of the project, including a copy of the 
corresponding licence agreements. 

 We also recommend to keep an up to date list with all employees involved in the 
project, listing their place of work and their specific contributions. 

2.2. Exploitation of results 
 Reviewing possibilities of protection for results. 
 Reviewing licence agreements obtained in the context of the development of the 

products for restrictions of exploitation. 
 Reviewing marketing material for third party rights and obtaining licences if necessary. 

 
 

Area of 
law 

Checklist item 
Corresponding 
D2.6 section 

Description OK? 

IP Development of 
software: 

Use of third 
party products or 
IP Rights (e.g. 
patents, 
copyrights, 
industrial 

5.1.5.2  Determination of products 
involved in the development 
that are protected by IP 
Rights. 

 

5.1.5.2  Obtaining a licence for the 
use of third party IP-Rights 
and/or IP-Rights protected 
products if necessary. 
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designs) for 
development 

5.1.5.2.1  Examination of the specific 
licensing conditions if third- 
or project party software 
(and especially open source 
software) is used. 

 

 

 

 

5.1.5.1.4 and 
5.1.5.2.4 

 It should be determined 
whether in any of the use 
cases trade secrets of third 
parties will be processed or 
passed on. If that is the case, 
a permission has to be 
obtained.  

 

IP Development of 
software: 

Using own 
resources for 
development 

5.1.5.3  Determining each single 
contribution of any 
individual employee, their 
place of work, as well as the 
relevant employment 
agreement and its applicable 
law. 

 

5.1.5.3  Review of employment 
contract with regard to 
clauses concerning the 
transfer of IP Rights to the 
employer. 

 

IP Development of 
software: 

Documentation 

5.1.5.4  Retain all documents/ 
information on who of the 
project parties is responsible 
for the development of 
which specific component of 
the Secure IoT services; 
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5.1.5.4  Retaining detailed and 
comprehensive version of all 
specific limitations and/or 
conditions for 
implementation and 
exploitation of Background 
of the project parties 
enumerated in attachment 1 
CA; 

 

5.1.5.4  Keeping an ongoing record 
of the scope of the 
implementation and/or 
exploitation of any 
Background provided; 

 

5.1.5.4  In case of joint ownership 
retaining all 
documents/information of 
Results, the mandatory (cf. 
Art. 26.2 GA and sec. 8.2 CA) 
joint ownership agreements; 

 

5.1.5.4  Retain all documents/ 
information on who exactly 
is developing which specific 
component of the Secure IoT 
services for the project 
parties (i.e. employees, 
subcontractors, 
freelancers); 

 

5.1.5.4  Retain all agreements 
(employment, 
subcontracting, etc.) 
governing these 
relationships, in particular 
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their details regarding IP 
Rights and applicable law; 

5.1.5.4  Documentation of the 
development and the 
contributions of the 
individual persons; 

 

5.1.5.4  Documentation of any 
(external) intellectual 
property used for 
development or generated 
during the project. In 
particular concerning any  
 “open source” software 

and their applicable 
licenses;  

 know-how, including a 
detailed description of it 
and the reasonable steps 
to keep it secret; 

 

5.1.5.4  Documentation on the 
transfer and granting of any 
rights to other project 
parties, affiliates or third 
parties (either according to 
the GA/CA or as “regular” 
license). 
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IP Exploitation of 
results 

5.1.5.1  Review concerning 
possibilities of protection for 
results. 
☐ Copyrights 
☐ Patent 
☐ (industrial) Design 
☐ Trade secret 
☐ Database 

 

5.1.5.1.3  Is a registration for the 
protection of the result 
necessary (patents and 
industrial designs)? 

 

5.1.5.5.2  Review of licence 
agreements obtained in the 
context of the development 
of the products for 
restrictions of exploitation. 

 

5.1.5.5.2  Review of statutory 
exploitation restrictions for 
each country of exploitation 

 

n/a  Review of Grant Agreement 
for further exploitation 
restrictions 

 

n/a  Review of Consortium 
Agreement for further 
exploitation restrictions 

 

5.1.5.1.1 and 
5.1.5.2 

 Review of marketing 
material for third party 
rights and obtaining licences 
if necessary. 
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3. Telecommunications law  

Area of law Checklist item 
Corresponding 
D2.6 section 

Description OK? 

Tele-
communications 

Development of 
software: 

Implement 
appropriate 
technical and 
organisational 
measures to 
ensure IT-
security of 
SECaaS Services 

5.1.2.4  Only applicable to the 
extent SECaaS Services 
qualify as Electronic 
Communications 
Services. 

 If in doubt, assume that 
service qualifies as 
Electronic 
Communications 
Service. 

 Measures must be 
evaluated and taken on 
a “per-use-case”. 

 Measures must be 
appropriate to mitigate 
the security risks the 
service faces. 
“Appropriate” means 
that the likelihood of 
occurrence of a risk and 
the scope of its impact 
in case of an 
occurrence must be 
balanced against the 
necessary factual and 
financial efforts, a 
given effective solution 
requires. 

 

5.4.2  

5.5.2  

5.7.2  

5.8.2  

5.9.2  

6.1.2.  

6.2.2  

6.3.2.  

6.4.2  

6.5.2  

6.6.2  

7.1.2  

7.2.2  

8.2  

9.2  

  

Tele-
communications 

Development of 
software: 

Ensure that 
SECaaS Services 

5.1.2.6  Telecommunications-
law provisions are only 
applicable to the extent 
SECaaS Services qualify 

 

5.5.2  

5.7.2  



 

Page | 173 

Project Title: SecureIoT 
Contract No. 779899 
Project Coordinator: INTRASOFT International S.A. 

D2.7 - Legal and Regulatory Audit ing of SecureIoT Architecture and 
Services_Final version, 

Version: v1.0-Final, Date 25/07/2019 

and remaining 
framework to 
not allow for 
unsolicited 
communication 
for the purpose 
of direct 
marketing 
without consent 
to being 
contacted by the 
addressee. 

5.8.2 as Electronic 
Communications 
Services. Please note, 
unfair competition law 
of member-states may 
impose similar 
requirements 
regardless of the 
telecommunications 
laws. 

 If in doubt, assume that 
service qualifies as 
Electronic 
Communications 
Service. 

 This restriction applies 
to all forms of use of 
automated calling 
systems without 
human intervention 
(automatic calling 
machines), facsimile 
machines (fax) or 
electronic mail. 

 If contact data of a 
customer were 
obtained in the context 
of the sale of a product 
or service, the use of 
this contact is 
permitted for direct 
marketing by the 
provider of the product 
or service (who has 
initially obtained the 
data) for his own 
similar products and 
services. 

 

5.9.2  

6.1.2.  

6.2.2  

6.3.2.  

6.4.2  

6.5.2  

6.6.2  

7.1.2  

7.2.2  

8.2  

9.2  
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 Ensure that a consent 
obtained from a given 
addressee is given 
voluntarily and is 
recorded (e.g. 
confirmation-mails 
from the addressee, 
usage of activation 
links etc.). 

 Provide the addressee 
clearly and distinctly 
with an opportunity to 
object, free of charge 
and in an easy manner, 
to object the use of 
his/her data. 

Tele-
communications 

Development of 
software: 

Provide further 
information on 
the 
functionalities of 
the SECaaS 
Services 
regarding the IoT 
devices, 
especially on the 
protocols used 
therein. 

5.5.2  Whether SECaaS 
Services qualify as 
Electronic 
Communications 
Services or not largely 
depends on the specific 
functionalities and 
circumstances of data 
transmissions. Thus, 
the further legal 
assessment requires a 
comprehensive 
explanation of the 
exact flow of data and 
the circumstances of 
the data-transmission.  

 The explanation should 
encompass a detailed 
description of the 
protocols used by 
SECaaS for the 

 

5.5.2.2.1  
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transmission of the 
data. 

Tele-
communications 

Development of 
software: 

Provide further 
information on 
the 
functionalities of 
the filtering-
software, which 
will be part of 
SECaaS Services, 
and on their 
implementation 
into the IoT 
devices.  

5.5.2  The assessment, 
whether SECaaS 
provides some sort of 
editorial control over 
the transferred data is 
an integral part of the 
distinction between 
Information Society 
Services and Electronic 
Communication 
Services. Hence, 
further information is 
required. 

 This information 
should contain clues, 
whether the 
Consortium Members 
provide the filtering 
software or whether 
the respective 
manufacturer or user 
of the IoT devices will 
develop the filtering 
software. Furthermore, 
the explanations 
should include 
elaborations on the 
exact technical 
functionalities of the 
software, particularly 
on the parameters 
used by the algorithm 
for the filtering. 

 

5.5.2.2.1  

6.1.2.  

6.2.2  

6.3.2.  

6.4.2  

6.5.2  

6.6.2  

7.1.2  

7.2.2  

8.2  

9.2  
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Tele-
communications 

Development of 
software: 

Provide further 
information on 
the 
functionalities of 
the SECaaS 
compliance and 
auditing 
services. 

5.6.2  Since only little is 
known about the 
compliance and 
auditing services, an 
assessment whether 
this service is subject to 
telecommunications 
law cannot be made. 

 

Tele-
communications 

Development of 
software: 

Please provide 
further 
information on 
the technical 
functionalities of 
the SECaaS IoT 
Security 
Knowledgebase 
is required for 
the further 
assessment of 
the Project. 

5.7.2  Since only little is 
known about the 
knowledgebase, an 
assessment whether 
this service is subject to 
telecommunications 
law cannot be made. 

 The information should 
in particular include 
information on how the 
knowledgebase is 
accessed by its users, 
e.g. “in form of a 
website”. 

 In addition, please 
provide information, 
whether the 
knowledgebase 
overarches all use-
cases or whether it is 
specific to given use-
cases or groups 
thereof. 

 

Tele-
communications 

Development of 
software: 

5.8.2  Since only little is 
known about the 

 

6.1.2.  
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Please provide 
further 
information on 
what exactly the 
actions are 
SECaaS can take, 
based on the 
results of a risk 
assessment, and 
whether SECaaS 
takes these 
actions on 
demand or by 
default. 

6.2.2 knowledgebase, an 
assessment whether 
this service is subject to 
telecommunications 
law cannot be made. 

 

6.3.2.  

6.4.2  

6.5.2  

6.6.2  

7.1.2  

7.2.2  

8.2  

9.2  

  

Tele-
communications 

Development of 
software: 

Please provide 
further 
information on 
the 
functionalities of 
the Multi-Sided-
Market Platform. 

5.9.2  Since only little is 
known about the 
Platform, an 
assessment whether 
this service is subject to 
telecommunications 
law cannot be made. 

 The information should 
in particular include 
information on how the 
Multi-Sided-Market 
Platform is accessed by 
its users, e.g. “in form 
of a website”. 

In addition, please 
provide information, 
whether the platform 
overarches all use-
cases or whether it is 
specific to given use-
cases or groups 
thereof. 
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Tele-
communications 

Establishment of 
technical 
infrastructures: 

Please provide 
further 
information on 
the exact 
technical 
functionalities of 
vehicle-to-
vehicle data-
transfer. 

7.1.2  Depending on the 
modalities of the 
transfer of information 
between vehicles, the 
devices used for 
vehicle-to-vehicle 
communication might 
qualify as Electronic 
Communications 
Network. 

 The information should 
also contain 
information on the 
persons providing the 
IoT-Hardware which is 
installed and used in 
the vehicles. 

 

 


